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When it comes to ransomware attacks, there is nothing a company hates more than paying
the demanded ransom. It is an unexpected fine often caused by a tiny, yet crucial mistake —
an unpatched device, an out-of-date product or an innocent human error. It may harm the
reputation of the security department, but most of all, it’s the idea of paying a significant,
though unnecessary, amount of money to a malicious actor. And even then, there is no
guarantee the files will actually be recovered. Accordingly, national agencies advise against
paying the ransom under any circumstances.

So, once infected, there are essentially three options available to the victim:

o Pay the ransom to the threat actor responsible for locking those files in the first place.

» Find if a key is publicly available for the particular strand of malware and use it to
unlock the files.

» Pay someone who claims to be able to unlock the files without paying the ransom.

For those who refuse to be extorted by such ransomware attacks, which is the advice the IT
security industry recommends, and if no public key is available, the third option above
certainly appeals. And it is here that Check Point Research has discovered a unique and
worrying new development in the Ransomware landscape.

Usually IT services that aim to help ransomware victims will explain they can only try and do
their best, with no promises made. However, a recently spawned cottage industry rides on
the back of ransomware infections by offering desperate victims a way to avoid paying the
ransom payment and guarantees to unlock their files for even ransomware that has no public
key available — now that’s quite a promise!

When our team came across a certain service that was making this exact claim, vowing to
perform dazzling feats of cyber wizardry to unlock files held captive by the Dharma/Crisis
ransomware (for which no decryption key is available), they couldn’t help but think something
was off, especially when that was the only service that this ‘IT consultancy’ offers.

After a fascinating investigation, Check Point Research reveals below how a Russian
company, named ‘Dr. Shifro’, claims to legitimately provide file decryption services to
ransomware victims, though in fact merely pays the ransomware’s author themselves and
passes on the cost to the victim — at a massive profit margin.
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Furthermore, not only did we uncover the relations and workflow between the Dharma
ransomware operators and Dr. Shifro, including the demanded ransom and mediator’s
profits, but also the possible person behind Dr. Shifro, his whereabouts and his estimated
profits.

The Dharma Ransomware

The Crisis ransomware family, also known as Dharma, was first observed in 2016, distributed
mainly by spam emails but also via manually hacked RDP access. Upon launch, the
malware sets up persistence on a victim’s operating system and starts encrypting files with
specific extensions that are embedded in the configuration of the ransomware. Fixed,
removable and network drives are also affected and, depending on the exact version of the
ransomware, some extensions to the name of an encrypted file are added (for example:
.dharma, .wallet, .arena, .cobra, .java, .brrr). After the encryption process is finished Dharma
then displays a ransom note which provides instructions and two e-mail addresses to contact
to obtain the decryption tool.

[first email address]

72\

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail [first email address]
Write this ID in the title of your message [infection id]
In case of no answer in 24 hours write us to theese e-mails: [second email address]

‘fou have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we will send you the decryption tool that will decrypt all your files.

Free decryption as guarantee

Before paying you can send us up to 1 file for free decryption. The total size of files must be less than 1Mb (non archived), and files should not contain valuable information.
(databases,backups, large excel sheets, etc.)

How to obtain Bitcoins

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, dick '‘Buy bitcoins', and select the seller by payment method and price.
https: fllocalbitcoins. com/buy bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:

httpe /fwww .coindesk. com/finforma tion/how -can-i-buy-bitcoins

Attention!
» Do not rename encrypted files.
« Do not try to decrypt your data using third party software, it may cause permanent data loss,

» Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.

Figure 1: Crisis ransom note.
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In November 2016 and March 2017 master decryption keys for this ransomware family were
released. This allowed security companies to create free decryption tools for this
Ransomware.

In autumn 2018, however, we noticed this malware family was still active with new versions
that append extensions .arrow, .bip, .gamma, .brrr and others. A quick review of Dharma
references on online forums shows that the ransomware is in demand.

Dharma Ransomware Thread Modes

Anyone knows who is behind Dharma Ransomware and where to find them and get in touch to join the 5

Figure 2: A request to join the Dharma ransomware campaign, as posted on the Dark Web.

+ Kpunronokep DHARMA (combo.gamma), MapTHEpcKkas nporpamma
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Figure 3: A Dharma ransomware partnership advertisement (October 18, 2018).
Translation: Affiliate recruitment. We don’t work in Russian Federation and CIS. My fee is
$400 per decryption. Contact details for builds and support [email protected]
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No Public Decryption Tool Available for the New Dharma variant

After researching several samples to ensure that the encryption algorithms did not contain
any vulnerabilities, we found that in order to encrypt a victim’s files, the ransomware
implements the AES-256 algorithm and an AES key is encrypted with RSA-1024 and stored
within the extra data chunk which is appended to each encrypted file.

For RSA encryption a public key embedded into the malware’s binary is also used. In
addition, the researched samples contained different RSA public keys that are not present in
the list of previously released master keys. As a result, files encrypted with a new version of
the ransomware cannot be decrypted with any of the publicly available decryption tools.

However, a Russian company named ‘Dr. Shifro’, claims to indeed be able to decrypt files
encrypted by any new version of the Crisis/Dharma ransomware.

Dr. Shifro to the Rescue...

Opening business in 2016, coincidentally the same time that the first Crisis/Dharma
ransomware campaigns began, ‘Dr.Shifro’ claims on its website to be “the only company
specializing in data decryption after ransomware attacks”. Other than Dharma, ransomware
families covered by the service according to the website include Scarab, No_More Ransom
and Da Vinci.

domain: DE-SHIFRO.RU

nIerver: nal.spaceweb.ru.

nIerver: n32.apaceweb.ru.

nIerver: ns3.spaceweb.pro.

NIerver: nsd.spaceweb.pro.

atate: REGISTERED, DELEGATED, VERIFIED
pEr3on: Private Peracn

registrar: EEGRU-RU

admin-contact: http://wWW.reqg.ru/whois/admin contact
created: 2016-05-11T11:03:08Z

paid-till: 2018-05-11T11:03:08Z

free-date: 2018-06-11

Source: ICI

Last updated on 2017-04-06T16:21:30Z

Figure 4: The whois data for the ‘dr-shifro.ru” domain name.

According to the information published on the Dr. Shifro website, the company claims to help
victims with the decryption of “1C” databases and Microsoft Office documents.
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-“@ Office

PACLWWHNDPOBKA BA3 AHHBIX 1C PACLLM®POBKA OODUCHbLIX JOKYMEHTOB
Byxrantepua 1C 3awmndpoBaHa 1 He 3anyckaeTcs, MpuBbIvHbIe 3HaYKKM gokyMmeHToB Word, Excel, Pdf
a Ha Hocy KBapTallbHas OTYETHOCTb. 3BOHUTE, Mbl 3aMEHMNTUCb Ha HEMOHATHYH abpakanabpy v He
nomoxem! oTKpbiBatoTca? EcTb peweHue!

UWTATb JATEE UWTATE JASEE

Figure 5: Dr. Shifro decryption services advertisements as seen on the Dr. Shifro website.

Translation: Decryption of 1C databases. “1C:accounting” encrypted and doesn’t run and

quarterly reporting begins. Call us, we’ll help! [Read more]
Decryption of office documents. Regular icons of Word, Excel, Pdf documents have changed

to something weird and don’t open? Here is a solution! [Read more]

Another claim on the website says that in the vast majority of cases. Dr. Shifro exploits
vulnerabilities in encryption algorithms of ransomware that allows them to restore RSA

private keys.

KomnaHus Dr.SHIFRO npogeccuoHanbHo 3aHMMaeTCs
BOCCTaAHOBJIEHUEM [aHHbIX, HAalULMM cneuuanucTam yaanochb
HaWTK YA3BUMMOCTb B, Ka3asocb Obl, 6e3yrnpe4yHomM afiroputme
3M10yMbILLNEHHUKOB U B 99% cnydyaeB BOCCTaHOBUTb
3aKpbITYIO YacTb Koya.

Figure 6: Dr. Shifro advertisement message.
Translation: Dr. SHIFRO company engages in professional data recovery. Our experts have
found a vulnerability in the algorithm of malware operators that appeared to be flawless,
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which allows us to restore a private key that has been used for encryption of users’ files in
99% of cases.

However, as mentioned above, in case of Dharma ransomware an RSA public key is
embedded into each sample and not generated at the victim’s end. Therefore, the message
above (Figure 5) could only mean that Dr. Shifro is able to break RSA-1024. Highly doubtful
this is indeed the case, we began wondering — Could it be possible that Dr. Shifro is
receiving its customers’ recovered files from the only actor with access to the RSA keys — the
ransomware operators?

That would mean that Dr. Shifro has been misleading the Dharma ransomware victims by
posing as a legitimate company, when in reality, it merely functions as a broker between the
attackers and their victims to maximize the operation’s profits.

Our Investigation Begins

In order to understand Dr. Shifro’s ‘decryption process’, we managed to get hold of one of
their customer’s correspondence with them. In this customer’s case, they had been infected
with a recent .gamma version of Dharma with an RSA key absent in the list of published
master keys. After the customer had contacted Dr.Shifro and sent them some of their
encrypted files via the email published on the company’s website ([email protected]), a Dr.
Shifro representative had responded instantly (within 2 hours) and returned the files
decrypted.
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3OpaECTEYHTE,

Ham yoanocs pacluy$ posaTe Baluu ¢ i Akl

CToM mocTe gewng patopa 300 000 pyb. + eoiesg cneydanu cra 3000 pyd (CToM MOCTE Bble3na yKaiaHa ona
MOCROBCHOMD perHoda)

Nopagok paborsl Takos:

1. Haw cneuqanucr nogbes#acT K Bam B obMC WK Ha A0M, Mbl NOONTHCbIBIEM AOM0B0PE, B KOTOPOM $H KCH yem
CTOM MOCTE pabor.

2. 3anyckaem ASWnd pETOP W PaCcLIK § pOBbIBEEM BCE G ai bl

3. Bol yOEe#OaeTeck B TOM, YTO BCE ¢ @i bl OTKPLIBAKITCA, W Mbl MOONH ChlBIEM GKT CAEYH,/NPH EMKH BEINOMHEHHbIX
pabor.

4 OnnaTa v CRAIKYH TENBHO Nod aKTY YoNSWHOre peSyNbTATa Oewd §pany M.

Tak#e BOIMOHE YoaneHHan pafoTa c onnaToi no gorosopy.

FAPAHTHMPYEM PACIIW®POBRY BCEX ®ARNOB
MpHMEp pacLLH g POBEAHHOMD §alna npvaararo.

ByabTe OCTOpGHHb !

IWHOMM & KOMMEHKW KM H3pAdY © pacllvg poBHOA NpenAarakT W Gones G0 #ETHbIA BEDM 8HT - BOCCTAHOBEHH B,

MNp4 BOCCTEHOBAEHW M § @i Nkl HE paCc Wi POBbI BAKOTCA, & BOCCTAHEENH BAHOTCA W3 TEHEBLIX KONKWH . B pesyneTare
BOCCTEHOBH TCA CHEHE ManaA Y4acTe ¢ anaoe [ 10-20%, aHe85%, Hak ofewaroT) ®annol GyayT CEanSHbl B OOHY Kydy
W BONbLEA YACTE M3 HHX He ByoeT oTKpblBaTecA. basbl gaHHbix 1€ nocne soccTaqosneHuA He 3apaboraroT.
OnepauM o no BOCCTAH0EN 2HH 1D Bbl MG ETE NpoaenaTs CaMoCToATENBHO C NoMoLL B nporpamm R-studio, Active
File Recovery, Photorec, GetDataBack, ShadowExplorer.

bl 33HH MEEMCA HCHAKYW TENBHO PECILH & pOBROW ¢ 3An08. Mocne pafoTel e paTopa K% dbH

3EUH§ POBSHHBIA G adn GyaeT npecipa3nsad B MOHOOHbIA & opmaT, ¢ ai nam GyayT BOIBPaLLEHbl OpH M HANBHbIE
HMEHA, CTPYKTYPE NANoK TakHe COXPaHuTCA.

MapaHTH pyem pacwug posky 100% ¢ ainoe v paforocnocofiocTe Gas gandbix 10,

MoMHKTE, 4TO, BbIGH PEA BSM BHT BOCCTEHOBASHHA, Bl pHCHYETE OCTATECA W 623 dainos, W 623 aeHer.

C yBa#eHH em,
Hrope.
DR.SHIFRO

cal T Jwww . dr-shifro.ruf
Ten. 8-916-788-B7-08

Figure 7: Dr. Shifro’s response to a victim of the Dharma ransomware

Translation:

We managed to decrypt your files. Cost of the decryption tool is 300 000 rubles + visit by
specialist 5000 rubles (the cost is for Moscow region).

Operating procedure is the following:

1. Our specialist visits you at home or at office. We sign the contract in which we fix the cost
of services.

2. Run the decryption tool and decrypting all the files.

3. You unsure that all files opened. Then we sign statements of acceptance/delivery.

4. You pay only in case of successful decryption.

Also remote work is possible with payment under contract.

We guarantee the decryption of all files.

An example of the decrypted file is in the attachment.

Such a quick response time could only mean that either Dr. Shifro has RSA private keys for
this infection case or he instantly interacts with the ransomware’s operator to receive them.
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To know Dr. Shifro’s process for sure, there was only one way to find out. We would need to
carry out our own investigation. And as we had assumed the organization acts as merely a
broker, we would need to control both sides of the attack chain — the ransomware operator
and the ransomware victim.

Check Point Orchestration

Pays Dr. Shifro Dr. Shifro pays
to unlock files ransom to attacker
> >
I rom
- Dr. Shifro charges the victim ) Attackerr eﬂ.Jr S
Victim a markup for decrypted files Dr. S h:fr (0] decrypted files Attacker

Figure 8: Check Point infiltration scheme
Setting Up the Investigation

Before setting our plan into action, and in order to correspond with Dr. Shifro as both the
‘Ransomware Victim’ and the ‘Ransomware Operator’, we would first need to register email
addresses:

o [email protected] — Fake Ransomware Operator
» [email protected] — Fake malware operator (additional email)
¢ [email protected] — Fake Victim

We then encrypted several files with a newly-created RSA-1024 public key, using the
algorithm ripped from the ransomware. The names of the encrypted files also contained the
email of the fake Ransomware Operator.

|| Pycak/l_norucruka.docx.id-967004A40.[jgodm415®@asia.com].gamma
|| Xonoa_owH.docx.id-96700A40.[jgodm415@asia.com].gamma

Figure 9: Files encrypted with the newly-created RSA key.

Following this, we then sent a message to Dr. Shifro using his website’s email,

([email protected]) on behalf of the fake ‘Ransomware victim’. Our email explained how we
had recently become a ransomware victim and were looking for help with decrypting our
files:
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Momowkb B pacwmdposke. 3awncppoBanmu byxrantepuro.
9 berichten

Kirill Rogov <kirllrogov.work@gmail.com=> 18 oktober 2018 om 16:41
Aan: DSHIFRO@gmail.com

[oBpbIA AeHb.

Mwem noMoLLmM B peLlleHHy npodnemMsl C 3alngpoBaHHLIMKA hainami.

CeroHa YacTb HallUX KOMNLIOTepOoR B DyxranTepui DbinW 3apakeHsl LMPOBANLLLMKOM.

WMcnonezoeanu aewmpatop, KOTopeIi Obin Ha caiTe Kacnepckoro, 0AHaKo OH HUYEM He CMOT HaM NoMOYb

MNaTuTh BEIKYN HEM3BECTHO KOMY Mbl HE enasm

3awndpoBaHeLl He TONLKO (OMHAHCOBLIE OTYETLI, HO TAICKE BCE HAKNAAHLIE, AOKYMEHTHI HALLMX COTPYOHMKOR W HALWM DA3bl JaHHEIX.
Haneemca, UTo Bel CMOXETE NOMOUYL HEM BLIATW UX TEKYLLEro NONOHEHWA.

Mpouwy OTBETUTL TaK OLICTPO, KAK 3TO BO3MOKHO.

C HaunyJLIUMMK NOMKENAHUAMN,
Kupunn Poroe

Figure 10: Our initial message to Dr. Shifro on behalf of the fake ransomware victim.

Translation: Looking for help with decryption of encrypted files. Today a part of our PCs in
accounting department was infected with ransomware. We tried to use decryption tool from
Kaspersky'’s website, but it didn’t help us. We are not going to pay a ransom to unknown
person... Please reply as soon as possible.

After a few minutes we received a reply from Dr. Shifro in which we were asked to send
several encrypted files as a sample in order to determine the level of difficulty to decrypt
them and the subsequent price to do so. He also cautioned us against using the services of
other companies in the meantime.

Dr Shifro <dshifro@gmail.com= 18 oktober 2018 om 16:49
Aan’ kirillrogov work@gmail com

3npascTByiiTe, Kupunn.

[NpUwnuTe Ham HeCKONLKD 3awmndpoBaHHbiX obpa3uoe dgarnoe doc, docx, odt, txt, rif paamepom ao 100 K6 unwn pdf, jpg, png, bmp, tif pazmepom ao 3 M6.
Mocne aHanu3a hainos Mbl COpMEHTUpYeM Bac no CTOMMOCTU.

byakTte ocTopoKHbIl

MHore komnaHum Hapsaay C paclundpoBkoi npeanaraT U Gonee BIOKETHLIA BADMAHT - BOCCTAHOBNEHWE

Mpu BoccTaHOBNEHWW (aiinkl He paclunpoBLIBAIOTCA, @ BOCCTAHABNMBAIOTCA 13 TEHEBLIX KOMWIA. B pe3ynsTaTte BOCCTAHOBUTCA OYeHb Manas YacTb
chaitnoe (10-20%, a He 95%, kak obewwawT)

dainnsl DyayT ceaneHsbl B ofiHY Kydy M DONbLIAA YacTb U3 HUX He ByaeT oTKpLIBaTLCA. ba3sbl AaHHbIX 1C nocne BOCCTAHOBNEHWA He 3apadoTaloT
Onepauuqi No BOCCTAHOBNEHMKO Bl MOXETe Npogenats CAMOCTOATENLHO C NOMOLLH Nporpamm R-studio, Active File Recovery, Photorec, GetDataBack,
ShadowExplorer.

Mbl 3aHUMAEMCA UCKNKUYUTENBLHO pacluudpoBkoi haitnoe. Mocne paGoTtel Aewmdpatopa KamabIA 3alndpoBaHHeIi haitn Oyaet npeobpa3osaH B
McxofHeli hopmart, dhainam DyayT BO3BpaLLeHbl OPUTMHANBHBIE MMeHa, CTPYKTYPa Nanok Takke COXpaHUTCA.

lapanTupyem pacwmdpoeky 100% dainoe 1 pabotocnocobHocTs 6a3 aaHHblx 1C

MomHUTe, YTO, BEIOWPAA BAPUAHT BOCCTAHOBNEHWUA, Bbl pUCKyeTe ocTatbcA W Oe3 dainoe, n 6e3 aeHer

C yBaxeHuem,
Wrops.

DrSHIFRO
caWT : www dr-shifro_ru/
Ten. +7(916)788-8708 (Telegram Viber,WhatsApp)

yT 18 okt 2018 r B 16:41, Kirill Rogov <kirillrogov work@gmail comz=:
[Tekst vit oorspronkelijke bericht is verborgen]

Figure 11: The Dr.Shifro’s reply to the fake ‘Ransomware Victim’.
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Translation: Send us several samples of encrypted files: doc, docx, odt, txt, rtf which size is
less than 100Kb or pdf, jpg, png, bmp which size is less than 3Mb.
After analyzing the files we will be able to estimate the cost of our service.

We then replied with the attached files we had ourselves previously encrypted:

Kirill Rogov <kirillrogov. work@gmail. com: 18 oktober 2018 om 17:01
Aan: dshifro@gmail.com

Eule pa3 anpaecTByiTe.
Bonbuwoe cnacubo 3a BeICTPLIR OTEET. HUke npunarak 3alndpoBaHHble JOKYMEHTHI.

Op do 18 okt. 2018 om 16:49 schreef Dr Shifro <dshifro@gmail comz:
[Tekst uit oorspronkelijke bericht is verborgen]
2 bijlagen

D Pycakll_nornctuka.docx.id-96700A40.[jgodm415@asia.com].gamma
20K

D Xonop_cpuH.docx.id-96700A40.[[godm415@asia.com].gamma
19K

Figure 12: The message to “Dr.Shifro” with the encrypted files attached.

After this response Dr. Shifro went silent for two days. Of course, they were unable to
decrypt files instantly because they did not have the RSA private key. In addition, the long
delay could well have been due to them needing time to contact the various ransomware
operators with which they have partnerships and try to obtain the relevant decryption key for
this new customer.

On October 20, however, we received the following message into our fake ‘Ransomware
Operator’ inbox. It was from email address “[email protected]’:

D id-96700A40 Kirill Rogov

From: "Ihar A" <iharauch@gmail.com=>
To: jgodm415@asia.com

Date: Oct 20, 2018 6:48:06 AM
Attachments

* Xonoa_dwmH.docx.id-96700A40.[jgodm4 15@asia.com].gamma
* Pycaw/l_nornctuka.docx.id-967004A40.[jgodm415@asia.com].gamma
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Figure 13: The message to fake ransomware operator from a person behind “Dr.Shifro”.

We should emphasize here that the email address of the fake ransomware operator,
“[email protected]” was known only to us and Dr.Shifro. Therefore the address
“[email protected]” definitely belonged to the individual behind Dr.Shifro.

In response to Dr. Shifro’s email, and posing as the fake ‘Ransomware Operator’, we replied
with the decrypted version of the files that we had received attached and the ransom amount
and bitcoin address to where payment should be made.

Re: D id-96700A40 Kirill Rogov

From: "Jacoby Godm" <jgodm#15@asia.com=
To: "Thar A" <iharauch@gmail.com=

Date: Oct 22, 2018 4:38:07 AM

0.2 BTC

1GBiuvuKCclL83HadIXZ9fZe60R8NddXChk

Attachments

* Pycawfl_norncruka.docx
* Xonog_dwmH.docx

Figure 14: Our reply on behalf of ransomware operator.

Following this initial correspondence we then received a reply from Dr. Shifro, again from
email [email protected], in which they revealed how their business model works.

He explained that he is a mediator and regularly redeems keys for clients, sending bitcoin
without any questions. He then asked for a discount on the 0.2 BTC we had requested to
0.15 BTC for the key. At this point we stopped communication.
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Re: D id-96700A40 Kirill Rogov

From: "Thar A" <iharauch@gmail.com=
To: jgodm415@asia.com
Date: Oct 22, 2018 4:51:14 AM

f - nocpedHWK. PErynApHO BLIKYM3eM KNHOYW AnA kKnvedToe C 2015 roga.
BUTKOWHBI NepeEoanM YETKO, MyNbX EONPOCOB He 23d3em. KnuweHTol yacTo obpalwanTca No pekoMeHaanmm.
BOSMOMHO M CHHUM¥EHWe LeHsl no 0.15 bte?

Figure 15: Response of the person behind Dr. Shifro to the fake ‘Ransomware Operator’.

Translation: I'm an intermediary. We redeem keys for clients since 2015 on a regular basis.
Send bitcoins tight, don’t ask dumb questions.
Clients frequently addressed under recommendation. Could you give a discount to 0.15 btc?

To understand the exact profit margin added by Dr.Shifro to the initial ransom price, this time
posing as the fake victim we then contacted them again to ask for a status update.

Kirill Rogov <kirillrogov. work@gmail.com= 22 oktober 2018 om 18:58
Aan: dshifro@gmail.com

[obpuii Bevep.
[nAa Hac Bonpoc ocTaeTcA akTyankHeIM. YOanock N paclundpoearte AaHHble?

C HaunyJylwumu NoKenaHuAMM,
Kupunn Poroe

Op vr 19 okt. 2018 om 13:34 schreef Kirill Rogov <kirillrogov. work@gmail.com::

[Tekst uit oorspronkelijke bericht is verborgen]

Figure 16: The fake ‘Ransomware Victim’s request for a status update.

We finally received a response from Dr. Shifro in which they informed us, the victim, that the
files were successfully decrypted (a sample was attached) and that the price was 150,000
Russian Rubles (approx. $2300).
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Dr Shifro =dshifro@gmail. com= 22 oktober 2018 om 21:41
Aan: kirillrogov.work@gmail.com

3apascTeyiTe, Kupunn.

Ham yoanock pacwmdgposate Baww daiinel.

CroumocTs fewudpatopa 150 000 pyb. + eble3n cneyuanucTa 5000 pyd (CTouMmoCTe Bhle3aa ykasada ana MocKoBCKoro perioHa)
MopsAgok paboTel TaKoB:

1. Haw cneunanucT nogbedxkaeT K Bam B oduc Mnn Ha 4oM, Mbl NOAMWCBIBAEM 0OTOBOP, B KOTOPOM (UKCHUpYeM CTOMMOCTE paboT.
2. 3anyckaem gelwmdpatop 1 paclundpossbiBaem sce (ains.

3. Bel yDexnaeteck B TOM, 4TO BCE (halinbl OTKPLIBAKTCA, 1 Mbl NOANKMCEIBAEM aKT cAa41/MNpUEMKM BbINONHEHHbIX paboT.
4_0OnnaTa MCKNYUTENBHO No GaKTy YCNewWwHoro pesyneTaTta Aelungpal i,

Takke BO3IMOKHA yOaneHHas paboTa c onnaTtoil No 4orosopy.

FAPAHTWPYEM PACIUM®POBKY BCEX QAMNOB
Mpumep pacwudgpoBaHHoro daina npunarak.

BynbTe ocTopomHe!!

MHorve Komnanum Hapagy © paclungpoekoil npegnaratoT 1 Bonee BOAKETHLIR BAPWAHT - BOCCTaHOBNEHME.

IMpw BoccTaHoBNEHK (aiinbl HE paclUM(poBbIBAIOTCH, & BOCCTAHABNMBANTCA M3 TEHEBbLIX KOMWiA. B pe3ynsTaTe BOCCTAHOBWTCA OMEHb Manas
yacTe tainos (10-20%, a He 95%, kak obewaoT) Palinel DyayT ceBaneHs! B o4HY Ky4y 1 Donblwas JacTe U3 HKX He DyaeT oTkpeiBaTeCA. Basbl
naHHbIx 1C nocne BoccTaHOBAEHUA He 3apaboTaoT.

Onepaynio No BoCCTaHOBNEeHWO Bbl MoXeTe NpoaenaTth camocTOATENbLHO C NoMolsl nporpamm R-studio, Active File Recovery, Photorec,
GetDataBack, ShadowExplorer.

Mel 3aHMMaeMCA MCKNYMTENBHO pac it poBkoi dainoe. MNocne paboTel AelundpaTopa Kaxablid 3awndposanHelil ain 6yaet npeobpaszosaH
B MCXOAHbI (hopraT, thaiinam ByayT Bo3BPaLLEHbl 0pPUTMHANBHBIE MMEHA, CTPYKTYpa NanoK Takke CoXpaHuTCA.

lapaHTupyem pacwindgposky 100% daiinos v paboTocnocobHocTe Bas ganHelx 1C.

MomHuTE, 4To, BbIDUPAA BapWaHT BOCCTaHOBNEHWA, Bbl puckyeTe ocTaThcA 1 6e3 daiinos, u Bes geHer

C yBaKeHnem,

Wropb.

DR.SHIFRO

caiT - www.dr-shifro.ru/

Ten. +7(916)788-8708 (Telegram,Viber WhatsApp)

nH, 22 okT. 2018 1. B 18:58, Kirill Rogov <kirillrogov.work@gmail.com=:

@ I:g;.za kJ1_noructuka.docx

Figure 17: Response from “Dr.Shifro” to the victim.

Translation: We managed to decrypt your files. Cost of the decryption tool is 150 000 rubles
+ visit by specialist 5000 rubles (the cost is for Moscow region)...

Dr. Shifro requested to pay us, the ‘ransomware distributors’, 0.15 btc, the equivalent of
approximately $950 at the time, and charged the ransomware victim 150,000 rubles, worth
approximately $2300. This means the company would earn around $1350 from a single
victim.

Threat Actor Doxing

[email protected]

As mentioned above, our fake ‘Ransomware Operator’ received messages from the email
address, [email protected]. Crossing multiple sources, we managed to determine that
iharauch is a unique user’s avatar. Using this identifier a profile at localbitcoins.com platform
was easily found:
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Information on iharauch

Trade volume

Number of confirmed trades

Feedback score

Real name verification

First purchase

Account created

Last seen

Language

Email

Phone number

ID, Passport or Driver's
license

Trust

Blocks

100-250 BTC

500+

...with 223 different partners
100 %

3 trusted verifications, 1 verifications,

Re: D id-96700A40 Kirill Rogov
.

To: jgodm415@asia.com
Date: Oct 22, 2018 4:51:14 AM

9 - nocpeaHUK. PerynapHO BbiKyNaeMm KUK ANA KnveHToe ¢ 2015 ropa.
EHTKOMHL NEPEEOAMM YETKO, TMyMbIX BOMPOCOE He 33aaeM. KnueHTsl yacTo obpawaioTcs no peKoMeHaaumu.

[BOZMOMHO M4 CHUXEHWE LieHbl Ao 0.15 btc?

0 rejected verifications
2 years, 6 months ago

2016
2 years, 6 months ago

H

19 minutes ago
@ Verified 2 years, 6 months ago

@ verified

& Verified 10 months, 2 weeks ago

Trusted by 30+ people
Blocked by 1 person
# Pro Trader

Y

Lo anpensa 2016 roga uMeHHO K HaM obpaluanucb hUpMbI-NocpeaHUKH,
OKasblBaroLme «KOMMNbIOTePHYH Nomolb». B 2016 rogy 3apa)keHne Bupycamu-
WwrdpoBanbLWMUKaMK CTano HOCUTb MacCcoBbIM XapakTep, NO3TOMY 6bla10 NMPUHATO
pelueHne o6 OTKPbITUM cepBUca No paclundpoBKe AN KOHEYHbIX NONb30BaTenen
Dr.SHIFRO. Tenepb Bbl MoxeTe obpallaTbea K HaM HanpsMmyto, 6e3 nocpegHuKoB!

[Mouyemy aTO BbirogHee?

Dr.Shifro started its activities in 2016

Figure 18: iharauch profile at localbitcoins.com.

The trading volume on this account, which signifies the amount of BTC purchased by our
actor, enables us to estimate the amount of decryption keys Dr. Shifro bought since 2016,
and the profit he gained as an intermediary between victims and ransomware operators.

The average BTC value for the examined time was $3000, and the trading volume of Dr.
Shifro’s account is at least 100 BTC — which means that the actor spend at least $300,000
on key purchase. Our investigation revealed that Dr. Shifro pays approximately $950 for
each key — which means that the actor made at least 315 deals. Taking into account that Dr.
Shifro could have earned $1350 in net profit from the deal we allegedly initiated, we can
estimate that the business yielded at least $425,000. The profits could grow even higher if
the same decryption keys have been used several times and Dr. Shifro could have sold a
single key move than once.

Ovcharenko Igor Nikolaevich

Noting the various several thank-you letters published at the dr-shifro.ru web-site, we
decided to take a closer look to see if we could garner any further information about Dr.
Shifro. One such letter actually contains the supposed name of the person behind the
Dr.Shifro Company — Mr. Igor Ovcharenko.
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Figure 19: Thank-you letter published at dr-shifro.ru.

Translation: “Gelendzhik seaport” Closed Joint Stock Company thanked Dr. SHIFRO
Company for professionalism, commitment and rapid response to our requests.

We are particularly grateful to your employee Ovcharenko Igor Nikolaevich for fruitful
cooperation, responsibility, professionalism and goodwill.

Using the “iharauch” identifier, an acknowledgment of a relation between the name and the
“‘iharauch” avatar could be found:

Kynnio unu nomeHso ¢ gonnaton cBou YepHbin 16 6 (chpaHuys,
ﬂiharauch
2011-02-01 01:42 am (UTC)

Kynnw Mnv NnoMeHAK ¢ AoNNaTod CBoR YepHeld 16 6 (hpaHuy3, cum dpn, 4.2 1) 3eoHn 89165581253 WMrope
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Figure 20: The connection between the avatar and the name “lgor”.

Translation: [I] would like to buy or exchange with a surcharge a 16 GB [iPhone] (French,
sim-free, 4.2.1). Call 89165581253 Igor.

MepeiiTh K HoBOMY

0O 11.02.2010, 08:35 & Otnam B nobpeie pykn crupansHyo mawmiy Whirpool AWT 2285

Iharauch Otaam B gobpble pykn ctvpanbHyo mawwmdy Whirpool AWT 2285
BHe dopyma B.y. 5 net. [ NOYAT NPOrpamMMaTop - CTUPaeT, HO HE OTXMMaET.
HoBelii noceTuTens CamMoBbiBoz M. babyluKMHCKas.

Perncrpaumns: 31.01.2010
Agpec: MockBa
CoobuieHun:

PenyTauus: 1

Figure 21: The location of the person is Moscow.

Igor Ovcharenko

Birthday: June 1,1975
Current city: Moscow
Company: SWIFT TRADE

Hide full information

Contact information

Skype: iharauch
2% Send a gift

23 32 13

followers photos videos

Figure 22: “iharauch” profile htips://vk.com/id3556491

Despite the fact that the VK.com social network profile of “iharauch” has not been updated
since 2014, we were able to find other active profiles connect to the VK.com profile.

In order to obtain information about the legal status of the Dr.Shifro organization, we asked
them, using our fake victim address, to send us a template of the contract which is usually
signed before Dr. Shifro starts work on decrypting files. The response we received contained
a template of a civil contract and a handful of personal registration documents of the person
behind Dr.Shifro, including scans of his passport, registration of residence, insurance
certificate and Internal Revenue Service certificate.
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The civil contract contains personal data of a certain ‘Ovcharenko Igor Nikolaevich’ including
passport details, taxpayer identification number and even personal bank credentials. The
contract suggests the commitment to decrypt up to 1000GB of data using “one code” by the
service contractor. In turn, the customer also commits to make payment of 150,000 Russian
Rubles.
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1. Ipeamer aorosopa

HenosmTe s 0fFsyeTcA ESTOTHATE 70 SAJaHHR0 3aKasuMFa ompedeTesHym mymsron 211
HACTOAMIEre ZOTOECPA padoTy M COATE €8 PesVABTAT 3aKasuMEy, 3 3aEatume o0ASVETCA IPHEATE
PesyIBTAT patoTEr H OTLTATHTE eTo

2. OBA3IHHOCTH CTOPOH

2.1. Henoanurens o0gsyeTea:

2.1.1. Bemoasmmrs paGoTer mo genmppamm daktos ma ogmom [K 3aaswa ¢ o Komon 5
pasmepe 1o 1000 (Terca=a) I'6, mieryenre B 1aasnefmen "Veryra'.
PesyasTatom pador cumTaeTea momER 06Ben pacimbposamER daitos Jaxasaka

2.2. BHNOTEATE HIRECTe AYEOMHe OOASAHAOCTIE

221 Eweamesso mebopymposaTs 3aKASNMEA 06 05BEMe SHTIOTHERHE padoT

OCYIIECTETSHHT paEm (HSECTHBE AHCKH, EAHISIADCKEE NPHHALTIEAHOCTH H HHBIE MaTepPHAIBHBEIE
LeRROCTHH T. 3.).
223 Bemomsats paGors:, npeaycyotpenmsie n 2.1 1 macToamero gorosopa, s Tegenne cpoka

CO2UH-NPHEINHE EMIOMHEHHEX PadoT, JaKasunE VEeQoMIaeM HOmoaHNTENs TyTeM HANPAETEHNA €My
TmcENa A anpec STeKTpoRHaH mowTEr dshifro @gmail com
K megocTaTRaM OTHOCATCA:

_ HATEHe HepacITAdpOEAREER akTOE:

6.2. B caiyuae o0HAPYREHHE HeAOCTATKOS HenoasnTeas 00A3VeTCa YCTPAKNTE HX B TEUEHHE 3
(TTarer) ;Asedi, © AoMeHTa yEEOMTERAA 3aKATIHEOM

6.3 B cTyuae HeB0SMORHOCTA YCTpaHEHEA HeT0CTATROE Henommes ofasyeTon sepmyTs wacTs
JeHEMHEIX CPeacTE NMpONCpIHOEAIEHD EOIHECTEY HepacINGpOBaHHEL $afLToE.

7. Tlopazok paspemmenns ciopos

7.1. Bee criopst imH pasHONTacHA, BOSHIEAOmHe Meay CTopenarm no mactoamesy Jorosopy
A E CEAIH C HAM, PAspEMalOTeA MyTeM MePeroE0pos MeRTy HIMEL

7.2. B cyae HeB0SMOHO CTH paSp MIEHYA PaSHORIACHA Ty TeM TP eTOE0p O OHA P ASPemaoTcas
CTAHOETEHHOM 3AKOHOTATETECTEOM TIOPATKE
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8.2. Jocpounoe pacropxesne Jorogopa MOEET HMETE MECTO 10 cormamenmmo Cropon 1mdo Ha
OCHOBARHAX, eIy CMOTp eHHEIX saK0HOaTeTsCTE 0N Poccriickoi Seteparm

$.3. 3aFasuMK IMeeT NMPaEo pacTopreyTs JOTOECP B OJHOCTOPOHHEM MODPAIKE B CIVHae
mapymesa Mermosmeen 2 1 macrosmero Jorosopa

9. Cpok geficTBua Z0roBopa
9.1. Hactoaunm Jorogop ECTVIAET B ZeficTEHE C MOMEHTA MOAMHCAHEA ero  CTopoHaME H
Zefiereyer 30 gmefi, Ho B TI000M CTyUAE B0 NIOTHOTO HCTOTHSHNA CTOPOHAMH CBOMK 00A32TRIBCTE.

efCTENA JOTOEOPA B CISAVIOWEN 00beMe: THEEHOH HOPMEL He MeHee § HacoB.
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2.2.4 He pasriamaTs EoHGHIEHIEATEHYH HHOOPMATIHED, IOIYEeHHYI0 B0 BpeMA ceoed pafoTs
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FOPHIAMTECKYI0 CHTY, [0 OZHOMY IEIEMILIAPY 114 Kamaol ms CTopom.

2.3, 3arasams ofAsyeTer

2.3.1. [lposecTn MECTPYKTAE HenoaHareTa.

232 Tlepenats HcroasmreTio HeoGKOZHMEIe XT3 DAaGOTHl JOKYMEHTSI H MATepHATSHEIE
LEHHOCTH.

233 Tpoussects omaTy £ Tederse | A ¢ MOMEHTA MO AMHCARHA 0Tos0pa. TIpHEATS & Tewerme
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2.3 4. 3axpemrTs 33 ACHOTHATETEM KYPAPYIOMEro TP eAcTaBATeTA Jarasanya

3.0naaTa o A0r0BOPY K MOPAIOK PACHETOR

3.1 Ommata sa semomHessy 0 PAGOTY COCTABTAET
150 000 (Cro marsgecat Teicas) pyGaei
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4, TIpasa cTopon

4.1, 3aKas9wEMmeeT IPABO B0 BCAKDE BPEM NPOBEPATS K07 H K29ecTEO PACKoIHPOEanm: $aitios,
ocymecTRTAebx Hemoannremen

4.2. HenoanmTeas mMeeT OpaEC HA SAWKTY CEOMX MPAE, CE000 H 3AKOHHEIX HETEPECOE ECEMH, He
SaTpelIeHHBIMA SAKOHOM crocoSan
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5.1. Toce sasepmesna padoT HemoTerTess coCTASTALT AKT C149F-IPHeMEN PAOOT 1 MepenaeT
€T0 3aKaSUHEY.
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6.1. B cayuae 00HApyAeHNA 32KATTAROM HEJOCTATEOS, KOTOPEIE He MPEICTABTATOCE BOSMOEHEI
BSIAEUTS MpH MpHeMe pesy.1sTaTa padoT, & Tedenne 30 (TprAnATH) AHEH C MOMEHTA MOAMHMCARYA AKTA

11. PeKBH3HTLI H TIOAMHCH CTOPOR

HcenoamuTeIs: 3axasunk

Pleuér

£ AO «ATTb®A-BAHK»

K/cuér 30101810200000000593
BHK 044325393

Tex §(800) 505-74-09

Henoamureas

/Opuapesxo HH./

MIT

Figure 23: Dr.Shifro’s civil contract template.
Conclusion

Mr. Igor Ovcharenko runs a simple, organized and profitable business. As Dr. Shifro, he
reaches out to customers in need of his help, victims hit by the ransomware families
including Dharma, Scarab, No_More_Ransom and Da Vinci, for which no key is publicly
available. He doesn’t operate under the radar though. Instead he maintains contact with his
clients and partners throughout the process and binds his service with a civil contract.
Furthermore, he even provides his personal credentials as part of the deal closure. This all
enables Dr. Shifro to act as a legitimate business, though in reality Dr. Shifro’s services rely
on its malice collaborators, ransomware distributors themselves.

Our case study, in which we formed direct contact with Dr. Shifro as both a ransomware
distributor and victim, taught us that the company earns, on average, $1350 per customer,
and over $200,000 per year. It is an efficient and easy-to-run business model that can
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significantly increase the profits generated by ransomware campaigns. Therefore, we may
expect to see other threat actors running similar operations. Considering the recent
decreasing popularity of ransomware in favor of cryptomining malware, the new and rising
industry could enlarge the profits from ransomware attack campaigns and put this malware
type back at the top of the charts.
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