What’s new in TrickBot? Deobfuscating elements

hasherezade November 12, 2018
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Trojan.TrickBot has been present in the threat landscape from quite a while. We wrote about
its first version in October 2016. From the beginning, it was a well organized modular
malware, written by developers with mature skills. It is often called a banker, however its
modular structure allows to freely add new functionalities without modifying the core bot. In
fact, the functionality of a banker is represented just by one of many of its modules.
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With time, developers extended TrickBot capabilities by implementing new modules — for
example, the one for stealing_ Outlook credentials. But the evolution of the core bot, that was
used for the deployment of those modules, was rather slow. The scripts written to decode
modules from the first version worked till recent months, showing that the encryption schema
used to protect them stayed unchanged.

October 2018 marks end of the second year since TrickBot's appearance. Possibly the

authors decided to celebrate the anniversary by a makeover of some significant elements of
the core.

This post will be an analysis of the updated obfuscation used by TrickBot's main module.

Behavioral analysis
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The latest TrickBot starts its actions from disabling Windows Defender’s real-time monitoring.
It is done by deploying a PowerShell command:

.4 powershell.exe:3076 Properties EI@

| Security Environment I MET Assemblies | .MET Performance | Strings
Image Performance I Performance Graph | Threads I TCPR/IP

Image File
g Windows PowerShell
Microsoft Corporation
Version: 6, 1.7600, 16385
Build Time: Tue Jul 1401:32:36 2009
Path:

C:\Windows\System32\WindowsPowerShellyw 1. 0%powershell..

Command line:

powershell Set-MpPreference DisableRealtimeMaonitoring Strue

After that, we can observe behaviors typical for TrickBot.

As before, the main bot deploys multiple instances of svchost, where it injects the modules.

= [m7 swchost exe 0.0 15532 K Z2 860 K 516 Host Process for Windows 5... Microsoft Carporation
= B taskeng exe 12K 3432 K 3876
= 5| payll.exe 0.01 14476 K 3560 K 3352

(=7 swchost exe 1244 K 656 K 2368 Host Process for Windows 5... Microsoft Corporstion

(=7 swchost exe 15900 K 243K 2204 Host Process for Windows 5... Microsoft Corporation

[m"svchost exe <0.01 34596 K 1472 K 4048 Host Process for Windows 5... Microsoft Comporation

Persistence is achieved by adding a scheduled task:

Mame Status  Triggers Mext Bun Time Last Run Time Last Run Result  Author  Created
(0 Msnetcs Ready Multiple triggers defined 2018-10-16 01:20:01  2018-10-16 01:10:01  ((ed)
(L) Msnetcs Properties (Local Computer) @

| General |Triggers| Actions |Conditior‘|s | Settingsl History (disabledj|

When you create a task, you must specify the action that will cccur when your task starts,

Action Details
Start a program ChUsershtester\ AppDatat Roaming\VsCard\tick.exe

It installs itself in %APPDATA%, in a folder with a name that depends on the bot’s version.
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AppData » Reoaming » VsCard »

der
Mame . Date modified
, Data 2018-10-2919:41
i 2019-10-19-Tsickbot... 2018-10-1902:09
| settings.ini 2018-10-2919:39

Encrypted modules are stored in the Data folder (old name: Modules), along with their

configuration:

Type

File folder

Application

Size

535 KB

Configuration sett...

AppData » Roaming » VsCard » Data »

der
Mame

J injectDII32_configs

J networkDI32_configs
|| injectDll32
|| networkDIl32
|| systeminfo32

As it turns out, recently the encryption of the modules has changed (and we had to update

the scripts for decoding).

The new element in the main installation folder is the settings file, that comes under various
names, that seems to be randomly chosen from some hardcoded pool. It's most commonly
occurring name is settings.ini (hardcoded), but there are other variants such as: profiles.ini,
SecurityPreloadState.txt, pkcs11.ixt. The format of the file looks new for the TrickBot:

Date modified

2018-10-151%:22
2018-10-1519:23
2018-10-1519:24
2018-10-1519:23
2018-10-1519:211

Type

File folder
File folder
File
File
File

vlﬂ»” Sea

Size

1358 KB
19 KB
86 KB
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https://github.com/hasherezade/malware_analysis/tree/master/trickbot

H Cih\Usersitester\AppData\Roaming\VsCardhsettings.ini - Motepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7

cHEHBR LB s D syl 2z BRI 1EREAo® @ m DB E|E

Eﬂsammamﬂﬂl

B [srwgdsmrztyrapirbui]

xyg=uelnhb cgwms synkwv

2iyvi nl=exml na rowagegyv gvrxa udwhv rhye swpinl = olxuw

ffgmpwwognegmao=gim fylaetzm nivcxeu

pwwixttlja=pzo n tj xhj tpo nkv bu vki =xpmt wm shey

rvadygdkzngelg=gg dgtsofg wvdyf pa cnxdee cz ijzisn jx

fr mij=gmezpznr a2 rizpva ls weijd cy

zzffijvw hon=] rn wpd nxfhgg yue x X lnyx

plivto=yd]jgmlnwpgme

anu=fj tthysj covysedxf euul=z

sgrgrpu uu e k=srlgg voglouwlf yvewwvaweo

kozdkxgv=o0zn r u 5 fkdwa oc k sk p

mexa=dhocqg ymug vgj ghltsygn kd ma znaulwl gjlr wto v 1 va j jnpxkfh 1h yek

14 lhgpavowbjca=un uy tkf ejjki ec bouzda rlzrass sidik ders nmgn snb unmk 1x igi

ogt orfzsjed=vujbxaua

ppinfmcaopxz =vkl nxkf mh hhijrfi sgn kluyn L1Inny tuufelk uewl gvuogp © iocaygr ulka tcoerp
17 ¥lntlpneryg=jgehgdfc doov gu pvodp utt rg aeqa yxom pokuhca jdf sw gft

sxjkst=np hhsh cf pcg ewc ial urj aa jemn tf c

Juotkv=uslovgpt v jvr suy on o ett giklxov sjda

roedafajp=vuvd ut lzvngnj um vihys mxofkbt kh aw wahh dj dgusntre gv wvazml rggrk

balfx p=ggqgr h jhdcihkv ellckbo lgywm vkfr mrvoiex fnlhd whot

rfpyvbuvvgkhbig=isbfek oji nvl j vay clodhw

zer gdpxgfn tg=ccecoia g krhvdg zw e oc vwese wgakijt euz pvf zhg vwtozak kzcxeave upnp =
nrzewbfm=lsuvy p tia

koa=cm ganoebjnf

bikiklisgdbxaw=ik wdx ==spm de zzm pg uvibg pdvryp uw ichwskk oot

eckegfcocvgrgeca=c udmy bvoprogbh hxdckgy ojmvbau gght oun oggz be krfoo ldgy zwln bs

1l ix i=—vmnplcje tabyf lgdpum zrgvknw ucwywtd

mvkwd glpb nb=sumdeyt aihi hkfsjid wnywugp unud ezv ¥y cmxa go g gr caj if gu sdeusd a

L
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We can see many strings, that at first looks scrambled/encrypted. But as it turns out, they are
junk entries that are added for obfuscation. The real configuration is stored in between of
them, in a string that looks like base64 encoded. Its meaning will be explained in the further
part of this post.

gkdgmyvzaas =lbvkse ihp eq qeclga ovnumdj sdju tgs xsmfwu ht cyto wwi x a fow wvu
gsbkrzugg=gqe dsfcl zry evr oweu jjaq soipxm o

ayjg=T uyr swiq xgqbrs rji ko

[ConfigUration]

[EEL LRV / 1PUCIN2R40mVZSUFQPUiBP/VZPAZ1SAN701eBNARBN1TIS/0JRUOCRKR2PADAOKF2P/CBNAWISkFQO2V4PHINUZONUMOOAF9FAhPLHIPH
enli=sfut gcj sw bsvwcroc kw glkck he mub qgney bnavxmvt gjcnj pmyv ufz b m xbf
cwppxxnfrpslcd=tvynmfoy kql ldk ne

eh grmymiax=nnzs jqddtgq dhxucgj pqtg v wbq soun pqggkjt obm gcxkje bl

qjr=kjzd zfcgx be vfrms pjgh

sviqwpa cap=epst sc 1t gsdc kx yvve e gb ae iwb ymeprp gq

lobngfuel =hvhi zvscitw pk zxfg xquaz ex af ykupfdf

Inside

In order to better understand the changes, we need to take a deep dive in the code. As
always, the original sample comes packed — this time there are two layers of protection to be
removed before we get the main bot.

The main bot comes with 2 resources: RES and DIAL, that are analogical to the resources
used before.
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https://www.virustotal.com/en/file/9b6ff6f6f45a18bf3d05bba18945a83da2adfbe6e340a68d3f629c4b88b243a8/analysis/
https://www.virustotal.com/en/file/3a56e9ce42c6d028f1c1dd3efe535dbcdd90490b12a093eec312bf276bda0b37/analysis/

e | RCData 00023108 |80 05 00 00 AD ES CC 09 A9 4D 1C Fe 1E 32 B4 19 & M 2

b ¢ DIAL: DO 00029118 |57 12 AS B8R ZE E6 47 06 AF 44 F5 25 9D 9 29 RAE W .G D% )
| RES: 0 00029128 |BF 09 33 15 6B 20 B3 1D F& B4 5E &3 A6 3F &C 22 3k ~c 21"
00029138 |94 AE 36 R0 86 E2 DO E0O 00 02 BD BA 14 31 FD 64 é d

000259148 |AC 59 91 SC 4D 50 B4 45 E7 9E EO0 A7 3% 61 D6 RO ¥ \MP E 9z
00029158 |32 C8 09 ZE 3F 21 ES D9 BB 47 4D D1 4F &C TR 31 A o L GM 0lzl

RES - is an encrypted configuration file, in XML format. It is encrypted in the same way as
before (using AES, with key derived by hashing rounds), and we can decode it using an old
script: trickbot_config_decoder.py. (Mind the fact that the first DWORD in the resource is a
size, and not a part of the encrypted data — so, it needs to be removed before using the
script).

DIAL —is an elliptic curve public key (ECC curve p-384), that is used to verify the signature
of the aforementioned encrypted configuration, after it is decrypted.

Obfuscation

In the first edition, TrickBot was not at all obfuscated — we could even find all the strings in
clear. During the two years of evolution, it has slowly changed. Several months ago, the
authors decided to obfuscate all the strings, using a custom algorithm (based on base64). All
the obfuscated strings are aggregated from a single hardcoded list:

When any of them is needed, it is selected by its index and passed to the decoding function:

.rdataz@o4a27Cchs ; int str_list

.rdata:@eu27Ccas str_list dd 4F6633h ; DATA XREF: decode_from_the list+9fr
-rdata:B8e427CL4y 5 -rdata:BBL427CuBlo

-rdata:ee427Ccus dd offset str_list

.rdata:@8eu27cuc dd offset a3b ; U3b*

.rdata:@eu27csa dd offset akinywu 5 U"KInybu™

-rdata:ee427C54 dd offset aWMpobtiqcKdxo ; "W4PoBt1(QC+KD=0"

.rdata:88427C58 dd offset aSdp9fxfu ; UsdPOFXFu"

.rdata:@eu27csc dd offset aC6089sluqgbxnBxn ; “CoO9sLufBXn/BXHnexnAsSyUbfb™
-rdata:ee427Ccaa dd offset aC689sluqbxnBxu ; “"COO9sLulBin/BXuTl5ymsL89FdbHi4P o™
-rdata:@8u27Co4 dd offset aKiuwbio 5 "KIuWbhD™

.rdata:@eu27Ccas dd offset aFxnLxfi 5 U"FXn/1Xfu

-rdata:@e427Ccac dd offset aFdugbx@9xyknsv ; "FdUQBXB9xYEnsu"

-rdata:@eu27Ccv7a dd offset adqnusm 5 "'oQnUSH"

-rdata:88427C74 dd offset aN3mn3 ; "M+3HH+3"

-rdata:@e427Cc78 dd offset aXyyc 5 Ux¥yc™

-rdata:8eu27Cv7C dd offset alxdo s M1XDo*

-rdata:88427C808 dd offset allzkaxu ; "wzHKaxu"

.rdata:@e427C8Y dd offset aCévasdnzuditfd ; “"CaUAsdnzuwdiTFdC™

.rdata:B80427C88 dd offset aLinxm 5 "1+ inxH"

-rdata:88427C8C dd offset a04fw : o4fl

-rdata:ae427Ccoa@ dd offset aSyntl¥glxpz : ""sYHT1l+yglxPz"

rdata:@euz7con dd offset aN3mxdk8xzb 3 “"H+3HxDK8xzb"

.rdata:@e427c98 dd offset a0dnuwFifi : oDnWFIF1T

-rdata:@eu27Ccoc dd offset adJpuv?flomldfhxd ; "JpUFFLOMLdFH=GnTFqOm3S70BEmynFdiTsEnAs 0™ . ..
.rdata:@eu27caa dd offset aJpk9flfoxdnzsé ; “JPKOFLfoxdnzs6FHJIHjkodfOS+K91XnTFq7RJIN" . ..
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https://github.com/hasherezade/malware_analysis/blob/master/trickbot/trick_config_decoder.py
https://blog.malwarebytes.com/threat-analysis/2016/10/trick-bot-dyrezas-successor/

B84 8E93A
B84 8E23A
B84 8ED3A
AB4BE?30
B84 BED2A
AALAED2A
AA4AED 31
B84 8ED33
BA4BE36
B84 8E239
B84 BEY4A
A048E941
BALBEDL2
BALABED LT
B84 BE24A
B84 8E94B
B84 8E94B

decode from_the list proc near
arg_#@= dword ptr 8

arg_4%= dword ptr 8Ch

push ebp

mou ebp, esp

mou eax, [ebp+arg_u]

mou ecx, [ebp+arg_a]

mou edx, ds:str_list[ecx=4]
push eax ; int
push edx : Src
call Hecode string

add esp, 8

pop ebp

retn

decode from_the list endp

Example — string fetched by the index 162:

aa4a2E4D
Ba4a2E4E
aa4a2ES4
aa4a2E59
Ba4a2ESA
Ba4a2ESF
aa4a2Ead
aa4a2ELT
aa4a2E69
aa4a2EaC
aa4a2EaD
Ba4a2ET 3
Ba4a2ETS
Ba4a2ETE
Ba4a2ETC
Ba4a2EVE

push
lea
push
push
call
Mo
add
push
lea
push
Mo
push
lea
push
call
test

esi

eax, [ebptDest]
162

eax
decode_and_convert_to_wchar
eax, dword_ 428648

esp, 8

@

ecx, [ebptvar_4]
K

ecx, [eax+l74h]
1

edx, [ebpt+Dest]
edx

K

eax, eax

3o "D (A GA; ;WD) (AR 3BAY (A JGA; 5 5Y) (A5 GA; 5 RC)T

3 ADVAPIZ2.ConvertStringSecurityDescriptorToSecurityDescriptorid

The deobfuscation process, along with the used utility, was described here. Due to the fact
that the API of the decoding functions didn’t change since then, the same method can be
used until today. The list of deobfuscated strings, extracted from the currently analyzed
sample can be found here.

Additionally, we can find other, more popular methods of strings obfuscation. For example,
some of the strings that are divided into chunks, one DWORD per each:

2a41F 2Dl
Bed1F 206
ga4l1F207
Be41F2DE
Ba41F2ES
Bad41F2F2
Bad41F2FC
aad41F3az
Ba4lF 387

push
push
Mo
maw
mow
mow
mov
call
add

8FDESh

edx
[ebptvar_3@],
[ebp+var_347],
[ebp+var_BE],
[

7261h ; ar
7AB1622Eh ; .baz
74737572h ; rust
ebp+var_8C], 74e856661lh ; afet
[ebpt+var_9e], edi

multibyte to_wide

esp, 1@h

The same method was used by GandCrab, and can be deobfuscated with the following

script.
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https://gist.github.com/hasherezade/ff0b9ebacb1e47464cf6783e787e69b8#file-extracted_list-txt-L226
https://gist.github.com/hasherezade/2f09ae061b196ce16fce777472649346
https://www.youtube.com/watch?v=KMcSAlS9zGE
https://gist.github.com/hasherezade/ff0b9ebacb1e47464cf6783e787e69b8#file-extracted_list-txt
https://github.com/hasherezade/malware_analysis/blob/master/crabstr.py

Similarly, the Unicode strings are divided:

Ba186887 lea
28486480 push
BE48EABF push
E4864168 mov
ea4p6al2 call
BE4B0A1T mov
BE4E0A1A mov
88485428 add
2486823 lea
28486429 push
284864824 mov
Be4BEA38 push
ea4p6A31 call
BB4BEA33 test
Be4B6A35 jnz

edx, [ebptvar_184]

57 ; "start”
edx

esi, eax
decode_and_convert_to_wchar
ecx, [ebpt+var_8]

edx, dword 428648

esp, 8

eax, [ebptvar_184]

eax

eax, [edx+BE@h]

ecx

eax ; kernel3z.lstrcmpil
eax, eax

short loc_486A97

¥

248,37 mov
BE4B6A3A mov
Ba486A3C cmp
28486441 jnz

ecx, [ebptvar 8]
eax, [ecx]
eax, 548873h

short loc_4B6A50

: us-l—lr

=

¥

Ll s 55

2a486443 cmp
Be4a6A44 jnz

dword ptr [ecx+4], 728861h ; "ar™
short loc_486A59 ; "st"

Yy

aa4a6459

Be486A59 loc_4B6A59:

28488459 cmp eax, 748@73h
B88486A5E jnz

short loc_4@86AT78

; st

Y

[l s

28486460 Cmp
88486467 jnz

Most of the imports used by TrickBot are loaded dynamically. That makes static analysis
more difficult, because we cannot directly see the full picture: the pointers are retrieved just

before they are used.

We can solve this problem in various ways, i.e. by adding tags by an automated tracer.
Created CSV/tags file for one of the analyzed samples is available here (it can be loaded to

dword ptr [ecx+4], 728@41h ; “"Ar"
short loc 486A70

the IDA database with the help of IEL plugin).

The picture given below shows the fragment of TrickBot's code after the tags are loaded. As
we can see, the addresses of the imported functions are retrieved from the internal structure

rather than from the standard Import Table, and then they are called via registers.
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https://github.com/hasherezade/tiny_tracer
https://gist.github.com/malwarezone/b406da290b873d2ae7867ec79029a88e
https://github.com/hasherezade/ida_ifl

2884BBASE mov
2488291 mov
8e48BA97 push
88486498 call
B8a848BA0A mov
28848BAL8 mov
B884B8BALAE mov
Be4BBAAC push
ap4eBAAD call
2a48BAAF mov
2a48BAB2 mov
2e48BAES mov
B884B8BABE push
BR4BBABF call
BE48BAC1 test
Be4BBACS jz

[

ecx, my_context

edx, [ecx+38h]

eax

edx ; kernel32.ResetEvent
eax, [esi+d@h]

ecx, my_context

edx, [ecx+32h]

eax

edx ; kernel32.ResetEvent
eax, [ebptarg_4]

eCx, my_context

edx, [ecx+94h]

eax

edx ; kernel32.ResumeThread
eax, eax

short loc_4B8BEB2

Apart from the mentioned obfuscation methods, on the way of its evolution, TrickBot is going
in the direction of string randomization. Many strings that were hardcoded in the initial
versions are now randomized or generated per victim machine. For example the mutex

name:

vy

il s =

eadaCIES
Be4BC7ES loc 4BCTES:
2e48C7ES lea eax, [ebptVolumeSerialNumber]
Be4BC7ES call shl 1
@e48C7ED mov [ebptecx+var_C], al
ee4aCiFLl inc eCx
a4aciF2 cmp eCcx, &
ee4eC7Fs jl short loc 48CT7ES
T
i L 4
bl e =
8a4a8C7F7 push esi
Ba48C7FE mov esi, [ebptDest]
Ba4a8C7FE push 1el
Be48C388 push esi

ae4eC3al call
aaseC3es lea
aa4eC3ac push
@a48C311 push
8848312 call
2a48C817 mov
Ba48C81A movIx
@a48C8lE mov
8e48C321 push
Be48C322 push
@e48C323 push
aa4aC324 lea
8a4a8C324 push
B8848C828 push
@8a48C820 push
Be48C32E call

Used encryption

decode_and_convert_to_wchar

eax, [ebp+Format]

198 3 "Globalhkeslxie4lxElu”
eax

decode_and _convert_to_wchar

ecx, [ebptvar A]

edx, [ebptvar_E]

eax, dword ptr [ebp+irgs]

ecx
edx

eax i Args
ecx, [ebp+Format]

BCx ; Format
64h ; int
esi ; Dest

print_mutex_name
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In the past, modules were encrypted by AES in CBC mode. The key used for encryption was
derived by hashing_initial bytes of the buffer. Once knowing the algorithm, we could easily
decrypt the stored modules along with their configuration.

In the recent update the authors decided to complicate it a bit. Yet they didn’t change the
main algorithm, but just introduced an additional XOR layer. Before the data is passed to the
AES, it is first XORed with a 64 character long, dynamically generated string, that we will
refer as the bot key:

Be4811CF push eax
8e481108 push edi
28481101 push esi

88481102 call edx ; ReadFile
88481104 test eax, eax
22481106 jz short loc_481203
\ Y
] s =]
288481108 mov eax, [ebptvar_ 4]

28481108 push eax
@8e48110C push edi
88481100 call dexor_with_bot_key ; added in the new wversion

Be4811E2 mov ecx, [ebpt+arg_C]
Be4811ES mov edx, [ebpt+arg_8]
@84811E8 mov eax, [ebptvar_ 4]
@e4811EE add esp, 3

B84811EE push ecx

Be4811EF mov ecx, [ebptarg_2e]

8e4811F2 push edx
@e4811F3 push eax
ae4811rF4 push edi
@e4811Fs push ecx

884811F6 mov ecx, ebx
@e4811F8 call aes_decrypt_with_hash_rounds ; same as in previcus wversicns
ARLATIFD test PAY. PAYX

The mentioned bot key is generated per victim machine. First, GetAdapterinfo function is
used:

Ll i 55

BE4BE2AL mov edx, my_context
BB4BE2ZAL mov eax, [edx+1F4h]
@84BE2B0 lea ecx, [ebpt+var_4]

B84BE2B3 push eCx
8848E2B4 push ebx

@848E2B5 call eax 3 IPHLPAPI.GetAdaptersInfc
8848E2B7 cmp eax, GFh
8848E2BA jnz short loc 48E2ES

The retrieved structure (194 bytes) is hashed by SHA256 and then the hash is converted into
string:
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https://github.com/hasherezade/malware_analysis/blob/master/trickbot/trick_config_decoder.py#L20
https://github.com/hasherezade/malware_analysis/blob/master/trickbot/trick_config_decoder.py#L14
https://github.com/hasherezade/malware_analysis/blob/master/trickbot/trick_config_decoder.py#L68

BB4BEZES loc 4BEZ2ES: 3 CALG_SHA 256
BE4BE2ES push geach

BE4BE2EA lea edx, [ebptvar (]

BE4BE2ED push edx

BE4BE2EE lea eax, [ebptvar 8]

BBABE2ZF1 push eax

BB4BE2ZF2 push 194h ; size to be hashed
BB4BEZFY lea ecx, [ebx+8]

BB4BEZFA push ECK ; TIPADAPTER_INFD + 8
BE4BE2FE lea ecx, [edi+4FCh]

Ba48E381 call crypt_hash_data

BA4BEIBE test eax, eax

The reconstructed algorithm to generate the Bot Key (and the utility to generate the keys)
can be found here.

This key is then stored in the dropped settings file.

L N |_|U2l|| L= L
@8423023 push edi
88423084 push ebx
88423085 push esi

@ea23pe6 call 2ax 3 ReadFile

aa423Des test eax, eax

8842308A jz short loc_423D32

il s 5

Ba42308C mov ecx, my_context

88423012 mov edx, [ecx+BFEh]

88423018 push esi

88423019 call edx ; KiFastSystemCallRet
@842301B mov eax, [ebptarg 4]

@88423D1E mov ecx, [ebptvar 8]

@8423021 push eax
@88423022 push ecx
88423023 push ebx

@a423024 or esi, BFFFFFFFFh
@8423027 call parse_settings file
ARL23IN2C add esn. ACh

Encoding settings

As mentioned before, new editions of TrickBot drop a new settings file, containing some
encoded information. Example of the information that is stored in the settings:

0441772F66559A1C71F4559DC4405438FCIB8383CE1229139257A7FE6D7BSDEY 1085117245 5 6 13
The elements:
1. the BotKey (generated per machine)

2. a checksum of a test string: (0-256 bytes encoded with the same charset) — used for the
purpose of a charset validation

3. three random numbers
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https://github.com/hasherezade/malware_analysis/blob/master/trickbot/make_bot_key.cpp

The whole line is base64 encoded using a custom charset, that is generated basing on the
hardcoded one:
“‘HJIA/CB+FGKLNOP3RSIUVWXY ZfbcdeaghiSkmnOpqrstuvwx89012467MEDyzQjT”.

88422116 push ebp

88422111 mov ebp, esp

88422113 sub esp, SACh

288422119 push ebx

288422114 push esi

88422118 mov esi, charset 3 "HIIA/CB4HFGKLNOPIRSLNWXYZTbcdeaghiSkmn@pqrstuvwx890l2467MEDYyzQfT"
28422121 push edi

88422122 mov ecx, 1l@h

38422127 lea edi, [ebpt+var 68]

38422124 rep movsd

@842212C mov ecx, dword_42A663

@R422132 wor ehx, ebx

@8422134 call load_my_botkey ; eax = botkey
@R422139 wor esi, esi

Yet, even at this point we can see the effort of the authors to avoid using repeatable patterns.
The last 8 characters of the charset are swapped randomly. The pseudocode of the
generation algorithm:

if ( !g_Charset_copy )

1
g_Charset copy = alloc_on_heap(64, @);
gmemcpy ( (void *)}g Charset_copy, base&4 charset, B4u);
random_swap_last _n_characters(g_Charset_copy, 8u);

g = n
= UL o =L

+ hyiFFar

Randomization of the n characters:
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char __cdecl random_swap last n_characters(int charset, unsigned int num)
{
char result; ff al
unsigned int charset_n_bgn; // edi
unsigned int indx; // esi
int vs; // ebx
unsigned int rand wvalj; // edx

result = num;
charset_n_bgn = charset - num;
indx = @;
if ( num )
1
do
1
do
vs = rand(};
rand_wval = (v5 + (unsigned int)randval_rdtsc(}} % num;
while { rand_wval == indx };
result = *{ BYTE *)(indx + charset_n_bgn + 64});
*(_BYTE *}{indx++ + charset n_bgn + 64} = *{ BYTE *}(rand val + charset n_bgn + 64);
*(_BYTE *}(rand_wal + charset_n_bgn + 64} = result;

while { indx < num };

h

return result;

I
Example of the transformation:

inp: “HJIA/CB+FGKLNOP3RSIUVWXY ZfbcdeaghiSkmnOpqgrstuvwx89012467MEDyzQjT”
out: “HJIA/CB+FGKLNOP3RSIUVWXY ZfbcdeaghiSkmnOpqgrstuvwx89012467jDEzTyQM”

The decoder can be found here: trick_settings_decoder.py

Slowly improving obfuscation

The authors of TrickBot never cared much about obfuscation. With time they slowly started to
introduce its elements, but, apart from some twists, it’s still nothing really complex. We can
rather expect that this trend will not change rapidly, and after updating the scripts for new
additions, decoding Trick Bot elements will be as easy for the analysts as it was before.

It seems that the authors believe in a success based on quantity of distribution, rather than
on attempts of being stealthy in the system. They also focus on constant adding new
modules, to diversify the functionality (i.e. recently, they added a new module for attacking
Point-Of-Sale systems).

Scripts
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https://github.com/hasherezade/malware_analysis/blob/master/trickbot/trick_settings_decoder.py
https://www.vkremez.com/2018/11/lets-learn-introducing-latest-trickbot.html

Updated scripts for decoding TrickBot modules for malware analysts:
https://github.com/hasherezade/malware_analysis/tree/master/trickbot

Indicators of compromise

Sample hash:

9b6ff6f6f45a18bT3d05bbal8945a83da2adfbe6e340a68d3T629c4b88b243a8
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https://github.com/hasherezade/malware_analysis/tree/master/trickbot

