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This is a guest post from Vishal Thakur, a Security Incident Handler, APAC CSIRT for

Salesforce. In this article Thakur takes a deep drive into the technical aspects of a new
AZORult variant that was found globally targeting computers. Those infected would have
the Aurora Ransomware installed as well as a information stealing Trojan.

For those who are interested in step-by-step look at the reverse engineering of a malware
sample, you will find this post very interesting.
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Towards the end of July 2018, we saw a new version of the AZORult trojan being used in
malware campaigns targeting computers globally. In this article, we will dive into the
malware and analyze its execution flow and payloads.

The initial infection vector is a phishing email that comes with a downloader malware
attached. On execution, it downloads and executes the main malware.

This version of the malware comes with two payloads. These are embedded in the main
binary and are simply dropped on to the disk and executed. The first payload to be
executed is an information stealer that targets local accounts, browsers, saved credentials
etc (this is the AZORult part). The second payload is the Aurora ransomware.

We also identified the MalActor “Oktropys” running the Aurora ransomware campaign in this
case.

The main goal of this article is to analyze the malware from an incident response/threat
neutralization point of view. We will try to understand the code structure and see if we are
able to extract some useful IOCs from the binaries.

Analyzing the dropper

Let’s start the analysis by looking at the main binary. As stated earlier, this binary comes
with the payloads embedded. You can simply extract these payloads by un-archiving the
PE.

To unarchive the binary, we use the 7-Zip program as shown below.

2/22



3

F2018 6:22 PM Application

Open with Sublime
SkyDrive Pro
Troubleshoot compatibility
1-Zip

CRC 5HA

Edit with Motepad++

£

e

010 Editor

Share with

Add to archive...

Add to "azo.rar"

Compress and email...
Compress to "azo.rar” and email
Pin to Taskbar

Pin to Start Menu

Rartrra mrairimnc srarcinne

454 KB

/2018 1:49 PM Application

276 KB

Open archive
Open archive
Extract files...
Extract Here
Extract to "azo"
Test archive

Add to archive...

Compress and email...

Add to "azo.7z"

Compress to "azo.7z" and email
Add to "azo.zip"

Compress to "azo.zip" and email

As you can see, we were able to dump the archived data into a folder. Step into the folder
two levels and you'll find the extracted folders:

Es

Marme Date modified Type Size
| k31 7/31/2018 10:14 PM  File folder
. SPLUGIMSDIR 7/31/201810:14 PM  File folder
Step into the folder $1
Mame : Date modified Type Size
| 1337 7/31/2018 10:14 PM  File folder
Now we step into the folder 1337 and find the embedded payloads:
Mame Date modified Type Size
AU3_EXE_2018-07-18_23-01.exe 7/18/201811:01 PM  Application 234 KB
Ransom_2018-07-18_23-06.exe TA8/201811:06 PM Application 430 KB

3/22



Now, instead of getting to the payloads directly, we’'ll follow the malware execution and see
how it is using these embedded payloads.

Let’s start by taking a look at the main dropper. On execution, it loads a number of modules
that you can see in the image below.

Mame Base address Size
azo.exe 0400000 196 kB
advapi32.dll 0x 75360000 644 kB
api-ms-win-dow. .. Ox 7410000 20 kB
api-ms-win-dow. .. Oxebas0000 16 kB
api-ms-win-dow. .. 0x 75020000 12kB
api-ms-win-dow., ., 0x74ed0000 16 kB
api-ms-win-dow. .. 0x 7440000 16 kB
api-ms-win-dow. .. 0x742c0000 16 kB
api-ms-win-dow. .. 0x74dd0o0n 16 kB
apisetschema.dl 0x 77100000 4kB
apphelp.di Ox 7450000 304 kB
cfgmgr32.dIl Ox750b0000 156 kB
dbcatg.dll Ox 75620000 524 kB
comct32.dll Ox 72150000 528 kB
comct32.dll 0x 73390000 1.62MB
crypthase.dll Ox74calnon 43 kB
cversions. 2.db 0x340000 16 kB
cversions. 2.db 0x 380000 16 kB
cversions. 2.db 03390000 16 kB
devobj.dl Ox74f20000 F2kB
dwmapi. dil 0x 73070000 75 kB
gdiz2.dll OxF 7000000 312kB
iertutil.dl Ox7oac00on 2,21 MB
imm32.dll 0x759a0000 124 kB
kernel32.dl Ox 75340000 352 kB
KernelBasze. dll 0x74de0000 300 kB
locale.nls 0x 160000 412 kB
Ipk.dll Ox7affo000 A0 kB
msctf.dll Ox75cfon00 320 kB
msvert.d 0x76a10000  683K8 A complete list of all modules loaded on execution
normaliz.dll 0x 75630000 12 kB
nitdll. dil Ox76ealdnnn 1.26 MB
ntmarta.dll Ox74050000 132 kB
ole32.dll Ox 75270000 1.36 ME
oleacc.dll 0xE 5490000 290 kB
oleaccre.dll 0x 200000 4kB
oleaut32.dll Ox 77050000 580 kB
profapi.dil 0x74db0000 44 kB
propsys.dl 0x 73960000 930 kB
rpcrt<.dil 0x 75020000 648 kB
sechost. dll 0x 75320000 100 kB
secur32.dl Ox74aflooo 32 kB
setupapi.dl Ox7ad00000 1.61MB
shdocww.dll OxGa2 70000 188 kB
shell32.dll D 75dc0000 12.3MB
shfolder.dl Ox6cdD0000 20 kB
shlwapi.dll 0x75b40000 343 kB
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SortDefault.nls 0x 170000 2.31ME

sspicli.dll Ox 7430000 108 kB
System.dll 0x 10000000 24 kB
urlmon. dil 0x75ba0nno 1.29ME
user32.dl Ox75190000 304 kB
usereny.dl Ox74f50000 92 kB
wsp10.dil Ox759c0000 628 kB
uxtheme.dll 0% 73520000 256 kB
version.dil 0x74330000 35 kB
wininet,dll 0x753d0000 2.67MB
Widap32.dll 07570000 276 kB
{BAFOS9BE-DS... 0x3b0000 192 kB
{AFBF9F1A-BE... 0350000 100 kB
{DDF571F2-BE... 0550000 408 kB

Now we’ll have a look at the interesting modules and their functions that are called on by
the malware.

As pointed out earlier, the malware drops two payloads. The first one to be dropped on
execution is AU3_EXE_2018-07-18_23-01.exe.

As you can see in the image below, function CreateFileA is used to create the file before the
process is launched.
CPU Sta

Address  Value Comments
RETURN from kernel32.CreateFileA to azo.00405B02

x5 = GENERIC_WRITE
FILE_SHARE_READ
y = NULL
onDistribution = CREATE_, AYS
Attributes = FILE_ATTRIBUTE_ WVE|FILE_ATTRIBUTE_NOT_CONTENT_INDEXED
hTemplate = MULL

omments
RETURN from kemn
ApplicationName
| ine
Fity

STARTUPINFOW | Size Reservedl=NULL, Desktop=NULL,. Title=MULL, X Bk Width Height
Reserved3=NULL, hS
pProcessInformation 1 S5_INFORMATION {hProcess=MNULL, hThread=MNULL, ProcessID ThreadID

Once the process is ready, it's time to launch it by execution:
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Address omments
URN from kernel32.CreateProcessinternalW to kernel32.CreateProcessW

UNICODE
UNICODE Users'\Administrator' AppData’ Roaming AU3_EXE_2018

UNICODE

As you can see in the image below, the process has now been launched.

4% azo.exe 4844 9.71 MB
AUS_EXE 2018-07-18_23-01.exe 7724 380 kB

The next step for the malware is to move on to the next payload. It follows a similar flow to
create and launch the second payload.

It calls on the function CreateProcess:

N from keme
cationName
na Ransom_2018

Width Heig

Reserved3=NULL, hS
ThreadID

omments
RETURN from kernel32.CreateProcessInternalW to kernel3 eateProcess\W
A

UNICODE
UNICODE Users'Administrator' AppData’Roaming Ransom_2018

UNICODE

And in the image below you can see the second payload has now been launched.

4" aro.exe 4844
ALS_EXE_2018-07-18_23-01.exe 7724 Both malicious
Ransom_2018-07-18_23-06.exe 2972

pr;;cess launched
Now that we know how the main binary loads and executes these payloads, it's time to get
into the payloads and analyze them separately.
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Payload #1: AZORult Stealer

In this section, we'll take a look at the first payload, which is the AZORult Stealer. Let’s start
by listing the modules that are loaded by the malware and then picking the ones that are of
interest to us.
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Mame Base address Size
AUZ _EXE_201... 0400000 260 kB
advapi32.di Ox75a60000 644 kB
api-ms-win-dow. .. 0w 74f 10000 20 kB
api-ms-win-dow. .. OxEbas0000 16 kB
api-ms-win-dow, ., 0x 75020000 12kB
api-ms-win-dow. .. 0x742d0000 16 kB
api-ms-win-dow... Ox 7440000 16 kB
api-ms-win-dow... 0x74ec0000 16 kB
api-ms-win-dow... 0x74dd0000 16 kB
apisetschema. dlil Ox 77100000 4kB
counters.dat 0 10000 4kB
cridil.dll Ox&c240000 156 kB
crypt32.dil Qx74f 70000 1.13 MB
gdi32.dll 0x 77000000 312 kB
GdiPlus.dll 0x 73170000 1.57 MB
iertutil.dl Ox7oac0000 2.21MB
imm32.dll 0x759a0000 124 kB
kernel32.dl 0x 75340000 2352 kB
KernelBase. dll 03 74de0000 300 kB
locale.nls D 150000 412 kB
Ipke.dll O 7affono0 40 kB
msasn L.dll 0% 74dc0000 43 kB
msctf.dll Ox75cf0000 820 kB
meimg32.dl 0x6c070000 20ks A complete list of modules loaded by the malware on
msver 100, dll 0xGa3 10000 Te4 kB
mavert. dil 0x75a 10000 633 kB
normaliz. dll 0x 75630000 12kB
nsi.dll 0x75260000 24 kB
ntdll. dll OxFaea00on 1.26 MB
ole32.dll O0x75270000 1.36 MB
oleaut32.dl 0x 77050000 530 kB
profapi.dl 0x74db0000 44 kB
rpcrt4.dil 0% 75020000 643 kB
sechost. dll 0x 75920000 100 kB
secur32.dll 0x74af0000 32 kB
shell32.4ll 0x75dc0000 12,3 MB
shlvwapi.dll 0% 75040000 345 kB
SortDefault.nls 0 1b70000 2.81MB
gspidli.dil 0x74c30000 108 kB
user32.dl 0x 75190000 204 kB
usereny.dll 0w 74f50000 92 kB
usp10.dl 0% 7590000 628 kB
wersion.dll 0% 74390000 36 kB
webio,dll 0x72330000 320 kB
winhttp.dll 0x72330000 352 kB
wininet.dll 0x753d0000 2,67 MB
winsta.dl 0x74d 10000 164 kB
ws2_32.dll 0x 75620000 212 kB

successful execution

Note that the above list of modules is the complete list and is only available after the
process has loaded completely. As we start the analysis, this list should be considerably
shorter.
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The malware extracts some important information about the victim's computer. This
information is then sent to the malware's C2.

Here’s an example of the function GetUserName:

Camments
} RETURN from SspiCli.GetUserNameExA to wininet. 75403151

ASCII '

asci TN

RETURN from wininet.7540313C to wininet.75403853

Among other things, the malware also tries to steal browser login data. The images below
show you the function call and stack values. We’'ll look at some other information that is
targeted later in the article.

AE2F320 | PO3OUF Y| UNICODE “C:Usersh\Administrator\AppDatalLocaliGoogledChromeslUser DatazDefaultilLogin Data™

Comments
RETURM from kernel3
xistingFileMame
eName
ssRoutine

In order to connect to the C2, the process will now call on function InternetConnectURL and
we should be able to see the URL value being passed on to the stack. We can capture this
IOC at this point:

CPU Stack
Address  Value Comments
[7548 = RETURN from wininet.InternetCreatelrlA to wininet. 7548

Next step is to canonicalize the URL so that it can be used over the wire for establishing a
connection to the C2:

CPU Stack
Address  Value Comments
[F53F198 RETURM from wininet}Interne i UrlWjto wininet.753F1984
UNICODE
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Next step is to call the proxy functions before the connection call is made.
Internetinitialize AutoProxyDII refreshes the internal state of proxy configuration information

from the registry.

Address Value Comments
[7SBFO1FC RETURN from wininet.InternetInitializeAutoProsxoyDIl to urlmon.7SBFOLFC

Argl

UNICODE

Now let’s take a quick look into the crypto functions that are called to encrypt the
data before it is sent back to C2.

The malware uses a couple of Crypto functions, but the code seems to be incomplete as
some major functions are not called/executed. No hash is generated/duplicated, the actual
cryptEncrypt function is not called, key is not destroyed in the end and the context is not

released. Crypto functions can still be executed the way they have been implemented in the

code but cannot be re-used without problems. It'll be interesting to see if the authors are
trying to move towards full AES encryption for future releases as we saw in the case of

Emotet.

CryptAcquireContext

This function is called on to get the cryptographic service provider (CSP).

-5 8BFF HOU EDI,EDI CRYPTSP .74847343(guessed Arg1,Arg2,Arg3)
Fughyans |- 55 PUSH EBP

ThEn7anG | - BBEC HOU EBP,ESP

Fushyang | - 837D Oc A CHP DWORD PTR SS:[ARG.2],1

7ugnzanc | .. 75 85 JHE SHORT 74847353

7484734E || - ES GCODO000 CALL 7484735F

Fhshyanz | > 3300 XOR EAX,EAX

7ugn7ass |- u@ INC EAX

Fugnyasell - sb FOP EBP

7uan7as7 L. c2 ecee RETH ©C

B224E90 0| | BBBARAA1 (] Arg? = 1
B224E%h% || DBB0OO0A|“Argd i}

----- TR M e D

[PFINTTY (7u883590| "RETURH From CRYPTSP.7L4BA7343 to CRYPTSP.{ModuleEntryPoint>+1D
BZ2Z2HEP9C ﬁf’h-‘JhUUUU [Hru'l = CRYPTSP.<STRUCT IMAGE_DOS_HEADER>

The provider is returned and passed on to the stack as a variable:

CPU Stack
Address  Value Comments
RETURN from CRYPTSP.CryptAcquireContextW to ole32.7529E8DD

The returned value is dumped into the memory space:
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Address (Hex dump ASCII

ABZCCZ25% | A OO 60 A0 90 90 B8 B9 90 00 00 00 60 60 600 A0
AAZCCZ266 | A0 OO 60 A0 A0 90 B8 B0 90 00 00 00 60 6O 600 A0
APZCCZ27E| A8 AA B8 AA B0 80 BA 88 AB AB AB AB AB AB AB AB CLOCECOELEEOEEed
BBZCC288 EE FE EE FE EE FE EE FE 60 00 66 66 66 00 00 o0 i'ihihih
BBEZCC298 | AB 5B F8 6B 83 23 88 1C 00 00 00 00 00 OO0 00 00| «|akli

BBZCCZ?A% | 0D OO OO OO0 OO 90 B8 B8 00 00 00 00 00 00 00 OO
BBZCC?EE% | 00 OO OO OO 00 90 B8 B8 00 00 00 00 00 00 00 OO

AB2CCZCE | 9@ 00 0O 08 AB ABE AB NB AB AB AB AB EE FE EE FE seecccscacccccl pip
ABZCCZDE | A 9@ B0 00 68 00 B0 9@ A7 5B F8 67 @3 23 A0 18 §[egle 1
Address (Hex dump REﬁII

B82CC258 |4D| 69 63 72| 6F 73 6F 66|74 208 53 74|72 6F 6E 67|Microsoft Strong
AB2CC268|20 43 72 79|78 74 6F 67|72 61 70 6869 63 28 58| Cryptographic P
BB2CC278|72 6F 76 69|64 65 72 00| AB AB AB AB|AB AB AB AB|rovider ccccccccccccese
@82CC288|EE FE EE FE|EE FE EE FE| 908 00 80 00 88 88 88 88| ipipipip
@82CC298|AB 5B F8 6B| 83 23 60 1C| 60 69 69 09| 68 69 89 88| <[ek #

B82CC2A8 | OO0 OO OO0 00 OO0 00 A8 A8 A8 B8 B0 66/ 60 B0 OO 60
APZCC35% | AB AB AB AB AB AB AB AB B8 00 80 00 A0 A0 88 B0 cccoccococooto

BO2CC368 /A1 5B FB 62 OF 23 8@ 8@ 8@ 93 2D 00 20 9D 2C 00| ;[ibx# EE-

CryptGenRandom

Now, the next function, CryptGenRandom is called so that a random key can be generated.

Address :-.-"alue Comments
[7529B449 ; RETURN from CRYPTSPlCryptGenRandom fo ole32.7529B8449

RETURN from ole32.7529B424 to ole32.7529AE65
Argl
Arg2

The networking information is now passed on to the stack and then dumped into the
memory space. Please note that the data is in the little endian format.

CPU Stack
Address Value Comments
[FS3EDFFC RETURN from mswvcrt.memcpy to wininet. 753EDFFC
dest '

src

count Little
Address |F#% dump ASCII |

BE23B3EQ[ B 6F 74 2E|61 72 75 61|61 6C 75 6C| B8 AB AB AB|pot.aruaalul ceecc
B823B3FB(AB AB AB AB | AB FE EE FE B0 00 B8 60 80 B8 80 @0 «q«««hih

662368400\ 7B DD 73 32 BE 3D 60 20|28 B3 23 60| BA B1 23 60| {¥s2i= (4 "4
AA?3RLAG/ he 20 4N OA/ A7 A0 G0 G0/ AR aR AR ARl AR AR apR ARl dY

Endian
The malware also reads through the cookies that are available on the disk:
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Address

Hex dump

ASCII

B8229BF8
ae229c a8
BBe229C18
Be229C28
Ae2290C38
B8220C 48
B8229C58
B8229C68
B8229C78
Be229CcE8
Be229C98
B8229CA8

43
=1 H
74
78
6F
69
1 H
5C
5C
ap
ap

ap

aa
aa
Bae
aa
aa
aa
aa
aa
aa
Fa
Fa
Fa

3R
31
72
70
61
63
57
43
Gy
AD
AD
aD

aa
aa
Bae
aa
aa
aa
aa
aa
aa
Ba
BA
Ba

5C
64
61
Ly
[i])]
i2
69
6F
ap
ap
ap
ap

aa
aa
Bae
aa
aa
aa
aa
aa
Fa
Fa
Fa
Fa

5%
[i])]
74
61
69
GF
[i]3
6F
AD
AD
AD
AD

aa
aa
Bae
aa
aa
aa
aa
aa
Ba
Ba
BA
Ba

i3
69
6F
74
6E
i3
G4
6B
ap
ap
ap
ap

aa
aa
Bae
aa
aa
aa
aa
aa
Fa
Fa
Fa
Fa

65
6E
72
61
67
GF
6F
69
AD
AD
AD
AD

aa
aa
Bae
aa
aa
aa
aa
aa
Ba
Ba
BA
Ba

i2
69
5C
1 H
1 H
66
77
65
ap
ap
ap
ap

aa
aa
Bae
aa
aa
aa
aa
aa
Fa
Fa
Fa
Fa

73
73
3
52
4D
74
73
73
AD
aD
)
aD

Location where the cookies are stored

Example of the bing.com cookie being accessed:

ASCII "Cookie:administrator@bing.com/"

UHICODE “C:\UsersiAdministrator\AppData\Roamingi\Microsofti\WHindows\Cookies\CHKRRKTTO.txt"

|| BEOWNUZV.txt
|| COHQVKQO.bet

6,/4/2018 11:08 PM
5/31/2018 11:52 PM

Text Document
Text Document

aa
aa
Bae
aa
aa
aa
aa
aa
Ba
Ba
BA
Ba

S E0 LTS I
=T LT L - T — R
ooOQ L3 =
i =N Ty B o = L) |
HQ QW= aOm

ol L~ e =N o -
|

|

|

===
|
[=T 1= R [~ I | =

==
|
|[=I |- R [=

2 KB
1 KB

| =

CKRRETTO bt

6,/4,/2018 11:08 PM

Text Document

1 KB

| IS4BPPX0.6t

The malware now tries to send data back to the C2 using a POST request. This is how that

request is constructed:

Comments

RETURN from wininet.
ASCIT

Argl
ASCII

6,/4,/2018 11:08 PM

443

Text Document

to

1KE

The values are passed into memory, step by step using the ‘memcpy’ function:

===
|
[=T 1= R [~ I | =

Address

Hex dump

882F 06D B
BA2FBGED
BB2F B6F B
BB2F 8700
Address

6D FO AD BA 68D FO AD
8> FB AD BA 8D FA AD
AB FE EE FE EE FE EE
A5 GB FB 66 6D 23 80

Hex dump

BA
BA
FE
aa

ap F@ AD
EE AB AB
g8 @e 8o
18 63 30

BA 8D FB AD BA
AB AB AB AB AB
88 00 00 80 a9
a8 18 79 38 60

=y
§
-
-
-
-
-
F
-
-
-
-
-

Tc@ Tud

B82FaséD B
A82FB6ER

Address

58| 4F 53 54 28
8D F@ AD BA| 8D

Hex dump

a6 ap
F@ AD

a0 Fo
EE AB

AD
AB

BA 6D FO
AB| AB AB

AD BA
AB AB

POST -2 §-2 §-©
o

ﬁ —o — i(({{(((({{((({
ASCI

882F 86D @
8082F B6EB
B082F B6F B
882F 8708
802F 6718
B82F 68728
B82F 8738
B02F 8748

S8 4F 53 54
88 F8 AD BA
AB FE EE FE
A5 5B FB 66
EE FE EE FE
EE FE EE FE
EE FE EE FE
g8 68 88 88

28
ap
EE
ap
EE
EE
EE
a8

And here’s the final request:

2F 69
F@ AD
FE EE
23 88
FE EE
FE EE
FE EE
88 ae

6l
EE
(55}
18
EE
EE
8A
i1

65
AB
Ba
63
FE
FE
LB
13

2E 78 68
AB AB AB
88 88 oo
| 18 79
FE EE FE
FE EE FE
LA 68D 23
a8 41 M

70 20
AB AB
ae a8
30 868
EE FE
EE FE
aa 18
84 @8

POST /index.php

«pipipip
2[iif #

A A A L oA AT A

AAAAAAAA

ipipipipl[eJ # 1
al A

-
B2 §— 27 ccceccoscences

M =

[ 2 I Ty T o o= ==y QR T

===
|
[=T 1= R [~ I | =
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POST Jindes,php HTTP/L.1

User=-Agent: “azilla/d.0 (compatible; VSIE &, db; Windows NT 5.1
Hast: lulaaura.top

Cantent-Length: 143

Cache-Cantral: na-cache

15, 0909, (9.0 L7 8H H L 0, 25,22, 20, 2 (9. (9. (9. (9. (9. (9. (8. (9.H/,5L.>:. (9.L/. I/, 9, >2, 22,5, (9,0/,9Pdn....5....7..

- PRS- PP =T - - T Tt s T T2 P | A RPN T PO ) i PR |
Y 19 ¢ PRI S [ 8

@.I.‘

X8 D

ceatadl,

The C2 responds with a base64 encoded string that outlines the information that the
malware tries to steal (Browsers, filePaths, fleNames etc).
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start: 433 .
Input ond: aan  lensth: E176

length 1 lines: 1 Clear If0 | [ Reset layout
ength: :

ZmlyZWZveC5leGUNCINPRIRXQVIFXFdvdzY8MzI0b2R1XELlvemlsbGFcTWESalxsYSBGaX ] 1Zme4 X ABKUBSGVFABUKVCTWS
BallxsY¥VxNb3ppbaxhIEZpomymb3gNCINPRIRXQVIFXEN saWVUdHNCUIRhcnRNZWS1SWS8ZXIuZXRcRK1SRUZPWCSFWEVCC2
hlbGxcb3Blblxjb21tYWSkDQpTTEZUVEFSRVXHaWHYb3NVZNRV2 LuZGo3c1xDdXIyZWsevmyvyc2lvblxBcHAgUGF@aHNCZ
mlyZWZveC5leGUNCivhcHBKYXRhIVxHbIppbGxhXEZpcmVmb3hcUHIvZmlsZXNeDQpib3ppbGxhRmlyZUZ ve ABKQ3IVY cmvu
dFZ1lcnNpb24NCkluc3RhbGexfRGLYZWNBb315DQpuc3MzLmRsbAgKdGhibmRlcmI pemQuZXh1DQpTT@ZUVBFSRV:Xb3C2NDM
yTmakZVxNb3ppbaxhXElveml sbhGEgVGhlbmR1lcmIpemRcDQpTTEZUVBFSRVxNb3ppbaxhXElvemlshGEgVGh1bmRLlcmIpem
QHCINPRIRXOQVIFXENSYXNzZXMCWGh1bmR1emIpomRFTUxCRGVMYXVsdEL jb24NCiVhcHBKYXRhIVxUaHVUZGWyYmlyZ FxQc
momaldx 1c1whNC1RodWSkZXICaXIkDQpTRUxFQLQgaG9zdCwgcGFEaCwgaXNTZWN1cmUs IGVAcGlyeSwgbmFtZSwgdmF sduUg
R1JPTSBtb3pfY29va2llcwdKUBVMRUNUIGZpZIWxkbmFtZSwgdmFsdWUgR1IPTSEBLb3IpfZmoybWhpc3RvenkHCkSTUL193bml
80QpQszExXedldEludGyybmF sS2V5U2xvd ABKUE s xMVOBdXRoZWS8aWNhdGUNC IBLMT FTRFIFRGV j cnlwd ABKTINTX1NodX
Rkb3duDQpQSzExXBZyZWVTbGo8DQpsb2dpbnMuantvbgekbGaonal5zD0pob3NebmFtZQeKdGltZXHNVc2VkDOplbmiyeXBaZ
WRVc2VybmFLZQ8KZW5jonlwdGVkUGF zc3dvemQNCmivb2tpZXMuc3FsaXR1DQpmb3 1t aGlzdGoy S5z clx pdGUNCIVMTBNE
TEFQUERBVEE1XEdvb2dsZVxDaHIvbWVcWXN1ciBEYXRhXAGKIUXPQ@FMOVEQREFUQSYVCR29vZ 2 IXENOCmEt ZSBTeFHC VXN
1ciBEYXRhXASKIUXPOBFMQVBOREFUQSVCWHBY bV 2VyIERhdGF cDQol TESDQUBUFBEQVRE IV ZYWS kZXhcWWFUZGV4AQn
Jvd3N1lclxVe2VyIERhdGFcDQolTESDQUXBUFBEQVREIVXDE21vZGScRHIhZ29uXFVzZXIgRGFEYVWNCiVMTE@NBT EFQUERBY
EElXEFtalldvAFYzZXIgRGFEYVWNCIVMTBNETEFQUERBYEE IXESyYmladWlcvXN1lciBEYXRhXABK JUxPQEFMQVEBQREFUQSYC
QnlvbW11bVxVe2Vy IERhdGFcDQol TEQDQUxBUFBEQVREIVXDaHIvbW11bVxV e 2VyIERhdGFcDQo I TESDQUXBUFBEQVRE IV
OalWlocmIt VW e 2VyIERhdGFcDQolTESDQUXBUFBEQVRBIVXSb2ZNr TWV sdFxVe 2Wy IERhdGFcDQol TESDQUxBUFBEQVREIV
WzNJBCCcmO3c 2VyXEJyb3dzZXIcWXNIciBEYXRhXAGK IUxPOSFMOVBQREFUQSY VML 2YlixkaVxVc 2VyIERhdGF cDQol1QVEQR
EFUQSVCT3BlemEgU29mdHdhemeDQol TESDQUxBUFBEQVRE JVxHby FcWXN1c IBEYXRhXA8K IUxPQ@FMQVBQREFUQSY CU3BL
daSpalxTcHVebmlrXFVzZXIgRGFEYVWNCiVMTENBTEFQUERBVEELXE tvblVeYVxVc 2Vy IERhdGF cDQol TESDQUxBUFBEQVR
BIVx10296ThWWkaWFcWXIhblxvec2VyIERhdGFcDOolTESDOUXBUFBEQWREBIVXRSVAEUIVYZ 1xWc2Vy IERhdGFcDOolTESDOU
start: 329 time: 7ms

Output d: 325 length: 4538 Save to fi o c tout M tto input Undo | %y M
QU= @] savetofile [ Copyoutout W Move output to inpu o Max

firefox.exse

SOFTWARE\Wowd432Node\Mozilla\Mozilla Firefoxh
SOFTWARENMozilla'\Mozilla Firefox
SOFTWARENClientsh\StartMenuInternet\FIREFCX.EXE\shelllopen'icommand
SOFTWARE \Microsoft\Windows\CurrentVersiont\App Paths‘\firefox.exe
#appdata¥i\Mozilla\Firefox\Profiles),

MozillaFireFox

CurrentVersion

Install Directory

nss3.dll

thunderbird.exe

SOFTWARE\Wowd432Node\Mozilla\Mozilla Thunderbirdh
SOFTWAREMMozilla'\Mozilla Thunderbird
SOFTWARENClassesh\ThunderbirdeEML \DefaultIcon
#appdata¥\Thunderbird\Profilesh

ThunderBird

SELECT host, path, isSecure, expiry, name, valus FROM moz_ cookies
SELECT fieldname, walue FROM moz_formhistory

NSS Init

PK1l_GetInternalkKeySlot

Remarks

The malware comes with loads of DLLs that are dumped in the directory:
C:\Users\Administrator\AppData\Local\Temp\2fda
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After successful execution, the process spawns a cmd.exe, which in turns spawns a
timeout.exe. Both these process are benign.

Process flow after initial execution

Payload #2: Aurora Ransomware

The second payload dropped by the malware dropper is the the Aurora ransomware. Upon
successful execution, it encrypts data on the victim’s computer and directs the victim to pay
$150 using bitcoins.

The malware is a very basic ransomware and for that reason, we’ll only analyze the
networking functions and try to the get the IOC from them.

When executed, here is a list of modules loaded by this malware:

Ransorm_2018-07-18_23-06.exe (2972) Properties

| General | Statistics | Performance | Threads I Token | Modules | Memary

Mame Base address Size
Ransom_2018-07-18_23-06.exe 03400000 456 kB
advapi32.dil 0x75a60000 644 kB
api-ms-win-core-synch- 1-2-0.dll Oxabc20000 12kB
apisetschema.dll 0x 77100000 4kB
dnsapi.dl 0x 74720000 272kB
gdi32.dll 0x 77000000 312 kB
imm32.dll 0x759a0000 124 kB
IPHLPAFI.DLL 0x 73370000 112 kB
kernel32.dl 0x 75340000 352 kB
KernelBase. dl 0% 74de000n 300 kB
locale.nls Ox 150000 412 kB
Ipk.dll Ox7effoooo 40 kB
msctf.dll 0x75cf0000 820 kB
msimg32.dll Ox6c0 70000 20 kB
mswver 100, dll 0x5a310000 Ta4 kB
mevert.dil 0x76a 10000 633 kB
mawsock.dl Ox 74770000 240 kB
nisi. dll O0x 75260000 24kB
il dil 0x75ealinn 1.26 MB
rasadhlp.dll 0x5eba000n 24 kB
rpcrt.dil 0x 75020000 643 kB
sechost.dll 0x75920000 100 kB
SortDefault.nls Ox13a0000  Z.81MB
user32.dl 0x75190000 204 kB
usp10.dI Ox759c0000 628 kB
winnsi.dll 0x 73360000 28 kB
ws2_32.dll 0x756a0000 212 kB
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This ransomware is geo-targeted or at least it has that functionality built into it. To perform
geolocation it attempts to connect to a geo-location site and get the location of the victim
computer. Here’s the call that is made for this purpose:

Comments
RETURN from DNSAPI.DnsNameCompare W to mswsock.74775BFC
Argl UNI ' lugi t'

Arg2

Ba12EFCC
21 2EFDa
@01Z2EFD4

This script reaches out to MaxMind in the background and gets the geo-location of the
victim computer. Here’s how that actually works:

< C | @ www.geoplugin.net/php.gp

a:2d4:{s:17:"geoplugin_reguest”;s:14:"] ;5:16: "geoplugin_status";1:28@;s5:15: "geoplugin_d
MaxMind, swvailable from <a href="'http://www.maxmind. com ' =http://www[maxmind]|com</a>. " ;5:14: "geoply
Wales";s:2@: "geoplugin_regionCode™;s:3: ";5:120: "geoplugin_regionMame”;s:15:"

Wales";s:18:"geoplugin_areaCode”;s5:@:"";5:17:"geoplugin_dmaCode";s5:8:"";5:21:"geoplugin_countryCode”
1@3;5:23: "geoplugin_continentCode™;s:2:"0C" ;5:23: "geoplugin_continentMame"” ;5:7:"0ceania”;s5:18: "geoplu
"isi4:rT1eee” 35118 "geoplugin_timezone" ;116" "isi22:"geoplugin_currencyCode”;s:3:"AL
urrencyConverter”;s5:5:"1.354"; %}

At this time it looks like the MalActor is avoiding infections in Russia based on the geo-
result from the above functionality.

And here’s the C2 information for the Aurora Ransomware:

Comments
RETURN From = nswsock . 747 748ES
UNICC ! !
1

2212EDDE i |Arg2 12EE1G
261 2 EDDC A a
@012EDE@ % 3 - a, @

Initiation
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https://www.maxmind.com/en/home

Comments
B012EF ? ;3 JRETURN f 2.7 C to WS 2.gethostbyname+@ET
201 2EF9(

Z2EFAD

e012EFAC CHEMEREREMEEC)

CPU Stack
Value
e912F1F8 2eacAsIFS

Connection
Now let’s take a quick look at the connections that are made to the C2 and how the
information is passed in both directions.

The server uses a php script to generate a one-time public key, which is then used to
encrypt the files on the disk. This key is created based on a computer ID that is generated
based on the local information extracted from the computer.

This malware uses ws2_32.dll for all networking operations. Look at the image below to see
how the connection is constructed:

First the event is created:

RD PTR DS:[<&API-MS-Win-Core-Syn

Comments
RETURMN from msv
dest 81303

B13D7ECO

e01Z2EFCS

IP passed on to the stack
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Address

Hexw dump

ASCII

B1E0E92S
B1E0EIZE
B1B0E942
B1B0E952
H1E0E9EE

BE B8 88 B8 BE
BE BE B8 BA OB
EE FE EE FE EE
C¥ F2 39 Bl 2B
EE FE EE FE EE

EmNENER

11 66 B8 C4 B0 BO 81 C4 00 BO 81|24

ikl iEmEn

_].IB_ ].Ia
ENENENENENENEN

Address

Hexw dump

CII

B1BDAS2E2
B1BDA922
B1EDA242
B1EDA25E
B1EDA2ES
B1EDAS7E
B1B0DA322
B1BDE392
B1BDAIAS

B1E082ES
FERIRTLE

[ERR=lnlrigh Lu]

£E FE £E FE £E
CC CC CC CC CC

BB 2E B8 22 GG 22 B8 2E OB 32 8BS . &2 .

aa.:2
AE AEB AB HE AE AB AB EE FE EE FE|& S T ] H
FE EE FE 98 00 88 88 80 00 88 08 cmcscmcn C2 IP Ioaded into the

11 88 88 C4 66 BD 81 C4 08 BO 81| [F=E;:4
FE EE FE EE FE EE FE EE FE EE FE|EmcEmEmcncmcncnen
FE EE FE EE FE EE FE EE FE EE FE|EmEmcEmcncmcncncn
FE EE FE EE FE EE FE EE FE EE FE|EmcEmcmcucmcncncn
FE EE FE EE FE EE FE EE FE EE FE|Emcmcmcucncncncn
FE EE FE EE FE EE FE EE FE EE FE|Emcmcmcucmcncncn
FE EE FE EE FE EE FE EE FE EE FE|EmEmcmcucmcncncn

FE EE FE £ FE EE FE EE FE EE FE|
CC CC CCO CCO CCOCO CCOC CC CC CC CC CC

memory, ready to be passed into the registers
Now, the request is ready to be sent to the C2:

ows NT 6.1

Wing4; xb4

Apple

_J.IB_ J.IE

Y S ET LT

CmCmCmCaCmCacCmcn

nd(guessed Argl,Ar

Bahwid=2

And here’s the result with the generated key:

5.8.88.25/gen.phpigener X
gen.phpig

C | (D 5.8.88.25

<«

wzsexe=32EDQEGBOQ bilA23 2e T4TIHIrLASADww X endrf3A Nmf3deS=5%vxxd

Next, let’s take a look at the actual encryption process. As you can see in the image below,
the data is loaded into memory, then written to the files (over-written) to encrypt them:

Address | Hex ASCIT

00120600 (g4 S 2F FC |20 01 00 QO|ES S 22 oo|0s 00 00 oofdv.u el ... ..
001206E0D (20 QoF 42 Qoio0 o0 oo oo |40 Do J2 o058 03 41 00| 0. wew .. .. LA
oolzOeF0O| 20 01 00 ooOfgg oo 22 00|08 00 o0 oof(2o D 12 00 BT L L. O
Qolz20700 |00 OO0 0O QOO0 a0 00 O0|FF FF FF FF|O3 00 00 00| & eeeaua .
oolzo0710 | g GO 22 OO(cE o0 20 o0 44 DF 12 00154 Fe 41 00 EU"LE. LOx..THA.
oolz0720| 20 01 00 QOO0 Q0 OO0 00|50 00 00 Q0|00 a0 00 00| @eeeewananmmsns
00120730 |00 00 00 Q0|00 OO0 00 00|08 00 00 OO0 |CE CF 81 3A | iieeaenananan ﬁc..
oolzor40 | 88 DF 12 00128 0F 41 00|03 00 o0 oof|gg oo 22 0o Sy T Y | L
00120750 | 0% OO0 OO0 oojobD CF 81 3A |08 00 00 oOf|g S0 21 00| ..... L ul.
QoO1207&0 |00 Q0 00 QoOfo3 00 00 00|20 00 00 O0|FF FF FF FF|l e eaaennnnns ey
oolzo0770 |54 QF 12 00|03 00 00 o0 EQ QD 212 00i80 39 41 00| Teeae. .. B, . .98
00120780 |08 DA DO 3A|00 00 00 00 |Ad4 DOF 12 00|l 47 41 00| d0Ds ... . 8%, . .68
oolz0730 | 02 00 00 oofgg oo g2 Qo008 00 o0 oofjoo oo oo oo B 1
00lz07A0 | OO0 OO0 00 oo DF 12 00 (Ba 71 41 00(g0 o 21 00 ... .M. 2048 .U,
001207B0 (20 DS 212 00|00 00 ad d0 |10 oo o0 o0 | o0 0E 212 00| c@eeeeeeenans @. .
oolz07C0 | EC &F 41 0o|gn S0 21 00|00 00 00 Qo000 a0 o0 o0 10A. U s s s nnans
001z0700| 00 OO0 00 OOf|85 C8 81 A |20 D= 12 00(28 D9 12 00 ..... E HI - I |
oolz0fEQ| 10 OO0 00 0O(FF FF FF FF | Q4 D 22 00iS0 o 29 00 o W . L LU
oolzO07F0 | B4 D= 12 00150 359 41 00 05 DF DO FA[(00 00 OO Qo ‘B...2A000: . ...
oolzos00 | 18 D= 12 ooion 1 41 00 g0 St 21 ooioo oo oo oo .B..?qﬁ..u! .....
00120810 |00 00 00 Q0|00 o0 a0 00 [ U i I w O
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Below is an example of a file in process of being encrypted. This was achieved by inserting

interrupts on the function “memcpy” and then executing the process:

jjs_api.trt-l"-lntepad | = || = || 3 |
File Edit Format View Help
JEEHTE?#7G) -
GetClipboard()
t(x)
ijs_api.trt-l"-lntepad |i”£”£|
File Edit Format View Help
nIN, x§+7Tt7# " G0L=alzzf11ipboard() 4
T(x)
eval(x)
- unocranalfcter™
jjs_api.txt—l'\lntepad | = || = || 3 |
File Edit Format View Help
nIN, xE+7T T 74 00L=qliagfv-T | 52=1 () -
t(x)
eval (x)
unescape(str}
G PN NN
_.'|j5_api.txt-NDtepad o= ][==]
File Edit Format View Help
nIN, X§+77t7# GOL=aliEgfv—F | 5Z=r U—<y€EhD.-) ~Oadi_l«yD " )O[Q{=0T Y4IL i, f cAl¥Hexdump .
(5tr Et1nna1 hexonly = 0)
WriteFi e(path data)
rReadrFile(path)
st_api.t:ct-Notepad == |[=]
File Edit Format WYiew Help
NIN, x§+7TL7# 00L=alzgfv—T | 5Z=t. U—<y€E&hD.) “Oudi_l=yD " )O[Q(=0T 7331 3, cAlTB{%E " pls] -

— WYY EBELPLYVAH hO. vEAS2 | “MB<oNEaxx#0] |0, @a0BfFile(path)
HexString2Bytes(str)

Disasm(h

pad(Byval str, cnt, optional char = 0, optional padleft As Boolean = True)
EscapeHexstring(hexstr)

cetstream(index)

CRC(x)

GetPageNumwords (optional page = 0) As Lun?

GetPageNthword(Optional page = 0, optional word = 0, Optional strip = 0)

And finally, this is the ransom note being written to the disk as a txt file:

4

4

BE120644 ) BERBEAESC| - hFile = DEEEEESC

pEizhe4s) BE12067E pr# || Buffer = BB12DevE —-» 30
BET2064C) BEREES2E | L. Size = 1861,

EE1z0eEE) BE120668 he# || pButeslcitten = BE1ZDEEE —> @
BE120654 ) BEBAREEE pluer lapped = MULL

Caa410499) b A RETURM from kernel-SE.lJ.lritEFilE to Ransom _20813-67-12_23-0c. 88410499

BElz20e52) @RICIFDE| ¥, [ASCII ™ # YOUR PC BLOCK #

BET20EEC) BEHAEAEAD| w
EE1Z0EEE| COEEEEEE

I e Talal] armanare| .

The ransom being asked by this MalActor is $150. Here’s the ransom note:
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# YOUR PC BLOCK #
SORRY! your files are encrypted.
File contents are encrypted with random key.
We STRONGLY RECOMMEND wou NOT to use any "decryption tools™.
These tools can damage wour data, making recover IMPOSSIEBLE.
Also we recommend you not To contact data recovery companies.
They will just contact us, buy the key and sell it to you at a higher price.
If you want to decrypt your files, %Gu have to get RSA private key.
In order to get private key, write here:
oktropys@protonmail. com
and send me your id, your id:
238775733
and pay 150% on 1DVrBzvehblD21l7NNgbjaForF3ec3Hxc7a wallet
If someone else offers {Gu files restoring, ask him for test decryption.
only we can successfully decrypt your files; knowing this can protect you from fraud.
you will receive instructions of what to do next.
# YOUR PC BLOCK #

Aurora Ransom Note
We were able to get to the admin panel of the campaign, which is the back-end for the
Aurora ransomware. In this campaign, we can see that the MalActor running the campaign
is someone called "Oktropys", who has been seen running ransomware campaigns in the
past and has been quoted as ‘Oktropys ransomware’ in some publications, which is not
completely accurate.
= N = ML S
¥ Login | Aurora Panel ®

&« & | @ Not secure | 5.8.88.25 hp r

Login page

Password

At this time there have been two transactions on the associated wallet.

Conclusion

AZORult trojan has been around for quite some time and has been successfully used by
criminals to steal critical personal information from their victims. The stolen passwords have
been used widely to gain unauthorized access to bank accounts, email accounts and other
online applications.
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This new version is another example of malware authors bundling in different payloads to
maximize the returns. In this case, they have included a ransomware and are asking for
$150 for the decryption key, which is being managed by MalActor Oktropys.

The initial vector for this infection is an email campaign, that comes with a downloader
(macro-based) that, on execution, downloads the malicious binary, which in turns drops two
malware payloads and infects the victim computers.

I0C

Network Traffic:

hxxp://5.8.88.[]25/info.php?—?ransomware

hxp://lulaaura[.]top/index.php?—?stealer

HASHES

Main Dropper: 09ffaal523fbdceb7cOe6fa2be7221c161b5499dd45fc5dd4c210425fb333427
Stealer: 5151d9245858f3e28fa45f696421a49307436808d3ec18ff9e36f7876b0696d3
Ransomware: 41d35a960b3f28bla729cdae920573de3ccefef7fdd3bbdb9d3ce729b6aas5277

e Aurora
o AZORult
¢ Ransomware

Vishal Thakur

Vishal Thakur is a InfoSec researcher specializing in Incident Response and Malware
Analysis. Currently working for Salesforce in CSIRT (Computer Security Incident Response
Team), and before that was part of the CSIRT for Commonwealth Bank of Australia.
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Demonslay335 - 3 years ago

[e]

[¢]
Aurora is decryptable, victims may contact me for free assistance in decrypting files.
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