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Cerber has established itself as one of the most successful ransomware families to date.
Distributed as Raas (Ransomware as a Service), the malware has retained popularity with
over 6 known variants.

The malware is packed with Nullsoft PIMP (plugin Mini Packager) which hides much of the
malware's true functionality.

1/18


https://rinseandrepeatanalysis.blogspot.com/2018/08/reversing-cerber-raas.html

B Exeinfo PE - ver.0.0.4.9 by AS.L- 1008+64 sign 2018.01.16

qu

File : [cerber.exe

|

Entry Point : |00003670

il

| [oo] | <| EPSection: [text |

File Offset: 00002470

Iz

| tes : [81.EC.D4.02.0(/

-

4

Linker Info : |6.00

MY

: |Windows GUI |

File Size :  |0004341Ch

| [<]|n) 0003941C |

' Image is 32bit executable

A

\Found I sign 2631 : [Nullsoft PiMP Stub -> SFX]

Lamer Info - Help Hint - Unpack info

s L x0000

v & m D E

"

[try : 72ip to view files - www. 7-zip.org or T:;t# Commander

+plugin - 1|

7 S e

As a whole, the malware's entropy is quite high (6.1), indicating packed code.

[E pestudio 8.74 - Malware Initial Assessment - www.winitor.com

-0 file-header (May.2014)
O optional-header (GUI)
‘‘‘‘ O directories (3)
.0 sections (14.50%)
O libraries (8)

first-bytes (hex)
first-bytes (text)

size

47 imports (169/16/1/1/40) | imphash
3 exports (0) cpu
‘‘‘‘‘ =0 tls-callbacks (n/a) signature
.44 resources (6) entry-point (hex)
abe strings (56/20/0/14/3307) | file-version
¥ debug (n/a) file-description
g manifest (invoker) file-type
version (n/a) subsystem

- E certificate (n/a)

compiler-stamp
overlay (Nullsoft)

debugger-stamp

File Help
ek X B 2
B,ﬁ c\users\rem\deskiop'\cerber. VRTINS value
:; indicators (3/12) | mas 2DGACET910FR4EBTT5272A6590453A08
- ;"“’:‘z'(";:t_”c"k B0 | chat 31EA288D300EE4DB56420670A6BID2280709D157
""" OsStub LINIS program € | 256 81DCFCO70E35CE217BAB29CD400598D A209E0953DFOBC365C06AB2 1BCEEESBED

4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
275484 bytes

n/a

32-bit

n/a

81 EC D402 00 00 53 55 56 57 6A 20 33 ED 5E 89 6C
n/a

n/a

executable

GUI

Sun May 11 16:05:21 2014

n/a

The malware contains an anomalous PE section ".ndata" which has a virtual size much

higher than its physical/raw size.

This indicates that there is a good chunk of code that won't

present itself until runtime, once the malware is loaded in memory.
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0x1000 0x6594 OX6600 dd54ddfdiff2f722ee8321d66d57b679
6.486495

.rdata Ox8000 Ox13a8 0x1400 fc77a9dcTT2680a45ea84b8557e70412

5.134399

.data OXxab00 0x3al1358 0X1600 fca7580013b2f0103369e99ff7b40893
3.549948

.hdata OXx3ac0eo OX10000 OX0 d41d8cd98Tfe0h204e9800998ecT8427¢e
0.000000 [SUSPICIOUS]

.rsrc Ox3bcOBO Oxals OXcO0 d31b58bbb85f4dc33599a78f3aceddc
4.069419

pestudio marks the .text/.code section as highly entropic (6.4), this is where the actual
code/instructions are stored in a PE.

pestudlo 8.74 - Malware Initial Assessment - www.winitor.com

File Help
=4
= %J c:\users\rem\desktop\cerber. | property value value value value value
- indicators (3/12) name text .rdata .data .ndata JISIC
> dos-stub (This pr;]grmm( n"udS ‘ - DD54DDFD1FF2F722EE8... FCT7TASDCFF2680A45EA.. FCAT7580013B2F0103369... D31B58BBB85F4DC3359...
eresde (Moyoorsy | fleratio 143059 L L — L
optional-header (GUI) virtual-size (3905196 bytes) 5032 bytes 3806040 bytes b 2584 bytes
diractosies (3) virtual-address (x00001000 0x00008000 0xD000A000 0x003AC000 0x003BC000
sections (14.50%) raw-size (39936 bytes) 26112 bytes 5120 bytes 5632 bytes 0 bytes 3072 bytes
brarie raw-address 000000400 0x00006A00 0xD0007E0D 0x00000000 0x00009400
imports (169/16/1/1/40) cave (684 bytes) 108 bytes 88 bytes 0 bytes 0 bytes 488 bytes
port entropy 6.486 5.134 3.550 n/a 4,069
o tls-callbacks entry-point (0x00003670) x
4 resources (6) blacklisted
atc strings (56/20/0/14/3307) | writable - - x x
LfPX de a executable x
_j manifest (invoker) shareable
To] Versio a discardable
-G certificate cachable
overlay (Nullsoft) pageable
initialized-data
uninitialized-data
readable

| conducted this analysis in a host-only virtual network with a Windows 10 VM routing its
network traffic to a REMnux VM running fakedns, iNetSim, and Wireshark. The malware
happily runs in the VM with security tools running, dropping several files to disk. The number
of bytes written to the file 'collages.dll' is the same as the virtual size of the '.ndata' section.
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& Process Monitor - Sysinternals: www sysinternals.com
File Edit Event Filter Tools Options Help

FHABRE FAS[E MY #8020

Time ... Process Name PID Operation Path Resuilt Detail
11:50:. g cerber.exe 6668 Eh WriteFile C:\Users\REM\AppData\Local\Temp\floppy_disk.png SUCCESS Offset: 0, Length: 3,676, Priority: Normal
11:50:._. j5lcerber exe 6668 HhWriteFile C:\Users\REM\AppData\Local\Temp\floppy_disk_disabled.png SUCCESS Offset: 0, Length: 1,416, Priority: Normal
11:50:... 15. Icerber.exe 6668 hWriteFile C:\Users\REM\AppData\Local\Temp\flat.xs| SUCCESS Offset: 0, Length: 1,858, Priority: Normal
11:50:... fifcerber.exe 6668 HhWriteFile C:\Users\REM\AppData\Local\Temp\Diacid.cpmQ SUCCESS Offset: 0, Length: 32,768, Priority: Normal
11:50:... jfcerber.exe 6668 HhWriteFile C:\Users\REM\AppData\Local\Temp\Diacid.cpmO SUCCESS Offset: 32,768, Length: 32,768, Priority: Normal
“lcerber exe 6668 & WriteFile C:\Users\REM\AppData\Local\Temp\Diacid.cpmO SUCCESS Offset: 65,536, Length: 32,768
Slcerber.exe 6668 [k WriteFile C:\Users\REM\AppData\Local\Temp\Diacid.cpmO SUCCESS Offset: 98,304, Length: 32,768, Priority: Normal
cerber.exe 6668 Hh WriteFile C:\Users\REM\AppData\Local\Temp\Diacid.cpmO SUCCESS Offset: 131,072, Length: 32,768
cerber.exe 6668 HhWriteFile C:\Users\REM\AppData\Local\Temp\Diacid.cpmO SUCCESS Offset: 163,840, Length: 15,723
Jcerber.exe 6668 =k WriteFile Ci\Users\REM\AppData\Local\Temp\collages.dll SUCCESS Offset: 0, Length: 32,768, Priority: Normal
cerber.exe 6668 HhWriteFile C:\Users\REM\AppData\Local\Temp\collages.dll SUCCESS Offset: 32,768, Length: 32,768, Priority: Normal
cerber.exe 6668 HhWriteFile C:\Users\REM\AppDataiLocal\Temp\collages.dll SUCCESS Offset: 65,536, Length: 17,408
icerber.exe 6668 @»Wmeﬂle C:\Users\REM\AppData\Local\Temp\nsmAD93.tmp\System.dll SUCCESS Offset: 0, Length: 11,776, Priority: Normal

The malware then makes a few modifications to the registry. A couple of these modifications
have to do with what the user is presented with (Wallpaper), the rest have to do with network
activity. This malware (interestingly enough) does not establish persistence, just encrypts
and exits.

Result
SUCCESS

Detail
Type: REG_MULTI SZ, Length: 20, Data: en-US, en

Process Name
Blcerber.exe

PID Operation Path

4438 ﬂRegSEt\la\ue HKCU\Software\Classes\Local Settings\MuiCache\a\52C64B7E\LanguageList

| 5,cerber.exe Js HKCU\Control Panel\Desktop\Wall SUCCESS

cerber.exe 4436 @ZRegSetValue HKCU\Software\MicrosoftWindows\CurrentVersion\ApplicationAssociationToaststhtafile .hta SUCCESS Type: REG_DWORD, Length: 4, Data: 0
Slcerber.exe 4436 @iZRegSetValue HKCU\SoftwareiMicrosoftWindows\CurrentVersiom\Explorer\FileExts\.hta\OpenWithProgidsthtafile SUCCESS Type: REG_NONE, Length: 0
Slcerber.exe 4438 ﬁRegSetVa\ue HKCU\SoftwaretMicrosoftiWindows\CurrentVersion\Explorer\FileExts\.hta\OpenWithProgidsihtafile SUCCESS Type: REG_NONE, Length: 0
scerber.exe 4435ﬂRegSatVa\ue HKCU\Softwaret\MicrosofttWindows\CurrentVersiontInternet Settings\ZoneMap'\ProxyBypass SUCCESS Type: REG_DWORD, Length: 4, Data: 1
cerber.exe 4436 ﬂRegSetVa\ue HKCU\Software\Microsoftiwindows\CurrentVersiontinternet Settings\ZoneMaphintranetName SUCCESS Type: REG_DWORD, Length: 4, Data: 1
Scerber.exe 443GﬂRegSetVa\ue HKCU\SoftwaretMicrosoftiWindows'\CurrentVersioniinternet Settings\ZoneMap'UNCAsIntranet SUCCESS Type: REG_DWORD, Length: 4, Data: 1
“cerber.exe AA3SﬂRegSEtVa\ue HKCU\SoftwaretMicrosofttWindows\CurrentVersiontInternet Settings\ZoneMap‘\AutoDetect SUCCESS Type: REG_DWORD, Length: 4, Data: 0
%Eerber exe 4436ﬂRegSetVa\ue HKCU\Software\MicrosofttWindows\CurrentVersiontInternet Settings\ZoneMap\ProxyBypass SUCCESS Type: REG_DWORD, Length: 4, Data: 1
icerber.exe 4436 @ERegSetValue HKCU\SoftwareiMicrosoftiWindows\CurrentVersioniinternet Settings\ZoneMaphintranethame SUCCESS Type: REG_DWORD, Length: 4, Data: 1
icerber.exe 4436 @iZRegSetValue HKCU\Software\MicrosoftWindows\CurrentVersiontinternet Settings\ZoneMap\UNCAsIntranet SUCCESS Type: REG_DWORD, Length: 4, Data: 1
—cerber.exe 4435ﬂRegSetVa\ue HKCU\Software\MicrosoftiWindows\CurrentVersiontInternet Settings\ZoneMap‘\AutoDetect SUCCESS Type: REG_DWORD, Length: 4, Data: 0
Elcerberexe 4435@Reg$et\/a\ue HKCU\Software\MicrosoftiWindows\CurrentVersion\Explorer\FileExts\.jpg\OpenWithProgids\jpedfile SUCCESS Type: REG_NONE, Length: 0

The malware spawns an instance of itself, which then opens the ransom note

' HELP_DECRYPT_NOBRS8STO _.hta'. The filename for this ransom note appears to be
unique to the system, formatis' HELP_DECRYPT_[A-Z0-9{8} .hta' <- simple regex for the
8 digit alphanumeric string.

Command

c\windows\system32\isvchost.exe -k localsystemnetworkrestricted -p -s WdiSystemHost
c\windows'system32\isvchost.exe -k localsystemnetworkrestricted -p -s PcaSve
c\windows'system32\svchost.exe -k netsvcs -p -s Appinfo

consent.exe 176 312 000001FACFF22990

CAWINDOWS\system32\svchost.exe -k appmodel -p -s tiledatamodelsve
CAWINDOWS\system32\wbem\WmiApSrv.exe

CAWINDOWS\system32\svchost.exe -k netsvcs -p -s wisvc

Process

B svchost.exe (6380)

B svchost.exe (5080)
svchost.exe (176)
_..consent.exe (3092)
* svchost.exe (7088)
WmMmiApSTv.exe (4864)
svchost.exe (3428)

Description

Host Process f..
Host Process f...
Host Process f...
Consent Ul for ...
Host Process f...
WMI Performa...
Host Process f..

Image Path

c:\windows\system32\svchost.exe
c:\windows\system32\svchost.exe
c:\windows\system32\svchost.exe
c:\windows\system32\consent.exe
C\WINDOWS\system32\svchost.exe
CAWINDOWS\system32\wbem\WmiApSrv.exe
C:AWINDOWS\system32\svchost.exe

N [sass

B fontdrvhost.exe (864)

exe (764)

B csrss.exe (672)
- @ lwinlogon exe (756)

B fontdrvhost.exe (872)

B dwm.exe (848)

-/ Explorer EXE (3936)
Uvmtoolsd.exe (5824)
) Regshot-x64-ANSl.exe (70:Regshot 1.9.0

- £FProcmon.exe (5756)
2 Procmoné4.exe (3300)

- {iicerbe

= §Scerber.exe (4436)
mshta.exe (6716)

r.exe (6668)

Local Security ..
Usermode Fon..
Client Server
Windows Logo..
Usermode Fon..
Desktop Wind
Windows Expl...
VMware Tools

Process Monitor
Process Monitor

Microsoft (R) ...

C:AWINDOWS\system32ilsass.exe
C:AWINDOWS\system32ifontdrvhost.exe
C:AWINDOWS\system32\csrss.exe
C:AWINDOWS\system32\winlogon.exe
C:AWINDOWS\system32ifontdrvhost.exe
C:AWINDOWS\system32\dwm.exe
C:A\WINDOWS!\Explorer. EXE

-C:\Program Files\VMware\VMware Tools\vmtoolsd exe
. C:\Program Files\Regshot\Regshot-x64-ANS|.exe

C:\Program Files (x86)\Process Monitor\Procmon. exe
C:\Users\REM\AppData\Local\Temp\Procmon64.exe
C:\Users\REM\Desktop\cerber.exe
C:\Users\REM\Desktop\cerber.exe
C:\Windows\SysWOWE4imshta.exe

CAWINDOWS\system32\lsass.exe

"fontdrvhost exe"

%SystemRoot%'system32'csrss.exe ObjectDirectory=\Windows SharedSection=1024,20480,768 Win
winlogon.exe

"fontdrvhost exe”

"dwm exe”

CAWINDOWS\Explorer. EXE

"C:\Program Files\VMware\VMware Tools\vmtoolsd exe” -n vmusr

"C:\Program Files\Regshot\Regshot-x64-ANS| exe"

"C:\Program Files (x88)\Process Monitor\Procmon exe"
"C:\Users\REM\AppData'Local\Temp\Procmon64.exe” /originalpath "C:\Program Files (x86)\Process
"C:\Users\REM\Desktop\cerber.exe”

"C:\Users\REM\Desktop'\cerber.exe”

"C:\Windows\SysWOWe64\mshta.exe" "C:\Users\REM\Desktop\ HELP_DECRYPT_NOBR8STO_.hta"

Like most ransomware, a ransom note is dropped to the desktop, the Wallpaper is changed,
and encrypted files are tagged with a weird file extension '.94d4'. Another file extension
found during analysis was '.bde6' - this value appears to be randomly generated.
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Regedit

CERBER RANSOMWARE

X

Retgiiion YOUR DOCUMENTS PHOTOS DATABASES AND OTHER IMPORTANT FILES

HAVE BEEN ENCRYPTED!

The only way to decrypt your files is to receive
the private key and decryption program. :
_HELP_DEC..:
To receive the private key and dECl"yptIOFI program
go to any decrypted folder - inside there is the special file (*HELP | DECRYPT*)
with complete instructions how to decrypt your files.
SlbrEn s REARC, If you cannot find any (*HELP_DECRYPT*) file at your PC
‘ follow the 1nstr‘uct1ons below:

.1_. Download "Tor Browser" from https://www.torproject.org/ and install it.
2. In the "Tor Browser" open your per‘sonal page here:

82
Seyllaixed BebipgEVVp:

http //p27dokhp22n7nvgr onion/4C@9- D75D 68E8-0446- 9758

Note! This page is avallable via "Tor Browser only.

The malware contacts hundreds of hosts over port 6892.
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Respuesta:
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Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:
Respuesta:

oO~NO Ok~ WNPREO

.1n-addr.
.ln-addr.
.in-addr.
.1n-addr.
.iln-addr.
.in-addr.
.1n-addr.
.1ln-addr.
.1n-addr.
.in-addr

.in-addr.
.1ln-addr.
.in-addr.
.in-addr.
.1ln-addr.
.1ln-addr.
.in-addr.
.in-addr.
.in-addr.
.1ln-addr.
.in-addr.
.in-addr.
.iln-addr.
.1ln-addr.
.in-addr.
.in-addr.
.in-addr.
.1ln-addr.
.in-addr.
.in-addr.
.iln-addr.
.1ln-addr.
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Source Destination Protocol Lengtl Info

100 Standard query response 1 A
192.168.230.146 192.168.230.147 DNS 100 Standard query response ©x05ab PTR 2.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response Oxbbdb PTR 3.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response Oxe8de PTR 4.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response @xcclé PTR 5.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response 0x2ff2 PTR 6.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response 0xa56d PTR 7.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response ©xb92f PTR 8.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 100 Standard query response ©xdc63 PTR 9.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response Oxalbl PTR 10.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©xa8a8 PTR 11.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x3el8 PTR 12.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x355@ PTR 13.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©x604f PTR 14.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©x2773 PTR 15.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©x2299 PTR 16.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x353b PTR 17.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0xb3b4 PTR 18.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x7ff3 PTR 19.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x4cdb PTR 20.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©xbf3a PTR 21.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©xf297 PTR 22.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response Oxfffd PTR 23.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©x77b® PTR 24.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©x5435 PTR 25.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response ©x3387 PTR 26.24.239.91.in-addr.arpa A 192.168.230.146
192.168.230.146 192.168.230.147 DNS 101 Standard query response 0x6d96 PTR 27.24.239.91.in-addr.arpa A 192.168.230.146

The same UDP packet is sent over and over.

g *eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

la]m & ® RE a0 Ewws B oouE

% Apply a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Lengtl Info
345 71.237363 192.168.230.147 91.239.24.31 ubP 6761226 — 6892 Len=25
346 71.237520 192.168.230.147 91.239.24.32 ubP 67 61226 — 6892 Len=25
347 71.237526 192.168.230.147 91.239.24.33 uDP 67 61226 — 6892 Len=25
348 71.237626 192.168.230.147 91.239.24.34 ubpP 67 61226 — 6892 Len=25
349 71.237631 192.168.230.147 91.239.24.35 ubp 67 61226 ~ 6892 Len=25
350 71.237697 192.168.230.147 91.239.24.36 uppP 67 61226 — 6892 Len=25
35171.237777 192.168.230.147 91.239.24.37 uDP 67 61226 — 6892 Len=25
352 71.237833 192.168.230.147 91.239.24.38 ubpP 67 61226 — 6892 Len=25
353 71.237868 192.168.230.147 91.239.24.39 ubp 67 61226 — 6892 Len=25
354 71.237917 192.168.230.147 91.239.24.40 uDP 67 61226 — 6892 Len=25
355 71,237955 192.168.230.147 91.239.24.41 ubp 67 61226 — 6892 Len=25
356 71.238067 192.168.230.147 91.239.24.42 UbP 67 61226 —~ 6892 Len=25
357 71.238073 192.168.230.147 91.239.24.43 ubP 67 61226 — 6892 Len=25
358 71238074 192.168.230.147 91,239.24.44 upp 67 61226 — 6892 Len=25
359 71.238130 192.168.230.147 91.239.24.45 ubP 67 61226 ~ 6892 Len=25
360 71.238174 192.168.230.147 91.239.24.48 ubpP 67 61226 — 6892 Len=25
361 71.238218 192.168.230.147 91.239.24.47 upp 67 61226 — 6892 Len=25
362 71.238263 192.168.230.147 91.239.24.48 ubpP 67 61226 ~ 6892 Len=25
363 71.238307 192.168.230.147 91.239.24.49 ubp 67 81226 — 6892 Len=25
364 71.238350 192.168.230.147 91.239.24.50 ubP 67 61226 — 6892 Len=25
365 71.238398 192.168.230.147 91.239.24.51 ubpP 67 61226 ~ 6892 Len=25

‘Wireshark - Follow UDP Stream (udp.stream eq 133) - wireshark_pcap_eth0_20180806101326_eFEu7K
191d408d1feco4469a11000d8

The first half of the string is the same as the unique string at the end of the provided URL in
the ransom note.
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W | CERBER RANSOMWARE: Instructions o x

CERBER RANSOMWARE English

Instructions

Can't you find the necessary files?
Is the content of your files not readable?

It is normal because the files' nhames and the data in your files have been encrypted by "Cerber Ransomware".

It means your files are NOT damaged! Your files are modified only. This modification is reversible.
From now it is not possible to use your files until they will be decrypted.

The only way to decrypt your files safely is to buy the special decryption software "Cerber Decryptor”.

Any attempts to restore your files with the third-party software will be fatal for your files!

You can proceed with purchasing of the decryption software at your personal page

http://p27dokhpz2n7nvgr.onion.to/191D-408D-1FEC-0446-95E5

If this page cannot be opened click here to get a new address of your personal page.

10:18 AM
8/6/2018

T B W CERBERRANSOMW... ~ 0) B

LET THE REVERSING COMMENCE!!!

The process tree from behavioral analysis showed the original instance of cerber launching a
new cerber, this turned out to be pretty interesting. Notice the sixth value pushed onto the
stack for the CreateProcess API Call, the value 4 is passed for the dwCreationFlags
argument. The 4 indicates that this process is created in a suspended state. Do | sense
code injection?

mov edi,ed] CreateProcess A ;
BHSHTEDR Hide FPU
T e, EAX  0019F328
push dword ptrss:[ebp+2c] EBX  0019F37C
push dword ECX FFFFF79F
push dword EDX 00000007
push dword EBP  04BDE110 "PE"
push dword ESP  0019r238
PUSE gwor‘g EST  76C144B0 <kernel32.CreateProcessA>
Sﬁzh dxg:d EDI 02913758 "\"C:\\Users\\REM\\Desktop\\cerber.exe\""
g:‘jh ond Gt EIP 767693C2  kernelbase.767693C2
push 0
call <kernelbase.CreateProcessInternalA> EFLAGS 00000297
pop ebp ZFO PF1 AF1
Fet 28 OF0 SF1 DFO
nt3 CF1 TFO IF1
int3
‘.”g LastError 000000CB (ERROR_ENVWAR_NOT_FOUND)
}21:5 LastStatusc0000100 (STATUS_VARTABLE_NOT_FOUND)
e nn2e _cc noc
int3 ‘ =
1_nr3 v | Default (stdcall) + |5 2 [ unle
int
> 1: [esp+4] 00000000
2: [esp+8] 02913758 "\"C:\\Users\\REM\\Desktop\\cerber.exe\""
3: [esp+C] 00000000
4: [esp+10] 00000000
5: [esp+14] 00000000
5 &) bAB4ATES return to colTages.64B4A785 from 777
' Watch 1 |¥=] Locals 4# Struct 00000000
02913758 "\"c:\\users\\REM\\Desktop\\cerber.exe\""
00000000
00000000
00000000
00000004
oo o 00000000
!Th 00000000
nno 0019F37C
0s 0019F328
e 0019F264 00000000
9'/45 0019F268 00000000
o2 v <

The malware then takes a fairly common path for the injection. Reads memory of the newly
spawned cerber.exe, the parameter '2F4' is a handle to said cerber.
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29 i4® 1]

Main Thread 2128

Mar 4 2018

= R 5
I TN WA Y 2% Y E® #5 cerber.exe (4776) Properties - =] x
Bov @oaph g Notes ® Breakpoints M MemoryMap [/ CallStack & SEH o Seript @] symbols €| General Stalistics Performance Threads Token Modules Memory Envionment Handles GPU  Disk and Network Comment
Bf———————— 88 FF oV edi, adi Readprocasshanor
- 25 push ebp [+ Hide unnarmed handles
- 88 EC mov ebp, esp
. ebp =
of ~ FF25D412€776 jmp dword ptrds:[<8ReadProcessMemoryh | ReadProcesshiemar Type Name Handle "
. e nt3 Key HKO " NG 0304
2 & piats Process cerber.exe (1680) 0x2f4
& o int3 Thread cerber.exe (1680): 6840 0260
. < int3 File C:\Users\REM\AppData!L.ocal| Temp)\Diacid.comO n2ec
: & jiacs Section Vindows\Fonts\StaticCache. dat Ox2en
: <« int3 File C:\Windows\Fonts\StaticCache.dat Ox2de
- éé "ns File C:\Users\REM\AppData\Local\Temp 0x2d4
M &= int Section \Sessions\1\Windows\Theme-4115931740 Gx2d0
. < int3 Mutant Sessions\1’ bjects\MSCTF.Asm.| 1 Ox2cc
: gg ::S Saction \Windows\ Theme29165927 72 0x2c8
3 o« int3 Key HKLM\SYSTEM\ControiSet001\ControNis\Language Groups e
. <« int3 Key \ “ontrolNis|L Sorts ox2be
M gg ms Key HKLM\SYSTEM\ControlSet001\Control\Nis\Locale 0x2b8
- [es int3 File C:\Users\REM\Desktop\cerber. exe 0x2b4
. « e . Key HKLMISOFTY 432Node | Mi 0x2bD
: cohid T b O Key HKLMISYSTEMIContralSet00 1\ContraliNis\CustomL ocale Gx2ac
b a8 er s b o Key HKCRYWOWG432N0de) CLSID\{B4BFCC3A-DB2C-424C-B029-TFESIASFC641 L., 0x2a8
< Key R 0329
edi=61 "a Section C\Windows|Registration\RO0G0000000 14.clb 0x294
file C:\Windows\Registration\R000000000014.clb 0290
.text:76C15030 kernel32.d11:315030 #6030 <ReadProcessMemory> Section \BaseNamedObjects\__ComCatalogCache 0x28c
Event \KernelObjects\MayimumCommitCondition 03288
@oumpl  @Yoump2 @ oump3 @ oumpd @ oumps @B watch1 e lecals P stuat Key HKCR 0x280
AsCIT File \Device\KsecDD 03268 v
03 00 O Z.....
00 00f 00 00 00 O
00 00{ 00 00
00 00} 00 00 Close
8 OF 00 84 .
70 72 6F is program canno T GABAACOF | return to collages.bABAA From 777
62 b5 20 72 t be run_in DOS 25 || 000002F 7
64 65/ 2E 0D 2 0019F240 00200008
02 :ﬂ :21 f“ 0019F244 0019F31C
a £1 aala2 cd hd 3 > |
Command: Default

The malware then hollows out the suspended process through the WinAPI call
'UnMapViewOfSection'. The parameter '400000' is passed as the base address as to where
begin hollowing/unmapping, which is the very beginning/start of the PE.

WK x32dbg - File: cerber.exe - PID: 4776 - Module: ntdll

File  View

dll - Thread: Main Thread 2128

A buffer is then filled via 'RtIDecompressBuffer', which stores the contents that will be
injected into the suspended process. Notice the 'MZ' header, this an executable that will be

injected into the ta

rget process.

Debug Trace Plugine  Favourites  Options  Help  Mar 4 3018
. . = 0
coE SN ¢t tuBPEsPfin LES
B ou @oaph  Slog  [JlMNotes  ® Breokpoints MM MemoryMap  [J) Call Stack g SEH o Script @] Symbols <2 Source /' References W Threads & Smowman  @lla Handles  §¥ Trace
SIS B8 2A 00 00 00 mov eax,2i eax:ZwUnmapViewdfSection, 2A:’ ~] wide rru
. BA E0 9C 67 77 nov edrntd 1. 77679660
. FF D2 eall cdx - -
. EAX 7765EA20  <ntdll.ZwunmapvienofSection:
: R e LD s FBX 02943260  "NtUnmapviewofSectio
. 88 28 00 00 00 mov eax,28 eax: ZwUnmapVi ewofsection, ECX  80D27ESF .
. BA EO 9C 67 77 mov edx,ntd11.77679CE0 EDX  000002F4 L
. FF D galll edx EBP  04BDE110 "PE"
. gg 14 00 et 14 ESP  0019F238
. nop ESI 00000004
. 88 2C 00 07 00 mov eax, 7002¢ eax: Zwunmapvi ewofsecti oy S
. BA EO 9C 67 77 mov_edx,ntd11.77679CEQ
: Ao | e EIP 77656420  <ntd]l.ZwinmapvienofSections
. 90 D
. 88 20 00 03 00 mav eax, 30020 eax:Zwunmapyiewofsecti EFLAGS 00000300
. BA EQ 9C 67 77 mov edx,ntd]1.7767" ZFO PFO AFO
. FF D €@l edx OF 0 SFO DFO
. €2 04 00 ret 4 CFO TF1 IF1
5 gg 26 00 1A 00 Doy 002 f:
. 88 26 00 14 mov eax, 1A002E eax:ZwUnmapvi ewofsecti LastError DODOOOCE (ERROR_ENYVAR_NOT_FOUND)
: BALRIC 077 povlad i RIzesocRy LaststatuscOR00100 (STATUS_VARIABLE_NOT_FOUND)
. €2 24 00 ret 24
. 30 nop st |
. B8 2F 00 00 00 mov eax, 2k eax:Zwunmapviewofsection, 2F:
. BA EQ 9C 67 77 mov edx,ntd11.776 v | Default (stdcall) 5 2 |[J Unlocked
a ol — ¥
< > esee4) 00000264
esp:8] 00400000 cerber.00400000
—<ntd T ZwlnmapviendfSection> (7765EAZD) 3: [espsc] 0019F31C
4 [esp+10] 00000004
5: +14 0!
.text:7765EA20 ntd11.d11: $6EA20 #6DE20 <Zwinmapvienofsections LTt
P &l Feturn to collages.bABIADG Trom 77
@oumpl @ oump2 @M Oump3 @ Dump4 @4 Dumps @8 watch1 s Locals  J Struct o TR . . J am— -~
T ASCIT = 0019F240 gg?g?g?? cerber. 00400000
(4D 5 00 00 03 00 00 0C] 04 0O 00 00| FF FF 00 00| Mz 00000004
B& 00 00 00/ 00 00 0O 00 40 OO 00 O 0 00 00 00 DOO00DO0
0 00 00 G0{ 00 00 00 00| 00 0O 00 00| DD 00 00 0D 00000004
00 00 00 00} 00 00 00 00f 00 0O 00 00 FO 00 00 00 00000000
O 1F 8A 0| 00 84 09 cpf 21 BB 01 4q cp 21 54 68 00000000
60 73 20 70| 72 GF 67 72| 61 60 20 63| 61 6€ BE 6F 0019F37C
74 20 62 65| 20 72 75 6F| 20 69 bE 20/ 44 4F 53 20| t be run in 0010r328
6D 6F 64 65/ 2E 0D OD 0Af 24 00 00 00 0O 00 00 00 B 00000000
05 94 D2 F9) 41 F5 BC 41 F5 BC 41 F5 BC AA| . 00000000 v
87 FA B3 aal 42 5 BC AN 82 Fa £3 AN 40 F5 BC aa “ >
‘Commang: Default -
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Tiow edT,ed ~|EA
push ebp ebp: k] pecompressufy (et Gl
: S e EBi el necerpessnn EAX  76C00000 kernel32. 7600000
. push dvord ptras EBX  O000FFAE
. FF 75 08 push dvord ptrss: fel ECX  FRFFFFCO
. Fr 15 00 08 €7 76 €all duord ptras: EDX 00000008
. 50 pop ebp ebp:RtIDeconpressBuff £8P 776C0F70  <ntdll.Rtlbecompresssuffers
. €2 08 00 et & ESP  0019F238
2 < 3 ESI 00000002
. int3 DI 00000000
. int3
. int3 26C1508
oy 1"(3 EIP 6C15080 <kernel32.GetProcAddress>
. T
. ines EFLAGS 00000314
. int3 zF F AF
. o ed GetProcesshand] eCour OF 0 SFO DF 0
. push ebp ebp:rt]De re CFO TF1 TF1
. mov ebp,esp ebp:Rt]De:
. pop ebp ebp Rt IDeconpress LastError DODOOOCE {ERROR_ENVVAR_NOT_FOUND)
I 1 dord pir ds: [<4GetProcesstiandlecount] e Processiiand  ecour e e
. int3 -
. int3 I i T |
. int3 =
. int3 v | Default (stdcall) + |5 =[] Unlocked
° e > fesn+4] 76600000 Korno132. 76600000
esp+8] 0288C9B0 "GetCommandLineA”
edi=0 [espsc] FFFFFFIF
4: [esp+10] 02841224
B 5: [espsld]l 000288FF
text:76C15080 kernel32.d11:315080 #6080 <GetProcAddress>
4 B4B4A111 return to_collages.64B4A111 from 777
Woumpl g oump2 @ Dump3 g Dump4a g DumpS @ Watch1  |vel Locals ' Struct Toc00000 | kernela0 76000000
scldress | Hox [ ascix 0285C900 | "GetComandinea
754 [ 54 00 000 04 00 00 e 028n1224
17544030 B8 00 00 00/ O 40 00 00 00| a. 000288FF
07544040 00 00 00 00 O 00 . 0019F318
07544050[ 00 00 00 00) 0 00 00 00 00000000
07544060| OE 1F B OF] OC B8 01 00000000
o7 ra 7. 61 6D 20 000000AD
07544080 74 20 62 65 21 20 69 6E 00000000
07544090 60 GF 64 65 26 24 00 00 00000000
075440a0| 05 94 02 F9 41 41 ¥5 BC 00000000 b
07544080 82 FA B3 A4l 42 82 FA £3 *B5%2. > J
n73zancil 8 a1 adl 43 a8 5n ae laaraiai panciia
|Command: Default C

The buffer is then written to the target process via "WriteProcessMemory'. A pointer to the
executable seen in the dump window is passed as the data to be written. The base address
'400000', which was the start address of the hollowing, is now passed as the base address
for this executable to be written to in the hollowed out process.

4% x32dbg - File: cerber.exe - PID: 808 - Module: kernel32.dll - Thread: Main Thread 5048 - a x
File View Debug Trace Plugins Favourites Options Help  Mar 4 2018
COE i tee§ tulo o LB
Bou @oraph Jlog [ Notes  ® Breskpoints  BH MemoryMap [ Call Stack g SEH o) Script @) Symbols <> Source /) References ‘W Threads & Snowman ol Handles ¥ Trace
LG O 88 FF Wiow edi, edi Writeprocessiamor ~|niae rro
. 55 push ebp
. 88 EC mov ebp, esp m
. 5o pop ebp
of ~ Fr2s2a12e776 mp_cword prrds: [<WriteProcessMemory | WriteProcessienor
. cc nt3
. <4 nt3
. cc nt3
. cc nt3
. cc nt3
. <4 nt3
. cc nt3
. cc nt3
. cc nt
. [£s nt3
. cc nt3
. cc nt3
. cc nt3
. <4 nt3 CFO TF1 IF1
. cc i3
L e e LastError DDDDOOCB (ERROR_ENVVAR_NOT_FOUND)
: o0 i LastsStatusco000100 (STATUS_VARTABLE_NOT_FOUND)
. cc nt3 = -
. cc nt3 s ] |
. 86 FF mov edi, ed Istremps
. 55 push b | Default (stdcall) |5 | 2 [ uniocked
*le > I Eesp+4 0000020
2t 00400000 cerber. 00400000
edi=78 "x 3. €] 075
4: [esy ] 00000400
5: [esp+14] 00000000
text:76C16A70 kernel32.d171:$16A70 #7A70 <writeProcessMemory>
9 64848121 | return to collages.t 1
W oump1 g Dump2 M Dump3 WM Dump4 G Dump5 B8 Watch1  feel Locals 4 Struct | EAE bt ) GO R
019F240 00400000 cerber. 00400000
Address [ Hex . st ~| oo19r244  |f 07544020
07544020, 4D 5A 90 00 03 00 00 00] 04 00 00 OO FF FF 00 00| MZ..-.......yy 019F248 00000400
07544030 88 00 00 0/ 00 00 0 00[ 40 0O 00 00 0D 00 00 00| .......&.... o019724c || 00000000
07544020 00 00 00 00/ 00 00 00 00[ 00 00 00 00} G0 00 00 00 00000004
07544050 00 00 00 0o{ 00 00 00 00| 00 0O 00 00( FO 00 00 00 00000000
07544060 OE 1F BA O 00 B4 09 Cp| 21 B8 01 4c| €D 21 54 68| ..°.. .11 L1ITi 00000000
07544070 §9. 73 20 70 72 bF 67 72| 61 6D 20 63| 61 6E BE 6F | i progran canno 0019F37C
07544080 72 20 62 63 20 72 75 6€[ 20 69 6€ 2044 4F 53 20| t be run in DOS 0019F328
07544090 6D 6F 64 65 2E 0D 0D 0A| 24 00 00 00{ 00 00 00 00| mode....$....... 00000000
075440A0 05 94 D2 F9 41 F5 BC AA 41 F5 BC AAl41 F5 BC AA| ..OUAGK AGK AGH® 00000000
07544080 82 FA B3 A4 42 ES BC AA 82 EA E3 AN 4D FS BC AA| |G*SBOK®. Ga*aGKe v
7222000 83 1 anla 1
|Command: Default K

To intercept this executable, | followed the base address in the memory map and then
dumped it. When attempting to load it into IDA, it is not recognized as a valid PE. Looking at
the file in HxD, there are around 32 bytes of noise before the magic bytes of the executable.
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M HxD
ss] File

-

Edit Search

[

View

H

-

%5 cerber_07544000.bin

Offsec (h)
00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000B0O
000000C0
000000D0
000000EO
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
0000017

oo
sC
oo
4D
B8
0o
00

01
00
30
Sh

Analysis

0 16

C:\Users\REM\Desktap\cerber_0

Extras

~

544000.bin.bak

Window

ANSI

2] cerber_07544000.bin.bak

04

o6

v | hex

is program canno
t be run in DOS

mode....$.......
. “OUASHAAGWA AL
Q% 2BO%*, QA2 @5
,Ba*COWH. ?23D5%*
H./*bO4*Ad** +043
Zh.?.54*Zh!*@5%>

Load file C:\Users\REM\Desktop\cerber_07544000.bin.bak as
Binary file

Processor type

MetaPC (disassemble all opcodes) [metapc] ° Set
Analysis
Loading segment 000000 Kernel options 1 Kernel options 2
) Enabled

Loading offset J000000] Indicator enabled Processor options

Options
Loading options Load resources
Fill segment gaps Rename DLL entries
Create segments Manual load
Create FLAT group Create imports segment
Load as code segment.
‘ (o] Cancel Help

gLoad a new file X

Deleting up until the 'MZ'/'4D5A' fixes the problem. This looks to be where the true
payload/ransomware code lies, this is the first time we have seen crypt-related APls. So
essentially, the malware uses code injection as a way to unpack itself.

D IDA - cerber 07544000.i64 (cerber_07544000.bin) C:AUsers\REM\Desktophcerber 07544000.i64
File Edit Jump Search View Options Windows Help

7 Functions window
Function name

[7] sub_401000
[F]sub_401108
[Flsub_401116
[Fsub_401127
[Flsub_401179
[F]sub_401184
[Flsub_4011£9
[7]sub_401212
[F]sub_401275
(7] sub_401208
[Flsub_401338
[F]sub_4013A0
7] sub_401408
[F]sub_40146D
[F]sub_4014CE
=

<

Line 1 of 362

#Graph overview

Now that the code has been injected/written, the malware must start a thread of execution to

E;LE [l

00000000.

00000000..
00000000...
00000000...
00000000...
00000000...
00000000...
00000000..
00000000..
00000000...

00000000...
00000000..

00000000...
00000000...
00000000...
00000000...

F700000000..

OpenProcessToken
GetTokenInformation
DuplicateToken

RegOpenKeyExW

CheckTokenMembership
ConvertSidToStringSidW
RegCloseKey
CreateWellknownSid
InitializeSecurityDescriptor
SetSecurityDescriptorDacl

SelectObject

DeleteObject
CreateFontW
CreateCompatibleDC
GetStockObject
SetPixel

SetBkColor

¥ 101002: sub 40100042 (Syr

Hhl «-F- S S ) v @0 dddS-FEX >DO | e @R
lihrary function B8 Reaular function B8 Tnstroctinn f Imports
e Py m Structures B Enums # Exports
Al Address Ordinal Name e e ®

2 00000000... CryptGetkeyParam P 6 e

#200000000 CryptHashData f:n P
0000000 CryptDestroyHash b
00000000. CryptCreateHash P
00000000. CryptAcquireContextW b
00000000. CryptGetHashParam been
00000000. GetSecurityDescriptorOwner 44
00000000 CryptGenRandom fa
00000000... GetFileSecurityW i
00000000. RegQueryValueEx\W
00000000... EqualSid
00000000.. Cryptimportiey foesmorts
00000000. CryptDestroyKey [ (e 10], edt

Hex View-1)

\chronized wit

invoke the code. The context of the thread is set via 'SetThreadContext'.
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9% x32dbg - File: cerber.exe - PID: 808 - Module: kernel32.dl - Thread: Main Thread 5048 - =] X
File View Debug Trace Plugins Favourites Options  Help  Mar 4 2018
DE 0 e B i taullo_w@ix# Bl B
Bov @oeph Sl notes @ Breakpoints W MemoryMap [ Gall Stack  ®3 SEH o Scipt @ symbols <2 Source _ References ' Threads & Snowman @y Handles  ¢7 Trace
EIP Euoe 13 BT o edi, edt eTThreadconte ~| wide reu
. 55 push ebp
= (L= e <kernel32.SetThreadContexts
of ~ FF23414¢c7 76 ame dword perds: [<dsetThreadContexth | serThreadcontex L.
. cc int 0
. cc int3 DX Lier
. cc int3 £8P 00000001
. cc int3 ESP DOlEFZKE
. cc int3 ger
. cc int3 01
. cc int3
: & e EIP  76C165A0  <kernel3Z.SetThreadContexts
. ¢ intd
. cc ints EFLAGS 00000300
. cc int3 ZF0 PFO AF O
. (& int3 OF 0 SFO DFO
. cc int3 cF O TF1 IF1
. cc int3
2 & finey LastError ODDOOOCE (ERROR_ENVVAR_NOT_FOUND)
M o 1‘:0 LastStatuscO000100 {STATUS_VARTABLE_NOT_FOUND)
. cc int3 .
. cc int3 I y ‘—
. 88 FF mov edi,ed setThreadpriorit =
. 35 push e‘-lm + | Default (stdcall) + |5 | 2 |[] unlocked
*lle > 1 [espdl 0000028C 0
<p8] 045£0000
adi=b fcsp 10000006,
[esp+10] 0000CO04
o Lesp+14] 00000000
text:76C165A0 kernel32.d11:$165A0 #75A0 <SetThreadContext>

And finally, the thread is resumed and the code begins executing in the target process.

W% x32dbg - File: cerber.exe - PID: 808 - Module: collages dil - Thread: Main Thread 5048 o x

Fle View Debug Trace Plugins  Favourites  Options  Help  Mar 4 2018

SE S0t taBoSePis i B

Bouv @ oen 7l Notes  ® Dreakpoints WM MemoryMap [l Call Stack & SEH o Script @) Symbols <> Source O References ' Threads snowman gl Handles ¢ Trace
B 0% 6 T1 8% 64 movex eax byte pir e [GARSTICH Y| o =
moy dvord ptr sciesrleax
collages. mmnz 0 = o oot
5 p8 11 85 64 mow edx,dword p 64B51108 EAX  0000028C L
T &5 b or a1 byte perde: (6485110 EBX 76C16280  <kernel32.ResumeThreads
0F BE OB 50 10 B3 64 movsX ecx.byte p Ve Tsagsa050 1 e
OF BE . MOVSX eax, EDX X
OF BE 15 E2 10 BS 64 movsx edx,byte ptrds: (64851087 EBP 00000001
D3 E2 shl edx,cl ESP 0019F23C
o & T ESI  76c00000  kernel32,76c00000
OF BE 05 B4 11 85 64 moetens bytn ptr (64851184 EDI  76C15080 <kernel32.GetProcAddress>
68 <0 cc imul e i 6ABABETS n hread
3p 05 g8 11 85 64 e dwerd 64851168 EIP  G4R4BETS zcollages.EBX = ResumeThread>
~ 7E17 jle collages. sanaasbu .
OF B7 05 7C 10 B5 64 movzx eax,word ptr ds: (64851070 EFLAGS _ 00000250
83 cB 78 or eax,78 ZE 0 PF O
98 wile OF 0 SF1 DFO
38 05 88 11 BS 64 mp eax,dword p 64851188 CFO TFO IF1
~ OF 80 75 Ic 00 00 S0 collages, G184DAED
(R G @ow e A e et LastError 0DDOOOCE (ERROR_ENVVAR_NOT_FOUND)
FED3 Rl ebx o hesleax ebx: ResumeThrea LaststatuscO000100 (STATUS_VARTABLE_NOT_FOUND)
OF BE 05 5¢ 12 85 64 movsx eax byt per ds: (64851254 .
83 EC 04 sub esp, I i B
89 44 24 04 mow dwnrrl ptrss:fespedl, ea
OF BF 05 54 10 85 64 movsx eaxword ptr ‘r645510u41 v | Default (stdcall) + 5 % [ unlocked
< > _[—— [
ebx=<kernel 32 ResumeThreads (76C162803 [esp:8] 000000GA
[esp+c] 00000004
esp+10] 00000000
text:64B4BETS collages.dl1:3BE7S #8275 <EBX = ResumeThreads sttt L

Just before taking the instruction to allow 'ResumeThread' to execute, | spawned a new
instance of x64dbg and attached to the still suspended cerber.exe. | then set breakpoints on
thread entry and thread start to halt execution once 'ResumeThread' is called. Next, | set
break points on all crypt-related APIs, as well as GetProcAddress, so that | can identify any
additional code that may be dynamically loaded. The first function to be dynamically
resolved via 'GetProcAddress' is 'CryptEncrypt'.

W x32dbg - File: cerber.exe - PID: 808 - Module: kernel32.dll - Thread: Main Thread 5048 - [ x >dbg - Fill ! ID: 60 dule: kern I i: Main Thread 5084
Fle View Debug Trace Plugins Favourites Options Help  Mar4 2018 Vie Debug - air vourit Optior felp  Mar42018
OE il tady talBiCelshs B HE coE 30 ¥ & 2§ Tl G # % B E
Bou @cah  slog  JlNotes  ® Breakpoits  ®® MemoryMap [ CallStack s seH o sdipt | B cru @ Graph 2leg [ Notes  ® Breakpoints M MemoryMap [/ Call Stack S SEH o Saipt @ Symbols  1OF
> LET o e ~] wide Fpu [B— o LT ~|| wide Fru
& 25 0 p:J:hF(l;I;\)‘D:'H)ptrﬁ EAX Kkernelbase. 765£0000 O|| &g B EAX 7633 advapi32.76330000
. FF 75 0C push dword ptrss 358 . FF 75 0C EBX 0001
. FF 75 08 push duord £ . FF 75 08 ECX
. FF 15 D0 0B €7 76 el dword ptrds EDX . FF 15 DD 08 €7 76 EDX 000000
. 50 pop cbp 1 . 5 80 0010F
. &2 08 00 ek & B oo . &2 08 00 Th 0019
5 55 ESI <kernelbase.FlsGetvalu 5 Sg ESI 0000
. = . o N
N & [ : & EDI 0450 Cryptencrypt
: s EIP  76C15080  <kernel32.GetProcaddre : | i ETP  76C15080  <kernel32.GetProcAddre
. cc . cc
. cc EFLAGS 00000304 o | 76c13 ¢ EFLAGS 00000304
. cc F AR O o || 76c150cF cc ZF0 PPl AF O
. %E FF (s OF 0 SFO DFO o || 7615000 <kernel32.GetP essHandleCount> &éB FF oF 0 SFO DF O
. push ebp cF0 TF1 IF1 . 5 0 Il IEL
5 8 i rov ebpesp . 8 e 155 05
. D ol LastError 00000000 (ERROR SUCCES! ' e D 4
of ~ e ;‘mu dword prrds: < T T (e e T ¢ || 76ct300¢ nel32.GetprocessHandlecounts ~ P2 lecITe N
. cc int3 L « || 76c15000 cc I
. cc int3 « || 76c150 cc I ] ]
g & 3 « | Defaut (stacaiy - |5 2 [ unlocked J & + | Defaut (stdcall « |5 2] unlocked
ole : > |1t [espi4] 765€0000 kernelbase.765£0000 | ¢ > | L: [espet] 76330000 advapi32.76330000 |7
2: [esp+8] 70201BF4 "DecodePointer” [esp+8] 04500600
duord pir [ebp+C]-[0019FFBC]-FODS3EA? 3: [espiC] 70272230 comct132.70272230 [espiC] 00000010
4% [esp+10] FODI3COA [esp+10] 00401314 cerber.00401314
5 esp+14] 0019EEC8 esp+14] 04500680
. Text:76C15088 kernel32.d411:$15088 #6088 Lotz 2! Ltext:76C150C8 kernel32.d11:$150CB #60CE Lesp ] ] I
70269102 | return to comct I!W.EJEE- 0407CE3 | return to cerber.00407¢
% Dumpl g Dump2 @ Dump3 4 Dump4 g Dump¥ b [7esgounn kernelbase. 765 © | W Dumpl  GHoump2 @ Dump3 g Dumpd g pumps @B wate1h [iezsoonu advap132. 76330000 ~
702018F4 "DecodePointer” H"’I‘l ”\ 04500600 ryptEncryp
Address | Hex Jasar A 70272230 | comcti32.702722 | 6ddness [Hex | ascix 1=~ oo1grars Il 0oooo010

The next interesting code block was the usage of the API 'CryptStringToBinary'. This API
converts a string to an array of bytes. The data to be converted is a very long base64 string.
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https://1.bp.blogspot.com/-w8ch2fiSuW4/W2hj02D4GII/AAAAAAAABnc/WX_uYAh4NpwAECtcPPOdfTgJwbjciAfQwCLcBGAs/s1600/setthread.PNG
https://3.bp.blogspot.com/-mr7B_91v7WA/W2hkf2MxhtI/AAAAAAAABnk/bgeBXovV6jM4Pm9h6TxjH7zo063doqI3ACLcBGAs/s1600/resumthread.PNG
https://2.bp.blogspot.com/-nc-pTYH1qC4/W2hlxvCCHFI/AAAAAAAABn4/igyGrMJPSdUqscReVCFSRnKzy1gMS8-rgCLcBGAs/s1600/cryptencryptgetproc.PNG

=
= =
SEH ip &) symbols € R Thread £ Tr
yptstringt A
ecx:Cryp T \ria\t "
ebx <Crypt32.CryptStringToBinaryas
T
ebx
ebx
CryptstringTosinarya
edis EIP  7GS7ESDI <crypt32.CryptstringToBinaryas
” LAGS 0000
0 PEO AF
edi: OF 0 SFO DF O
B0 03 0C TF1 IF 1
LastError O000007E (ERROR_MOD_NOT_FOUND)
LaststatuscOO00135 (STATUS_DLL_NOT_FOUND)
‘ Ll
v © 5 2 [] unlocked
v‘ il < > ‘ 4| "LSOtLS1CRUAITI BQVUIMSUMgSOVZLSOTLSOKTU1IQK 1 qQuY,
edi-043608C0 "CryptstringTaRinarya”
text:7687E8D0 crypt32.d11:$1E8DD #1DCDO <CryptStringToBinaryas
p M watch 1 . Feturn to cerber.D0401468 From 777 '
ump 3 % Dump 4 WY Dump 5 W Watch 1 fe=| Locals Struct "LSOtLS1CRUAIT BQVUIMSUMGSOVZL SOtLSOKTUI0k 1gQUSCZ2 txaGt pRz 1 3MEIR
[Ascrx I ~
755 64 47 54 09 42 51| LSOELSICRUAITIBG
541 4C 53 30 74| VUIMSUMGSOVZL:
return to cerber.00401008 from cerbar.00401408
"LSOtLSLCRUAIT 1 BAVUIMSUMGSOVZL SOt L SGKTUTIQk 1qQUSCZ2txaGt pRz 1 MEIB
v
v >
x
5
L B ®
@ SE Scrip @] symbols Th & s i Hand T
C P
04 ‘a
i \r\n
0401
0401 36 3WxICeT
C FF 15 €8 12 41 00
0401 03 £0 XaccT
04 : 89 75 ¢ Y1QwL25. "NOTaTm1zMUFBNOJQUVWUAELXY ] 1pRV1 JaEILY1QmL 253WXIC
e
1==0 | o v -
1 Sy L . e cerber.004010¢0
1 0401
1 0401 1 aF S3wxaCET
0401 [ X¥11pk 1c
I 0401
t 0401 "
EIP |
o v J007E (ERROR_MGD_NOT_FOUND)
o 5 (STATUS_DLL NOT_FOUND)
0401 FF 75 €0 -
0401 57 - I
0401 8D 45 88 5 |+ [ unlocked
<
edi=a0 '@’
text:004010C0 cerber . exe: $10c0 #4c0
ILLEETETEE 00000000
¢ oumpl g oump2 G4 Dump3 =] Locals st o 000 ~
Address | ASCIT 3k O
7E7F0 LSOTLSICRUAITIBQVL.
BRSTVPa2 019 1 v
9 TKQQUEVCTEIDTETFySOTL Sgtcg— .. °" vl< >
J rloguew LSO S0t o
Command: Default

Decoded, the string looks to be a hard-coded Public Key.

remnux@remnux:~/Desktop$ echo "LSOtLS1CRUAITiBQVUJIMSUMQSOVZLSOtLSOKTUlJIQklgQUSsC
Z2txaGtpRz13MEJBUUVGQUFPQOFROEFNSULCQ2dLQOFRRUF2a3R5NXFOoCUV5ZFISMDc2RmV2cAowdUl
QNe1laTm1zMUFBNOAQUVVUAE1XY11pRV1JaEJLY1QwL253WXJICCcTBPZ3Y30UsxdHRhMDRFSFRYWGd jQX
AVCKk9KZ0Joej1ONThhZXdkNH1aQmoyY291YURHAMNHUKFjOWU3Mk9iR1EVVE1FLO1vNOXaNXFYRFd6R
GFMSThMQTgKS1FtU30oWwTCSVRYtMUFRXZzdrUEQWS1Q3VINrUmISVDh3NVFNW1JIKdXZ2aEVYSEO4M2tP
MOVMVEQrU29FSTUzCcAOORUSWA2ZOTkVWT3BUCE9PUOtRb2JOSXc1NKkNzUUZyaGFjMHNRDE9QZWsvbXV
WbHV4amlFbwWMwZnN6azJXTFNuUCnFyeWlNeXphSTVEVOJEallLWEEXdHAYaC95Z22JrWWRGWYJiQuVxd3
RMeFQyd@1mV1BRSTVPa2hUYT1OWNFEMEgKb1FJREFRQUIKLSOtLS1FTKQQUFVCTELIDIEtFWSOtLSOtC
g==" | base64 --decode

BEGIN PUBLIC KEY

MIIBIjANBgkqhkiGOwOBAQEFAAOCAQS8AMIIBCOKCAQEAVKtY5qhqEYdROO76Fevp
OUMP7IZNmsS1AA7GPQUThMWbY1EYIhBKCTO/nwYrBgOOgv79K1tta®4EHTrXgcAp/
0JgBhz9N58aewd4yZBm2coeaDGVCGRAC9e720bFQ/TME/I0o7LZ5qXDWzDafI8LA8
JQMSzOL+/G+LPTWg7KkPOpJT7WSKRbOT8W5QgZRJIUVVhErHM83KO3ELTH+SOEIS3p
4ENVWTNNEpOpnp00SKQobt IwS56CsQFrhac@sQlojek/muvViuxjiEmcOfszk2WLSn
qryiMyzaI5DWBD]jYKXAltp2h/ygbkYdFYRbBAEqQwWtLXT2wMfWPQIS50khTa9tZgDOH
NQIDAQAB
END PUBLIC KEY

The Public Key Info suggests that this is 'RSA 1.2.840.113549.1.1 - PKCS-1' encryption.
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https://1.bp.blogspot.com/-LhUMUZoHeIc/W2hmQSW7L7I/AAAAAAAABoI/4JxGF-Rfkg4f9hCCQR1imXsyleJOjcDHQCLcBGAs/s1600/stringtobinary.PNG
https://3.bp.blogspot.com/-UoAlgOYzwr0/W2hrPVvqKQI/AAAAAAAABok/Wm_vZfKXAlEadtjd5u-lmXj6dsFNiTdKACLcBGAs/s1600/pub%2Bkey%2Bi%2Bthink%2Bdebugger.PNG
https://3.bp.blogspot.com/-4iPPPZZHBkg/W2hqmK1cT_I/AAAAAAAABoc/ydoQR7jhjLwYKbhvTUo7IKTdA8GSfXZIwCLcBGAs/s1600/pubkey%2Bi%2Bthink.PNG

i Lespeo) uuuuwLL
3: [esp+C] 02785828 &"1.2.840.113549.1.1.1"
4: [esp+10] 00L9FATS
5

edi=04361138 “CryptImportPublickeyInfo”
t [esps+14] 04360CBE "----- BEGIN PUBLIC KEY----- \AMITBT ] ANBgkqhki 69

. text:76891F20 crypr32.d11:$31F20 #31320 «CryptimportPublickeyinfox

@Dumpl  gMDump2 g Dump3 g Dump4 M Dumps @ watch1  [ve Locals ) Struct

Address | Hex

0019748

&1.2.840.113549.1.1.1"
"--=--BEGIN PUBLIC KEY-----\nMIIBIjANBgkqhkiGIwOBAQEFAAOCAQBAMIIE!

return to cerber.00401204 from 777 n‘

Next, the malware creates a directory in the AppData folder where it stores some
housekeeping data.

= IDA View-A a = Strings window 8 Hex View-1 & Structures i3] Enums = Imports
— J
TT
W= ! ]
test ax, ax
jnz short loc 40976A
T
P i
loc 40973E:
mov ebx, eax
xor eax, eax
push edi 5 C:\Users\REM\AppData\Local\Temp\@ad3e319
mov [esi], ax
call ds:GetFileAttributesW
cmp eax, OFFFFFFFFh
jnz short loc_40975E
Pl ! ; E=E !
push 0 ; lpSecur'ity#\ttr‘ibutes
push edi ; lpPathName loc 4@975E:
call ds:CreateDirectoryW ; C:\Users\REM\AppData\lLocal\Temp\@ad3e319|test al, 1eh
test eax, eax
jmp short loc 409760
Fi T
loc_409760:
jz short loc_409772
c J

Then a mutex is created. The name of the mutex is resolved dynamically ---- 'shell.
{FB79CB8E-F0B4-4B09-A183-601B6025EC35}' and is created just before network activity
occurs ("WSAStartup').
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https://1.bp.blogspot.com/-cEXyELagEaA/W2hrvGl9WhI/AAAAAAAABow/B6XU8v49X24k4patumP77yrKX4LTJYjMACLcBGAs/s1600/rsa%2B1.2.840.PNG
https://2.bp.blogspot.com/-6Wyu4WN2Vuo/W2hsH9_ufAI/AAAAAAAABo4/Szj-WRazs8kZHGzqdM1z8JC6CERQJi4NwCLcBGAs/s1600/create%2Bdirectory.PNG

V¥

[
loc 4038FC:

lea eax, [esp+4Coh+Name]

push eax ; 1p

call sub_4035C8

pop ecx

lea eax, [esp+4COh+Name]

push eax ; shell.{FB79CB8E-FOB4-4B09-A183-601B6025EC35}
push edi ; bInitialOwner
push edi ; lpMutexAttributes
call ds:CreateMute

call ds:GetLastError

cmp eax, OB7h

jz short loc 40399B

P .

lea eax, [esp+4COh+WSAData]

push eax ; lpWSAData

push 202h ; wVersionRequested
call ds :WSAStartup

push edi ; lpName

push edi ; bInitialState
push 1 ; bManualReset

push edi ; lpEventAttributes
call ds:CreateEventi

A UDP socket is created and will be used to blast that single string to hundreds of IPs.

.text
.text
.text
.text

.text:
100404267
100404268
100404269
:0040426D
100404273
100404276
100404279

.text
.text
.text
.text
.text
.text
.text

100404258
100404 25A
:0040425B
100404 25F

00404265

mov eax, esi

push ecx ; hostshort
mov [ebp+to.sa family], ax

call ds:htons

push 17 ; IPPROTO_UDP
push esi ; SOCK_DGRAM
push esi ; AF_INET // IPv4
mov word ptr [ebp+to.sa data], ax
call ds:socket

mov [ebp+s], eax

cmp eax, OFFFFFFFFh

jz loc 404430

'sendto’ function is included in a loop to contact the external hosts.
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https://4.bp.blogspot.com/-325mYcxU1lM/W2hsZiSWGNI/AAAAAAAABpA/gNOflJG90HMlMznqKwsOKSfQOazYEcYRwCLcBGAs/s1600/createmutex.PNG
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W% x32dbyg - File: cerber.exe - PID: 6064 - Module: cerber.exe - Thread: Main Thread 5084 = =} X
File View Debug Trace Flugins Favourites  Options  Help  Mar 4 2018

DE il G taloso@fixs 009

B ouv @®eaph  Slog  [JlNotes  ® Breskpoints MM MemoryMap  [J) Call Stack 3 SEH o Script @] Symbols €D Source ) References W Threads & Smowman g Handles  §7 Trace
FF 15 4C 13 41 00 | call dword ptris: [<8sendto N
3a 45 FO emp eax,dnord prraoslebp 10 KR B
FH'VV?R\ v 75 0 jne cerber y
«u 6 45 FB 01 mov byte ptrss:febp-5],1 EAX  0019FA34
B4 o ov ahm ptr S5:hebp 3 EBX  000COFG1
3 FF cmp al z 50060 "nasi”
v 140 X carber 404309 EDX 00000000
FE C £GP 0019FAGS
Bl |Zieosgag =l
cmp al byte ptrss:febp's o o
A OF 88 70 FF Fr rF | fbo corbor.404345 == sl e
84 45 FC mov al.byte ptr ss:febp-4)
3C FF cmp a’ .
v 74 0F i AR ETIP 00404385 cerber. 00404385
. FE €0 al
. 88 45 Fc o prrsilcby 41,21 EFLAGS 00000304
. 34 45 F6 Enp 2l byta prr ss-hebp Al 2F 0 AF
. ~ OF 86 53 FF FF FF jbe cerber. 404 3 oF 0 SFO DFO
e 80 7D FE FF cmp byte ptrss:febp-20,FF CFO TF1 IF1
. v T4 0F je corbar 404403
N ERaEE gL [ 5:lebp 2 LastError 00000000 (ERROR_SUCCESS)
M 4 45 5 2 At s [:l;:;; Last5tatus00000000 (STATUS_SUCCESS)
. ~ QF 86 36 FF FF FF | jbe cerber.404339
e 80 70 FF FF cap byte pre ss:eip-liFE e ———————— ]
. v 74 0F je cerber.4044
. FE 45 e anc byte ptr“‘[eb?ll.] . v | Default (stdcall) © 5 &[] unlocked
i > cmz)agsqs "d59c3d21580604469a 1100012
| 21 [esp+ )4 4! . 15, 4. alll 112"
dword ptr [0041134C <cerber.&sendto>]=<ws2_32.sendto> | 35 [espes] o
a: [espAq mnnooon
-10]_0019FA34
text:00404385 cerber.exe:$4385 #3785 e=p10]
@oumpl g Dump2 @M Dump3  EH Dump4 M Dump5  @® watch1 el Locals ' Struct 0 = "d59¢3d21580604469a1100012"
Address | ASCIT I [~ cotarss: | 0000000
e i 10| Soaross | otorass

Next, the encryption commences. Traversing directories via 'FindFirstFile' and
'FindNextFile'. The malware also looks for network resources to encrypt via
'WNetOpenEnum'

3% x3zdbg - File: cerber.exe - PID: 6064 - Module: cerber.exe - Thread: 228 - =] x
File View Debug Trace Plugins  Favourites  Options  Help  Mar4 2018

PCLICA A ETIEEYN AT F 23S Y |

Bov @ capn Slog [ Notes @ Breakpoints MW MemoryMap [ CallStack  ®§ SEH o Seipt @) symbols € Source /O References '@ Threads ) Snowman iy Handles g7 Trace
TF 15 04 TT 4T 00 [ alT dword perdsi[<&rindriracriTan =
89 45 FC mov duord ptr s :febo-41, eax Hide FPU
83 F8 £ mp eax, FFFEFFEE eaxiL"ei\\¢ o
~ GF 84 0A 01 00 00 | e cerber 407683 EAX LU\
86 35 88 11 41 00 | mov esi,dword ptrds: [<&1strlenud EBX . .
o oo Ecx e
FF 330037 43 00 | push dword pirds: (435700 £DX
FF 1570 11 41 00 | g@ll dword ptr ds: [<&waitrorsingleobie £8P
85 C0 B eax:L e\ p AL CI\\F"
~ OF 84 €5 00 00 00 | je cerber.4076AA i 8 S
8D 85 CC FD FF FF | loa oax,dword pirss:febp-234) DI 000G0000
£818320000 |Gl cerber.40nscs o
I test al,a -
v OF 85 BA 00 00 00 | jne cerber.407692 EIP 00407507  cerber.00407507
F7 B5 AO FD FF FF ( test dword ptr ss:flebp-260],400
~ OF 85 A 00 00 00 | ine cerber,407692 EFLAGS 00000344
85 FF test edi,edi ZF1 PF1 AF O
v IS ine cerber. 407605 0F 0 SEO DEO
CFO TF1 TF 1
FF 75 0C rd ptresifebpic]
3 06 LastError 00000057 (ERROR_TNVALTD_PARAMETER)
D s 0 o s LaststatuscO00D00D (STATUS INVALID PARAMETER)
FF 75 08 push dword ptr ss:febp:8)
EB BC FC FF FF @all cerber, 407284 e i |
88 F8 mov edi,eax t
00407600 83 ca 10 ?dd‘esp“lﬂ . v | Default (stdcall) = 5 2| Unlocked
: > aempmpcce
<corber.&FindFirstrilaks]=ckernal32. FindFirstrilons 1|3 tespis] 04379870
4: [espiC] 0040734 cerber.004073a4
5: 10] 00000000
L text:00407597 cerber.exe:$7507 #6997 lesp110]
= e
@oumpl @ oump2 @ Dump3 @4 Dump4 @ oumps B8 watch1 x| Locals 49 Struct l&ﬁ%’ﬁﬁ 3;53?(\20 r" AN “

Once encryption completes, the ransom note is opened via 'ShellExecute' with

parameters 'Open' and ' HELP_DECRYPT_NOBRS8STO .hta'. This ransom note is far more
robust than most. Most ransom notes are a simple text file, this is an .hta that has several
functions, and is apparently quite universally accommodating. The ransom note even has a
button to change the language.
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https://4.bp.blogspot.com/-lFejbJHs_YU/W2htNLRVv_I/AAAAAAAABpg/4-fg406_0d0tvYavwcjMClDsKcwadBNUgCEwYBhgL/s1600/sendto%2Bdbg.PNG
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<body>
100 <div class="container">
101 <div class="header">
102 <a id="change_language" hrof="#" onclick="return changeLanguagel() ;" Lillc="English">&#9745; English</a>
10 <h1>Cs#069,;&#82;BE&#82; &#82;/ANSOMWA&#82;4#069,;</h1>
10 <small d-"title">Instructions</small>
105 </dive>
L0¢€ <div id="languages'>
10 <p>&#9745; Select your language</p>
1 <ul>
109 <li»<a href="#" title="English" onclick="return showBlock('en') ;">English</a></li>
110 <li><a href="#" Litle="Arabic" onclick="return showBlock('ar') ;"> =Jli</a></1li>
1 <li><a hrel="#" Lille="Chinese" onclick="return showBlock('zh');">H3</a></1i>
1 <lix<a href="#" Lille="Dutch" onclick="return showBlock('nl') ;">Nederlands</a></li>
] <li><a href="#" itle="French" onclick="return showBlock('fr') ;">Frangais</a></1i>
114 <li><a href="#" title="German" onclick="return showBlock('de') ;">Deutsch</a></1i>
115 <li><a href="#" title="Italian" onclick="return showBlock('it');">Italiano</a></1li>
116 <li><a hrel="#" (ille="Japanese" onclick="return showBlock('ja');">B&EEE</a></1i>
1 <li>»<a href="#" title-"Korean" onclick-"return showBlock('ko')  ">830</a></11i>
] <li>»<a hre "#" title="Polish" cnclick="return showBlock ('pl');">Polski</a></1i>
1 <li»<a href="#" title="Portuguese" onclick="return showBlock('pt');">Portugués</a></1i>
1 <li»<a hrefl="#" Lille="Spanish" cnclick="return showBlock('es') ;">Espanol</a></li>
12 <li><a href="#" itle="Turkish" onclick="return showBlock('tr') ;">T\'1rk¢;e</,s></ >
122 </ul>
123 </div>

Another interesting code segment is that the .hta file checks the victim's MAC address
against a few MAC addresses associated with VMware and some popular network
technology companies. If there is a match, the URL in the ransom note is updated to
English. Interesting!

ndexOf (machddress) < 0) {

The most interesting part of this malware to me was how it unpacked itself through code
injection and process hollowing. This malware just performs the encryption and then exits, no
persistence! Most filenames are randomized to evade signature based detection, so regex
will be our friends when sweeping for/detecting these artifacts. A Snort rule may be plausible
due to the port (6892), but UDP can be noisy. The rule would use PCRE to match the unique
long string passed over 6892.

Key Takeaways:

- Encrypts files on disk and in network shares
- Modifies registry

- Drops files on disk

- Performs code injection

- Contacts external hosts

Host-based IOCs:

cerber.exe
2d6ace7910f84eb775272a6590453a0e - md5
\AppData\Local\Temp\collages.dll
2A4BF3D01B6C84A2130C110D02C772AC - md5
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https://2.bp.blogspot.com/-PkUh5d5KLBk/W2hvqMwVZGI/AAAAAAAABp4/8KznVFXfcGouWeYbpgUvog2bA0KrgkhGwCLcBGAs/s1600/hta%2Blang.PNG
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\AppData\Local\Temp\floppy_disk.png
\AppData\Local\Temp\floppy_disk disabled.png
\AppData\Local\Temp\flat.xsl
\AppData\Local\Temp\tmpCBD8.bmp
\AppData\Local\Temp\0ad3e319\4f11.tmp
\AppData\Local\Temp\0ad3e319\280c.tmp
\AppData\Local\Temp\nshBD76.tmp\System.dll
3E6BFO0B3AC976122F982AE2AADB1C51 - md5

\Desktop\ HELP_DECRYPT_NOBR8STO_.hta - Ransom note

\Desktop\ HELP_DECRYPT_NOBR8STO _.jpg - Wallpaper

*.94d4 - file extension tagged onto encrypted files (randomly generated)

*.bdeb - file extension tagged onto encrypted files (randomly generated)

*.[a-z0-9J{4} - regex for file extension

shell {FB79CB8E-F0B4-4B09-A183-601B6025EC35} - Mutex
\Sessions\1\BaseNamedObjects\SM0:6064:168:WilStaging_02 - Based named object
HKEY_ CURRENT_USER\Control Panel\Desktop\WallPaper -REG_SZ -
C:\Users\REM\AppData\Local\Temp\tmpCBD8.bmp

Hard-coded Public Key:

----- BEGIN PUBLIC KEY-----
MIIBIJANBgkghkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEAvkty5qhqEydR9076Fevp
OuMP71ZNms1AA7GPQUThMWbYIEYIhBKcTO/nwYrBq0Ogv79K1ttaO4EHTrXgcAp/
0OJgBhz9N58aewd4yZBm2coeaDGvcGRAC9e720bFQ/TME/I07LZ5gXDWzDafl8LA8
JQmMSzOL+/G+LPTWg7kPOpJT7WSKRb9T8w5QgZRJuvvhErHM83kO3ELTH+SoEI53p
4ENVWINNEpOpnpOOSKQobtlw56CsQFrhac0sQIOjek/muVIuxjiEmc0fszk2WLSn
qryiMyzal5DWBDjYKXA1tp2h/ygbkYdFYRbAEqwtLXxT2wMfWPQI50khTa9tZqDOH
nQIDAQAB

----- END PUBLIC KEY-----

Network-based I0Cs:
97.15.12.xxx:6892 - UDP
91.239.24 .xxx: 6892 - UDP
xxx.12.15.97: 6892 - UDP

xxx.24.239.91: 6892 - UDP
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