Threat Alert: DDG 3013 is Out
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DDG is a mining botnet mainly focusing on SSH, Redis databases and OrientDB database servers. We captured the first DDG
botnet on October 25, 2017, and subsequently released several reports. A recent report was released in 2018-06, which reflected

the newest version of DDG 3012 at that time.

This morning, we noticed that DDG version 3013 came out.
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Infect Method

Using mis-configured Redis in the same way as previous versions of DDGs.

Monetization method

Mining

¢ Mining Pool:Agent: 104.197.211.117
o Wallet Address:
42d4D8pASAWghyTmUS8a9yZyErA4WB18TJ6Xd2rZt9HBio2aPmAAVpHcPM8yoDEYD9Fy7eRvPJhR7SKFyTaFbSYCNZ2t3ik

Activities

In the past 24 hours, our ScanMon reported 471 scan sources, mainly from China mainland.
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Contact Us

Readers can feel free to contact us on our twitter or WeChat 360Netlab
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