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We recently detected a drive-by download attack trying to exploit CVE-2018-4878, a
vulnerability in Flash Player, in a sequence that was not matching any of the exploit kit
patterns that we currently track. Upon investigation, we discovered something that was new
to us, but is part of an existing_exploitation framework referenced in late 2017 by Chinese
security firm Qihoo360. At the time, the payload appeared to be a Trojan pushing adware.
(Note: On July 26, our colleagues from TrendMicro published a blog post calling it the
Underminer exploit Kit).

Since it was last documented, there have been changes to the exploits being used, although
the distribution method is similar. One interesting aspect that we don’t see much of these
days is the use of encryption to package exploits on-the-fly, which requires a key from the
backend server to decrypt and execute them.

The payload served in this campaign is also out of the ordinary because it is not a standard
PE file. Instead, it is a multiple-stage custom executable format, acting also as a downloader
to retrieve LUA scripts used by the threat actors behind the Hidden Bee miner botnet. This
was perhaps the first case of a bootkit being used to enslave machines mining
cryptocurrencies.
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Campaign overview

The attackers are leveraging malvertising via adult sites to redirect their victims to the exploit
kit landing page. We believe this campaign is primarily targeting Asian countries based on
the ads that are served and our own telemetry data. A server purporting to be an online
dating service contains a malicious iframe responsible for the exploitation and infection
phases.
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Traffic play-by-play
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Protocol  Result Host  LRL Body Comments
HTTP 200 144.702.87.106 jindex.php? JBOSSESSION=1532174536095 7,115 Dating page lure
HTTP 200 144,202,87. 106  fisfiguery.imgage. 2. 1.js 405 Obfuscated iframe
HTTP 302 103.35.72.231 fip.php 0 302 Redirect
HTTP 200 103,35.72.223  findex.aspfid=2 2,226 Exploit landing page
HTTP 200 103.35.72.223  fis/bhéo0ficénedSmivnejgkibals. js 3,195 User fingerprinting
HTTP 200 103,35.72.223  flogo.swf 638 User fingerprinting
HTTP 302 103.35.72.223  [serviets/CSPms.dll?token==8id =49600%uy. .. 0 User fingerprinting
HTTP 200 103,35.72.223  [rt/fif865gcToe3falar Frh4dedis, himl 3,193 IE exploit encryption routine
HTTP 200 103.35.72.223 [static/encrypt.min.js 51,822 IE exploit encryption routine
HTTP 200 103,35.72.223 [static/tinyis.min.js 11,592 IE exploit encryption routine
HTTP 200 103.35.72.223  frtfuhljrml35mimsi2dt 70haaefs4. himl 3,934 Encrypted IE exploit
HTTP 200 103,35.72.223  [fartide.asp?id=2d60fdaceetcd 57920123, .. 578 Stores information?
HTTP 200 103.35.72.223  frtfau3pgrupokp4dphmagt3grt 12k, himl 509  SWF launcher
HTTP 200 103,35.72.223  [rt/9eagjgegnp7fhlSlepifbssSs, awf 17,891 CVE-2018-4278 (SWF exploit)
HTTP 20  individuglization.ado... fcrossdomain. xml CVE-2018-4878 Artifact (URI)
HTTP 200 individualization.ado... [flashaccess/filsnfvs CVE-2018-4878 Artifact (URI)
HTTP 200 103.35.72.223  frt/52he3kf202rral5s 1as2u0 198k, wasm 7,768  Intermediary payload
HTTP 200 103,35.72.223  [ait/wiki.asp?id=530475f52527a%ae1813. ., 0 Calback?
HTTP 200 103.35.72.223  Jait/glfw.wasm 20,722  Cabinet file

IE exploit

With a few exceptions, exploit kits typically obfuscate their landing page and exploits. But
here the threat actors go beyond by using encryption and requiring a key exchange with the
backend server in order to decrypt and execute the exploit. In the past, Angler, Nuclear and
Astrum exploit kits have abused the Diffie-Hellman key exchange protocol in similar ways to
prevents analysts from replaying malicious traffic.

The execution of the malicious code starts from a webpage with an embedded encrypted
block. This block is Base64 encoded and encrypted with one of two algorithms: RC4 or
Rabbit.
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Faﬁctluﬁ HelloWorld ()
End Function

var  trace nonce = " B
dDCJﬂEﬁt CDDklE = "token—44fbels ddf1257340ecBc451dS

~n=aT9658h4339a1b85bTdbdb362dcd4focd - __Lrace nonce;

£ WnvxsDHp
Caldbp+u', TinyJSLibrary.enc.Hex.parse ('
tDStIlﬁg(Tlﬁyu5L1brary enc.UOcf8) ) ;

After being decrypted, the block is executed. You can find the decoded version of the Java
Script that is being run here. As you can see in the script, it generates a random session key,
then encrypts it with the attacker’s public RSA key:

= Math.random () .toS5tring(36) .substr (2
{},
new uSEﬁcrypt

wa"), c.key = u.encrypt({i), void 0 '=— document.documentMode &£
document .documentMode), r{c, "/rt/uhlijrml3Smtmsizdc70haacefs4.html™, i)
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The encrypted key is being passed onto the next function and converted into JSON format to
perform a POST request to the hardcoded URL.:

Ww oo

n

Il
v
4

a m -
L

| &t

.onread
if |

L

}, a.open{"PO5T", i}, a.send (o)

This is what we can see if we look at the traffic between the client and the server (the client
sends the encrypted “key” and the server responds with the “value”):
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Server-side

o With the attackers’ private RSA key, the server decrypts the passed session key.

|t uses it to encrypt the exploit content with a chosen symmetric algorithm (Rabbit or
RC4).

« |t returns the encrypted content back to the client.

Thanks to the fact that the client still has an unencrypted version of the key in memory, it is
able to decrypt and execute the exploit. However, researchers who just have the traffic
captured cannot retrieve the original session key, and replaying the exploit is impossible.
Thankfully, we managed to capture the exploit during dynamic analysis.

We believe that the decrypted exploit is CVE-2018-8174, as one of our test machines
patched against CVE-2016-0189 got exploited successfully.

Flash exploit
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This newer Flash exploit (CVE-2018-4878) was not part of the exploit toolkit at the time
Qihoo documented it, and seems to be a more recent addition to boost its capabilities. The
shellcode embedded in the exploit is a downloader for the next stage.

Upon successful exploitation, it will retrieve its payload at the following URL.:

C

[} save as

45| Export SWE XML

Import text

—  JPEXS Free Flash Decompiler v.11.1.0 nightly build 1705 - .._Fiddler2\EKFiddle\Artifacts\9eaqjqeqnp7f0hiSlepifbssss.swf . [ %
e
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This file, given the extension .wasm, pretends to be a Web Assembler module. But in fact, it
is something entirely different, appearing to be a custom executable format, or a modified,
header-less PE file.

It starts from the names of the DLLs that are going to be needed during the execution:
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As you can see, it loads Cabinet.dll that is used for unpacking cabinet files. In later sections,
we saw the APIs and strings that are used for the communication over HTTP protocol. We

also found references to “dllhost.exe” and “bin/i386/core.sdb”.
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It is easy to guess that this module will be downloading something and running via

dllhost.exe.

Another interesting string is a Base64-encoded content:
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The decoded content points to more URLs:
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dHRwOiBvMTA=LjM1
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HNTMwNDcl1ZjUyNTIS
YT1hZTEAMTNENTIS
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fal

http://103.35.72.223/git/wiki.asp?id=530475f52527a9ae1813d529653e9501
http://103.35.72.223/git/glfw.wasm

http://103.35.72.223/rt/1sv3i06rrmcu491c3tv82uf228.wasm

Looking at the traffic captured by Fiddler, we found that, indeed, those URLs are being

queried:

The requests are coming from dllhost.exe, so that means the above executable was injected

there.

103.35.72.223  frtfamjt1p9970aasco 1ls22dI0hbe, wasm
Jait/wiki.asp?id=8b4c608 145b539 1bda50025f738aa934
[aitfglfw.wasm

103.35.7

103.35.7

T T3

Lo2L

i i

Lo2L5

. ————

7768  application/... iexplore; 1538
dlhost: 1496
20 722  application)... dlhost: 1496

The file glfw.wasm has nothing in common with Web Assembly. It is, in fact, a Cabinet file,
containing packed content under the internal path: bin/i386/core.sdb. Looking inside, we
found the same custom executable format, starting from DLL names:

@ﬁ coresdb

Offset (h)

00000000
00000010
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00000040
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00000080
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...... “Lb*. . 8P..
E...xXM....ntdll.
Hd1l...MSVCRT.d1ll
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Then, HTTP traffic stops. This was another interesting aspect of this threa,t because the
threat actors are perhaps trying to hide the traffic by pretending to use the SLTP protocol to
retrieve the actual payload, which can be seen in the strings extracted from the Cabinet file
inside of core.sdb:

INSTALL_SOURCE

&sid=%u

INSTALL_SID

INSTALL_CID
sltp://setup.gohub[.]online:1108/setup.bin?id=128
ntdll.dll
ZwQueryInformationProcess
VolumeNumber

SCSIDISK

os=%d&ar=%d

kernel32.dll
IsWow64Process
Rt1lGetNtVersionNumbers
%02X

&sz=

sltp

That hostname resolves to 67.198.208[.]110:

Pinging setup.gohub.online [67.198.208.110] with 32 bytes of data:
Reply from 67.198.208.110: bytes=32 time=76ms TTL=51

Encrypted TCP network traffic from our sandboxed machine shows how the binary payload is
retrieved:
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Destination Protocol Lengtl Info

67.198.208.1108 TCP 60 49456 > ratio-adp [ACK] Seg=1 Ack=1 Win=66048 Len=0

67.198.208.118 TCP 60 49456 > ratio-adp [PSH, ACK] Seq=1 Ack=1 Win=66048& Len=4
TCP 60 ratio-adp = 49456 [ACK] Segq=1 Ack=5 Win=29312 Len=0

ratio-adp = 49456 ACK] Seg=1 Ack=5 Win=29312 Len=523

67.198.208.118 TCP 314 49456 > ratio-adp [PSH, ACK] Seq=5 Ack=524 Win=65536 Len=260
TCP 60 ratio-adp = 49456 [ACK] 5Seq=524 Ack=265 Win=30336 Len=0

67.198.208.118 TCP 128 49456 > ratio-adp [PSH, ACK] 5eq=265 Ack=524 Win=65536 Len=74
TCP 60 ratioc-adp > 49456 [ACK] Seg=524 Ack=339 Win=30336 Len=0
TCP 1379 ratio-adp = 49456 [ACK] Seq=524 Ack=339 Win=30336 Len=1325
TCP 1379 ratio-adp > 49456 [ACK] Seq=1849 Ack=339 Win=38336 Len=1325

67.198.208.118 TCP 60 49456 > ratio-adp [ACK] 5eq=339 Ack=3174 Win=66048 Len=0
TCP 1379 ratio-adp = 49456 [ACK] Seq=3174 Ack=339 Win=38336 Len=1325
TCP 1379 ratio-adp > 49456 [ACK] Seq=4499 Ack=339 Win=38336 Len=1325
TCP 1379 ratio-adp > 49456 [ACK] Seq=5824 Ack=339 Win=38336 Len=1325

67.198.208.110 TCP 60 49456 = ratio-adp [ACK] S5eq=339 Ack=5824 Win=66048 Len=0

Opee 08 08 27 a7 59 fa 08 00 27 c7 8c 18 08 00 45 28 e Ei

G010 B2 33 34 90 40 00 2f 06 3d 26 43 c6 d@ 6e cb a8 .34.@./. =&C..n..

G020 B3 0a 04 54 cl 30 6d 21 79 a7 55 83 42 33 50 18 ... T.0m! oy, U.B3P.

BB30 B0 e5 78 9f 00 00 12 008 062 87 01 @6 ff ff ff ff X e e

o4 ff ff ff ff c9 0f da a2 21 68 c2 34 cd4 cb 62 8b ........ 'h.4..b.

P50 80 dc 1c dl 29 02 4e 08 B8a 67 cc 74 02 Ob be ab S T Y« T

@0ed 3b 13 9b 22 51 4a 08 79 Be 34 04 dd ef 95 19 b3 S

8070 «cd 3a 43 1b 30 2b Ba 6d f2 5f 14 37 4f el 35 &d C.B+.m . 70.5m

O8O0 6d 51 c2 45 e4 85 b5 76 62 5e Je c6 f4 4c 42 9 mQ.E...v b"™~..LB.

6090 a6 37 ed 6b 0b ff 5¢c b6 f4 06 b7 ed ee 38 6b fb I S 8k.

B0ad 5a 89 9f a5 ae 9f 24 11 7c 4b 1f e6 49 28 66 51 Z..... §. |K..I(FO

B0b0® ec ed4 5b 3d c2 00 7c b8 al 63 bf @5 98 da 48 36 ..[=..]. .c....HB

BBcO® 1c 55 d3 9a 69 16 3f a8 fd 24 cf 5f 83 65 5d 23 Woilre L5, Lel#

00de dc a3 ad 96 1c 62 f3 56 20 85 52 bb 9e d5 29 07 ..... b.V .R...).

B0ed 70 96 96 6d 67 Oc 35 4e 4da bc 98 04 f1 74 6c 08  p..mg.5N J....tl.

B0f@ ca 18 21 7c 32 90 5e 46 2e 36 ce 3b e3 9e 77 2c L 20°F LB W,

160 18 Be 86 B3 9b 27 83 a2 ec O7 a2 &f b5 c¢5 5d fo ..... Ll 1.

0110 6f 4c 52 c9 de 2b cb f6 95 58 17 18 39 95 49 7c  oOLR..+.. .X..9.I|
This whole exploitation and payload retrieval process is rather complex, especially in light of

the intended purpose behind this drive-by campaign. Infected hosts are instructed to mine for
cryptocurrencies:
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https://blog.malwarebytes.com/wp-content/uploads/2018/07/encrypted_traffic.png

14254 1674.1450848 133.130.1081.254

+ Hypertext Transfer Protocol
+ Data (333 bytes)
Data: 7b226a736f6e727063223a22322e30222c226d6574686F64 . . .

[Length: 333]

Bech 4 3 batbef19
Bade
Beed
pafe g
B1ee6 : : d":"pwYl
8116 : : 41 ¢ xTRzALG2
8126
8136
8146
8158
8160 c5e32139

B17e : B 7i :"crypto night/1"
@180

What is unique about this miner is that it achieves persistence by using a bootkit, as
described here. Infected hosts will have their Master Boot Record altered to start the miner
every time the operating system boots.

A sophisticated attack for a simple payload

This attack is interesting on many levels for its use of different technologies both in the
exploit delivery part as well as how the payload is packaged. According to our telemetry, we
believe it is also focused on a select few Asian countries, which makes sense when taking its
payload into consideration.

It also shows that threat actors haven’t completely given up on exploit kits, despite a noted
downward trend over the last couple of years.

Protection

Malwarebytes detects both the IE and Flash exploits, resulting in the infection chain being
stopped early on.
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https://blog.malwarebytes.com/wp-content/uploads/2018/07/mining_activity.png
http://www.cnhongke.org/article/46057
https://blog.malwarebytes.com/glossary/master-boot-record-mbr/
https://www.malwarebytes.com/

(=] &[]
Q@H% http://144.202.87.106/indexphp?JB0ssEssl O ~ X || O Esssmss. x o

Indicators of compromise

Injected dating site

144.202.87[.]106

Exploit toolkit

103.35.72[.]223

52he3kf2g2rr615s1as2u0198k.wasm

087FD1F1932CDC1949B6BBBD56C7689636DD47043C2FOB6002COAFB979DOCI1DD

glfw.wasm

CCD77AC6FEGC49B4F71552274764CCDDCBA9994DF33CC1240174BCAB11B52313
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https://blog.malwarebytes.com/wp-content/uploads/2018/07/exploit_block.gif

Payload URL and IP

setup.gohub[.]Jonline:1108/setup.bin?id=128
67.198.208[.]110

Miner Proxy

133.130.101[.]254
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