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Kardon is a new malware that has just hit the market. At this moment, the developers are
advertising it as a new Trojan Downloader — which has the capabilities of delivering and
executing any payload that the actor wants to use in a campaign. The malware is fully
functional and is ready to be deployed with custom or commodity malware.

Let’s take a look at its binary and analyze it to extract some usable |IOC but mostly the
execution flow, as this malware is still in development.

Quick Analysis

First of all, let’s take a quick look at the PE and list some of the basic information about the
malware.

As we can see from the image below, the PE is a VC++ build. Quite small in size, which sets
it apart from most of the loaders available on the market today (which could change as it is
fine-tuned and functionality is added to it in the future).

File Info Microsoft Visual C++ vB.0 5Px
File Size 10.00 KB (10240 bytes)
PE Size 10.00 KB (10240 bytes)

The PE is a VC++ build and quite small in size
Following is the list of OS versions this malware runs on:
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Now, let’s take a quick look (statically) at the DLLs that this malware loads on execution:

To dig out more interesting DLLs, let’s start the dynamic analysis of this malware. Once
launched and suspended, we look into the memory and see that some more interesting DLLs
(Anti-VM and Anti-AV) have now been launched. Take a look at the image below:
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sruchikc dll
shiedll dll
dbghelp dil
api_log.dl
pstorec.dll

wpespy.dll

prl hyperv

avghooko:.dll
avghoolka dll

dir_watch.dll

KVMEVMEWM
Microsoft Hw
WiwareViware
KernVMMXenVMM

vmcheckdl

Ant-VM and Anti-AV functions listed from the memory

We can also see more Anti-VM features in the code as we dig deeper:

push
pily
mow
push
cpuid
mou
mow

edi

BCX, BCX

[ebp+var_ 28], offset
ebx

esi, ebx
[ebp+var_24], offset

movups [ebp+var_18], =mm8

mow
lea
mow
mow
mow
pop
mow
lea
mow
wor
push

mane b

These strings are passed into the memory for Virtual Machine detection. As we can see,

[ebp+var_20], offset
edi, [ebp+var_ 18]
[ebp+var_1C], offset
[ebp+var_18], offset
[ebp+var_14], offset
ebx

[edi], eax

eax, [ebp+var_68]
[edi+4], esi

esi, esi

48h

e

akvmkumkum ; “HUMEUMEUR

aMicrosoftHy ; “"Microsoft Hu™
almuwarevmuware ; “"UHwarelHuware"
aXenummxenvmm ; ““XenUMAXenURH”

aPrlHyperv ; “prl hyperv *
alboxvboxvbox ﬁ "UBoxUBoxUBox""

most of the common platforms have been taken into account.

Let’s have a look at the execution now. We start with looking into the CPU.

SEF3 MO ESI,EEB®
C745 DC 2422« MOL DWORD PTR SS: [LOCAL.921,0FFSET 88483 ASCII "Microsoft Hu™
BF1145 FB MOUUPS DRWORD PTR SS: [LOCAL. 41, ©MHE
C7Y45 EB £433{ MOW DWORD PTR S5: [LOCAL.S21,0FFSET 88483 ASCII "UNMwareWMware™
8070 Fa LEA EDI,[LOCAL.41]
CY45 E4 2423 MO DWORD PTRE SS: [LOCAL.71,0FFSET 88483 ASCII "HenUMMEenUHH™
CY45 ES 24224 MOU DWORD PTR SS:[LOCAL.&]1,0FFSET 8848321 ASCII "prl hupsrw ™
CY45 EC g422{ MOU DWORD PTR SS: [LOCAL.S1,0FFSET 884832 ASCII "UBoxVBoxUBox"™
. EB POP EEX
- 8307 MoU DWORD, PTR, DSt LEDI], EAX
CPU view

And then the values are passed on to the stack as variables.

515 )
Ba12FCCC
Ba12rFche
Ba12FCD4
galzFcog
Ba1z2FCcoc
Ba1z2FCER
Ba12FCE4
Qa12FCES
Qa12FCEC
AR PFEFA

HELALLLAL

BE12FCEC) i$
BE4a3354( T2® | ASCI
BE4a3364( d3@ | ASCI

43384 33@ | ASCI
BE4a3394( 3@ | ASCI
BE4Ea33A4 [ A3@ | ASCI
FFFFFFFF
[ e s

ARRRRARA

Stack view

"prl hyperw
"UBox UBox UBoR"™

I "EUMEUMEUM™

I "Microsoft Hu™
pa4@a33v4| 3@ |ASCII "UMwareUMware"™

% EenUMMRenUHM™

I
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The malware has a list of common AV and VM DLLs that it checks for — if they’re loaded or
not. This is to detect the AV running on the machine or if the machine is a VM — which can
then be used to alter the execution flow as required. Let’s have a look at the CPU and the
Disassembler to see how this looks like in execution and code.

P T e

PUSH ESI
MO DWORD PTR S5: [LOCAL. 18], 0FFSET 884 ASCII "awghooks.dLlL™
A0R ESILESI
FMOU DWORD PTR S5:[LOCAL.9],0FFSET 88483 ASCIT "auwghooka.dll™
HMOU DWORD PTR SS:CLOCAL.21,0FFSET @@4@2 ASCII "snxhk.dlL™

MO DWORD PTR SS:C[LOCAL.V],0FFSET @@4@2 ASCII "shiedll.dLL™
HMOU DWORD PTR S5:[LOCAL.&], 0FFSET @@4@2 ASCII "dbghe lp.dLlL™
OWORD PTR SS:[LOCAL.S],0FFSET 88482 ASCII "api_log.dlL™
FOY DWORD PTR S5:[LOCAL. 41, 0FFSET 88483 ASCII "dir_watch.dlLl™
FOW DWORD PTR S55:[LOCAL.3],0FFSET 88483 ASCII "pstorec.dll™
FOU DWORD PTR S5:C[LOCAL.2],0FFSET 88483 ASCII "umcheck.dlL™
FOU DWORD PTR SS:[LOCAL.11, 0FFSET 88483 ASCII "wpespy.dlLl™
PUSH DWORD PTR SS:[ESI#4+EEP-221] Madu LeHame

CALL DWORD PTR DS:[<&KERMELZZ.GetModu L« LKERHEL22. GetModu leHandleR
TEST ERX.ERX

IMN? CWUNET AAARIErAS

CPU view of the_ DLL list

B EREERERRE B

push esi

mou [ebp+lpHoduledame], offset aflvghookx dl1 ; “avghookx.d11*
®or esi, esi

mou [ebp+var_24], offset afvghooka_dll ; "avghooka.dll™
mow [ebp+var_2@], offset aSnxhk_dll ; “snxhk.dll™

mow [ebptuar_ 1C], offset asSbiedll dl1 ; “sbiedll.dll™

mow [ebp+var_18], offset aDbghelp_dll ; "dbghelp.dll™

mov [ebp+var_14], offset aApi_log dl1 ; "api log.dll”

mov [ebp+var 18], offset aDir_watch_dl11 ; "dir watch.dll™
mou [ebp+var_C], offset aPstorec_dll ; “pstorec.dll”™

mou [ebp+var_B], offset aUmcheck_dll ; “uvmcheck.dll™

moy [ebp+var_4], offset aWpespy_dll ; “wpespy.dll™

Code showing the list of DLLs

Network IOC

At this time, what would end up being the URI for the final payload (malware to be distributed
by this loader) can be seen hardcoded into the loader itself. We can have a look at the
strings output and see it. We will also have a look at the disassembler output and also in the
debugger to show different ways of looking up the URI.

kardon.ddns net
/kardon/gate php
sz exe
notask
id=Yshos="sbpv="sdip="isdcn=Ys8un=Ysdca=Ysdop="id8d=1s
id="sdos="sdpv="lslip="sbcn="s8un="sbca="shop="d8td="sBuni=1
id="shos="sdpv="lsdip="sdcn="s8un="58ca="s4op=18d="58uni=1
id="s8os="sdpv="sdip="skcn="s8un="Yslca="Ys
Rens

Process Strings
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mou 1pNémE, offset aGlobalAnmuiqur ; “Global’anmUaluRLeso0SLHOSWC"
push offset arglist ; dwHandle

mow dword_ 484268, 2

mow byte 484244, bl

mow dwvord 484248, offset aKardon_ddns_ne ; “kardon.ddns.net®
miow dword_48424C, offset aKardonGate_php : “"/kardon/gate.php"
call sub_481674

pop eCX

jmp short loc_481AD3

Dlsassembler view

WFEs 44U1HUEE JHE WU ] ELE
3308 WOR EBX, EBX
Cres Sodadeai Mo OWORD PTR OS: [484252]1, 0FFSET @@4834] ASCII "G loba l~anmU4GuRLesolSLHOSHC™

52 2o4j4008 | PUSH OFFSET GE484120 Hral = kardon.484120
C7as s0d HOU DWORD PTR D5: (4842661, 2

2310 444 MOU BYTE PTR DS: [484244],BL

Cras 454 MOW DWORD PTR DS: [4842421,0FFSET @84@34] | ASCI] "kardon.ddns.net™
Cres 40424881 HOU DIJJDRD F"TR O5: [48424C1, OFFSET ©84835] | ASCII "skardon-gate.php™
E2 ABFBFFFF | CALL B@4 kardon. 88481674

FR A7 JMP SHORT AR4ATANR

CPU view of the UR ready to go into the stack
So, as seen above, this is the URI that is supposed to serve the final payload for download,
execution and infection:

kardon.ddns[.]Jnet/kardon/gate.php

There are different URIs found on different samples of this malware at this time, which will
change as it goes into distribution and the URIs start serving active (live) payloads.

Let’s also quickly take a look at the POST request (which is likely to remain the same for the
next version).

push dwuﬁdhptk [Ehﬁ+argliSt] ; arglist
push offset aPostSHttp1 1Ho ; "POST %s HTTP/1.1%wriwnHost: %syrinContent™. ..
push eax s LP3TR

PUSH kardon.Bd8483308 ; |Arg2 = @4

~ =0 rm=L

CPU view of the POST request

Lastly, we can also see some features where the malware extracts information about the
machine and it looks like this information will be posted back to the admin once this malware
is in distribution.
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« BE FF{FEOEY Iy Eml, FFEE
. 89 HMOY DWORD PTR SS:[EEBP-81,ESI
. E8 ECFCFFFF CALL kardon.@84812FF
. 24Ca TEST HAL,AL
. BRA 223248680 MO EDX, kardon . 88483238 ASCII "wE2e™
. B9 243240080 MOW ECH, kardon . 88483234 ASCII "ned™
. 8085 FCFFFFFF|LER EAX,DWORD FTR S5:[EEF-34]
. BF44CA CHOVE ECK,EDA
. 5@ PUSH ER:X pSystemInfo
. 994F 18 HMOY OWORD PTR DS:[CEDI+181,ECH [
. FF15 &4204008 CALL DWORD FTR DS: [{&%KERMELZZ.GetSystem|LEGetSysteninfo
. 8045 F2 LEA ERX,0OWORD PTR 55:[EEP-21
. 89975 FB MOY OWORD PTR SS:[EBP-21,ESI
. 58 FUSH ERX pEBufferSize
. 8085 7EVCFFFF|LER EAX,DOWORD PTR S5:[EEFP+FFFFFCYE]
. 58 FUSH ERH Buffer
. FF15 Z2C3840088 CALL DWORD PTR DS: [<&%KERHEL3Z.GetCompu tkGetComputerHamner
. 95Ca TEST ERX,.ERX
g @9 JE SHORT kardon.B@4@81&03
. 8085 Y87CFFFF|LERA ERX,OWORD PTR S5:[EEFP+FFFFFCTYE]
. 9947 18 MOY OWORD PTRE DS:[EDI+1@1,ERX
» 8045 F2 LEA ERX,OWORD PTR S5:[EEFP-21
. 8975 F28 HMOY OWORD PTR SS:[EBP-21,ESI
. 5@ FUSH_ER: pEufCount
. 8085 YOFCFEFF LER ERAX,OWORD PTR S5:[EEBFP+FFFEFCYE]
- 58 FUSH ERX Buffer
. FF15 B2384008 CALL DWORD FTR DS: [<%A0OVAFIZZ. GetUserMal kGetUserHamer
. 95Ca TEST ERX,.ERX
o rd @9 JE SHORT kardon.B@84816F4
AMAE TAFCFEFF| I FO FaY¥ NWARA PTR S2. [FRP+FFEFFFTR1

And here we can see the function that will be used to download the payload ultimately.

P ODWORD PTR DS:zC<{&UERSION.GetFilelers| WERSION.GetFilelersionlnfoSizeR
F OWORD PTR DOS:C[<&UERSION.GetFilelers| WERSION.GetFilelersionInfol

F DWORD PTR OS5z [<&UERSION.UerBueryllallt WERSION.UerBueryllalueA

JHF OWORD PTR DSz [<&urlmon. URLDown loadTy wr lmon .. URLDown loadToF i leR

[
T E X

Conclusion

Kardon is a new loader that is being marketed for sale at this time. We will surely see it being
used in active campaigns soon, with more features enabled/added and downloading
secondary payloads for further infection of the victim machines.

Kardon is a basic, simple and lightweight Loader Malware. We will keep an eye on this
malware and see how it evolves and progresses in the future.

Sample used for this analysis:

https://www.virustotal.com/#/file/fd0dfb173aff74429c6fed55608ee99a24e28f64ae600945e15
bfSfce6406aee/detection
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