Recent findings from CCleaner APT investigation reveal
that attackers entered the Piriform network via
TeamViewer

@ blog.avast.com/update-ccleaner-attackers-entered-via-teamviewer
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Unrelated to the CCleaner attack, Avast also found ShadowPad samples active in South
Korea and Russia, logging a financial transaction

Today, | shared new findings from Avast’s continued investigations of the CCleaner APT
(Advanced Persistent Threat) at RSA.

Last September, we disclosed that CCleaner had been targeted by cybercriminals, in order
to distribute malware via the CCleaner installation file. The modified installation file was
downloaded by 2.27 million CCleaner customers worldwide. Thereafter, our threat
intelligence team has been investigating what happened.

Since the update we gave at SAS last month, we have made further discoveries about how
the attackers infiltrated the Piriform network and the tactics they used to fly under the radar.
As we looked for similarities with other attacks, we also analyzed older versions of
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ShadowPad, the cyber attack platform we had found on four Piriform computers. Our
investigation revealed that ShadowPad had been previously used in South Korea, and in
Russia, where attackers intruded a computer, observing a money transfer.

CCleaner attack: How the threat actors got into the Piriform network

To initiate the CCleaner attack, the threat actors first accessed Piriform’s network on March
11, 2017, four months before Avast acquired the company, using TeamViewer on a
developer workstation to infiltrate. They successfully gained access with a single sign-in,
which means they knew the login credentials. While we don’t know how the attackers got
their hands on the credentials, we can only speculate that the threat actors used credentials
the Piriform workstation user utilized for another service, which may have been leaked, to
access the TeamViewer account.

According to the log files, TeamViewer was accessed at 5 AM local time, when the PC was
unattended, but running. The attackers tried to install two malicious dlls, however, the
attempts were unsuccessful due to lack of admin rights to the system. On the third try, the
attackers succeeded to drop the payload, using VBScript, the scripting language developed
by Microsoft.

2017-03-11 0802139 Evant Log:TeanViewsr UDF: punch received a=+.® & &1g4002: (%)

2017-03-11 05:03:48 Evant Log:TeanViewsr FilaWriter: Could not creace fila C:hWOsershxéd.dll, Errorcode=5

2017-03-11 05;04:03 Event Log:TeanViewer FileWriter: Could not create file C:WWsers'xéd.dll, Errcroode=5

2017=03=11 05:04§;50 Event Log:TeanpViewser FilaWpiter: Could not create file C:\Oaers'xed.vbe, Errorcodess

2017-03-11 05:07:31 Jump Ligt:MAOTima Cr\Faaeg’ seeed waddl wEd_vha

2017-03-11 08:07:38 Registry [1RCI4ETT-02ZET-4ESD-BT44-2EBLAES1988T ) \wscript .. axe

2017=03=1Z2 04:12:36 Event Log:TearViewer "RddPapticipant: [T0504Z1%0, =1E57811015] eype=6 nana=WIN=-FCT4JDEH4RS™
"AddParticipant: [252978432,-11223E75512] type=3 nama=éésssssaan

2017-03-12 04:112:40
2017-03-12 04:13:44

vent LogiTeanViewer “UDF: punch received a=+*.* . *. *1183752: {*)"
vent Log: Teanviewsr "ParticipantBemoved: Cur own participant was cemoved,
Wa WMUAT Tersinace our sesslon™

How attackers tried to get into the 1st computer

The next day, March 12, 2017, the attackers moved laterally onto a second computer, again
targeting an unattended computer outside of work hours (4 AM local time). The attackers
opened a backdoor through Microsoft's Remote Desktop Service, delivering a binary and
payload to the computer’s registry. The payload delivered was an older version of the second

stage malware, which was delivered to 40 CCleaner users.

2017-03-12 d4:1%:08 File Eystem:Create Oz Wwindowsprefetchiconsent . exe-2046 T4CES . p£
2017-03-12 0419108 Ragistry:Modifisd:UsarAkssist CryProgramData’\CECH. mxe

2017=-03~-12 04:=33:18 Ragiscry:Modifiaad SOFTWARE\WGOBC\ODBEC . THI
2007=03=12 04:34:30 Event Log:TS-RCM:L143 The "Limit the size of the sntire psaming profile cache™
Sroup Polliey satting has baen disabled
20LT=03=12 04:34:43 Ragistry:Modified SYSTEM\CantrolSatdldl\sesvicaz SasaionEny
2007T=03=12 04:34:493 Event Log:Syeten:T040 Pamate Desktsp Configuration Service changed foom demand BLACT To AuES

start

2017-03-12 G8:0%:40 Registry:Mcodified SOFTWARE"Microsoft'\ Windows NT'.CurrentVersicniWhembPerf modified

Lateral movement to second computer on March 12
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Two days later, the attackers went back to the first computer, also infecting it with the older
version of the second stage malware.

2017-03-14 01:25:50 File System:Create Cri\windows\system32\TsM3IZrv.dll
2017-03-14 01:26:00 Registrv:Modifisd SOFTHARE\ODBC\ODBC.INI
2017=03=14 01:30:00 Registrv:Modified SYSTEM\ControlsetlOlhservices \ SessionEnv The

2017-03-14 01:30:44 Registryv:Modified SYSTEM\ControlSetl0lservices)\ Schadule

attackers moved back to the first computer, infecting it with older version
of the second stage malware

After several weeks of apparent inactivity, the next stage of the payload was delivered to the
first infected computer. We believe that the threat actors prepared the malicious binaries
during the period of inactivity. The attackers applied several techniques to infiltrate other
computers in the internal network, including using passwords gathered by the keylogger, and
logging in with administrative privileges through the Windows Remote Desktop application.
The payload delivered was the infamous ShadowPad, which we believe was intended as the
third stage of the CCleaner attack. It was delivered as a mscoree.dll library to four computers
in the Piriform network, including a build server, masking as a .NET runtime library to go
unnoticed. This library, which was stored on the disk, had a time stamp on it, revealing that
the version of ShadowPad we found was compiled on April 4, 2017. This was just eight days
before it was installed on the Piriform computers, meaning it was customized for the attack,
which we also described in earlier blog posts in March and September.

The attackers were in the Piriform network five months before they snuck the malicious
payload into the CCleaner build. Avast acquired Piriform on July 18, 2017 and the first
CCleaner build with the malicious payload appeared on August 2, 2017. It's interesting it took
them so long before they initiated their attack on CCleaner users.

ShadowPad active in South Korea and Russia

After analyzing the ShadowPad executable from the Piriform network, we looked for similar
files on VirusTotal. We found two samples, one that appeared in South Korea and the other
in Russia.

The sample that was uploaded to VirusTotal from South Korea was uploaded on December
27, 2017. It was created to communicate with CnC servers hosted by Konkuk University in
South Korea, probably on a hacked PC. Based on how the sample was uploaded and the
information included, we think a user uploaded it to VirusTotal, rather than a security
company.
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BODOOBAD: 33 35 24 36 3k 33 06 G000 Sh &3 SO 24 2F BF 31 | 25:3. L TEPS/M
BODDDOED: 31 37 2E 31 36 PE 31 IN|32 FE 33 35 34 35 39 33 | 17.18.1M2.35:593
BOOOOOCH; IR @B B0 00 55 R 5@ JAIIF EF 31 00 37 3 30 36 | B..EERLAA1IT.06
BODOOOGN: PE A1 3% 3T FE 33 45 JA)IE 30 00 00 00 55 kb S8 | J1A2.FSIEQ...UDP
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left: decrypted configuration of the virus showing the IP address used in the attack; image
credit: Avast

right: Images from Internet search engine Shodan.io, showing the services available on the
CnC server’s IP address; image credit: Shodan

The second ShadowPad executable we found on VirusTotal targeted a computer in Russia
that was operated by an organization involved with the distribution of public budgets. One
submission was uploaded with a file name and the second submission was uploaded to
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VirusTotal from China. The first file was submitted on November 3, 2017, and the second
three days later on November 6, 2017.

In the second submission, we found a 7ZIP file that contained further files, including the
previous submission, along with an encrypted log from the keylogger module. We decrypted
the log file and found keypresses in various processes, such as from Microsoft Word, Firefox,
Windows Explorer, and Kpuntollpo CSP (CryptoPro CSP). The most interesting were logs
from Firefox, where the user completed financial transactions. We also found a contract,
which is also public record, and names of employees involved in these processes.

An interesting takeaway from the analysis of the ShadowPad version from Russia was that
ShadowPad hasn’t always been modular. In the version from Russia, all modules were
bundled in one executable, rather than separately stored in the Windows registry, as was the
case with the version used for the Piriform attack. The bundled version gave us insights into
a more thorough range of modules the attackers programmed. The attackers didn’t even
bother to download some of them to the Piriform network; only three of the plugins that were
used in the attack in Russia were also used for the Piriform attack.
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e s UMW _LWTRIVLY — UM _LOW0IuLwT,
vl = decrypt_string(B, "DISK®, &out):
pluginfol&zl-=disk, vil-zpwchard, disk_init, disk_l_api, return_zero);
gatr::dtor(&out):
(al==disk.init ) &Tncs);
v2 = decrypt_string(8, "DISK", &out):
pluginfol&al=->disk_2, vZ=>pwchard,6 disk_2_init, disk_2_api, return_zero);
gstr::dtor{&out);
(al==disk_2.init)(&fncs):
v3i = decrypi_string(l3, “"KeylLogger"”, &out);
pluginfol&al->keylogger, vi-=pwchard, keylogger_init, keylogger_api, keylogger_dtor):
gstr::dior(&out);
(al-=keylogger.init)(&frncsz):
vd = decrypi_string(ll, "Nethood", &out);
pluginfol{&zl-=nethood, v4-=pwchard, Methood_init, MNethoeod_api, return_zero);
gstr::dtor(&out);
{al-=nethood. init ) {&Fncs )
vE m decrypt_string(ll, "Netstat™, &out):
pluginfol{&zl-=netstat, vS-=pwchard, MNetstat_init, Netstat_api, return_zero);
gstr::dtor(&out):
(al-=petstat.init){&Tncs);
vh = decrypt_string(l@®, "Option", &out):
pluginfol{&al-=option, ve=-=pwchard, Option_init, Option_api, return_zero);
gstr::dtor{&out);
(al=>gption.init)(&fncs);
vT = decrypi_stringi{ll, "PortMap®”, &out);
pluginfol&al->portmap, v7=->pwchard, PortMap_init, PortMap_api, return_zero):
gstr:idior(&out);
(al-=portmap. initt)(&fncs):
v8 = decrypi_string(ll, "Process™, &out);
pluginfol&al-=process, vE-=pwchard, Process_init, Procesz_api, return_zero):
gstr:idtor(&out);
(al-=process.init){&fncs);
ve = decrypt_string(ll, "Regedit™, &out);
pluginfo{&zl-=regedit, v%-=pwchard, Regedit_init, Regedit_api, return_zero);
gstr::dtor(&out):
(al-zregedit.init){&Tncs);
v1i = decrypt_string(l®, “Screen”, &out):
pluginfol&al-=screen, v1f-=pwchard, Screen_init, Screen_api, Screen_dior);
gstr::dtor{&out):
(al==screen.init)(&fncs);
vll = decrypt_string({ll, "Service", &out);
pluginfol&al=->service, vil=-»pwchard, Service_init, Service_api, return_zero);
gsir::ditor{&out);
(al=->sarvice,intt ) (&fncs):
v1Z2 = decrypi_string(9, "Shell", &out);
pluginfol(&al-=shell, viZ-zpwechard, Shell_init, Shell_api, return_zero):
gstr::ditor(&aout);
(al-=shell.init)(&Tncsz):
v13 = decrypt_string(7, "S0QL", &out);
pluginfol{&zl-=sql, v13-=pwchard, SOQL_init, SOQL_api, return_zero);
qstr:idtor{&out);
{al-=sgql.init ){&Tncs);
v1id = decrypt_string(l®, “Telnet”, &out):
pluginfol{&zl-=telnet, vld-=pwchard, Telneti_init, Telnet_api, reiturn_zero);
gstr::dtor(&out):
(al-=telnet.init)(&fncs);

v1ls = CreateEventW(0, 1, 8, 8):
al==handle = v15:
if ( !v15 )

return GetLastError():
vl7 = new_plugin_record( };
return spawn_thread(vl7, &al->handle_2, "PP", &loc_l@@@71A3, al):

ShadowPad modules used in the Russian attack

The oldest malicious executable used in the Russian attack was built in 2014, which means
the group behind it might have been spying for years. The specific payment information we
found traced by the key logger is public record, however it is likely that the attackers also
accessed sensitive information.
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Cybersecurity needs to become a core part of M&A due diligence

The examples of ShadowPad in South Korea and Russia re-emphasize that ShadowPad has
been active for a long time, and it is frightening to see how ShadowPad can spy on
institutions and organizations so thoroughly.

In terms of CCleaner, up to 2.27 million CCleaner consumers and businesses downloaded
the infected CCleaner product. The attackers then installed the malicious second stage on
just 40 PCs operated by high-tech and telecommunications companies. We don’t have proof
that a possible third stage with ShadowPad was distributed via CCleaner to any of the 40
PCs.

For Avast, there are two key takeaways from the CCleaner attack. First, M&A due diligence
has to go beyond just legal and financial matters. Companies need to strongly focus on
cybersecurity, and for us this has now become one of the key areas that require attention
during an acquisition process. Second, the supply chain hasn’t been a key priority for
businesses, but this needs to change. Attackers will always try to find the weakest link, and if
a product is downloaded by millions of users it is an attractive target for them. Companies
need to increase their attention and investment in keeping the supply chain secure.
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