Fobos Malvertising Campaign Delivers Bunitu Proxy Trojan via RIG EK
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Traffic from 03/21/18:

Info
GET / HTTP/1.1

Destination IP DstPort  Host/Domain/Subdomain

The first part of the redirection chain shown above would be from the Fobos decoy site.

The decoy site contains the following Base64 encoded string:

TextWizard [56 = > 42 chars]

aHROcDovL 3N 0b21 benVija2Rve ChpbmZvL 2F 2MnNKZ nkvaWEKZ X gucGhw

hitp://stomtruckdoocinfo/av2sdfyfindex. php

Transform: [] View bytes Encodings.. Save Qutput: AsSession To File.. | Send output to input 5

-~

</head>
<body>
<div id="page"> <!- The page begins —»
<script type="text/javascript” >evalfunction(p a.c k.e djie=function(chretumic<a?"slparselnt(c/a))l+{c=c %a)>35?5ting fromCharCode(c+29):.c to String
(36" replace(/ ™/ Sting)Hwhile(c—Hd[s(c) =k cPec)=Function{s}retum dls]}l:e=function{Hretum ™+ o=1}whils(c-Hif (k[c]Hp=p replacenew
RegBp (b +elch b’ g)klchretum pi{1 b="C"+"B"+"I"+"E+/"+"="w u(B}{1 7=""1f e J="" 1 ma.8.c=""11i=0;1 y=/[ A3+ """\\=)a ply GO 5=
5.LUT A9+ 0], Y im=b kB jli++)a=b k(B jli++1):8=b k(5 jli+=):.c=b k(5 i+ f=im<<2Wa>>4)e=(adD)<<dWB>>2)]=((843)<<Bc. T=7+n of ) p(8!
2} 7=T+n oleliplc!tH7=T+n.0()f=e=l=""m=a=8=c=""1Y{z5.2):P O{7Hv ({1 d=N:1w=\3%1 h="3\1 R=z. S V(U1 g=""+ulvHV R\ Q(vas
M="FICZT" g="V+g+\" W="Vaw\" 10="V+h+ "> /2 )N, 62,63, Warlinputloutputlenc Jlenc ZkeyStriencdlichrZichr licharAtindexfichrdienc 1
|StringfromCharCodejiflsrcZalframel6dldecode 64function lz ObasebdtestIMathBQ RS TUVW XY ZabedeflABCD EFGHIJKLMNCO P Siayz 0123456785
o5 Ta s gl zoiate: s H R O Do LANDb 21 0cn Va2 abm Zv L2F2Mn Nk Znkva W Sk ZXgucGhw s [Tyl telele = i < 4 |
lacelstyleldocument un peretumbariteidfloornonel399%andombwidthlengthiwhileborderheight” split(T),0. )

</script> <divid="header'"> <!- The header begins —>
«<table id="banner">

A

@

=

247:173  10,654/27,334 56 |Find... (press Ctrl+Enter to highlight all) | | View in Notepad ||

The decoded string on the decoy site points to the next step in the redirection chain, the pre-landing page:

March 22, 2018

1/5


https://malwarebreakdown.com/2018/03/21/fobos-malvertising-campaign-delivers-bunitu-proxy-trojan-via-rig-ek/
https://twitter.com/DynamicAnalysis
https://malwarebreakdown.files.wordpress.com/2019/07/394eb-a7bc1-traffic.png
https://malwarebreakdown.files.wordpress.com/2019/07/dcbcb-82786-packed-code-on-decoy-site.png

Unpacked and beautified: https:/pastebin.com/dy646L.a6

After the pre-landing page comes the POST request to the RIG EK landing page at 92.53.107.18. Finally, after successfully exploiting my
system, the Fobos campaign used RIG EK to deliver the Bunitu proxy Trojan. Below are some details about the infection.

Analysis
File System

Payload downloaded to %Temp%:

“?( }v | ~ AppData - Local ~ Temp - - lmll Search Temp

Organize v  Includeinlibrary +  Sharewith +  Mew folder ==

= . o )
P — Marme I Drate modified Type | Size I
B Deskiop MCHAECE. tp. dir 3/20/2016 11:51 &M File folder
4 Downloads Wb13.exe 3f21/2008 921 &AM Application 84 KB
< Recent Places || FxsAPIDebugLagFile.bxt 9/19/2016 11:27 PM Text Dacument 0KB
L Libraries
&| Documents | 4] | ]
Process b13.exe (PID: 2616) created file zervuxx.dll in %LocalAppData%:
_ipix
“;l: :}v ~ &ppData ~ Local - - lmll Search Lacal O]
Organize * [B Openwith... Sharewith =  hew Folder = - _|_] @:l
- = =[5
s Fayailics Marme I Date modified Type | Siz 2 |
Bl Deskhop E Applical
& Downloads IconCache.db 32002018 11:53 AM  Data Base File b
=i| Recent Places | | GDIPFONTCACHEYL DAT  9/19/2016 11:42PM  DAT File
Temp 3/21/2018 4:16 PM File falder
- Libraries

Programs 3/18/2015 2:09 FM File Folderl

& Documents ;l 4|

Processes Created

¢ Command line:

“C:WindowsSystem32netsh.exe” advfirewall firewall add rule name="RundlI32" dir=out action=allow protocol=any

program="C:Windowssystem32rundll32.exe”
Parent PID: 2616
Child PID: 576

e Command line:

“C:WindowsSystem32netsh.exe” advfirewall firewall add rule name="RundlI32" dir=in action=allow protocol=any

program="C:Windowssystem32rundll32.exe”
Parent PID: 2616
Child PID: 876
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e Command line:
“C:WindowsSystem32rundll32.exe” “C:Users[User]AppDatalLocalzervuxx.dll”,zervuxx C:Users[User]AppDatalLocalTempb13.exe
Parent PID: 2616
Child PID: 3728

. rundli32.exe {3728) Properties ;Iglll

General IStatistl:s | Performance ] ‘I‘I'rudsl Token I Modules ] Mermory | Enwviranment ] Handes| GPU | Disk and Network | Comment

" File
Windows host process (Rundll32)
ified) Microsoft Windows
Version: 6.1.7600,16385

Image file name:
| C:\windows1System3zirundi3z. exe _,] _|

Command line; | "Ciiwindows\System3zirundla2  exe” “C:\Users NN AppData\Localizervix, di zervick C:\Users MBI AppDatalLocal| Tempip1 3.exe 4 |
Current directory: | CiUsers N AppDataiLocali Temph

Started: |?hDLrsand$3mi1.les agao (9:22:00 AM 3/21/2018)
PEB address: | Dx7Ffde000
Parent: | Non-existent process (3720)

Mitigation policies: | DEP etais |
Protection: Mone | Permissions I Terminake I

_ G|

Registry
Keys created:

o« HKLMSOFTWAREMicrosoftWindows NTCurrentVersionWinlogonNotify
o HKLMSOFTWAREMicrosoftWindows NTCurrentVersionWinlogonNotifyzervuxx
« HKLMSystemCurrentControlSetservicesSharedAccessParametersFirewallPolicyStandardProfileAuthorizedApplicationsList

Values set:

o« HKLMSOFTWAREMicrosoftWindows NTCurrentVersionWinlogonNotifyzervuxxlmpersonate
o HKLMSOFTWAREMicrosoftWindows NTCurrentVersionWinlogonNotifyzervuxxAsynchronous
o HKLMSOFTWAREMicrosoftWindows NTCurrentVersionWinlogonNotifyzervuxxMaxWait

o« HKLMSOFTWAREMicrosoftWindows NTCurrentVersionWinlogonNotifyzervuxxDIIName

o HKLMSOFTWAREMicrosoftWindows NTCurrentVersionWinlogonNotifyzervuxxStartup

&' Registry Editor =10l x|
File Edit view Favorites Help
| ‘WhemPerf d Marne Type | Data

. Windows g‘_ﬂ(DeFauIt) REG_5Z {value not set)
) Winlogan f;'_tﬂnsynchronous REG_DWORD 000000001 (1)
. AutoLogonChecked 25| DliName REG_EXPAND_SZ CoiUsers I AppDak 2L ocallzeryi . di
. [H- [ GPExtensions 2] Impersonate REG_DWORD 000000001 (1)
C B Mokify _ 24| Maxwait REG_DWORD 000000001 (1)

= f}_ﬂ Skartup REG_S57 ZEPVLE

; | WinSATAPL d
| | o |« ] B
4

|C0mputer'|,HKEY_LOCAL_MACHINE'l,SOFTWARE'!,MicrosoFt'l,Windows MNTYCurrentier siontWwinlagonMNatifyizeruss

HKLMSystemCurrentControlSetservicesSharedAccessParametersFirewallPolicyStandardProfileAuthorizedApplicationsListC:Windowssysten

" Registry Editor =lal x|
File Edit WView Favorites Help
[ERH Auhorizednpplicahnr:l Mame | Type | Data
. List ab {Default) REG_SZ (walue not set)
. Logging 1\ Winde sm32rundll32 exe SEIECE Criwindowslsystemn32irundli32 exe  *: Enabled:rundll32
[~ . ShelHwWDetection =

| sisagp &
Y, -
< | ;I_I < |

kumpl.ltel'l,l-lCEY_l.OCn.I.JﬂMHII‘E'!,S\‘Ermi.CLnentControISet'Lser\-'ined,SharedesslPamasiFiravleoltvlsmdamoﬁaMmmcatiunﬂ,unt

B

3/5


https://malwarebreakdown.files.wordpress.com/2019/07/88af3-33d1a-process-properties.png
https://malwarebreakdown.files.wordpress.com/2019/07/7f8ed-65237-winlogon-notify-zervuxx.png
https://malwarebreakdown.files.wordpress.com/2019/07/5f02d-4f105-authorized-applications.png

HKCUSoftwareMicrosoftWindowsCurrentVersionRunzervuxx

& Registry Editor

File Edit Wiew Favaorites Help

=0l x|

. Run

=
: . RunCnce -
an : | ;l_l

| mCT =] [ Hame Type | Data |
) Palicies f_ﬂ(DeFault) REG_SZ {value not set)
| RADAR b Z—— REG_SZ rundl3z.exe "C:\Users (N AppDat sl ocallzery . dil, zervux

|Computer'l,HKEY_CURRENT_USER'l,SoFtware'l,Micr0soft‘l,Windows'l,CurrentVersion'l,Run

Set by b13.exe (PID: 2616)

« HKCUSoftwareMicrosoftWindowsCurrentVersionlnternet SettingsZoneMapUNCAsIntranet
« HKCUSoftwareMicrosoftWindowsCurrentVersionlnternet SettingsZoneMapAutoDetect

£ Registry Editor

File Edit ¥iew Favorites Help

=0l x|

Data

=k | ZoneMap ;I Mame Type
-, Domains g‘_'](DeFauIt) REG_SZ
. EscDomains REG_DWORD
. ProtocolDefaulks — REG_DWORD
~ ., Ranges -
[ 1. Zones LI ‘I I

000000001 (1)
0x00000000 (0)

|C0mputer'l,HKE\"_CURRENT_USER'l,Software'l,Micros0ft'l,Windows'l,CurrentVersion'l,Internet Settings\ZoneMap

i
4

Mutex

Mutex created:
Sessions1BaseNamedObjectsdrofyunfdou
DNS

Queries and responses:

c.cawexdom.net -> 124.56.221.48
e.cawexdom.net -> 71.19.200.66

HTTP Traffic — Pre-Infection

o 88.198.94.53 — stomtruckdox.info GET /av2sdfy/index.php — Fobos
e 92.53.107.18 — POST and GET — RIG EK

Hashes and Reports

SHA256: ab0987156a279050e632aa5810d2d2355bf65c611d8b563bd73ef3392948bb3a
File name: Pre-Landing Page.txt

SHA256: a36204a8c830f420475a7e8b3dde7f29d80e6dffb15facf77f6bafe8f78d7ceb
File name: RigEK Landing Page.ixt

SHA256: 971c424d839bed4037a62f85791beb559f43e77d67a83590274478bdcf0c4563
File name: RigEK Flash Exploit.swf

SHA256: 8e8ac821d17dbbbecfOafabf93b1f8fd35a333215f363acbaa826851f7ad4286
File name: b13.exe
Hybrid-Analysis

SHA256: e7ac8ae86345db9a6087d4c3e99b8f8cd52ee0bf1ad626866af5452434c87322
File name: zervuxx.dll
Hybrid-Analysis

Samples

Samples.zip

Password is “infected”
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