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Recently, we described an unusual Chinese drive-by attack that was delivering a variant of
the Avzhan DDoS bot. The attack also contained multiple components that were not-so-new.
Among the exploits, the newest was from 2016. Avzhan is also not a recent malware—the
compilation timestamp of the unpacked payload was from August 2015. But there was one
more unusual thing that triggered our attention. The outer layer of Avzhan matched the
signatures of Virut, a malware that’'s been dead in the water since 2013.

At first, it was hard to believe this detection. Who would want to distribute such an old piece
of malware that is no longer developed, and whose CnC servers were sinkholed long ago by
Polish CERT? Maybe it was the author of the packer by which the DDoS bot was wrapped
incorporating some Virut-like obfuscation?

After further research, it turned out the detection was not wrong. The Avzhan bot carried
along with it a legitimate Virut. But it is unlikely that the distributors added it intentionally.
Rather, the server from where the attack was deployed happened to be infected with Virut.
The virus attached as a parasite to the distributed DDoS malware, and was dropped with the

1/11


https://blog.malwarebytes.com/threat-analysis/2018/03/blast-from-the-past-stowaway-virut-delivered-with-chinese-ddos-bot/
https://blog.malwarebytes.com/threat-analysis/2018/02/chinese-criminal-experiments-with-exploits-in-drive-by-download-campaign/
https://blog.malwarebytes.com/threat-analysis/2018/02/avzhan-ddos-bot-dropped-by-chinese-drive-by-attack/
https://www.malwarebytes.com/exploits/
https://www.virustotal.com/en/file/acb086f25c082ee1e2cdc76dc40db97e1629a72b593abd16ab876b542d7c4f5c/analysis/
https://www.malwarebytes.com/computer-virus/

drive-by attack into new places. Interestingly, in 2016 Virut's code was also found in Chinese
cameras. Similarly, the computers of developers were infected with Virut, and by this way its

code got passed further.

Since Virut has made this unexpected reappearance, we will have a look at how it works in

this post.

Analyzed sample

05749f08ebd9762511c6da92481e87d8 — the main sample, dropped by the exploit

Host  LRL Body
wm.shiguanxian.cn [ 274
wm,shiqguanxian.cn  fie.html 7a0
wm,shiqguanxian.cn  jms.himl 34,080
wm.shiguanxian.cn  [DownloaderActive, cab 82,625
wm,shiqguanxian.cn  fyuyan.swf 45,037
wm.shiquanxian.cn ff2.exe 118,734

EKFiddle ot

o 05745F0BEEDSTE2511Ce0DAS2431 EBTDE

Behavioral analysis

Comments

Compromised site

Call for ActiveX
CVE-2016-0139

Malicious ActiveX downloader
CVE-2015-5119

Payload

Virut behaves like a typical, old-fashioned infectious virus. As we observed, samples infected

by Virut always crashed on 64-bit systems.
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L Wave Microsoft ERZENHERE

(o] & S
Eg Wave Microsoft EMZER FIFERF has stopped working

Windows can check online for a solution to the problermn the next time you go online,

< Check online for a solution later and close the program

< Close the program

(~) Hide problem details

Problem signature:
Problem Event Name:
Application Mame:
Application Version:
Application Timestarmp:
Fault Module Mame:
Fault Module Version:

APPCRASH
avrhan_infected.exe
1.0.01

4b19103f
avzhan_infected. exe
1.0.01

Fault Medule Timestamp: 4b19103f
Exception Code: 000005
Exception Offset: 00016429 i

L3

m

However, when deployed in a 32-bit environment, Virut spread like fire, trying to infect all
executables it could reach by attaching its own code. The code of Virut is polymorphic and
designed with great care, so the infection patterns are not easy to grasp. Often (if there is
enough space), Virut adds a new, empty section with a random name, for example:

4 [ avzhan_infected.exe (X% = 5 & n g LY
D05 Header &
@ Dos stub ‘ Disasm;: . text | General | DOS Hdr | File Hdr | Optional Hdr Section Hdrs aE
4 MT Headers + o
Signature =
File .Header Mame Raw Addr. Rawsize Virtual Addr.  Virtual Size  Characteristics
Sect?ﬂp:'a’;:'d:'riad” - text 1000 3000 1000 3000 60000020
4 Sections > rdata 4000 2000 4000 166F 40000040
a % text » data 6000 000 6000 BOGE 0000040
=> EP = 3CET 4 rerc 12000 BOOO 12000 BOOO EQ0000G0
dats > D000 A 1D000 A rwx
ot 4 gjrifbo 10000 0 10000 1000 0000000
erc > 10000+ 1E000 A rw-
gjrifbo

If there is no space for a new header in the input file, this step is omitted. So, the absence of
the added section does not guarantee that the file is clean. Another suspicious indicator may
be that the last section is set to RWX (Read-Write-eXecute).
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Virut changes sizes of the sections and the entry point of the application in order to redirect
to its own code. After the malicious code is deployed, the original entry point is executed. So,
from the user’s point of view, the infected application works as before.

In addition to infecting files on the disk, Virut attacks running processes as well. So, even if
the first infected process was killed, the malicious code keeps running in the memory.

The malware uses some hardcoded CnC addresses, as well as a DGA (Domain Generation
Algorithm). Looking at the network traffic, we can see the queries to the domains follow the
pattern of using six letters before the dot com: 6{a-z}.com

Destination Protocol Length Info

100.78.239.97 NTP 98 NTP Version 4, server

185.89.185.1 DNS 78 Standard query @xPace A bobyku.com

100.78.239.97 DNS 143 Standard query response 0xBace No such name A bobyku.com SOA a.gtld-servers.net
255.255.255.255 NENS 92 Name query NB BOBYKU.COM<BO=

255.255.255.255 NBNS 92 Name query NB BOBYKU.COM<@0=

255.255.255.255 NBNS 92 Name query NB BOBYKU.COM<B0=

185.89.185.1 DNS 70 Standard query ®x37al A zocarg.com

160.78.239.97 DNS 143 Standard query response 0x37al No such name A zocarg.com SOA a.gtld-servers.net
255.255.255.255 NBNS 92 Name query NB ZOCARG.COM<@0>

255.255.255.2550 NBNS 92 Name query NB ZOCARG.COM<@@>

255.255.255.255 NBNS 92 Name query NB ZOCARG.COM<@@>

185.89.185.1 DNS 70 Standard query @x5ff@ A dwrnpe.com

1680.78.239.97 DNS 143 Standard query response 0x5ff@ No such name A dwrnpe.com SOA a.gtld-servers.net
255.255.255.255 NENS 92 Name query NB DWRNPE.COM<BO=

255.255.255.255 NENS 92 Name query NB DWRNPE.COM<BO=

255.255.255.255 NENS 92 Name query NB DWRNPE.COM<BO=

185.89.185.1 DNS 70 Standard query ©xaeb® A kkipad.com

100.78.239.97 DNS 143 Standard query response 0xaeb® No such name A kkipad.com SOA a.gtld-servers.net
255.255.255.255 NBNS 92 Name query NB KKIPAD.COM<B0=

Due to the fact that the full infrastructure of Virut was sinkholed, none of its CnC servers are
active.

Inside

Infection patterns

As mentioned before, Virut's code can mutate—each infection looks different. Some of the
chosen patterns depend on the features of the input.

In PE files, each section must be aligned to the minimal unit that is indicated by a file
alignment field in the PE header. This is why sometimes there is an empty space between
one PE section and the other, filled only with padding. This empty space is called the cave.
Old infectors often used this space to implant their own code. This is what Virut also tries to
do.

In the example below, a cave after the .text section has been filled with malicious code:
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4 [E hook_finder32.exe
DS Header
@ Dosstub
4 MNT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections

4 (B tent

= EP = 3BA3
rdata

.data

JEIC

m

4 [ hook_finder32.exe
DOS Header
B posstub

DOS Header pders
gnature

File Header
Optional Header
Section Headers
4 Sections

4 B ted
=p EP=1C380
rdata
.data
TSI

Relative Offsets  Next Diff

REW D 1 2 3456 7 8 % ABCDEF
1c298

1c2n

1C2BB 00|
1C2CE 00 00|

1c20B

-

Relative Offsets  Next Diff

REW 012 345678 8 ABCDEF
1C298

22

1C2BB 00|
1C2CE 00 0a|

1C20B

Depending on the input, there may not be sufficient caves between sections. Then, Virut
adds its code just at the end of the last section:

I C:fUsers/tester [Desktop/pe_unmapper. exe

- ‘ IE:Iui.rut,i’tl,i’pe_w'mawer. ENE

4 E pe_unmapper.exe
D05 Header
@ Dos stub
4 MT Headers
Signature
File Header
Opticnal Header
Section Headers
4 Sections
4 R et
=p EP = 1BC4
rdata
.data
JTErc
reloc

4 E pe_unmapper.exe
DOS Header
@ Dos stub
4 MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
dead
rdata
.data
JErc
Treloc
=p EP = 191EA

|

-t tehgnat

But this is not the only thing that impacts the features of the infection. The code generated by
Virut is polymorphic, so the same file will not be infected twice in the same way. Below is a
comparison of code from the same application, infected by Virut in two different runs:
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1CFOC
1CFOE
1CFOF
1CF11

1CF1z

1CFlA
1CF1C

Hex

Virut’'s shellcode

The code appended to the infected files makes an initial stub that unpacks in the memory of
Virut’'s shellcode. That is a heart of the malware. This is how the unpacked shellcode looks:

The same code is also injected into other processes. It is implanted in

AEZE888E8
AE228888
BE2IEEEE
BE22EEE8
BEZAAEEE
aa488888
aa4a1a8a8
aa4a4a88
AR BEa8E
a4 12688
@64 10888
aE42a0888
BE4EAREE
aa4Faaa8
ARGaaaa8
a1z2eaa88
A133088:8
@129FaaE
SEE488E:8
&BE4 1888
&EF2AaEE8
SEF4z888
ARFANARA

BEEE 1 8Ea
BEEAIEEA
BEE 1 DEEER
BEEAZEEA
BEEAZEEEA
BEEa 1888
BEEA3a8a
BEEaaza8a
BEBACAHA
BREABEEA
BEEE1EEEA
BREAZEEEA
BEEAIEEEA
galalasa
BEEZ2E88
aaaanaaa
BEEEZEEEA
BEEE 1EEEA
BEEE 1 EEEA
BREFEEa
BEEAZEEEA
BEEaEaaa
ARARFARRA

memory. Example:

771E0000
771E1000
77280000
77287000
772EEDOOD
772A0000
7FeF0000
7F&F5 000

7FFEOOOOD
7FFDDOOO

Digasm

Disasm

Friw 88821064 Rl Rl
Priv 888210684 Rl Rl
Priv BEE821064 Rl Ell
Map B@8&641865 Ell  CopuOnllr | Rl
Map 88841646 RUWE RUWE
avzhan_i FE header Imag Blo0laoz F RWE
avzhan_i | «teHt 5Fi, code Imag BlEO01862 F RWE
avzhan_i | .rdata data, imports, edports Imag BlEO018@2 F RWE
avzhan_i | .data Imag BlE018E2 F RWE
avzhan_i | .csrc rESOUrCEs Imag B1EE18G2 A RWE
avzhan_i |g9jrlfbo Imag B1E018E2 i RWE
. Mo agEAd 1 GEs =] | =] "
(D] Dump - 003A0000..003A7FFF o[- ]
BAESAEEEE| 83 3C 24 FE ¢ FE 80 64 24 CC 68 53 EC OC ES 0S| F=SpwiTasE™F
FESAEELE|(BA BE BE 4B &6 4B BF 85| FE8 FF FF FF|FF 73 3C 59(...KfK#d= =LY
FESAEEZE|( 81 E9 FO FF FF 7F BF 83 EF¥ FF FF FF 81 D9 E& 13| u0F G52 i 5N
M HEZAPESH| @A @@ BF 21 OB FF FF FF FF B4 19 E4 13 88 38 23| ..=ill 44N CE
M HEZAEE4E| C4 B4 &6 21 44 24 FC BB BA BF 85 C4 FF FF FF &2| —efiulsRsE| xd— h
W EEZAEEEE|IF FE 79 D4 ES AC 88 @8 68 59 74 24 44 ES 20 81| TLudrC...ét50R-A
M HEZAEEEE| B B3 39 44 24 34 33 ES B4 @F 52 45 00 88 88 &4 ..E0543R#%SE.. . d
M EEZABETEIAL 19 B8 @0 B0 95 CO GF 22 B2 80 68 00 SB 48 24 it...dt=H,. . G504

00001000
0003F000
00007 000
00001000
00004000
00001000
00005000
000FEOOOD
0000C 000
00023000
00001000

[D| Dump - 7FFAD000..7FFABFFF

TFFRaaa:a
TFFREa1E8
FFFREE2E
FFFREE3E
TFFRGa4Ea
TFFRBASE
TFFREEsE
TFFREAVE
TFFRaasa
TFFREE3E
FFFR3EAEA
FFFREEEE
TFFRGACE
TFFRGa0:a
TFFREEER
TFFREAFEa
rFFRa188
TFFRA118
FFFRE12E8
FFFRE138

msvcrt.dll
text
data

Reserved (FF&F0000)

Thread S8BC TEB

Execu
Initi
Resou
Base

Tak
ali
recg
rel

-G S

FoSpwtTASE F
o e KFERQ? =4y
lE  Am3E i 5N
.« %l H4rl.Ca
—Fij 05 R #8— h
ICASRC. . L EtE0R-8
o ED054ERe¥EE. . . d
it A%, . .004
0%, .. .hm. 2RV, .. R
M..SEXAE. . RZE,
hEST-REL .. tE4R
Moo _"li~Seg12Y
HrA. +tHE A7 . e
a0 GlwecBSiaR®0=
Sow, #CT Fi.52d
50 t5TuDSESIPe [

fi SR.2K.J  g3cwl
+HEZGUFCieTES 8201
FyRwsd, . S30k L
HHAMHSHLIL 20 [ e

a new page in the

ERWC -
ERWC -
ERWC -
ERWC -
ERWC -
ERWC -
_R _
_R _—
ERW-—
_R _
-RW-—

-~
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The shellcode contains the functionality of a userland rootkit. It hooks NTDLL within every
infected process so that each time the specific function is called, the execution is redirected

first to Virut’'s implant. There are seven functions that are hooked:

Below you can see an example of the hooked function NtCreateFile . As you can see, the

N o~ oODN~

NtCreateFile
NtCreateProcess
NtCreateProcessEx
NtCreateUserProcess
NtDeviceloControlFile
NtOpenFile
NtQueryInformationProcess

first instruction is a call to the malicious memory page:

Dizzam

And this is how the code looks that is being called:

We also find the lists of AV products, that Virut uses in order to check if it is running in the

TFFAEES ] B2 4Z888RHEA
TFFAGSIE =1

TFFREES? 21

TFFRAGE:2 2B4424 3@
TFFRAGSAC ZEEE @3
rFFRES3F SE:213A BeEz
TFFAESA4 |-~ 73 44
rFFRGSAG E3 26FFFFFF
TFFRAESAE |~ 75 BF

TFFRESE4 2F25 B27F27E0
TFFRESEA S0BS AZFC27E0
rFFRESCA 1)

rFFAGSC1 63 BAAEFFEA
rFFRAGSCE SEC4
TFFRAESCE & B8
TFFRAGSCA 52

TFFRESCE =]

TFFRGECE FF35 B22427E0
TFFRES02 23204 @3
rFFRES0S S13E BC3F3FSC
TFFRAESOE |-~ 75 B3
rFFRES00 S3C6_ 84
TFFAESER EZ ZVEEFFFF
TFFRAGSES E2 F1FFFFFF
TFFRSSER &1

TFFR&SEE ca

controlled environment:

TFFRACSAD &4:FF35 24RRRGEE

MOU ERAK, Bud=

PUSHAD

ACHG _ERX, ECH

MOU EAX,OWORD PTR SS5: CESP+Ex326]
MOU EDX, OWORD PTR OS: CEAR+EHE]
CHP WORD PTR DS CEDHI, 8-206

JME SHORT FFFARGSER

CALL FPFFHES41

JME SHORT FFFRAGSEC

PUSH OWORD PTR FS:[En241

FOP OWORD PTR S5: [EBP+E:0277FFEZ]
LEA ESI,OWORD PTR S5: [EEP+E:D2FFCAZ]
FUSH ESI

PUSH BxFFEEER

Moy ERX, ESF

PUSH BuiE

PUSH EDX

PUSH ERX

CALL DWORD PTR S5: [EBP+E:D2724621
ADD ESP, EnS

CHP DWORD PTR DS: [ESI],GxSCZFzFEC
JMe- SHORT FFFARGSEA

AOO ESI,Exd

CALL FFFR4CHC

CALL FFFREEEER

FPOPAD

RETH
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TFFREEFS
FEFREETFS |-
FFFRAEEFH
FFFRAEEFF |~
FFFRAEES1
TFFREESE
TFFRGEET
TFFAGESE |+
TFFRAEESA
FFFREES4
FEFREESE
FFFRAEESD |-
FFFRAGESE
TFFREESF
TFFAGEH:

TFFAEEHE
FFFRGERT
FEFRASEAD |-
TFFRAEEAE |-

™

MOL ER, B-EH

CHF DWORDE FTR S5: [ESP+ERC]T, Au 22
JHME SHORT YFFAGEAG

CHP DWORDE PTR SS5: [ESP+ER21, -A:1
JHE SHORT FFFRAGEAS

CALL FFFARSESG

POF EDE

CHP DWORD PTR D5: [EDR+8=FFFFAZE3], B:0

JLE SHORT FFFRGEAG

LER EDX,.OWORD FTR SS5:[ESF+EHE]
INT @ulE

CHP _ERX, BxiE

JL SHORT FFFRGEAZ

MOU EDX, OWORD PTR SS5: [CESP+E:161
OFR DWORD PTR DS [EDHD, @-30

FPOF EDH

RETH @14

RETH

AMD AL, GRes

JHE SHORT FFFRGF1E
JE SHORT PFFRAGEAD

patch_&

ntdl L. 7FER&a40

ntdl L. 7FERGE40

ERX=AASC2F1E

Address | Hex

dump

TFFREESE| FE

Apart from the rootkit, it contains the code responsible for communication with the CnC. For
example, among the embedded strings we found IRC commands that suggest that IRC was

FFFRAcEEE FEETERTBETEA BE 22 FC 24| BC 22 VL 20
FFFREEFE|FE V5 25 ES2| BE GG @8 B8 S0 22 BA B2

7FFAGGSE( 16 83 6A @|5A C2 14 BA|C3 24 65 75
TFFASEAE( 61 76 &7 8@/ 60 59 &3 72 6F 73 6F 58
TFFASEEE(EE 64 &F 77|73 75 70 64/ 61 74 &5 6@
TFFASECE(ES 72 73 73|65 63 75 r2 63 74 79 6@
FFFAGEOE(61 74 65 vE|78 65 72 v4(8@ 63 61 rs
FFFAGSEE(6F 7@ 73 ©@| 73 7@ 61 £0(68 61 75 72
TFFAGEFE( 65 63 75 72|65 B8 61 72|63 61 62 53
7FFACTEE( 73 69 73 &F|66 74 88 73|75 6E 62 &5
7FFAETIE(65 63 75 72|65 63 6F &0|78 75 74 &9
TFFAEFZE(62 73 &% SE| 67 8@ 7@ 72 65 76 73 0@
TFFREFSE(EF 6C 73 B8 6E 6F 72 50 61 &E @8 5B
TFFAEFAE( 78 75 74 53 6E 67 @8 53 6B 61 72 7S
FFFAEFEE( 7S 72 69 B@|65 61 &3 GB|73 6F 66 v
FFFACFEE( 74 61 @8 S&|6F 72 74 53|6E 65 74 5@
TFEAETPE(6F 8@ 63 &C|61 6D 61 76 @@ 63 6F &0
7FFAETEE( 71 75 69 &3|6E 68 65 £1/6C 08 61 76
TFFAETSE(61 76 61 73|74 0@ 65 73|61 66 65 b
TFFAETRE( 61 62 @8 53 65 6E 74 72 6l &C 63 &F
TFFAEVEE(£4 88 64 72|77 65 62 B@ &7 7o 63 r3
TFFAEFCE(EE 6F 64 33|32 8@ 66 20/ 78 72 6F r4
FFFAEFOE( 74 69 @8 SE|61 73 7@ 65|72 73 6B r9
7FFACFEE( 65 63 75 72|65 B@ 63 &F (60 7@ 75 rd
TFFAEPFE( 72 6F 63 63|61 74 65 73|88 6E 65 74
7FFAGSEE( 61 73 73 &F|63 69 61 74|65 73 @@ &5
TFFACS1E( 74 B8 7@ 61/ 6E &4 61 BA| 73 &F 7@ &8
TFFASSZE( 72 65 6E 54|60 59 63 vz 6F 8@ 6D 53
TFFASSSE( B8 6E &F 72|74 6F 6E 28|73 73 &0 &1
TFFASS4E(BE &4 65 56|65 6E 64 65 72 8@ 72 &F
FFFAGSSE( 74 8@ &0 &1|6C 77 &1 rZ(65 0@ 73 r@
FFFAGSEE( 65 8@ 76 ©3| 72 75 73 ©@| @@ 80 BD A7
7FFACSVE(FE B4 72 2E|57 FF 95 BE(22 27 @D 38
7FFACSSE( B3 F9 EB 14|56 57 @1 BC|24 AC 6C 28
7FFAGSSE( 47 49 75 FE|GF SE 74 BA|47 80 3F b@
TFFASSAE(EE C7 03 91| 7C 24 IC 23 28 81 @8 7S
TFFASSEE| 24 35 75 60|26 44 24 29 30 69 @6 1@

part of Virut's communication:

TFFRA2218| 27
FFFA2228| 1A
rFFAZZ228)| 85
TFFAZ248 4H
TFFAZ258| 27
TFFAZZEE| 3F
FFFA227E)| 5A
FFFA2228) 8D
TFFA2298) 12
TFFAZZAE| 64

List of command patterns:

PING

NICK nrmbhoz

PRIV

JOIN #.%d

DSTAMP %s%02d%02d

ASCIT _ |
SE..L515."u, 3150

WR. .. CElwa
Yt TEEF. &7 1 ETE
k3. 82T, Freset. it
aug.microsoft.wi
ndowsupdate.wi ld
erssEcurity.thre
aterpert.cast lec
ops. sparhaus. cps
ecure.arcabit.en
sizoft.sunbelt.s
EcUrEcoMpUt ing. o
ising.prewt.pcto
als.norman. kfocom
put ing. ikarus.ha
uri.hacksoft.gda
ta.fortinet.ewid
o.clamaw. comoda.
quickheal.avira.
avast.esafe. ahnl
ab. centralcomman
d.deweb.grisoft.
nod32. f —prot. jot
ti.kaspersky.f-s
ECUTE. GOMPU T Eras
sociates.network
associates.etrus
t.panda.sophos.
rendmicro.ncafes
MOrEon . SYMantec
.defender.rootk i
t.malware. spywar
E.irds. 2250 .5
AL o 1 =R TN
woUWE EE, zaue
GIuE_"t.GC7.uiFK
USHil 5Lt Baussis
SEULGEH 200 LBl

LAYt .BRE... L
'L ATk L G20t L E
Ate  JukFaRTeas
JOIM #.md. .0 LLz
"L AL PUSR. . L0 e
Clau0d.. 20647,
P LE.#" . #%ELLA" . %E
2r8°.#EQ6d" . ROPR
#...05TAMP XdXE2
dxezd.u Elz". 517
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There are also hardcoded addresses of the CnCs. Two servers are static and always occur
in Virut samples (both of them are sinkholed by Polish CERT):

ilo.brenz.pl
ant.trenz.pl

But, we can also see the domains generated by the Virut's DGA:

7108:
7110:
T118:
T120:
T128:
7130:
T138:
7140:
7148:
7150:
T158:
T160:
7168z
7170:
T178:
T1BO:
7188:
7190:
T158:
T1R0:
T1RB:
T1BO:
T1BE:
T1C0:
T1CB:
71D0:
T1D8:
T1EQ:
T1EB:
T1F0:
T1FB:
T200:
TZ08:
TZ10:
TZ18:
TE20:
TZZB:
TZ230:
TZ38:
T240:
TZ248:
T250:
TZ58:
T2680:
TZE8:
TZT70:
T2T78:
TZB0:

aa
aa
aa
D
1]
o3
al
2E
75
ol
aF
L5
ol
aa
a3
82
75
ol
ZE
75
75
oF
a3
75
aa
o3
al
L1
aD
ZE
71
ok
oF
oB
73
oo
o3
70
T4
&b
ZE
(1]
aF
&F
Th
71
aa
o3

oo
aa
oo

Ce

&5
]
aao
23
75
ol
aD
2E
aF
o5
aF
73
gl
aao
a3
71
79
oD
ZE
25
71
oF
al
ok
oo
o3
75
gl
aD
ZE
T4
75
aF
o5
T4
oo
o3
o5
75
&D
ZE
77
7B
aF

aa
aa
aa
52
ZE
&5
oE
&F
73
7o
aa
23
TR
cE
&l
ZE
gl
75
aF
a7
oF
aa
a3
SE
cB
&D
ZE
B2
cB
oF
a7
71
aa
&3
oF
11
&D
ZE
a7
aF
oF
o3
oh
oo
g3
el
gl
&D

oo
aao
aao
L]
a3
ol
oB
aD
ZE
o5
af
aF
[
1
aao
23
afF
a7
al
ZE
ad
od
aF
T8
oB
aao
a3
T4
a3
ol
ZE
T8
&5
oF
od
73
oo
o3
L]
85
&l
ZE
T4
T8
aF
o5
75
ao

aa
aa
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oF
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a3
&D
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a7
6E
aF
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ol
aa
a3
oE
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2E
7B
o5
aF
aD
oF
aa
a3
b
gl
oD
ZE
73
oD
oF
T2
aF
aa
o3
al
79

|he _.com-1i
|ixeli_co
lm.nkawki
| -com.xrb
|uus . com-
|mavegi.-c
| om_ocutxp
|h.com-ug
| jozb . com
| .enfadw._
| com_wium
|bs .com-k
|luaaod_co
| m-ugogm]
| .com.nes
|ugg - com-
|luyodma .- c
lom_dtlei
|lo.com_vl
|uenv . com
| -gkkenu.
|com-eild
|za .- com.-d
|£ibti_-co
|m. kcaxfh
| . com.ebe
| gqug . com-
|jegvrm-c
|om.ecojr
| k. com_wy
|stod . com
| -ufyows._
|com.gari
|pe .com._w
lttgir_co
|m.ocefskbr
| -com.msy
|eec_com.
loujtnr_c
|om.-vzobl
|z.com_ki
| gwae . com
| -xeutau.-
|com_iyEs

T108:
7110:
T118:
T1Z0:
T1Z8:
7120:
T138:
F14a0:
T148:
7150:
T158:
7160:
T168:
T170:
T1T7B:
T1B0:
T188:
7190:
T198:
T1AO0:
T1RB:
T1BO:
T1BB:
T1C0:
T1CB:
T1D0:
T1DB:
T1EQ:
T1EB:
T1F0:
T1FB:
TZ00:
=
TZ10:
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TEZE0:
TZZB:
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TZ48:
TZ250:
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TZ260:
TZEB:
TZT0:
TZTB:
TZB0:
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aa
aa
3F
g3
&5
T4
&D
ZE
cE
L]
&F
g3
75
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23
T2
&7
&l
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g3
oh
aF
85
g3
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T2
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ZE
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7B
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a3
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&3
L
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&D
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71
oF
7o
a7
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aa
aa
03
78
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o3
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b
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74
73
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a5
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o5
(=
&D
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75
a3
aF
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73
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a3
oF
o5
aD
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oF
oB
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oF
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a3
L1
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|m_ftkbod
| -com.iwg
|eyo . com.
|ixenpu._.c
|om_hxetm
|i.com.yd
|ilkc.com
| -.=ziufgt.
|com-uaei
|lgx.com.-b
|¥ifrt_co
|lm_agyjev
| .com.-ikm
|Eh] - com.-
|avmcoea.c
|lom_jzrux
lu.com.ic
| reue . com
| -joiima.
|com_-boss
lug-com_r
|lgnerk.co
|m-ulxgoy
| .com.oet
| eme . com.-
| v xpyev.-c
|om.-xglow
|b_com. ke
|glai.com
| - Jugmyr -
|com-uros
|%i_com.e
|brzbo . co
lm-hzeofx
| -.com.cje
|k£7 . com.
|dmceet .o
|om.geaxs
|u.com-hp
|dzav.com
| . mdgrom._
|com.-ghix

While the code infecting the file mutates, the injected shellcode has a pretty consistent

structure. If we compare dumps from two different processes, we find that most of the code is

the same.

9/11



0000: 83 3C 74 FE 77 FE B0 @4 |<stwgld . [0000: 83 3C 24 FE 77 FE 2D &4 |<stwgld
0008: 24 CC 60 83 EC DC EB D8 |$E'EUSR [ | [000B: 24 CC 60 83 EC DC E8 DB |sE"&UER
0010: 00 00 00 4B &6 4B OF 85 |...EfE... — |0010: 00 OO0 00 4B &5 4B OF 85 |...EfE_._
o0la: F2 FF FF FF FF 73 3C 59 | a<¥ 0012: F2 FF FF FF FF 73 3C 59 |§° " a=<¥
oo0z0: 81 E3 FD FF FF 7F OF 23 &7 'L n0z0: B1 ES FD FF FF 7F OF 83 &7 'L
0ozg: E7 FF FF FF 81 DS 26 13 |g ° U&. 0028: E7 FF FF FF 81 D% E6 13 |g  "U&.
Oos0: 00 00 OF 81 DB FF FF FF |._.0° - 00S0: 00 00 OF 81 DB FF FF FF |._.0° -
002a: FF B4 19 E4 12 00 80 83 | .&..£ 0022: FF B4 19 E4 12 00 80 83 | “.&..£
0040: C4 04 &6 81 44 24 FC BO |E._£Dsi° 0040: C4 04 &6 81 44 24 FC BO |E.£D3i®
0048: BR OF 85 C4 FF FF FF &6 |s..& " 'h 0043: BA OF 85 C4 FF FF FF &8 |s..& 'h
D050: 37 DD 43 1C EB AC 00 00 |7¥C.&~. . 0050: B2 C& OC EE2 EB AC 00 00 |,C.8&._ .
0058: 00 89 74 24 44 ES 2D 01 | . EtsD&—. 00S2: 00 89 74 24 44 E& 2D 01 | .%tsD&—.
0080 00 00 59 44 24 34 83 E& |..:Ds4s 0080: 00 00 59 44 24 34 83 E& |._:Ds4s
ooss: 04 OF 82 45 00 00 00 &4 |..,E...d NO0E8: 04 OF 82 45 00 00 00 &4 |__,E._.d
oo70: 21 18 00 00 00 85 CO OF |*.....R. 0070: A1 18 00 00 00 85 CO OF |*.....R.
0072: 22 02 00 OO0 00 8B 40 24 |....<@4 0072: 82 02 00 00 OO0 8B 40 24 |..._<@4
00s0: E9 OF 00 00 00 &8 D2 56 |é&.. . hiv NOB0: ES OF 00 00 00 &8 &7 4D |é___ _hgM
008&: DF 1E E& 76 00 00 00 E& |B.&v.._ .8 008&- 50 EA EB 76 00 00 00 E& |edw.___&
00s0: &0 00 00 OO0 38 DE OF 85 |m...8B.. 00S0: &0 00 00 00 38 D8 OF 85 |m...8R.._
00%2: 05 00 00 00 E8 BD 01 00 |....&7.. 0092: 05 00 00 00 EE BD 01 00 |....&"..
O0RO: 00 &8 D& OD 21 &2 ES SR | .hOYV'bez NORAO: 00 68 &3 C& EE 96§ EB SA | _heli-8Z
O0R&: 00 00 00 FF 74 24 34 EB |... t34d O0RS: 00 00 00 FF 74 24 34 E& |... t34d
DOBO: 4D 00 00 00 5F 52 SD 8B [M... -]« 0OBO: 4D 00 00 00 5F SE 5D BB |M... ~]«
DOB2: SC 24 04 83 C4 08 S& 59 [w&.E_Z¥ NOBE: 5C 24 04 83 C4 08 SR 59 [vs_E_Z¥
0ocO: 58 C2 50 00 2B CO 48 47 |XA0_+3HE NO0CO: 58 CZ 30 00 ZB CO 48 47 |XR0_+RHG
0oCE: BS BS EF 00 00 OF AF CA |gupd.. . ZE 00CE: B3 BS EF 00 00 land. . .25
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e
L]
fo

00D0: 320 4F FF 47

L]
w
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|00 G {wgF 00DO0: 30 4F FF 47 Z8 E B7 |00 GlwtF
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]
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(=41
=]
=]
e
]
m
3
ST T s I s

DODE: D1 4F 82 EE FE B& D& 3D |Nosit+i= 0oDa E FE 2D |N+d0&f=
O0E0: 97 36 03 00 OF 86 DD FF |—&...t% OOED: 87 36 03 00 OF 86 DD FF |—6...t%
O0ES: FF FF C3 8B 2C 24 8D 64 | "REe,sTd O0ES: FF FF C3 BB 2C 24 8D 64 | "Be,sTd
OOF0: 24 E0 FF 74 24 54 81 44 |$# tsTD OOF0: 24 E0 FF 74 24 54 81 44 |$# t3TD
ODOFE: 24 24 FL CE FC FF 5B FF |ssala [ OOF8: 24 24 45 50 FE FF 5B FF |$sID% [
0l100: E5 FF E6 16 %6 8D 4B 03 |i-&. -TE. 0l100: ES FF E6 SE 0OC 8D 4B 0% |1-&% Tw.
0105: €A FF FF 71 33 S& 03 4C |j "g3Z.L 0108: €A FF FF 71 33 SA 03 4C |j "g3Z.L
0110: 1A 78 SA BB 79 17 42 BB | .xZ<y.B< 0110: 1& 78 SA 8B 79 17 EB 04 | .xZ<y.<.
D118- 04 1F 83 C7 04 8D 74 18 |..¢.Te. 0118: 1F 42 83 C7 04 8D 74 18 | .BQ.Te.
0l120: FD 3B 51 OF OF 83 &4 00 |§:;Q..d. 01z0: FD 3B 51 OF OF 83 &4 00 |§;Q..d.
01z8: 00 00 53 51 53 CO 6B CO | ..S5QSEkE2 01z8: 00 00 53 51 53 CO &B CO | ..5Q32kR
0130: OF OF B 4E 03 2B Cl 83 |..gN.+& 0130: OF OF BE 4E 03 2B C1 83 |..9N.+&
0l2g8: EE EE 8D 76 EF 80 7E 02 |iifvde~. 0128: EE EE 8D 74 EF 80 7E 02 |iifwde~.
0140: O OF &3 E7 FF FF FF 33 |..g '3 0140: OR OF 3 E7 FF FF FF 33 |..g "3
0145: 44 24 OC 59 5B 35 08 BE |DS.Y[5.2 01458: 44 24 OC 59 SB 35 B3 95 |D$.Y[5i-
D150: &5 CF OF 85 BE FF FF FF |&AD...I - 0150: EX 3B OF 85 BE FF FF FF |g;..1 °
0l58: 23 E9 EF 82 C4 08 FF 71 |&di. g 0158: 23 E9 EF 832 C4 08 FF 71 |&dE. g
D160: 02 5F 03 FE 03 DZ BB 71 |. .i.Heg 0160: 0 5F 03 DZ 03 FB BB 71 |. .H.iicg
0l165: OA 03 D3 &6 8B 04 32 C1 |..0fc 2R 0165: OA 03 D3 66 5B 04 32 C1 | . .05 .23
0170: E0 10 ©1 E8 0E FF 34 38 |£.A&. 48 0170: E0 10 C1 8 OE FF 34 38 |£.A&. 48
0178: 01 1C 24 8B 44 24 24 FC

FC 5E |[..%«D3d~ - |01728: 01 1C 24 2B 44 5E |..3<Dsua"

Conclusion

Nowadays, such old viruses are mostly forgotten, but it doesn’t mean that we are fully safe
from them. Fortunately, most AV products can detect viruses like Virut by their signatures —
but the people who decided not to use AV may still become their victims.

Even their command-and-controll infrastructure is dead, the old infectors can roam around.
There are old servers in the world that are left infected with old viruses, such as Virut or
MyDoom. On our honeypots, we regularly get spam that is being sent from such abandoned
bots.
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Yet, it is unusual to encounter an old virus in wild sent by a modern-style drive-by attack. We
never know how an old threat can get blended with a new one. This time we were lucky and
the attack was simple, with a small reach.

Malwarebytes detects this DDoS bot binary as Trojan.Bayrob.

My ACCount

_ Stan m“kMdUIe
Custom Scan Results: 1 of 1 identified item is selected

Te guarantine the selected items, click Quarantine Selected. i you don't want to quarantine any of the detected mems, dick
Cancel. More Informar

Threat Type WName Dbject Type Location

Trojan.Bayrab File ChD5749F0BEBDITEZS1 1CEDASI481EETDE
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