Latest Elise APT comes packed with Sandbox Evasions

C} joesecurity.org/blog/8409877569366580427

Recently we came across an interesting sample which seems to be related to Elise Malware.
Elise is tight to the Dragon Fish and Lotus Blossom APT groups which primary targets
governments and defense contractors. Elise is known to infect victims by using the latest
exploits available and is often packed with interesting Sandbox evasion techniques.

In this blog post, we will dissect the latest version of Elise.

The sample under investigation is distributed as an Office document lure. To be more precise
in Rich Text Format.
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General
File type: Rich Text Format data, version 1, unknown character set
Entropy (8bit): 4652722413777991
TriD: = Rich Text Format (5005/1) 55.56%
= Rich Text Format (4004/1) 44 44%
. File name: . DoMotOpen2.doc
File size: 261090
MDOE: f12fc 71152004 8bcef52cbeallab2335a
SHAT: Si8926b2f1138b581c6529a111Tc43a3060bfde 1
. SHAZ256: . d3fc69a9f2ae2c 446434 abbibe 1693ef0f81a5dalarf39d27c B0d85f4a4 9411
SHAE1Z: deec56T3653561 3548671a1586a6089%e4fd952fd693922aabaldbe 7657 10cd32186¢calc 1t

Fila Content Preview
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CVE-2018-0802

We start the analysis by having a look at the behavior graph and acknowledge that the
process EQNEDT32.EXE was started among Winword.exe:

Behavior Graph
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This process is the Microsoft Office Equation Editor. In November 2017 the security company
Embedi detected an exploit in EQNEDT32.EXE which later got the identification CVE-2017-
11882. Microsoft patched the flaw in November.

So, is Elise using this exploit? To answer this question we had a detailed look at the exploit
itself. The outcome: no it is not CVE-2017-11882 but rather CVE-2018-0802. CVE-2018-
08027 This a second exploit also included in EQNEDT32.EXE which was detected in later
December.

We extracted the trampoline and shellcode:
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The code renames and loads the PE file (named a.b) previously dropped by Word. The
newly loaded code is then injected into |IExplorer.exe where the main payload is executed:
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Sandbox Evasions

pusn oo
push dword pir jebp-CO00Z4Ch]
call dward pir jobp D000 540]

push FFFFFFFFh
push eax

call ik

wnp BB TSR

push edi

push esi

push dwaord pir [ebp- DO0002300]
push dwond plr [ebp-D00D024CH]
call dwaord pir [ 17E0400]

push dwaord pir [abp-DCO0Z4CH)
call dward pir [§17TB206CH|
pop edi

CroaseRemate Thread@KERNEL 3 DLL {impars, Hidden,
T Pafams) execulied

axncubed

WaitFaringlaObjeciEKERME LY DLL {Impart_ 2
Params)

targel 61782720
wref: BITERE1F 617TE2628

WirhualF rea Exi@RERKNELIY OLL {Import, Unknown
Params)

wrad: G1TERGCO S1TEIT12
CloseHandlef@KERMEL 2 DLL (Impor, 1 Params)
wred: G1TE2A0E 61 THMES G17E2557 617R2S0F
E1TB2EAT

Elise performs a variety of sandbox checks in In IExplorer:

Function 004F27EF, Relevance: 2.5, Strings: 2, Instructions: 23

Sinngs

= hMY, refe: QO4F2TAG
+ hXMY, xrefs: 004F 2TBE

Mamory Durmg Source

= Sowce File: DDDO0O0S, 0O000HEL 773005659 D0aF D000, 00000040 sdmp, Offsel. DD4FODDD, Based on PE true

Jod Sandbox IDA Plugin

= Snapshot Fille: hearesult 32 4f0000_iexphore jhad

Addrass

O04F27aF
(4F2
Q04F 2796
Q04F 2796
O04F27T9F
O04F2TAS
(4F2 T A4
(04F2T AR
O04F27AE
O04F27AB
004F27E0
(04F 2TEE
(04F2TEA
004F27EE
O04F27C

Instruction

push [O00000CH
push MFEEE0R
call DIF 5964h

maw byle ptr [ebp-1%h], 00000001H
and dward pir [ebp-04h], DDDR0000R

push edx

push ecx

push ehx

o eax, 564053680
moe ebie, 00000000
ma acx, PI00000AR
o ade, DDDDEGSEH

I eax, dx

cmp ebx, 564055680
sele byle ptr [ebp-1%h]

Meta Information

target DO4FR564

ASCI "hXMV" (Chunk)

ASCI "RV (Chunk)

VMware backdoor check
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Function 004F27ES, Relevance: 28.1, APIs: 10, Strings: 6, Instructions: 94

APls

» RegOpenKeyExW ADNVAPI32(80000002 3YSTEM\ControlSet00 1\services\Disk\Enum 00000000,00020019,7,
» GetlastError KERNEL3Z ref 004F 2824
s printf MSVCRT ref: 004F2530
« memset MSVCRT ref: 004F2852
» RegQueryValueExW ADWVAPI32(? 004F646C 00000000,00000000,7,7), ref: DD4F286C
» wesstr. MSVCRT ref: 004F2858
» wesstr. MSVCRT ref: 004F28A2
= wesstr. MSVCRT ref: 004F2888
= wesstr MSVCRT ref: DD4F28CE
» RegCloseKey ADVAPI32(7), ref DD4F280DE
« Part of subcall function 004F32A0: SetUnhandledExceptionFilter KERNEL32(00000000), ref 004F3CEZ
» Part of subcall function 004F32A0: UnhandledExceptionFilter KERNEL32{004F&190), ref: 004F3CED
» Part of subcall function 004F32A0: GetCurrentProcess KERNEL32(C0O000409), ref 004F3CF2
» Part of subcall function 004F32A0: TerminateProcess KERMEL32{00000000), ref: 004F3CFF
» Part of subcall function 004F3197; _ermo. MSVCRT ref. D04F31A4
= Part of subcall function 004F3197: _weshwr MSVCRT ref, D04F3106

Stnings

= virtualhd, xrefs: 004F28C8

« ymware, xrefs: 004F2885

= 0x3A RegOpenKeyExW Disk Failed-%d, xrefs: 0D4F252B

= gemu, xrefs: 004F289C

« SYSTEM\ControlSetl01\services\DiskK\Enum, xrefs: 004F2800
= vbox, xrefs: 004F2382

Disk Name Check
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Check for various Analysis Tools
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Function 004F2A05, Relavance: 46.0, APIs: 7, 5trings: 19, Instructions: 482

APls

« CreateToolhelpl2Snapshot KERNEL32(00000002 00000000), ref: D04F2A824

« memset MSVCRT ref: DD4F2451

« memset MEVCRT rel D04F2A6C

= Process32FirstW KERMEL32(? %), ref: 004F2ATE

o swprintf_LLIBCMT ref DD4F24A4
= Part of subcall function 004F3197: _ermo MSVCRT ref: 004F31A4
» Parn of subcall function 0D4F3197; _weshwr M3VCRT ref: 004F3106

* Process32NextW KERMEL32(? %), ref. 004F2FGA

= CloseHandle KERNEL32(?), ref: 004F2F51
« Part of subeall function D04F32A0; SetlnhandledExceptionFilter KERNEL32(00000000), ref 004F3CE2
» Part of subcall function 004F32A0: UnhandledExceptionFilter KERMEL32(004FG190), ref. D04F3CED
» Par of subcall function DDAF32A0: GetCurrentProcess KERNEL32{C0000409), ref: 004F3CFE
+ Part of subcall function 004F32A0: TerminateProcess KERMEL32(00000000), ref D04F3CFF

Stnings

« irise.exe, xrefs: 004F2C95

= vmupgradehelper.exe, xrefs: 004F2BAS
« windbg exe, xrefs: 004FZE20

« Syserexe, xrefs: 004F2EAS

« Regshot exe, xrefs: 004F2058

« SandboxmieDeomLaunch exe, xrafs: 004F2F23
« vmtools exe, xrefs: 004F2C84

o risSve exe, xrefs DDAF2CCC

= vmwaretray.exe, xrefs: 004F2BGE

« SandboxieRpcSs exe, xrefs: DDAFZEEC
« vmwareuserexe, xrefs: 004F2B33

= vboxiray.exe, xrefs: 004F2ABD

« vhoxservice exe, xrefs: 004F2AFE

= wireshark_exe, xrefs: 004F2010

« vmacthlp exe, xrefs: D04FZCAF

« ollydbg exe, xrefs: 004F20D0C

« FuSnifferexe, xrefs: 004F2054

« viloolsd exe xrefs: DD4FZEE4

» PEBrowseDbg.exe, xrefs: 004F2EGS

Process Check
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Function 004F2FA1, Relevance: 42.2, APIs: 16, Strings: 8, Instructions: 155

APl

o ?72@YAPAXI@Z MSVCRT ref: 004F2FC4

= memset. MSVCRT ref: 004F2FD4

= GetAdaptersinfo IPHLPAPI0D000000,7), ref: 004F2FES

o ??73@YARPAX@Z MSVCRT ref 004F2FF5

o 7?2@YAPAXI@Z MSVCRT ref. 004F2FFD

= GetAdaptersinfo. IPHLPAPIQDOO0000,7), ref: 004F300B

= memset MSVCRT ref: D04F3021

«  swprintf LLIBCMT ref. 004F3073

= ?HaYAXPAX@Z MSVCRT ref: D04F300C

= strstr MSVCRT ref O04F304B

» strstr. MSVCRT ref: 004F30CH

= strstr. MSYCRT ref: 004F 3005

« stretr MSVCRT ref DO4F30ES

= strstr MSVCRT ref: 004F30FD

= strstr. MSVCRT ref. 004F3111

« stretr MSVCRT ref D04F3125
+ Part of subcall function 004F32A0: SetUnhandledExceptionFilter KERNEL32{00000000), ref: OC
« Part of subcall function 004F32A0: UnhandledExceptionFilter KERNEL32{004F6130), ref. 004F
= Part of subcall function 004F32A0: GetCurrentProcess KERNEL32(C0000409), ref: 004F3CFE&
+ Part of subcall function 004F32A0: TerminateProcess KERNEL32{00000000), ref: QD4F3CFF

Strings

=« 00163E, xrefs: 004F3108
s 000569, xrefs: 004F30A5
o 02X %0202 % 02X %02 X% 02X | xrefs: OD4F 3064
« 001C14, xrefs: 004F30CF
s 000C29, xrefs: 004F30BE
« 0015580, xrefs: O04F30F 7
« 080027, xrefs: DD4F311F
= 005056, xrefs: 004F30E3

Mac Address Check

Payloads

After passing all the sandbox checks Elise creates an autostart key:
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Thanks to Hybrid Code Analysis we can also detect all malicious functionalities:

FUNCTON UUST1Z90, KEIBVANCE: ¥5.4, AFIS: 10, STNNGS: 5, INSTIUCTIONS: 191 WASSEL

APls

« memset M3VCRT ref 00511301
= Parl of subcall function 00511124: memset MSVCRT ref. 00511154
« Part of subcall function 00511124: RegEnumKeyW ADVAPI32(B0000003, 00000000, 7 000001 04), ref 00511170
= Part of subcall function 00211124 wesncmp MSVCRT(S-1-5-21,7 00000005), ref. 00511199
= Part of subcall function 00511124 wesstr MEWCRT ref 00511151
+ Part of subcall function 00511124: memset MSVCRT ref. 005111CF
« Part of subcall function 00511124: RegOpenKeyExW ADVAP|32(5000000% 7 00000000, 00020019, %), ref. 0051120
« RegQueryValueExW ADNVAPI32{00000000, ProxyEnakble 00000000, 00000000,7,7 7,7 00000000, ref: 00511345
* RegQueryValueExW.ADVAPI32(? Prosy Server 00000000 00000000, %), ref. 0511370
» RegClosekey ADVARIIZT), ref 0511378
¢ _ swprintf_LLIBCMT ref. 00511326
= Part of subcall function D0S19317: _errno MSWCRT ref: 00519324
= Part of subcall function 00519317 _weshwr MSVCRT ref: 00519356
» wesstr MEWVCRT ref: Q0511389
« wesstr MSVCRT ref: 00511303
o wosstr MEWVCRT ref O05113EE
« memselMIVCRT ref 00511412
« Part of subcall function D051ASBE: _errno MSVCRT ref: 00514803
= Part of subcall function 0051ASBE: _errno MSVCRT ref: 0051410
«  swprintf LLIBCMT ref: 00511422
= Part of subcall function 00518133 memset MSVCRT ref 00518179
= Part of subcall function 00218133 GetLocalTime KERNELIZ(?,7%.7), ref. 00515153
= Part of subcall function D0518133; _ swprintf | LIBCMT ref: 005181040
= Part of subcall function 00518133 memset MSVCRT ref: 0051621C
= Fart of subcall function 00518133 WideCharToMultiByte KERNEL32{00000000 00000000, 7 000000FF, 7, 0000CE!
= Part of subcall function 00518133; CreateFileA KERMNEL32{C \Userswzer~1\ApplalalLecal Tempi\FXSAPI DebuglL:
= Part of subcall function D0518133; GetFile Size KERNEL32{ 00000000, 00000000), ref: 00515268
= Pari of subcall function 00518133: SetEndOfFile KERMEL32{00000000), ref. 00513230
= Part of subcall function 00518133 SetFilePointer KERMNEL32(00000000,00000000,00000000, 00000002), ret: 005
= Part of subcall function 00518133 WriteFile KERNEL32(00000000,?,2,7,00000000), ref: 005152CE
« Part of subcall funcbion 00518133: CloseHandle KERNEL32{00000000), ref: 00518202
= Part of subcall function DDS1A460; SetUnhandled ExceptionFilter KERNELZ2(00000000), ref: 00516435
« Parl of subcall function 00514460 UnhandledExce ptionFilter KERNEL32{0051E3CE), ref. 00516440
= Fart of subcall function D051A460; GetCurrentProcess KERNEL3Z(COO00405), ref: DD5164A8
= Part of subcall function 00514460; TerminateProcess KERNEL32(00000000), ref. 00516462

Sinngs
« Get |EProxy %s., xrefs: 005114CE
« ProceyServer, xrefs: 00611365
v Ths=%s s, xrefs: O05114E63

# ProxyEnable, xrefs. 00511335
= Ys=, xrefs: 00511390

Add a Proxy to Internet Explorer
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= Part of subcall function 0051ASBE: _ermo MSVCRT ref 00514903
= Part of subcall function 0051A9BB: _ermo M3VCRT ref 0051AA1C

fgetws MSWCRT ref- 005117B1

wesstr MSWYCRT ref: 005117Ca

wesstr MSVCRT ref: 00511854

witoi MSYCRT ref: 00511551

feof MSWVCRT ref: 00511893

felose MSVCRT ref: D05118A7

__swprintf_|LIBCMT ref: 005118E3
= Part of subcall function 00518133 memset MSVCRT ref 00513179
= Part of subcall function 00515133: GetLocalTime KERMEL32(? ?.2,7), ref: 00518188
= Part of subcall function 00518133: _ swprintf_LLIBCMT ref. 00518100
» Part of subcall function 00518133 memset MSVCRT ref 0051821C
« Part of subcall function 00518133: WideCharToMultiByte KERNEL32(00000000,000C
= Part of subcall function 00518133: CreateFileA KERNEL32{C:Wsers\user-1\AppData’
= Part of subcall function 00518133: GetFileSize KERNEL32{D0000000,00000000), ref:
» Part of subcall function 00515133: SetEndOfFile KERNEL32(00000000), ref: 00515828
« Par of subcall function 00518133: SetFilePointer KERNEL32{00000000,00000000,0C
= Part of subcall function 00518133 WriteFile KERNEL32(00000000,7,7,7,00000000), r
» Part of subcall function 00515133: CloseHandle KERNEL32(00000000), ref: 0051520

Strngs

user_pref"network proxy. hitp”, *, xrefs: 00511642
Get FireFoxProxy %s, xrefs: D05118E9
user_pref{"network proxy.ssl_port”, | xrefs: 00511605
HTTPS, xrefs: 00511720

user_pref("network. proxy.ssl”, ”, xrefs: 005116C0
profiles.ini, xrefs: 005115C6

Profile%d, xrefs: 00511509

HTTP, xrefs: DD5116EG

Wozilla\Firefox\, xrefs: 00511598

\prefs js, xrefs: D051161F

Yes=%sMYs Yd, xrefs: 00511806

Path, xrefs: 005115FC

user_pref("network. proxy. hitp_port”, , xrefs: 00511662

Add a Proxy to Firefox

Finally, in function 514D05, 5159AF and 515486 we find the download, upload and
command execution handlers. Elise can collect and upload the following data:

CPU Usage

Ram (size/free)

Disk space (size/free)
Windows Version
Username
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e Locale

e Timezone

e SID

o List of tasks

o List of network adapters
o List of files on Desktop

Final Words

Elise is a very advanced piece of malware using for its distribution only the latest exploits.
Before the main payload is executed many different Sandbox evasions are performed. The
payload and the communication code is injected into IExplorer likely bypassing PFW and
HIPS.

Interested in trying out Joe Sandbox? Register for free at Joe Sandbox Cloud Basic or
contact us for an in-depth technical demo!

Full Joe Sandbox Analysis Report.
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