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MBRIlock Ransomware

Aliases: Haxlocker, Dexcrypt

(wndpoBanbLmK-BbIMOratens, MBR-moaudukatop)

OTOT KpMNTO-BbIMOraTenbs WMAPYET ANCKK NONb3oBaTenen, a 3atem TpedyeT Bbikyn B 30
toaHen, 4Tobbl BepHYTb dhannbl. OpurmHaneHoe HasaHue: MBRlock 1 Hax. Kutainckoe
HasBaHVe: Bhg & A2 Ha daiine HanucaHo: Hax.exe. Hanucan Ha sisbike FlyStudio. B

0OHOBNEHNAX TakKe MOryT BbITb HEPOACTBEHHbIE BApPUAHThI.

O6HapyxeHuA:

DrWeb -> Trojan.MBRIock.280

ALYac -> Trojan.Ransom.MBRLock

Avira (no cloud) -> TR/Ransom.MBRIlock.qgmpg

BitDefender -> Gen:Variant. Ransom.MBRLock.3

ESET-NOD32 -> Win32/MBRIlock.AZ

Malwarebytes -> Trojan.MalPack.FlyStudio

Microsoft -> Ransom:Win32/Dexcrypt

Rising -> Ransom.Dexcrypt!1.B151 (CLASSIC)

TrendMicro -> Ransom_HAXLOCKER.THBIBH

© NeHeanorunsa: BbIACHAETCS.
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N3o06paxxeHne poboTta Ha nkoHke hanna Hax.exe

K sawmdpoBaHHbIM dharnam gobasnaeTcs paclumpeHme *HeT AaHHbIX™ .

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTens npuwiack Ha Havano gespansa 2018 r.
OpureHTUpoBaH Ha KUTANCKNX U aHIMOA3bIYHbIX NOMb30BaTeNen, YTo He MeLlaeT
pacrnpoCcTpaHaTb ero No BCEMY MUPY.

3anuckoit ¢ TpeboBaHMeM BbiKyna BbICTYNaeT YEPHbIN 3KpaH GrOKNPOBKU:

CKpUMHLIOTBI pa3Hbix 06pa3L 0B UMET pasnuyns B TEKCTE
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https://2.bp.blogspot.com/-Se82-UUbFFg/WnyDK8dpB_I/AAAAAAAAJAY/irdjsMqFN90dXXZuAUj5votlhiNi0N0agCLcBGAs/s1600/Hax.jpg
https://1.bp.blogspot.com/-pL8Cw3rCETM/WnyNZG6TYbI/AAAAAAAAJAo/fKSicmgjDCQNHoLBQj_mmNyGCyesE8UfwCLcBGAs/s1600/mbrlock-1.jpg
https://1.bp.blogspot.com/-oGXcK9Xfz88/WnyNcJybVzI/AAAAAAAAJAs/_Eq7l6zDIvQZjbsyirFJIE-wDoi1BD9xwCLcBGAs/s1600/mbrlock-2.jpg
https://1.bp.blogspot.com/-R6PokU9OnH4/Wn6n0-uVqlI/AAAAAAAAJCo/UgTU_npXvkU_aL_oMs6_NBvBac3FjCXmgCEwYBhgL/s1600/mbrlock-3.jpg

CopepxaHue 3annCKu O BbiKyne:
Your disk have a lock!!!Please enter the unlock password
yao mi ma gei 30 yuan jia qq 2055965068

MNepeBoa 3anUCKKN Ha PYCCKUM A3bIK:
Ha Bawem gucke 3amok!!! BBeguTte naponb pastnokMpoBKu
Maponb 3a 30 oaHen Ha qq 2055965068

TexHn4yeckune petanu

MoxkeT pacnpoCTpaHATbLCA NYTEM B3floMa Yepes HesalmueHHyo KoHdurypaumio RDP, ¢
nomMoLbio email-cnama n BpegoHOCHbIX BNOXEHUA, 0BMaHHbIX 3arpy30K, 9KCNI0MTOB, BE6-
NHXXEKTOB, dhanbLUMBbIX OBGHOBMNEHWIA, NEpenakoBaHHbIX U 3apaXXEHHbIX MHCTaNAToOpoB. CMm.
Takke "OCHOBHble COCOObLI pacnpoCcTpaHEHNa KpUNTOBbLIMOraTenen" Ha BBOAHOW CTpaHULE
tnora.

11! Ecnu Bbl NnpeHebperaeTe KOMMNJIEKCHOW aHTUBMPYCHOM 3almUTOM Knacca Internet
Security nnu Total Security, To xoTa 661 AenanTe pe3epBHOE KONNMPOBaHME BaXXHbIX hannos
no metoay 3-2-1.

» [locne yctaHoBkM MBRLocker cpasy nepesarpyaeT KOMNbIOTEP, a XepTBe NokasblBaeTCA
YEPHBIN 3KpaH ¢ n3obpaxeHnem Yyepena B ASCIl n coobuwenmnem otnpasntb 30 toaHen Ha
agpec qq 2055965068, 4Tobbl BEpHYTb AOCTYMN K KOMMbIOTEPY.

» TpebyeT npaBa agmuHucTpaTopa Ha bnokupoeky MBR. lNonyunB npaBa nepesanucbiBaeT
MBR.

BoccTtaHoBUTb JOCTYN MOXHO CTaHAAPTHLIMKU cpeacTBamMmu BoccTaHoBreHnsa Windows:
fixmbr n fixboot.

MpeaBapuUTENbHO 3aWLNTUTL ANCK MOXHO C MOMOLLbIO BecnnaTtHoro
nHctpymeHta MBREFilter.
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https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://1.bp.blogspot.com/-p3UncJA5aeA/WnyPrPYbxXI/AAAAAAAAJA8/d0vb_CTTq58O6Gr6kYVXntmQWstbRNqBgCLcBGAs/s1600/runas-exe.png
https://anti-ransomware.blogspot.com/2016/10/mbrfilter.html

Cnucok cannoBbix pacluMpeHui, nogBeprarowmxcs WwndpoBaHuUIo:
.BMP, .CUR, .GIF, .ICO, .JPG, .MID, .PNG, .prn, .txt, WAV (10 pacwmpeHni).

OTO TeKcToBblE (hansibl, oTorpadumn, My3bika, MKOHKK, KypCcopbl 1 Mp.

dannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:
Ransomware MBRLock.exe (Hax.exe)
runas.exe

<random>.exe

360.dll v gpyrre

» Cyna no pesynsratam aHanusa, Ucnonbe3yeT annbl OT Kutamckoro aHtusmpyca 360
Security.

PacnonoxeHus:
\Desktop\Ransomware MBRLock.exe
C:\Windows\System32\runas.exe

3anucu peecTpa, cBA3aHHble C 3TUM Ransomware:
CM. HWXKe pesynbTaTbl aHanmn3os.

CeTeBble NOAKITIOYEHUA N CBA3MN:
CM. Huxe pesynbratbl aHalmM30B.

PesynbraTbl aHann3oB:
ANY.RUN aHanus n o63op >>
(MBpuAHbIN aHanus3 >>
VirusTotal aHanus >>

Hpyron aHanuns >>

CteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MoapobHble cBegeHnst cobuparoTca perynsipHo.

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapuaHT ot 28 utoHa 2020:
CoobuieHve >>

KonTakT B QQ: ID 3462958206 .
Pesynbrathl aHanusos: VT + 1A

BapuaHT ot 29 okTsa6psa 2020:
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https://app.any.run/tasks/0a7e643f-7562-4575-b8a5-747bd6b5f02d
https://www.hybrid-analysis.com/sample/dfc56a704b5e031f3b0d2d0ea1d06f9157758ad950483b44ac4b77d33293cb38?environmentId=100
https://virustotal.com/ru/file/dfc56a704b5e031f3b0d2d0ea1d06f9157758ad950483b44ac4b77d33293cb38/analysis/
https://twitter.com/Jirehlov/status/1284831581618618368
https://www.virustotal.com/gui/file/2feb30783effe54a60b923c972f4bc9376f4f391df5cd4d1093d153f4ab7e4b3
https://analyze.intezer.com/analyses/7d52928c-1704-4973-9b96-5fe2a12aa9c8

CoobLieHue >>
CoobLleHue >>
KoHTakt B QQ: ID 430240479

» TekcT Ha aKkpaHe:

Warning!!'Because you do not study well, so your computer has been encrypted by me, want
to decrypt please study well!'!Automatic decryption time:32,767 days to go. Decryption add
QQ:430240479 -Beiliu -Powered By Beiguo

Koa ons atoro BapuanTa: beiliu666NB

Tatoke Ncnonb3yeTcs MHPOPMAaLIMOHHOE ANANOroBOe OKHO, KOTOPOE MOXHO 3aKpbIThb.
. — -
- HrBees (=] -]

Warning! ! ! UEFREITRRE T “HE " AEEG

&=
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https://twitter.com/siri_urz/status/1321787259276922880
https://twitter.com/Kangxiaopao/status/1324278819574878208
https://1.bp.blogspot.com/-E5wDdkTF_7Q/YYoToGsoYeI/AAAAAAAAawc/9eQcZ5yyYJU9mnfC0NvI36JsaLG0TlT5ACLcBGAsYHQ/s720/screen1.png
https://1.bp.blogspot.com/-yYl4WbAbKEo/YYoToJaeklI/AAAAAAAAawY/2yEFSGWUpHIhzDdR4jUjkINdURKUJx_iACLcBGAsYHQ/s811/screen2.png
https://1.bp.blogspot.com/-TDSE8bDPZ6w/YYoTzwKLWEI/AAAAAAAAawg/zdmAV4A6zOwAH7F2WbfzzxIGUQ4hQE4eQCLcBGAsYHQ/s389/dial-note.png
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Pesynbrathl aHanusos: VT + 1A

» O6GHapyxeHus:

ALYac -> Trojan.Ransom.MBRIlock

Avira (no cloud) -> TR/Ransom.MBRIlock.kdilv
BitDefenderGeneric.Ransom.MBRLock.330538BF
DrWeb -> Trojan.MBRIock.301

ESET-NOD32 -> A Variant Of Win32/MBRIlock.AQ
Kaspersky -> HEUR:Trojan-Ransom.Win32.Mbro.gen
Malwarebytes -> Ransom.MBRLock

Microsoft -> Ransom:Win32/Molock.Albit

Rising -> Ransom.MBRIock!1.B6DC (CLASSIC)
Tencent -> Win32.Trojan.Mbro.Wixk

TrendMicro -> Ransom.Win32.MBRLOCKER.SM

=== 2021 ===

BapuaHT ot 5 aHBaps 2021:
CoobulieHne >>
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https://1.bp.blogspot.com/-5i2bt0BbD8g/YYoT2hs1hsI/AAAAAAAAawk/ZKfpYk9KaNAMFWNTmbi-1n7k94r4o50EwCLcBGAsYHQ/s800/combo.png
https://www.virustotal.com/gui/file/51a1f598e80415ccbc27075ea7829e27bf62acb47b01d2fb03e2dc8bc04a27de
https://analyze.intezer.com/analyses/47dd0a7e-a05d-4bf5-9ffb-e0b519d83d3d
https://twitter.com/siri_urz/status/1346463104083709954
https://1.bp.blogspot.com/-A2tt2GmYCWw/YYoWKdta65I/AAAAAAAAaw8/_MSGdn01T4oHTRonzUjwMH3mJneIXYXZwCLcBGAsYHQ/s1088/screen1.jpg
https://1.bp.blogspot.com/-7Ql7ycoONqs/YYoWKQR07vI/AAAAAAAAaw4/RqnR4M2txGwWvOsPifWLRGT_EMH3fngKgCLcBGAsYHQ/s1088/screen2.jpg

Vindowvs 1= killed by covid?2l
only thing vou can do nov i1z look
SUTrpri=e
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™

dannbl: covid21.exe, covid.vbs, covid21.vbs, covid21.bat, screenscrew.exe, corona.vbs,
covid.bmp, PayloadMBR.exe, PayloadGDl.exe, CLWCP.exe
» O6HapyxeHus:

ALYac -> Trojan.Agent.KillMBR

Avira (no cloud) -> TR/KiIlIMBR.NDS.1

BitDefender -> Dropped:Application.Joke.Blurscrn.A

DrWeb -> Trojan.KillMBR.24874

ESET-NOD32 -> A Variant Of Win32/KillMBR.NDS
Malwarebytes -> Ransom.Winlock

Microsoft -> Ransom:Win32/MBRLocker.DAIMTB

Rising -> Ransom.MBRLocker!8.F8C3 (CLOUD)

Tencent -> Win32.Trojan.Diskwriter.Dxni

TrendMicro -> Ransom.Win32.MBRLOCKER.THAABBA

BapuaHT ot 6 sHBaps 2021:
CoobuieHne >>

CHMMOK 3KpaHa:

®ann: mbr lock.bin

Pesyneratbl aHann3os: VT

» O6HapyxeHus:

ALYac -> Trojan.Ransom.MBRlock
DrWeb -> Trojan.Siggen9.27655
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https://1.bp.blogspot.com/-AQscPOWx9RI/YYoWKXiX4cI/AAAAAAAAaw0/pYC2k9Jen9gg-Sy_vIShqlERswUUwtZ2QCLcBGAsYHQ/s640/screen3.png
https://twitter.com/siri_urz/status/1346744482998398983
https://1.bp.blogspot.com/-J-CoVVPMLjU/YYoSp0lFWjI/AAAAAAAAawA/Aw4mICdyNtIt14ooA4kXWCjYoAKT0wJ1ACLcBGAsYHQ/s720/note-6-1-21.png
https://www.virustotal.com/gui/file/441d4b0ed11c62ca289d13b3d48f1d54075dd87be925467b749d033bb99e3474

ESET-NOD32 -> A Variant Of Win32/KillMBR.NDS
Kaspersky -> Trojan.Win32.DiskWriter.ebe
Malwarebytes -> Trojan.MBRLock

Microsoft -> Trojan:Win32/Killmbr

Rising -> Trojan.KillMBR!1.C48A (CLASSIC)
TrendMicro -> Trojan.Win32.KILLMBR.AC

BapuaHT ot 7 sHBapsa 2021:
CoobuieHune >>

Pesyneratbl aHanusos: VT + VT
CHUMKM 3KpaHa:

ou dont hear me and you pay
he coRsequeERcEs

BapwuaHT ot 1 mapTta 2021:
CoobuieHne >>
PesynbraTthl aHanusos: VT

try te reboot or your whole system will gs to the trash can
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https://twitter.com/siri_urz/status/1347126068965224450
https://www.virustotal.com/gui/file/d2779954a97001823566a6cb571324be431a55c64fd95cadfa6547df7167d225
https://www.virustotal.com/gui/file/928f5615a2ee9fd8b4f25a198f387ebf6a832990a2dfcceba42995ad730d4232
https://1.bp.blogspot.com/-IBztfpoQoDM/YYoS9x8hTHI/AAAAAAAAawI/RUvdQKna35kRwMQ1hTPabxWywMfk0mo3ACLcBGAsYHQ/s720/screen1.png
https://1.bp.blogspot.com/-Kr5MqDuq9ik/YYoS9yV6TXI/AAAAAAAAawM/WId9nsSNPHMDOJnpVNFS6-mmqPUtUZfjACLcBGAsYHQ/s720/screen2.png
https://twitter.com/fbgwls245/status/1367428308435169283
https://www.virustotal.com/gui/file/d00dd5a7408f5d0e558065a0f26e34392d3ec7220d1043fc7c6c7332a8ff7e0b/detection
https://1.bp.blogspot.com/-XhziriUWSlE/YaS-t9odr5I/AAAAAAAAbJ0/WH9dpvjiqA07cvWwsLE_t-rayPVWckjyACLcBGAsYHQ/s833/EvoSouTUcAEX4sM.png

BapuaHT o1 22 HOsOpA 2021:

dann: 1.exe

Pesyneratbl aHann3os: VT

» O6HapyxeHus:

DrWeb -> Trojan.KillMBR.24875
BitDefender -> Trojan.GenericKD.38108433
ESET-NOD32 -> Win64/KillMBR.G
Kaspersky -> Trojan.Win64.Agentb.beg
Microsoft -> Trojan:Win32/Sabsik.FL.B!ml
Symantec -> Trojan.Gen.2

Tencent -> Win32.Trojan.Trojan.Ovoa
TrendMicro -> CallTROJ_GEN.R002HOCKP21

BapuaHT o1 28 HOsOpA 2021:

®ann: Cmd.Exe

Pesyneratbl aHann3os: VT

» O6HapyxeHus:

DrWeb -> Trojan.KillMBR.24872

BitDefender -> Trojan.GenericKD.47511372
ESET-NOD32 -> A Variant Of Win32/KillMBR.NEJ
Kaspersky -> Trojan.Win32.DiskWriter.hdc
Microsoft -> Trojan:Win32/Sabsik.FL.B!ml
Symantec -> Trojan.Gen.MBT

TrendMicro -> TROJ_GEN.R002HODKS21
BapwmaHT ot 18 nekabps 2021:

®ann: DiskKiller-Clean.exe

Tonbko NokasbiBaeT coodLleHne, He nospexgas MBR.
Pesyneratbl aHann3os: VT

» O6HapyxeHus:

DrWeb > Trojan.MBRIlock.320

TrendMicro -> TROJ_GEN.R002H06LI21

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===
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https://www.virustotal.com/gui/file/865496352903819781a008970423c2b1ef80cf5b6125440f03c1ff9a4533cc69/detection
https://www.virustotal.com/gui/file/70e4901bf744afae8795f88f2434f3588d3f653385a3e0a21e08834891645cc3?nocache=1
https://www.virustotal.com/gui/file/4db99e41b0192100835ddc89aa458774862852e08f77f9585494fc206de0ec47/detection

Added later:

Write-up on BC (added on February 10, 2018)

Thanks:

JAMESWT

ANY .RUN

Andrew Ivanov
Lawrence Abrams

© Amigo-A (Andrew lvanov): All blog articles.
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https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-february-9th-2018-black-ruby-gandcrab-and-decryptors/
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

