2018-02-01 - QUICK TEST DRIVE OF TRICKBOT (IT NOW
HAS A MONERO MODULE)

malware-traffic-analysis.net/2018/02/01/

ASSOCIATED FILES:

e Zip archive of the pcaps: 2018-02-01-Trickbot-infection-traffic.pcap.zip 9.5 MB
(9,472,261 bytes)

e Zip archive of the malware: 2018-02-01-Trickbot-malware-samples.zip 542 kB
(541,817 bytes)

INTRODUCTION

| infected a Windows host with the Trickbot malware from 2018-02-01 mentioned in this blog
post from My Online Security. | extracted the Trickbot binary located in a pcap from the
Any.run analysis of the associated malicious Word document.

The chain of events led from the email to --> link to a Word document --> enable \Word
document macro --> Smoke Loader --> Trickbot.
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http://www.malware-traffic-analysis.net/2018/02/01/
http://www.malware-traffic-analysis.net/2018/02/01/2018-02-01-Trickbot-infection-traffic.pcap.zip
http://www.malware-traffic-analysis.net/2018/02/01/2018-02-01-Trickbot-malware-samples.zip
https://myonlinesecurity.co.uk/fake-hmrc-ref-notification-of-payment-collection-malspam-delivers-smoke-loader-which-downloads-trickbot-banking-trojan/
https://app.any.run/tasks/cf13cf3f-db73-410c-b8a4-568fc3dcd45b

I q r| Q) 2018-02-01-Trickbot-malware-sample.exe Properties 2

| General | Compatibility | Security| Details | Previous Versions |

2018-02-01-T
rickbot-malw —— Valua
are-sample.e e
N Description
File description  Difficulty. On the battlefield, Lxcio's cutting-ed...
Type Application
File version 1.0.0.228

Product name vbAutoErrar
Productversion 1.00.0228

Copyright foes back with blasts of sound
Size 556 KB (569,344 bytes)

Date modified  2/1/2018 250 FM

Language English (United States)

Original ilename vbAutoError.exe

Remove Properies and Personal Information

OK | | Cancel Apply

LN

Shown above: Trickbot binary extracted from the Any.run pcap.

| wanted to see what the Trickbot binary was doing, since | haven't looked at it in a while.
This blog post only reviews traffic and artifacts from a Windows host infected with the
Trickbot binary, SHA256 hash
91f78068e996b1b32a3539746b6b683f5fa40e7be009b779c56e215b521df6c5.

TRICKBOT TRAFFIC

Trickbot network traffic in February 2018 are similar to what | in this ISC diary | wrote in
August 2017. The only difference is a Monero cryptocurrency miner (coin miner) in post-
infection traffic in February 2018, which | hadn't noticed before.
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https://www.virustotal.com/#/file/91f78068e996b1b32a3539746b6b683f5fa40e7be009b779c56e215b521df6c5/community
https://isc.sans.edu/forums/diary/Malspam+pushing+Trickbot+banking+Trojan/22720/

Filter: http.request or ssl.handshake.type == 1 or (tcp.flagse  Expression... Clear Save

Date/Time Dst port | Host Server Name | Info
2018-02-01 21:12:28 69,162,69.148 80 1icanhazip.com GET / HTTP/1.1
2018-02-01 21:14:49 EE.SB.QI.SQ 443 Client Hello
2018-02-01 21:17:12 §194.87.111.151 447 Client Hello
2018-02-01 21:17:15 §92.53.91.59 443

-19:26 [194.87.111.151 447 =l |P address

20

92.53.91.59 443
Trlckbot
194.87.111.151 447
traffic 92.53.91.59 443 Client Hello
92.53.91.59 443 client Hello

2018-02-01 21:27:49 §194.87.111.151 Client Hello

2018-02-01 21:27:52 |92.53.91.59 Updated Client Hello

2018-02-01 21:29:28 92.53.77.125 . ; client Hello
iuas Trickbot binary :

2018-02-01 21:30:43 J194.87.111.151 client Hello

Client Hello
Client Hello

2018-02-01 21:30:55 92.53.91.59
2018-02-01 21:33:25 J194.87.111.151
2018-02-01 21:33:28 22.53.91.59 Client Hello
2018-02-01 21:33:28 50.63.196.49 80 valuesrevealed.com GET /sollnger png HITP,
2018-02-01 21:34:19 37.46.130.180 42432 4925842432 [SYN] Seq=

s :36:16 [[92.53.77.125 443 Client Hello
Trickbot

-

38 f92.53.91.29 443 pent Hello
traffic 92.53.91.59 443 Monero pos’[— nt Hello
892.53.77.125 443 [ s H nt Hello

infection traffic
2018-02-01 21:44:30 92.53.77.125 443 nt Hello
2018-02-01 21:46:51 J92.53.81.59 443 1ent Hello

Shown above: Trickbot traffic (from the Trickbot binary) on 2018-02-01.

Trickbot SSL traffic is somewhat similar to what we've seen with Dridex SSL traffic in recent
weeks. Today's Trickbot traffic triggered Emerging Threats alerts for ET TROJAN
ABUSE.CH SSL Blacklist Malicious SSL certificates detected (Dridex CnC), which I've seen
with Trickbot traffic before. More importantly, rules from the Snort subscriber's ruleset
detected Trickbot SSL certificates, which better fits what | saw on 2018-02-01.

alert (/var/log/snort) - gedit (as superuser)

File Edit View Search Tools Documents Help
e —

| (2] alert

[arel — LIPS SYLITUo . LUnms XIT Ly A Ly ]

[**] [1:44402:1] MALWARE-CNC Win.Trojan.Trickbot self-signed certificate exchange [**]

[Classification: A Network Trojan was detected] [Priority: 1]

02/01-21:36:17.465634 92.53.77.125:443 -> 10.2.1.102:49260

TCP TTL:128 TOS:0x0 ID:42251 IplLen:20 DgmlLen:1500

FHKpRF*RE Soq: OxABO357FE  Ack: Ox6180CDZE Win: OxFAF® TcplLen: 20

[Xref => http://virustotal.com/en/file/70041c335a374d84f64c6c31d59ff09bdB473fd049c fcb46felB5dlebd2acBbB/
analysis/1502073944/]

[**] [1:44402:1] MALWARE-CNC Win.Trojan.Trickbot self-signed certificate exchange [**]

[Classification: A Network Trojan was detected] [Priority: 1]

02/01-21:43:27.347567 92.53.77.125:443 -> 10.2.1.102:49263

TCP TTL:128 T0S:0x0 ID:42561 IplLen:20 DgmLen:1500

FHREpRFEE Soq: OxT7OLA981C Ack: OxBICCEBZ28 Win: OxFAFG TcpLen: 20 .
[Xref => http://virustotal.com/en/file/70041c335a374d84f64c6c31d59ff09bdB473fd049c fcb46felB5d1lebd2acBbB/ |
analysis/1502073944/]

[TH%] (12901811 Dacat+ st edda sadmelons [H%]

Shown above: Snort alerts on Trickbot certificates in SSL traffic.
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http://docs.emergingthreats.net/bin/view/Main/2021013

RealTime Event;]mhmdmm;]

ST | Date/Time | SrcIP SPort Pr | Event ge =

' v 2018-02-01... 92.53.91.59 443  10.2.1.102 49199 6  ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex €nc)

| - 4 2018-02-01... 50.63.196.49 80 10.2.1.102 49258 6 ET MALWARE Windows executable sent when remote host claims to send an i...

' - 201802-01... 50.63.196.49 80  10.2.1.102 49258 6  ETPOLICY Binary Download Smaller than 1 MB Likely Hostile

i - 4 2018-02-01... 50.63.196.49 80 10.2.1.102 49258 6 ET MALWARE Windows executable sent when remote host claims to send an i...

' : 2018-02-01... 50.63.196.49 80  10.2.1.102 49258 6  ETPOLICY PE EXE or DLL Windows file download HTTP

| B 2018-02-01... 10.2.1.102 49259 37.46.130.180 42432 6  ET POLICY Cryptocurrency Miner Checkin _

: o

Shown above: Emerging Threats alerts on the infection traffic from Sguil using
Suricata on Security Onion.

Date/Time Dst port Info

Follow TCP Stream (tcp.stream eq 41) - | O X

Stream Content

{"1d":1,"jsonrpc":"2.0","method" :"login","params":
{"login":"x","pass":"x","agent":"XMR1g/2.1.0 (Windows NT 6.1) libuv/1.15.0 gcc/7.2.0"}} I
{"1d":1,"1sonrpc":"2.0", "result":{"1d" :"8974c51le-905d- 4dfc-b9c8- lec844a3dbe2", " job" :
{"blob" : "0606casf ced3051d4d5979bd 054520001 3762743cSe2f 1140a06d50ca87785584be8d75ec&f ObS0
00000b021T008b5f3c101161451b62bces3ee312c102a364033cd9a6322041 Beele234e06" , " Job_1d" : "JIXG
1WPAqxSSkSX3rdS+CpC4iStsho", "target" : " 14d60100"}, "status" : "OK"}}
{"jsonrpc":"2.0", "method" :"job","params" :

{"blob" : "0606cagf ced3051d4d5975bd0545200013762743cSe2f 1140a06d50cag7785584beB8d75ecaf 0bs0
00000b0342c6e2d13b3ebbabadbddf 393090bd0923817e6  ad4f fe31f3f4d7dal31a8¢c2206" , " job_1d": "gnh
EeTqqgplkDIEGPZe3wpmrt]76ba" , "target" : "11d60100" } }

{"jsonrpc":"2.0","method" :"job","params" :

{"blob" : "0606acS0ced305f 155901 fc7584353f e0f 3adSda196ebe 7c0e3b4e 3882c 129445329d81 6640420
00000b0ea89125b3a948ada23d6c6a3169a38a1131a450738%aab3ce82bf 61 33ad38a4004" , " job_1d" : "MRL
gXCNqz3Mef fw+IYOGhEOMf tZCho" , "target" :"11d60100" }}

{"jsonrpc":"2.0","method" :"job", "params" :

{1 k] skt « ' AEARs~ONcad2INSE 1a050M01 £~ 7524252 anf AadGda 1 GRakhaTrNa3k A2 30072~ 1 aQAACGARF ERANAaN

Shown above: Post-infection traffic caused by malware based on Monero (XMRig)
coin miner.

FORENSICS ON THE INFECTED WINDOWS HOST

My Trickbot binary was named 2018-02-01-Trickbot-malware-sample.exe, and | ran it from
the user's AppData\Local\Temp directory. As we saw with Trickbot back in August 2017,
the malware copied itself to a new folder in the user's AppData\Roaming directory. Today's
file was re-named, with some (but not all) of the characters in the file name shifted one
character. Like we saw back in August 2017, there's a file named group_tag. This time, it
contained the text: 3101uk. Below are images showing some of the artifacts.
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I

-

@ X |
@ Ov| ). = AppData » Roaming » localservice ¥ v| +y | | Search localservice pel |
Name Date modified Type Size
I Modules 2/1/2018 9:33 PM File folder
Li] 3028-03-02-Urjclbpt-namwarf-sangmf.exe 2/1/2018 2:50 PM Application 556 KB
client_id 2/1/2018 9:12 PM File 1KB
grabber_tempINTEG.RAW 2/1/2018 9:25 PM RAW File 27 KB
group_tag 2/1/2018 9:12 PM File 1KB
uf =8 X |
o L )
@ Ov| |« Roaming » localservice » Modules » Search Modules el |
Name Date modified Type Size |
Zgroup_tag - Notepad | = = X |
| injectDII32_configs 2/1/2018 9:19 PM File folder - - -
) ) _ File Edit Format View Help
| mailsearcher32_configs 2/1/2018 9:27 PM File folder 3101uk
importDII32 2/1/2018 9:25 PM File 7430 KB
injectDII32 2/1/2018 919 PM File 737 KB
mailsearcher32 2/1/2018 9:27 PM File 80 KB
shareDII32 2/1/2018 9:33 PM File 48 KB
systeminfo32 2/1/2018 917 PM File 86 KB
wormDII32 2/1/2018 9:30 PM File 740 KB
f = 3] X ]
—
OO | ). « Modules » injectDII32_configs v | s | | Search injectDI[32_configs e/ |
Name Date modified Type Size
dinj 2/2/2018 427 AM File 66 KB
dpost 2/2/2018 427 AM File 1KB
sinj 2/2/2018 427 AM File 121 KB
f NEINE)
M—
OO | }. « Modules » mailsearcher32_configs - | +y || Search mailsearcher32_configs P |
Name Date modified Type Size
| mailconf 2/2/2018 4:28 AM File 1KB

-

Shown above: Artifacts on the infected Windows host.
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Vitali Kremez
@vK_Intel

2-1-2018: #Trickbot banking #malware group
tag "3101uk" ->

Decoded “worm32DII” module is a
repackaged #XMRig #miner #Monero
Decoded module hash:
F76560654C32B0CC455E884109AEDCAQ

I.Fdalz:&tnﬂWIl allsageXmriglipkl db "Usage: wmrlg [DPTIOHS]" B0k ; DAT KREF: _text:&4COHLEBEET O
rdata-4COCHVER : Jtext:éChaBZabTo

LFilata:6COCT db "Optisns:" ,&&h

.rdataz6COCY db *  -a, --algo=ALGO crgptonight {default) or cryptomight-lite®
Jrilata s ACDEYS db DAk

LFilata6CDECT db " -o, —-url=URL URL of miming serwer’ , BAl

Jrdata:aCOce db * -0, —-userpass=U;p usernane ;passwerd pair for minimg server® ,®Eh
LFilatazbacn dh U, -~user=USERHAME usernane For mindimg server® , h

~rdata zbCOC db *  -p, --pass=PASSMORD  password for mindmg server* , Wih
rilata:6CHCY i I T T i J

.FilatazACDCS db * -u, —-aw=H algorithm variation, B aste select® ,Bih
rdatacaCncy db * <k, ==keepaliuve send keepalived For prevent timeout (need®
LFilataAEDTS db * poal support)t

~rdatazaCOCH db * -r, —--rekr =H number of times to retry bebore switch to®
riata:6CHER db * backup sepdie (defaull: S5 ,BAh

.Fiata 6CDCS b . —zFPtry-pause=H time to pause Between retries (deFault: 5"

JPHELE
cpu-aFFinlty set process affinity to CPU core(s), mask®
3 For cores @ and 1° ,BAh
no=color disable cealored aubpul" DAk

—-donate-1leuel=H domate lewel, defFault 53X (5 mimutes im 1°
‘00 minutes)”® , Wh
* =0, —-backgroeund rFum the miner in the backgroumd® , b
db *  -c, --config=FILE load a JEOW-Format comfiguratiom File',ORh
b * 1 Lot~ File=FILE log a1l owtput te a File®, 0ah

2-1-2018: Trickbot’s “worm32IDII™ -> repackaged XMRig Miner

db "urremt CPUC , BAk
L[ nicehash enable aicehash support’ ,88h

db - —-print-time=H print hashrate report puery H seconds',0Ak
db * h, help display this help amd exiit®, 0h
db - U, --uersion sutput wersion inFormation and exit',®a&n,0
align 186

T wneisard_GCOCYFTE onmvenrd S8 0000 00000000000 000080080

aFTa » DATR KEEF: sub_6COWETE®=1ETr

CGFED wnesord_GCOCHFED onmeard SO0000@0ES0B0RDEACH o DATA XHEF: sub GCDRETEDZ0Ty

COFoR align 7on

TEAE a1 IZmenabled db 180, [ @1 ;32menabled” @ ; DATA NREF: .test:

TEe al)imdisabled db 106, [ @13 mdisabled” 0 ; DATA ERI
SFC1 aM3Zmavailable db 186, [ 8 ;32mavailable" @ BATA XTREF: .text:
9Fed alidimunavailab db 106, [ @ ;2 Imenavailable’ 8 ; PATA XA

4:37 PM -1 Feb 2018

Shown above: Per @VK_Intel, decoded Worm32DII module is a Monero coin miner

(link).

FINAL WORDS

Looks like Trickbot has changed a bit since | last examined it. Traffic and artifacts familiar,
but Trickbot has apparently jumped on the cryptocurrency bandwagon by adding a Monero
(XMRig) coin mining module. | imagine someone will do a more in-depth write-up on the
new Trickbot, but | wanted to get some traffic and malware samples out.

Once again, here are the associated files:
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https://twitter.com/VK_Intel/status/959194022735523841

e Zip archive of the pcaps: 2018-02-01-Trickbot-infection-traffic.pcap.zip 9.5 MB
(9,472,261 bytes)

e Zip archive of the malware: 2018-02-01-Trickbot-malware-samples.zip 542 kB
(541,817 bytes)

All zip archives are password-protected with the standard password. If you don't know it,
look at the "about" page of this website.

Click here to return to the main page.
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http://www.malware-traffic-analysis.net/2018/02/01/2018-02-01-Trickbot-infection-traffic.pcap.zip
http://www.malware-traffic-analysis.net/2018/02/01/2018-02-01-Trickbot-malware-samples.zip
http://www.malware-traffic-analysis.net/index.html

