New .DOC Globelmposter Ransomware Variant Malspam
Campaign Underway

B bleepingcomputer.com/news/security/new-doc-globeimposter-ransomware-variant-malspam-campaign-underway

By

Lawrence Abrams

e December 22, 2017
e 03:21 PM
e 2

A new malspam campaign is underway that is distributing a GlobeImposter variant that
appends the ..doc extension to encrypted files. This malspam is pretending to photos being
sent to the recipient and will have a subject line that starts in a similar way to "Emailing;:

"

IMG_20171221_".
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Thu 12/21/2017 12:00 PM

Emailing: IMG_20171221 377923255, IMG_20171221 720046766, IMG_20171221 350027401_HDR
To

o We removed extra line breaks from this message.

Message | |IMG_20171221 3779232557z (4 KB)

Your message is ready to be sent with the following file or link
attachments:

IMG_20171221 377923255
IMG_20171221 720046766
IMG_20171221 350027401_HDR

Mote: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file attachments. Check your e-mail security
settings to determine how attachments are handled.

6 See more about Dorthy, ~

GlobeImposter MalSpam

These malspam emails containyzip (.7z) archive attachments that are named after a camera
photo's filename such as IMG_[date]_[number]. These 7z files contain a obfuscated .js file
that when double-clicked on will cause the GlobeImposter ransomware to be downloaded
from a remote site and executed.

An example of this JS installer can be seen below.
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" IMG 20171221 265879506.js - Notepad2 (=)
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3 var velVITK_BOSKO_25 =

4 wvar proto = "proto’+"type”;
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function apollodisapprove_arl{vardos){

return vardos[{"apollodisapprove_libretto"”, "apollodisapprove_entirety",
"apollodisapprove_virtual”,"apollodisapprove_ocean”, "apollodisapprove_zurich™,"1")+"en” +({
"apollodisapprove_hundredth”, "apollodisapprove_prints”, "apollodisapprove_initiation”,

"apollodisapprove_inertia", "apollodisapprove_fretted”, "gt")+"h"];

i

var silkopil = "/";

wom

10

11 wvar offi2z =5 + Oxfe ;

12

13

14 wvar vbastov =
"201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,2
01,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,264,201,201,201,265,254
,255%,256,257,258,259,260,261,262,263,201,201,201,201,201,201,201,202,203,204,205,206,207,208,209,2
10,211,212,213,214,215,216,217 ,218,219,220,221,222,223,224 ,225,226,227 ,201,201,201,201,201,201,228
,229,230,231,232,233,234,235,2306,237,238,239,240,241,242,243,244 ,245,246,247 ,248,249,250,251,252,2
53,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201
,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,2
0i,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201
,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,2
01,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201,201
,201,201,201,201,201,201,201,201,201,201,201". split(",");

15 off12 = off12-4

16

17 for (jbll= 0; 256 >jbl11l ; ++jbl11) {

18 Vbastov[jbll] = parseInt(Vbastov[jbll], 10);

13 vhastovlibl1]--:

Ln114:312 Coll25 Sel55 140 KB AMSI CR+LF INS JavaScript

Obfuscated JS Installer

After the executable is downloaded, it will be executed and the GlobeImposter ransomware
will begin to encrypt the computer. When encrypting files on the computer it will append the
..doc extension to encrypted file's name. For example, a file called 1.doc would be renamed
to 1.doc..doc.
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When GlobeImposter encrypts files it will also create a ransom note named

Read ME.html in each folder a file is encrypted.
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C | @ filey///C:/Users/User/Read__ ME.html ﬁ

Your files are Encrypted!
For data recovery needs decryptor.
If yvou want to buv a decryptor click "Buy Decryptor”
|"Bu'y Decryptor |

If not working. click again.

Free decryption as guarantee.
Before paying vou can send us 1 file for free decryption.

If vou can not contact. follow these two steps:
1. Install the TOP Browser from this link: torproject.org
2. Open this link 1n the TOP browser: http://n224ezvhgdsgyamb.onion/sup.php

Ransom Note

This ransom note contains instructions to use Tor to go to the
http://n224ezvhggsgyamb.onion/sup.php onion site. This site then tells you to contact them
to receive payment instructions and to decrypt one file for free. It also lists the email
servers@mailfence.com as a way to contact them.
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‘http://n224ezv....onion/sup.php | %

S ﬁ Zoill (' @ nZ24ezvhgdsgyamb.onion/sup.php v | |D.v Search

SUPPORT
Free decryption as guarantee.
Before paving vou can send us 1 file for free decryption.
1. Install the TOR. Browser from this link: hitps://www torproject org/projects/torbrowser html en
To send a message or file use this link (IN TOR Browser!!!})

create ticket here: hitp://n224ezvhg4sgyvamb.onion/open.php

or e-mail serverS @mailfence com

Tor Payment Site

It also contains a link to a support site where you can send them a message.
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SUPPORT CENTER Guest User | Sign In

Support Ticket System

£ Support Center Home |-} Open a New Ticket [2} Check Ticket Status

Open a New Ticket

Please fill in the form below to open a new ticket.

Contact Information

m

Email Address *

Full Name *

Phone Number
Ext:

Help Topic

Free Decrypt -|*
Ticket Details
Please Describe Your Issue

Issue Summary *

< 9 B I U HF = E = = M N BH & F —

Tor Support Site

Unfortunately, at this time there is no way to decrypt GlobeImposter files for free. For
support or help with this ransomware infection, you can ask in our dedicated GlobeImposter
Ransomware Support topic.

How to protect yourself from the Globelmposter Ransomware

In order to protect yourself from the GlobeImposter Ransomware you should use standard
security practices. This includes using good computing habits and security software. First
and foremost, you should always have a reliable and tested backup of your data that can be
restored in the case of an emergency, such as a ransomware attack.

You should also have security software that incorporates behavioral detections to combat
ransomware and not just signature detections or heuristics. For example, Emsisoft Anti-
Malware and Malwarebytes Anti-Malware both contain behavioral detection that can prevent
many, if not most, ransomware infections from encrypting a computer.

Last, but not least, make sure you practice the following security habits, which in many cases
are the most important steps of all:
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e Backup, Backup, Backup!

e Do not open attachments if you do not know who sent them.

e Do not open attachments until you confirm that the person actually sent you them.

* Enable the showing of file extensions.

e If an attachment ends with .js, .vbs, .exe, .scr, or .bat, do not open them for any reason.

e Scan attachments with tools like VirusTotal.

e Make sure all Windows updates are installed as soon as they come out! Also make sure
you update all programs, especially Java, Flash, and Adobe Reader. Older programs
contain security vulnerabilities that are commonly exploited by malware distributors.
Therefore it is important to keep them updated.

e Make sure you use have some sort of security software installed that uses behavioral
detections or white list technology. White listing can be a pain to train, but if your
willing to stock with it, could have the biggest payoffs.

e Use hard passwords and never reuse the same password at multiple sites.

For a complete guide on ransomware protection, you visit our How to Protect and Harden a
Computer against Ransomware article.

A big thanks to Eric Taylor of IT-Simplified for pointing out the malspam campaign.

Related Articles:

New ‘Cheers’ Linux ransomware targets VMware ESXi servers

SpicelJet airline passengers stranded after ransomware attack

US Senate: Govt’s ransomware fight hindered by limited reporting

Ransomware attack exposes data of 500,000 Chicago students

I0Cs

Doc Globelmposter Variant Hashes:

SHA256: 15e8c986c4602c61a474b51d250e03d5bb178eabc8c5a82a242¢c1a0fa2227704

Doc Globelmposter Variant Associated Files:

Read__ ME.html

Doc Globelmposter Variant Network Connections:

http://n224ezvhg4sgyamb.onion/sup.php
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Doc Globelmposter Variant Email addresses:

server5@mailfence.com

Doc Globelmposter Variant Ransom Note:

Your files are Encrypted!

For data recovery needs decryptor.

If you want to buy a decryptor click "Buy Decryptor"

Buy Decryptor

If not working, click again.

Free decryption as guarantee.

Before paying you can send us 1 file for free decryption.
If you can not contact, follow these two steps:

1. Install the TOP Browser from this link: torproject.org

2. Open this link in the TOP browser: http://n224ezvhg4sgyamb.onion/sup.php

Lawrence Abrams

Lawrence Abrams is the owner and Editor in Chief of BleepingComputer.com. Lawrence's
area of expertise includes Windows, malware removal, and computer forensics. Lawrence
Abrams is a co-author of the Winternals Defragmentation, Recovery, and Administration
Field Guide and the technical editor for Rootkits for Dummies.
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