2017-12-22 - MALSPAM USES CVE-2017-0199 TO
DISTRIBUTE REMCOS RAT

malware-traffic-analysis.net/2017/12/22/index.html

ASSOCIATED FILES:

e 2017-12-21-malspam-pushing-Remcos-RAT-1356-UTC.eml.zip 39.9 kB (39,888
bytes)

o 2017-12-22-malspam-pushing-RemcosRAT.pcap.zip 1.0 MB (1,044,955 bytes)

o 2017-12-22-artifacts-from-Remcos-RAT-malspam-infection.zip 1.9 MB (1,875,694
bytes)

NOTES:

e On 2017-12-21, | saw malspam dated 2017-12-21 with an RTF attachment using CVE-
2017-0199 to push Remcos RAT.

o Today's post-infection traffic is similar to Remcos RAT post-infection traffic | reported
almost 2 months ago on 2017-10-27.

From email: RTF attachment
using CVE-2017-0199

Remcos RAT installer

Post-infection traffic on
185.62.190.214 port 1695

Shown above: Flowchart for today's infection.
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http://malware-traffic-analysis.net/2017/12/22/index.html
http://malware-traffic-analysis.net/2017/12/22/2017-12-21-malspam-pushing-Remcos-RAT-1356-UTC.eml.zip
http://malware-traffic-analysis.net/2017/12/22/2017-12-22-malspam-pushing-RemcosRAT.pcap.zip
http://malware-traffic-analysis.net/2017/12/22/2017-12-22-artifacts-from-Remcos-RAT-malspam-infection.zip
https://www.fireeye.com/blog/threat-research/2017/04/cve-2017-0199-hta-handler.html
https://blog.fortinet.com/2017/02/14/remcos-a-new-rat-in-the-wild-2
http://malware-traffic-analysis.net/2017/10/27/index.html

WEB TRAFFIC BLOCK LIST

Indicators are not a block list. If you feel the need to block web traffic, | suggest the following
domains and URLs:

o hxxps://streetsave.club/styles/break/beta.hta
o hxxps://regwide.club/images/scale/nile.php
» hxxps://regwide.club/images/scale/nite.exe
o darlz.freeddns.org

IMAGES
|
Invoice - Mozilla Thunderbird
From Helen Rowe <admin@besita. th> 1.  Reply | 9 Reply ALl ~ || = Forward | More ~
Subject Invoice Date Thu, 21 Dec 2017 13:56 UTC

Reply to Helen Rowe <order.sbsbhio@outlook.com> .

Hi sir,
IMPORTANT!
The amount in the attached invoilce 1s incorrect.

Please, make an amendment so that we can be able to process the payment
accordingly as directed Thanks.

Awalt your reply.
Helen Rowe

Purchasing Department
(281)592-1328 x 112 Fax: (281)592-7019

@& 1 attachment: Proforma invoice.doc 324 KB ¥ Save -

|| Proforma invoice.doc

Shown above: Screenshot of the email.
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g —
- H9-0O Ne Proforma invoice.doc [Compatibility Mode] - Microsoft Word

L]
— Home Insert Page Layout References Mailings Review View
Proforma || e
invoice.doc
r — | |1
Microsoft Office Word ®

,i@ This document contains links that may refer to other files. Do you want to update this document with the data from the linked files?

Show Help ==

— J
o]
“Proforma invoice.doc™ 58 characters (an approximate value). | H-EH BB B = k kL
J

Shown above: The attached .doc file is actually an RTF that uses CVE-2017-0199. | clicked
my way "yes" to an infection!

Open File - Security Warning

The publisher could not be verified. Are you sure you want to
run this software?

Name: ..Users) \VappData\Roaming\foxread.exe
@ Publisher: Unknown Publisher

Type: Application

From: C\Users\ ‘AppData‘Roaming‘foxread....

Always ask before opening this file

This file does not have a valid digital signature that verfies its

publisher. You should only run software from publishers you trust.
How can | decide what software to un?

Y I,
Shown above: The exectuable for Remcos RAT needed my permission to run.
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Filter: 'ssl.handshake.type == 1 or (!(tcp.port eq 443) and tep. “~  Expression.. Clear /Apply Save

Date/Time Dst port | Server Name Info

2017-12-22 00:27:04 148.163.124.20 44: streetsave.club Client Hello

2017-12-22 00:27:04 148.163.124.20 443 streetsave.club Client Hello

2017-12-22 00:28:33 148.163.124.20 443 regwide.club Client Hello

2017-12-22 00:29:41 10.12.22.1 53 Standard query Oxe215 A darlz.freeddns.erg
2017-12-22 00:29:41 10.12.22.101 S7601 Standard query response 0xe2l5 A 185.62.190.214

Shown above: Traffic from the infection filtered in Wireshark.

# Result Protocol Host URL Body Content-Type Process

E 2 200  HTTPS streetsave.dub [fstyles/break/beta.hta 1,243 applicationfoctetstream  winword: 1072
@4 304 HTTPS streetsave.dub  [styles/break/beta.hta 0 mshta:1612
(A8 302  HTIPS regwide.dub fimages/scale/nile.php 5 text/html; charset=UTF-8 iexplore:2476
BE] 200  HTTPS regwide.dub  fimages/scale/nite.exe 999,301 application/x-msdownload iexplore: 2476

Shown above: HTTPS traffic as seen in Fiddler.

Date/Time Src port | Dst port | Info

2017-12-22 00:29:34 10.12.22.101 49511 185.62.180.214 1685 49511—+rr11wm [ACK] Seg=1 Ack=1 Win=65536 Len=(

e,

:'\.H'|—| LS oYY F A LW N | LWLl Assrean LY LW_V.N 1A LY Amsrean 1 L Fw_ral a Al 34 de
Follow TCP Stream (tcp.stream eq 3) H.E.‘d

Stream Content
LT BN T W DT n.Jo
e ME T e e 0 om0 RLR)Ged WSS DS g T T T M e = W
[7...G. } ........ e e ) el Pa 0 R B b s 6 e 6 E i S o B O 00 & AN RE i e = 1 b 2] e,
[2..w. S R CO tieilendTdt b oont o cooos fsandikooss H..c.m..B...... g.D.Y.q.
{....a miofk. ... 1.~X[q,...;" | . lm...>..... 5t(..5....Tg JK..20.#\..5.
.Cs.d..5b.7.@g. V. 4 Lo Lo e b U.wR{=.E..J.L...].UP. yeqc w)31\

\e..ux...u..a.u ...... zal . ..Tes..Z...T.a
TP R e
Haooot 0 saoonn koo olocootaonoe 1b..s) diocoos B.a....Y o ansdebensos Dandang hz 4.t
WERsoonoapne Cloncoanoot Cloctlieoone Ve o3 b o oot o o Pt e el ey el s ISy e s by U e L1
C...R...T].JL “e5 2.JB=9...k.X...h.SM. 1. .. ]..¥V..h...w>. 8B, .......00. ~. [U.b.l<.~Z.%.K.Y.<..5u.70C..
.x el (g kBl l.8P. ..., 1o 700 o o aanls B Enamal o Fhe nn e 1.Zz8>..Dwn...

k R..). emGy f. AzT .0. >\ Zms. " (..nm.3b 2n. ek
ﬂ ollool o etk L....1.8P..... (22T g e B el R 1.Zz+>. .wiW\

.= k R..5%. =mLy.fI. o AR oo XmG. .. .. +..ni.b. .. an. % [..%.%...V./

. Yool ocbtltbolloseodlclitooonc 1Lt bion ool Hilla oo ollo: b aas 1.Zz8>. .DWn. ..
=..k..R..).omGy.f. .AZT..O. Eihe soecin=r e solladiGailvaa s o riiEnanaas thah S aasalasaanans @
...j..'. Lilzholloncalelif oo l.ZzI..j..'..*.B./
Locooldfrbocoe 1.224>. . WWR. . .w=. .d. .6..%.8.0u..... Thoacloa” oozl ol ].8P..... IO N P N TR E
Locoalafbococ l.Z2z4>. . IWR. . .w=. .d..6..q.b.J...... Thoacea” aa@iaElh oL l.eP..... L Ty e pepetc o ) Sy [ SOy |
B8P, . ... 1.228>..0Wn...|=..k..R..).CmGy.f..A2T..0....>\....Zm5."...(..ns.jb....7n>...... 8..%
Wl eocofblbococone K
Hodlool acbblbaloaaollcEbonnt L7 oot mosrls BEn raod o e o e l.Zz>>. .DWG. .be.S.d..6. . .u.1%.0.].."..*.B..
Lecoadldfzhocoe l.ZZI..J..'..*.B.UL....].BP ..... 1.2zN>..-W..L. =R.!..R..2.>m¥y.fR.5z
Pacthoane Ehocalloodibonlillacioc o ovelEh ol BN 10872 TN e B I R 1.2z)>...WR...m=, .a..

Shown above: Post-infection traffic from the Remcos RAT-infected host.
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https://www.wireshark.org/
https://www.telerik.com/fiddler

@“ Registry Editor

(o[@] = ]

File Edit View Favorites Help

148 Computer

b il AppEvents
i | Console
. Control Panel

i, Environment
[> - ju EUDC
(>~ 1 Identities

| Network

b .. Printers

a . Software

b )l Adobe

b | AppDatalow

1 Classes

bl Keyboard Layout

[> - Jy HKEY_CLASSES_ROOT
4 - |, HKEY_CURRENT_USER

-

MName

ab) (Default) REG_SZ
8% EXEpath  REG_BINARY

4 1

1. dizy-937GNR =

%

Data

(value not set)

a5607cT781 d63f89 8clbla3fd297 dBfE d64el19 c22c280b 08 4f9c 147241 7f d25f47 bb 7 24 Bc b4 f50f 44 9.,

Computer\HKEY_CURREMNT_USER\Software\dizy-937GNR

Shown above: Randomly-named key with binary data in the Windows registry.

.
Q Registry Editor

(=[@] = ]

File Edit View Favorites Help

=l RADAR = || Name Type
-1l Run | ab) (Default) REG_SZ
e RunOnce -

« [ »

Data

(value not set)
E_PJWindowsU pdate REG_5Z Ch\Users\[username]\AppData\Local\Temp\58534943 mrk.exe C:\Users\[username]\AppData\Local\Temp'5858494\VIE_WT~1

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

:Shown above: Updated key in the Windows regqistry to keep the infection persistent.

- | —— = ,|1
@Qv| ), « AppData » Local » Temp » 58504049 + | 44 | | Search 58504949 Pl
Organize = Include in library - Share with - Burn MNew folder =~ [ I@
Nameb Date modified Type Size =
| adg.mpd  12/18/201710:15 AM MP4 Video 1KE
bpl.bdt 12/18/201710:15 AM  Text Document 1KBE
cfm.ico 12/18/201710:15 AM  Icon 1KB
& eap.bmp  12/18/2017 10:15 AM  Bitrnap image 1KE
i) ediidoex  12/18/2017 10:15 AM  Microsoft Office Word Decument 754 KB
| fop.mp3 12/18/2017 10:15 AM  MP3 Format Sound 1 KB
& fso.bmp  12/18/2017 10:15 AM  Bitrmap image 1KE
i) hdh.docx  12/18/201710:15 AM  Microsoft Office Word Decument 1KE
haeg.xl 12/18/201710:15 AM XL File 1KB
ibh.ico 12/18/201710:15 AM  Icon 1KE
I igg.ppt 12/18/2017 10:15 AM  Microsoft Office PowerPoint 97-2003 Presentation 1KE
iss.xl 12/18/201710:15 AM XL File 1KE
'j;_ io.pdf 12/18/201710:15 AM  Adobe Acrobat Document 1KB
4. jendcm 12/18/201710:15 AM  ICC Profile 1KE
jnuico 12/18/201710:15 AM  Icon 1KE
. jslbmp 12/18/201710:15 AM  Bitmap image 1KB
jth.dat 12/18/201710:15 AM  DAT File 1KE
= kaf.mpd 12/18/2017 10:15 AM - MP4 Video 1KB
kreico 12/18/201710:15 AM  Icon 1KB
keunw.xl 12/18/201710:15 AM XL File 1KB
lenmnd 12A82M710415 &M MP3 Format Sound 1KR
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R i e [ S
lNump3 12/18/2017 1015 AM  MP2 Format Socund 1KE =
byl 12/18/201710:15 AM XL File 1KB

| © micere  1/29/20121034PM  Application 733kB |

& mso.bmp  12/18/2017 10:15 AM  Bitrnap image 1KE

",1 ovf.pdf 12/18/2017 10:15 AM  Adobe Acrobat Document 1KE K

- pus.jpg 12/18/201710:15 AM  JPEG image

4 qgficm  12/18/201710:15AM  ICC Profile Autolt executable mrk.exe
gmg.Jjpg  12/18/2017 10:15 AM  JPEG image B . . B i

J qsw.ppt 1271820171015 AM  Microsoft Officepd  TUNMING Scrlpt in file Vje=Wﬂ
.l 12/18/201710:15 AM XL File
sll.dat 12/18/201710:15 AM  DAT File
it 12/18/201710:15 AM  Text Document

. sra.bmp 12/18/201710:15 AM  Bitrnap image

"_-',1__ tov.pdf 12/18/2017 10:15 AM  Adobe Acrobat Document

I ucqump3d  12/18/2017 1015 AM  MP3 Format Sound

",1 ugo.pdf 12/18/2017 10:15 AM  Adobe Acrobat Document

4";] upk.doox 1271872017 10:15 AM  Microsoft Office Word Docurment

) usgompd  12/18/201710:15 AM MP4 Video

=) vag.mpd  12/18/201710:15 AM NP4 Video 1KB
ven.bd 12/18/2017 10:15 AM  Text Document 1 KB

] vie.ppt 12/18/2017 10:15 AM  Microsoft Office PowerPoint 97-2003 Presentation 1KE

[ [ vjeswt  12/18/201710:15AM File 3021k |
i) wdg.doex  12/18/201710:15 AM  Microsoft Office Word Decument 1KE
}owwump3d  12/18/2017 1015 AM - MPS Format Sound 1KB 3
Shown above: Folder in the user's AppData/Local/Temp directory.
T
vje=wtl (*/Downloads) - gedit - (0| X
File Edit View Search Tools Documents Help
f——————

1 B vie=wtl * |

al
z |
3 #AsirGam eAylﬂ.P.UgYﬂHEA®~ﬂHEC.&E.e1 1 2
4 #AsirGaneff1®Y2znao3y” OEECILUL YHEEa+IC@.oUAK. O¢O©.U.0Yééé.z><50e66 OBaEIEY: YEIe
5 #Asi rGameUﬂ 222339 _ <<Mﬂﬂﬂ‘(ééée2iEu.ZIEoZBaA.{O@Enbuﬂ..OID€ 2VIEEIu6 | 0ZEgIYu
6 ;[EJalaeueqEdyARYieOE0EIExE~ A} NUENA-BEEYQEaDT£ST £YY »UARY
7 ; BIUERBISEIPEIPMEOSEE1 10 » ] 2B FIEU[E e
8 #Asi rGameﬂEaYUﬂ.bEaOSUIoUct
9 ;yL3g°UIx[gg»AzAq
10 ; BI€EICP@EgaTe
; I EUEIROWASZOAPER¥ Y AR\
12 #A51 rGamelElaYzlo.e.F.y.‘u’ A®jAI[EIEY g% - AabIWZze EoN
; LABg2dIEOR0
14 . B3 E}2"E| ODEIORIZEAT " eelDOf EEIOEIRY-ORE 1 «[Eu
15 #Asi rGameDcUYOQEIAT ¥~ EYEYETP ™ c[29ix 2B ABIRY 2+ 2pUsRp[EY LRI ABYECm AR CEIERI LU+ )
16 #AsirGameé&Z 2B8\ s EgoBYepNEI«Ew EILAPEIx 1P GEZAimBIwi YEIEELe=308 2e¥AUCFEadd
17 #AsirGamee@EgAueESUAL[ CEI»CRYI « BIyEIUSEIEIOEIPEIgo farE Y UEIEIOEN: OFIEIEYi esT 1 ASR] i DUEA0L
cleal
18 ; ay+U[ggc
19 ;[EIxA®UAGY " q+IY~¢X
20 #AsirGameBgoiIel 3o+ EEY>[IGUEIoEI0bHZ» | BlaCBIEYAZz«ARYI ZEI01 BV FIE4aE®E] - ]
21 #AsirGame[ggIPWEIEIEgS ™
22 ;0"g9o2ul¥62-Waggdl 090 26Ae | c B M=EIPEARYE
23 ; EIwoE0S: oA { FEEBAoaaE0 »a0Q I BHEYS FIEEDEDA I R
24 ; U@ZeaOEAoY.orsllE.zIEJ»n

1E&EI\EqUCEYEYAREDD

+@3Uad

Shown above: File run by the AutoIT scr/pt engine, v;e=wtl as seen in a text editor.
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INDICATORS

EMAIL DATA:

Date: Thursday, 2017-12-21 at 13:56 UTC

Subject: Invoice

From: "Helen Rowe" <admin@besita.tk>

Reply-To: "Helen Rowe" <order.sbsbio@outlook.com>

Message-ID: <b98edd6e87c6201c7056c859bb73b48a.squirrel@212.237.6.14>
User-Agent: SquirrelMail/1.4.22

Attachment: Proforma invoice.doc

TRAFFIC:

148.164.124.20 port 443 - streetsave.club - GET /styles/break/beta.hta (HTTPS)
148.164.124.20 port 443 - regwide.club - GET /images/scale/nile.php (HTTPS)
148.164.124.20 port 443 - regwide.club - GET /images/scale/nite.exe (HTTPS)
185.62.190.214 por 1695 - darlz.freeddns.org - encrypted post-infection traffic caused
by Remcos RAT

MALWARE AND ARTIFACTS FROM THE INFECTED WINDOWS HOST:

SHA256 hash:&bnsp;
1b78b77b4f571548df7d7a7e324bfe38425b901663906d91d7c5ec110a333a07
File size:&bnsp; 332,066 bytes

File name:&bnsp; Proforma invoice.doc

File description:&bnsp; RTF document using CVE-2017-0199

SHA256 hash:&bnsp;
402517926305219d9d482063334b9955866fbeb7fadd5fe9e0f72cc04a112173
File size:&bnsp; 1,243 bytes

File name:&bnsp; beta.hta

File description:&bnsp; HTML application (HTA) file to download the next-stage
malware

SHA256 hash:&bnsp;
9717a2ec51316ca3b97d5¢c379e4b331e03e274dfd6de5433f3382b760f09b51b
File size:&bnsp; 999,301 bytes

File location:&bnsp; C:\Users\[username\AppData\Roaming\foxread.exe

File description:&bnsp; RemcosRAT Installer for next stage of the infection
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https://www.virustotal.com/#/file/1b78b77b4f571548df7d7a7e324bfe38425b901663906d91d7c5ec110a333a07/details
https://www.virustotal.com/#/file/402517926305219d9d482063334b9955866fbeb7fadd5fe9e0f72cc04a112173/detection
https://www.virustotal.com/#/file/9717a2ec51316ca3b97d5c379e4b331e03e274dfd6de5433f3382b760f09b51b/detection

SHA256 hash:&bnsp;
fb73a819b37523126¢c7708a1d06f3b8825fa60c926154ab2d511ba668f49dc4b

File size:&bnsp; 750,320 bytes

File location:&bnsp; C:\Users\[username\AppData\Local\Temp\58594949\mrk.exe
File description:&bnsp; AutolT v3 script engine (version 3.3.8.1) NOTE: This is a
legitimate file. It is not inherently malicious.

SHA256 hash:&bnsp;
fd00256¢375f5d744d73a7ddba571f1887779af042bd6cf7100533c68c461a33

File size:&bnsp; 3,092,687 bytes

File location:&bnsp; C:\Users\[username\AppData\Local\Temp\58594949\vje=wtl
File description:&bnsp; AutolT script file executed by mrk.exe

WINDOWS REGISTRY UPDATES:

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]
"WindowsUpdate"="C:\\Users\\[username]\\AppData\\Local\\Temp\\58594949\\mrk.exe
C:\\Users\\[username]\\AppData\\Local\\Temp\\58594949\\VJE WT~1"

[HKEY_CURRENT USER\Software\dizy-937GNR]

"EXEpath"=hex:a5,60,7¢,77,81,d6,3f,89,8c,1b, 1a,3f,d2,97,d8,16,d6,4e,19,c2,2¢c,\
28,9b,08,4f,9¢,14,72,41,7f,d2,5f,47,bb,e7,24,8¢,64,15,0f,44,91,cb,54,5f,1a,\
ba,bc,67,66,94,1a,c0,54,66,67,c0,79,55,c1,8f, 7¢,29,3e,8a,08,bc,ed, 9, 3f,5f,\
6d,17,22,66,b1,c8,c8,a3,e0,27,12,ac,f3,82,3b,ed, 3e,2a,69,56,21,8b,85,f4,c0,\
35,47,be,02,9f,d0,a0,c7,2a,f0,87,28,83,42,7¢,97,2d,90,3b,c3

FINAL NOTES

Once again, here are the associated files:

e 2017-12-21-malspam-pushing-Remcos-RAT-1356-UTC.eml.zip 39.9 kB (39,888
bytes)

e 2017-12-22-malspam-pushing-RemcosRAT.pcap.zip 1.0 MB (1,044,955 bytes)

o 2017-12-22-artifacts-from-Remcos-RAT-malspam-infection.zip 1.9 MB (1,875,694
bytes)

Zip and saz files are password-protected with the standard password. If you don't know it,
look at the "about" page of this website.

Click here to return to the main page.
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https://www.virustotal.com/#/file/fb73a819b37523126c7708a1d06f3b8825fa60c926154ab2d511ba668f49dc4b/detection
https://www.virustotal.com/#/file/fd00256c375f5d744d73a7ddba571f1887779af042bd6cf7100533c68c461a33/detection
http://malware-traffic-analysis.net/2017/12/22/2017-12-21-malspam-pushing-Remcos-RAT-1356-UTC.eml.zip
http://malware-traffic-analysis.net/2017/12/22/2017-12-22-malspam-pushing-RemcosRAT.pcap.zip
http://malware-traffic-analysis.net/2017/12/22/2017-12-22-artifacts-from-Remcos-RAT-malspam-infection.zip
http://malware-traffic-analysis.net/index.html

