2017-11-23 - NECURS BOTNET MALSPAM PUSHES
"SCARAB" RANSOMWARE

malware-traffic-analysis.net/2017/11/23/index.html

ASSOCIATED FILES:

e Zip archive of the pcap: 2017-11-23-Necurs-Botnet-malspam-pushes-Scarab-
ransomware.pcap.zip 164 kB (164,157 bytes)

e Zip archive of the spreadsheet tracker: 2017-11-23-Necurs-Botnet-malspam-
tracker.csv.zip 1.0 kB (996 bytes)

e Zip archive of the emails and artifacts: 2017-11-23-Necurs-Botnet-malspam-and-
artifacts.zip 279 kB (279,120 bytes)

NOTES:

* Necurs Botnet malspam pushing ransomware nicknamed "Scarab" because encrypted
files all end with the file extension .scarab

e More info at: https://www.bleepingcomputer.com/news/security/scarab-ransomware-
pushed-via-massive-spam-campaign/

EMAILS
1
Scanned from Epson = Mozilla Thunderbird
From copier@][recipient's email domain] ® Reply || ¥y Reply All | ~ || = Forward || More ~
Subject Scanned from Epson Date Thu, 23 Nov 2017 09:01 UTC

To [removed] <>

& 1 attachment: image2017-11-23-939559.7z 1.8 KB ¥ Save ~
EI image2017-11-23-939559.7z
Shown above: Screenshot from one of the emails.

EMAIL HEADERS:

o Date/Time: Thursday 2017-11-23 as early as 08:05 UTC through at least 09:01 UTC
e Subject: Scanned from Canon
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Subject: Scanned from Epson

Subject: Scanned from HP

Subject: Scanned from Lexmark

From (spoofed): copier@/recipient's email domain]
Attachment name: image2017-11-23-[random digits].7z

j r C\Users\[username]\Desktop\image2017-11-23-939559.77\ = = 2% |
%1. File Edit View Favorites Tools Help
image2017-1 || dh wm < w w X i
1-23-939559. Add Extract Test Copy Move Delete Info
K \F w| CA\Users\[username]\Desktop\image2017-11-23-939559.72\, -
ame Size Packed Size Modified
ﬁimage2Dl?—11—22—9033239.vb5 4180 1673 2017-11-221%:33

i{}bject(s) selected 4180 4180 2017-11-22 19:33

" image2017-11-22-9088289.vbs - Notepad =B X
File Edit Format View Help
image2017-1 =i
1-27-9088289 | | Dim CPacketbibliographyensurance ' E
vbs
Dim CPacketbibliographyInPlaceQf '
CPacketbibliographyTepir = "User"
Dim williams
Dim TristateTrue
Shown above: Attachment and extracted VBS file from one of the emails.
TRAFFIC
Filter: http.request v | Expression... Clear Save
Date/Time Dst port | Host Info
2017-11-23 17:17:06 5.2.88.79 80 pamplonarecados.com GET /JHgd4767 HTTR/1.1
2017-11-23 17:17:14 88.99.66.31 B8O iplogger.co GET /1BRtVE.jpg HTTP/1.1

Shown above: Traffic from the infection filtered in Wireshark.

URLS FROM THE EXTRACTED VBS FILES:

e 98.124.251.75 port 80 - atlantarecyclingcenters.com - GET /JHgd4767

e 66.36.173.111 port 80 - hard-grooves.com - GET /JHgd4767
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66.36.165.149 port 80 - hellonwheelsthemovie.com - GET /JHgd4767?
98.124.251.75 port 80 - miamirecyclecenters.com - GET /JHgd4767
5.2.77.79 port 80 - pamplonarecados.com - GET /JHgd4767?
185.57.172.213 port 80 - xploramail.com - GET /JHgd4767?

IP ADDRESS CHECK BY INFECTED HOST (NOT INHERENTLY MALICIOUS):
88.99.66.31 port 80 - iplogger.co - GET /18RtV6.jpg
EMAIL ADDRESS FROM THE DECRYPTION INSTRUCTIONS:

suupport@protonmail.com

FILE HASHES

FILE HASHES FOR THE ATTACHMENTS:

e cae7d4fda96f11ce04cde669cfdfa818c9662b321368a98d7f7ce3e437e91589 -
image2017-11-23-0292531.7z

e 1b15b60a7091223b766f7cc4868818b8e835a2301888272486a2d1ab2c427fb2 -
image2017-11-23-030256.7z

e b2de2ea9bd7c1c1b10010f53d29956416833d81aec7614859b4f67518fa565fb -
image2017-11-23-043100.7z

o 3958f05bc95d4deOcb5e73b7ch3e6df65e9c6f12162b62b9fcc8770e1d877cad -
image2017-11-23-9164504.7z

e €6215a0e9f9c30c43a453503e00acbad4bd0f18eb52d187d00cadf6165e23feb -
image2017-11-23-939559.7z

FILE HASHES FOR THE EXTRACTED VBS FILES:

o fd072a6¢c2fe9187f799a27e21c27fc67dd2f145ccbc0faa917f37469d0d26974 -
image2017-11-22-5379282.vbs

o 25ee9aaf6fd29574f3b897¢85286a201b0ba4f946956bf0eabec0a9c29c6b248 -
image2017-11-22-6133563.vbs

o 39e61f8fff8b7bb6a36aa54b4046df218d87ab370edf457b75d6¢c2547577c6b78 -
image2017-11-22-7374139.vbs

e 9bd4009931ca1182763calacacd74fc11917d04fe7c2459bcd4e1e3b3d88eaesd -
image2017-11-22-9088289.vbs

e 281c8ccféb1a0d983b696c656883da14a43fc4408c92d8012f08fba144de121a -
image2017-11-22-9603833.vbs

DOWNLOADED "SCARAB" RANSOMWARE:
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SHA256 hash:
7a60e9f0c00bcf5791d898c84c26f484b4c671223f6121dc3608970d8bf8fedf
File size: 365,056 bytes

File location: C:\Users\[username\AppData\Local\Temp\[random string].exe

IMAGES

File Edit Format View Help

|
| **% IF YOU WANT TO GET ALL YOUR FILES BACK, PLEASE READ THIS ==

Your files are now encrypted?

A1l your files have been encrypted due to a security problem with your PC.

Mow you should send us email with your personal identifier. m
This email will be as confirmation you are ready to pay for decryption key.

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.

After payment we will send you the decryption tool that will decrypt all your files.

Contact us using this email address: suupport@protonmail.com

If you don't get a reply or if the email dies, then contact us using Bitmessage.

Download it form here: https://bitmessage.org/wiki/Main_Page

Run it, click Mew Identity and then send us a message at BM-2cTuBprUGDS6XmXqPrZiY¥XXeqyFwSdXEba

| Free decryption as gquarantee?

: Before paying you can send us up to 3 files for free decryption.

The total size of files must be less than 18Mb (non archived), and files should not contain

valuable information (databases, backups, large excel sheets, etc.). =

~ T -
. (é E IF YOU WAN... () 43 g
= 11/23/2017

Shwn above: Desktop of an infected Windows host.
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= = X

@ Ov| I * Pictures » Sample Pictures - | +y | | Search Sample Pictures §=3

Organize ~ Share with - Slide show MNew folder = - J 9

Chrysanthemum,  Desertjpg.[suupp  Hydrangeasjpg. IFYOUWANTTO  Jellyfish,jpg.[suup

pg.[suupport@pr  ort@protonmailc  suupport@proto GET ALL YOUR port@protonmail

otonmail.com].sc om)].scarab nmail.com].scara FILES BACK, .com).scarab
arab b PLEASE READ T...

Koala,jpg.[suupp Lighthouse,jpg.[s Penguinsjpg.[suu  Tulipsjpg.[suupp
ort@protonmail.c  uupport@proton  pport@protonma  ort@protonmail.c
omy).scarab mail.com].scarab il.com].scarab om].scarab

Shown above: An example of the encrypted files.

Q Registry Editor == Py
File Edit View Favorites Help

----- /. RADAR # || Name Type Data

..... ). Run |

il :‘_"f](Default) REG_SZ (value not set)

""" I RunOnce ™ || at] SiBVNE REG_SZ notepad.exe "C:\Users\[uesername]\IF YOU WANT TO GET ALL YOUR FILES BACK, PLEASE READ THIS.TXT"

« |ﬁ| »

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Shown above: Registry key updated to display the ransom note on reboot.

FINAL NOTES

Once again, here are the associated files:

e Zip archive of the pcap: 2017-11-23-Necurs-Botnet-malspam-pushes-Scarab-
ransomware.pcap.zip 164 kB (164,157 bytes)

e Zip archive of the spreadsheet tracker: 2017-11-23-Necurs-Botnet-malspam-
tracker.csv.zip 1.0 kB (996 bytes)

e Zip archive of the emails and artifacts: 2017-11-23-Necurs-Botnet-malspam-and-
artifacts.zip 279 kB (279,120 bytes)
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Zip archives are password-protected with the standard password. If you don't know it, look
at the "about" page of this website.

Click here to return to the main page.
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