Let's Learn: Lethic Spambot & Survey of Anti-Analysis
Techniques
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Goal: Reverse the latest Lethic spambot, shared by Brad from Malware Traffic Analysis with
the focus on its plethora of various anti-analysis and anti-virtual machine checks.

Source:

Lethic original spambot
(e324c63717a4c2011fde7d1af0d8dbe8ddb0897fe4e7f80f3147a7498e2166fe)

Background

While analyzing the Lethic spambot (thanks to @malware_traffic), unpacked and reviewed
some of the bot internals. By and large, the spambot leverages process injection into
explorer.exe through usual WriteProcessMemory and CreateRemoteThread. This Lethic
hardcoded call back IP is 93[.]190[.]139[.]16. Another unique feature of this Trojan is
persistency in C:\RECYCLER\* as “backwindow32.exe” and usual registry RUN keys.
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He=

; attributes: bp-based Frame

» int _ cdecl Sub h@2ICRLPUESTR 1pFllename )
sub_4@EICE proc near

IpFilename= dword ptr &

push ehp
o ebp, esp
CRp [ebprlpFilenams], @
jnz short loc_h@2acp
=
]
¥
loc_ NI2ICD: : niize
ush 104h
oy eax, [ebpelpFilename]
push rax i lpFilename
push il : hModule
call ds:GetModuleF ileHameld
test BaX, Eax
short loc_NE2%18
¥ ¥ L
Kor rax, Eax ®or PCK, PCK
L) short loc NEOK1Z| |mou edx, [ebpslpFilename] loc NEIN1D:
moy [edesa], cx ®or BaM, Bax
push ofFset phHore i “RECYCLERV\S-1-5-21- 024355603 1-BBS8883 T . .
may eax, [ebp+lpFilename]
push = : pszPath

call d= sPathippendif
push ofFfFset aBackwindowd2 e ; “backwindowd? exe”

ROy Bcx, [ebprlpFilename]
push PCX : pszPath
call ds zPathiippendy
Ray eax, 1
1mp short loc_Wa2ei2
I
e w

Malware checks:

I. Wine check

II. Anti-analysis process check

[ll. Anti-analysis DLL check

IV. UserName check

V. Path string check

VI. Virtual Machine (VM) process check
VII. VM registry and VM CreateFile check
VIIl. Anti-sleep bypass check

IX. Anti-debugger check

I. Wine check
The Lethic spambot checks for the presence of Wine on the victim machine as follows
checking the ntdll and kernel32 DLL's for the following functions via GetProcAddress API:
e wine_get _version
e wine_get_unix_file_name

A. wine_get version
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P

; Attributes: bp-based frame
anit wine check proc near

hModule= dword ptr -8
var_ 4= dword ptr -4

push ehp

mou ebp, esp

sub esp, 8

iy [ebptuar 4], @

push offset aMtdll_dll_@ ; "mtdll.dll”™
call ds :GetHoduleHandlef

mou [ebp+hModule], eax
Chp [ebp+hHodule], @
jz short loc 403288

I}I

of fset aWine_get_wersi ; "wine_get_version"
eax, [ebp+hModule]

Bakx » hHodule

ds:GetProcAddress

short loc_ WBI28E

Bdx, BdX

n-:-ﬂ i
may [ebp+uar_u], 1)
ull s =
loc_ 4P3280:
now eax, [ebp+uar 4]
mow esp, ebp
pop ehp
retn
anit_wine_check endp

The pseudo-coded C++ function is as follows:

signed int anti_wine_get version()

{
HMODULE hModule;

signed int v2;

hModule = GetModuleHandleA("ntdll.dll");
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if ( hModule && GetProcAddress(hModule, "wine_get version") )

v2=1;

return v2;

}

B. wine_get unix_file_name

text:
text:
text:
Ltext:
Ltext:
text:
text:
Ltext:
Ltext:
text:
.text:
Jtext:
text:
.text:
Jtext:
Jtext:
.text:

G s ey 1] )
HURBEZNB
LR S ] [
Ok B3 2R
DOLBIZAG
Bk BIZAD
DL BI2E2
AL NI2ER
4 B3 2B0
8 BIZEF
AL BI2E
AALAI2LE
ABLA32CY
04 BIZEA
ARLAI2DA
AOLAZ2D2
AOLBI2DN

push
Moy
suh
My
push
call
My
cnp
iz
push
i
push
call
test
jz
M

ebp
ebp, esp
esp, B

[ebp*var 4], 0
offset akerneld32 dll @ ; “kerneld2.dll*

ds:GetHodulelandlen
[ebp+hModule], eax

[ebp+hHodule], @
short loc_ L3208
offset atine_get_wnix_ ; “wine_get_unix_file_name™

eax, [ebprhModule]

2ax

; hHodule

ds:GetProcAddress

PAX, PAX

short loc_ LAI2DE

[ebpruvar_4],

The pseudo-coded C++ function is as follows:
signed int wine_get_unix_file_name()

{

HMODULE hModule;

signed int v2;

hModule = GetModuleHandleA("kernel32.dlIl");

if ( hModule && GetProcAddress(hModule, "wine _get unix_file_name") )

v2=1;

return v2;

}

Il. Anti-analysis process check

1
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112 j_memset{&u3?, 0, 246);

113 wvid = ‘corp”; A proc_watch.exe
114 ws1 = ‘taw_°;
115 uh? = "e_he";
116 uld = ‘ex";
117 whh = B;
118 j_memset(&uis, 8, 245);
119 whd = ‘mipa‘; Jf apimonitor.exe
1280 wh7? = ‘tino";
121 uvh8 = ‘e.ro°;
122 wh9 = ‘ex';
123| vSA = B;
124 j_memset{&wS1, @, 245);
125 wG2 = 'wpct'; A tcpuiew.exe
126| ws3 = " wei”;
127 w4 = "exe’;
128 j memset(BuSS, B, 248);
129 w546 = "otep”; £ petools.exe
138 w57 = ".sleo';
131 w58 = "exe’;
132 j_memset({&us?, A, 248);
133 uhll = "obtmu’;
134 ufl1 = "dslo’;
135 uhi? = "pxe." 3 Jd umtoonlsd.exe
136 ufid = B3
137 j_memset(&ucls, O, 247);
138 ufi% = "otua’;
139 whh = “snur’; Jf autoruns.exe
148 wa? = “exe.’;
181 wvéad = @;
142 result = (HAHDLE)j_ _memset{&u6®, 0, 247);
143 for f 1 = B; 1 £ BRE; ++1 )
14 {
145 vl = process_compare_check({{ BYTE #)&uZ + 268 = i);
1hb result = thread_check_suspend{uvi);
147 %
148 return result;
| ® 1403

The Trojan checks for the following processes and suspends threads if they exist on the
host:

regmon.exe
filemon.exe
procdump.exe
procexp.exe
wireshark.exe
prcview.exe
sysinspector.exe
sniff_hit.exe
proc_watch.exe

apimonitor.exe
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tcpview.exe
petools.exe
vmtoolsd.exe

autoruns.exe
The suspend thread function is as follows:

HANDLE _ cdecl suspend_thread_function (int a)
{

HANDLE result;

HANDLE hThread;

THREADENTRY32 te;

HANDLE hSnapshot;

te.dwSize = 0;
te.cntUsage = 0;
te.th32ThreadID = 0;
te.th320wnerProcessID = 0;
te.tpBasePri = 0;
te.tpDeltaPri = 0;
te.dwFlags = 0;
result = CreateToolhelp32Snapshot(4u, 0);
hSnapshot = result;
if ( result I= (HANDLE)-1)
{

te.dwSize = 28;

if ( Thread32First(hSnapshot, &te) )
{
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do

{

if ( te.th320wnerProcessID == at)

{

hThread = OpenThread(2u, 0, te.th32ThreadlID);

SuspendThread(hThread);

CloseHandle(hThread);

}
}

while ( Thread32Next(hSnapshot, &te) );

}

result = (HANDLE)CloseHandle(hSnapshot);

}

return result;

}
lll. Anti-analysis DLL check

The malware checks for the presence of loaded DLL’s.
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a5 vl = 0;
36| strcpy{HoduleHame, “api_log.dl1");
37 i memset{fuh, A, 248);

38 wh = "' _gol*;

39 whd = *Jipa“;

| wf = "la.2°;

1| vdg = "1°;

42 j_memset{fu?, B, 246);
43| vi1B = ' _rid';

44 wvw11 = "ctaw’;

h5 vi2 = "ld.h";

Iy pid = "1°;

W7 j_memset(&uih, B8, 246);
48 wvi5 = 'otsp';
49 vih = ' _Ccer’;
58 w17 = "11d";
g1 j_memset (Bui18, 0, 248);
L2 1% = "hcmu ' ;
53 w20 = "_.kce';
5 w21 = "11d°;
55 j memset(&uZZ, 0, Z248);

Eh| w23 = "sepu’;
57| w24 = "d.yp’;
5B w2 = "11°;
590 w26 = 03

68 j_memset(&uzi, 0, 249);
61| w28 = "hxns';
62| w29 = "1d.k";

63 wid = "1";

G4 j_memset(&uil, B, 258);

6% For { 1= 85 1 € 7; ++1i )

66| {

a7 if { GetHoduleHandlen{&HoduleHame[268 = 1i])
GB ul = 13

69 3

B return ul;

71/}

The list of all checked DLL is as follows:
api_log.dll

log_api32.dll
dir_watch.dll
pstorec.dll
vmcheck.dll
wpespy.dll

snxhk.dll
IV. UserName check

The malware checks for specific host usernames via retrieving them with GetUserName API

and converting them to upper case.

i

i

Iy

ff

£

i

log_api32.dll

dir_watch.dll

pstorec.dll

umcheck.dll

wpespy .dll

snxhk.d11
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27 w28 = 8;

28) w3 = "TLAM'; ff MALTEST

29 ul = "TSE";

a8 j_memset{&us, 8, 252);

31 ulh = "UQET"; S TEQUILABDOHEBOOH
32 wi = "BALI";

33 ug = "BHMODOD":

3% w2 = "HOD";

45 j_memset(duid, @, 244);

36, w11 = 'DHAS"; /f SAHDBOX

37| vi2 = "X0OB':

38  j_memset(&v13, @, 252);

39 wih = ‘URIV*; £/ UIRULS
LY} uls = "§°;

41 j_memset(&uia, B, 254);

L2 vi7 = "WLAHW"; S HALWARE
43 w18 = "ERA';

4y memset(&ui19, @8, 252);

45| pcbBuffer = 268;

46| i = B:

47| if { GetUserHameA{Buffer, &pchBuffer) }

N8 ¢

49 for ( i = B; ; ++1 )

g {

51 vd = sub_L@114@{Buffer);
52 if { i >= wb )

53 break;

Gy u1 = toupper{Buffer[i]};
1 Buffer[i] = v1;

56 H

LY for ( i = B; 1 € 5; ++i )
C8 {

59 if { sub_h@18BB(Buffer, {( BYTE =)Bud + 268 = 1) )
60 vZ| = 1;

61 3

62 3

63| return v2i;

643

The list of the checked usernames is as follows:
MALTEST

TEQUILABOOMBOOM

SANDBOX

VIRUS

MALWARE

V. Path string check

The malware checks for specific path strings aliases via retrieving them with
GetModuleFileName API and converting them to upper case.
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23 u3 = B:

24 uwh = "PHMAS";

25| wh = "EL';

26 oi? = B;

20 j_memset{&ui, B, 253);
28| w9 = "WLAHW';

29 vid = "ERA";

20, j_memset{&uil, @, 252);
31 w12 = "DHAS";

3z i3 = "XDB";

33 j_memset(&vih, @8, 252);
d4 wi5 = "URIV® ;

a5 uifi = "5°;

36, j_memset{&vis, 0, 254);
37| nSize = 260:

as| i = @;

{7 SAMFPLE

£/ HALWARE

£/ SAHDBOX

£/ VIRUS

49 if { GetModuleFileMamen{®, Filename, Ox18%u) )

e {
1 | for { 1 = B; ; ++1 )
K2 {

43 vl = sub_BM118A(Filenane);

Iy if (i 3= uB )
45 break;

LT3 vl = toupper(Filenamne[i]);

nF Filename[1] = vl;
48 H

] For { © = B; i € h; ++i

5H

L5 w3k = 1;
£3 3
Ly b
55 return vi;

Il ® sy

{
51 if { sub_4M1BBA(Filenane, { BYTE =)}&uS + 260 = i) )

The list of the checked path strings is as follows:

SAMPLE

MALWARE

SANDBOX

VIRUS

The malware also checks if it is named “sample.”

s LEAL - HIESRLTLC B
Stext s RiMAACER
StextIDBaDICEA
Stext zBMBICED
Ltewt :BMNAACED
LKl DBERACFI
textzRAICFE
textDBEBICIE
Stext IDMMBICFF
Stext i anEA3IDan
SPext :DibRADOT
Stext s DikEnIDac
StextzRiMeEID2
Ltext :DRAAADIT
gl BRI 1S
Steet 2 RiRAADIR
StextzdidseIpD
Stext zDMBIDIF
Ltewt :BRRAIDZY
LextiOBEAIDZY loc 403029 :
Stext 2 RiMA3IDEY
textzDiMBIDEF
Stext :DBEAIDET
Slext cAMAIDE2

push
mo
sub
mo
push
1ra
push
push
call
push
1ea
push
call
ad
test
jz

mow

mo
moy
pop
retn

ehp

ehp, eBsp

esp, 18Ch

[ebp+uar_18C]), @

1050 ; nEize

rax, [ebps*Filename]

eax ; lpFilename
a 7 hhodule

ds iGetHoduleFileHamed
offset aSample ; “sample”
ecx, [ebpsFilenamne]

BCY

sub_hB10BA

esp, B

PaK, P

short loc &0a029

[ebprvar 18C], 1

; CODE XREF:
Pax, [ehpevar 106]
esp, ebp
ehp

VL. Virtual Machine (VM) process check

sub_4RICER+3DT
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Lethic checks for the presence of the VM-related processes.
12| wv1i

= B0;
16| w2 = "sumv’; J/ uvmusruc .exe
17| w3 = '_cur';

18 wh = 'pxe’;

19 j_memset{&uvs, B, 248);

28| wH = ‘rsmu’; f/ umsrcu . exe
21| uwf¥ = 'p.cu';

22| uB = 'ex';

23 v = P;

24 memset{&uid, B, 249);

25 For (1= 8; i € 2; ++1 )

26| ¢

27 if ( process_compare_check{{ BYTE =)&u2 + 268 = i) )

28 vl = 1;

20 »

af return vi;

1y

The full list of all checked processes is as follows:
vmusrvc.exe

vmsrvc.exe
Xsvc_depriv.exe

xenservice.exe
VIl. VM registry keys check

The malware checks for the registry artefacts associated with VM.
1mn ihEHesult = B3
11 L: = B3
12| Data = @5
17§ memset{&ud, B, 1023);

14 chbata = 10824;

15 if { ftRegOpenKeyEx(

16 HHEY LOCAL_MACHIHE ,

14 “HARDWAREAADEVICEHAP \AScsiv\5csi Port B\\3csi Bus A Target 1d H\\Ingital Unit Id @,
1H ",

19 ax2aai9u,

28 EphkResult) )

21 {

22 if { tRegQueryValueExn{phkResult, “Identifier**, 8, 0, &Data, &chbData) )
23

24 For { i = B; i <= sub 4811408{(char =)&Dala); ++1i )

25 w({EData » i) = toupper((char)=({&Data + i)};

26 if { sub_sedBBA(&Data, TOEHUT) )

27 yl = 1;

28

29 RegClosekey{phkResult});

am 3

31 return wi;

32/)

The following registry locations and values are checked:
A. HKLM\HARDWARE\DEVICEMAP\Scsi\Scsi Port 0\Scsi Bus O\Target Id O\Logical Unit Id
O\ldentifier

« VMWARE

« QEMU

B. HKLM\HARDWARE\Description\System\SystemBiosVersion
e VBOX
« QEMU

11/16


https://4.bp.blogspot.com/-nKd4_Vwj03Q/Wf7bNWs82II/AAAAAAAAGJE/td-xloJ5q0MtQwgCHUixOnYaB6Jb6HP5ACLcBGAs/s1600/Picture9.png
https://1.bp.blogspot.com/-7fRFbzApU7A/Wf7bkGZ6XLI/AAAAAAAAGJI/koGJ5ZJfPsc05APUlD0gigHULhKCK5b6gCLcBGAs/s1600/Picture10.png

C. HKLM\HARDWARE\Description\System\VideoBiosVersion

D. HKLM\SOFTWARE\Oracle\VirtualBox Guest Additions

o VIRTUALBOX
« BOCHS

{

1
2
1
b
5

&

il

H

o
1@
11
12
13
L]
15}

cigned int Sub_ 4BSAFE( )
signed int wi; #F [sp+Uh] [bp-Bh]E1
HEEY phkResult; /£F [spr&h] [bp-4h]@1
phkResult = 0
wi = B3
it { 'HegOpenKegExWd{HKEY LOCAL HACHIHE . LUS0F TWAREMDrac ey Uirtual Bax Guest nl'lﬂ'if'iﬂﬂ".", B, 1w, BphkEesult)
Gh phkResult )
1
ul = 13
ReqgClosekep(phkResult);
return v}

. The malware tries to create a file “\\\.\\VBoxGuest” and checks if it exists.

" P

sub_h@S0AR proc near

var_f= dword ptr -8
hibject= dword ptr -4

call ds:CreateFileW

;: Attributes: bp-based frame

push ebp

mov ebp, esp

sub esp, B

mau [ebp+uvar_ 8], @

moy [ebp+hDbject], BFFFFFFFFR

push ] ; hTemplateFile

push i} ; dwFlagsAndAttributes
push 4 ; duCreationDisposition
push B ; 1lpSecurityattributes
push 1 ; duSharedode

push 1 ; dubesiredficcess

push offset a_Wboxguest ; “““AAAWUBoxGuest™

miu [ebp+hObject], eax
cnp [ebp+hObject], BFFFFFFFFh
jz short loc S05S0ES
LI
Y
oy eax, [ebp+hDbject]
push eax ; hibject

call ds:CloseHandle
mow [ebp+var_B], 1

X

ol =

sub_4@50A0 endp

loc_4BSBES:

moy eax, [ebptuvar 8]
mauy esp, ebp

pop ebp

rektn
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The C++ pseudocode is as follows:
signed int vm__createfile _check()
{

signed int v1;

HANDLE hObject;

hObject = CreateFileW(L"\W.\\VBoxGuest", 1u, 1u, 0, 4u, 0, 0);
if ( hObject I= (HANDLE)-1)
{

CloseHandle(hObject);

return v1;

}
VIII. Anti-sleep bypass check

The malware implements Sleep API patch/hook check preventing the analyst from
patching/hooking Sleep to a return.
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; Attributes: bp-based frame
sub_h@3n46@ proc near

var_#= dword ptr -8
var_h= dword ptr -4

push ehp

mowy ebp, esp

sub esp, 8

mou [ebp+war_h], 1

call ds:GetTickCount

mow [ebpruwar 8], eax

push 1Fhh ; duMilliseconds

call ds:Sleep
call ds:GetTickCount

sub eax, [ebp+uvar #]
crhp eax, 1B8h
jhe short loc_4P3A%A
I
| v ¥
now [ebp+uvar 4], @
jmp short loc 463002 |loc LHAZADA: 7 duwHilliseconds
push ]
call as:5leep

e =

loc 403AR2:

moy eax, [ebp+uar_u]
mow esp, ebp

pop ebp

retn

sub_ 483IA6E endp

The routine is as follows:

signed int anti_sleep_hook_check()

{

DWORD v0;

signed int v2;

v2=1;
v0 = GetTickCount();

Sleep(500);
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if ( GetTickCount() - vO <= 440 )

Sleep(0);

else

return v2;

}
IX. Anti-debugger check

The malware calls IsDebuggerPresent and CheckRemoteDebuggerPresent APIs to check

for the debugger presence.
sub HABRD proc near

var b= dwerd ptr -4

pbbebuggerfresent= dword ptr -8

loac
o

— T—
= '

)

_EBIN:
[ebproar 4], 1

"7

loc_s@1030:

L tax, [ebhpruar &)
i esp, ebhp

o ehip

retn

Sub 421000 endp

push ehp

nowv chp, esp

sub esp, 8

LT [ebpspbbebuggerPresent], @

oW [ebpevar &), @

call ds : 1 sDebuggerPresent

test cax, rax

|jnz short loc_40183N

] L
= '
lea eax, [ebp+pblebuggerFresent )
push A i phBebuggerPreesent
push DFFFFFFFFR + hWPPoCess
call ds ;CheckRenot ¢Debugger Present
test caK, rax
iz short loc_ 401038
§ ] 1 =

ol |
|Chp [ebpspubebuggerPresent ), @
jz short loc S01030

G

The function in C++ is as follows:
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int anti_debugger_check()

{

BOOL pbDebuggerPresent;

intv2;

pbDebuggerPresent = 0;

if ( IsDebuggerPresent() || CheckRemoteDebuggerPresent((HANDLE)OxFFFFFFFF,
&pbDebuggerPresent) && pbDebuggerPresent )

v2=1;

return v2;
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