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Threat Round Up for Oct 20 - Oct 27
blog.talosintelligence.com/2017/10/threat-round-up-1020-1017.html

Today, Talos is publishing a glimpse into the most prevalent threats we've observed between October 20 and October
27. As with previous round-ups, this post isn't meant to be an in-depth analysis. Instead, this post will summarize the
threats we've observed by highlighting key behavior characteristics, indicators of compromise, and how our
customers are automatically protected from these threats.

As a reminder, the information provided for the following threats in this post is non-exhaustive and current as of date
of publication. Detection and coverage for the following threats is subject to updates pending additional threat or
vulnerability analysis. For the most current information, please refer to your Firepower Management Center,
Snort.org, or ClamAV.net.

  
The most prevalent threats highlighted in this round up are:

Doc.Macro.Downloader-6355564-0
 Office Macro

 Word documents making use of VBA macros to download additional binaries to further compromise the system.
This cluster focuses on VBA importing external Win32 API to download and execute a file with the presence of
an obfuscated URL.

  
Doc.Macro.Obfuscation-6355576-0

 Office Macro
 Word documents making use of VBA macro obfuscation techniques to evade detection and prevent quick

analysis. This cluster focuses on the repeated use of base64 encoded data encapsulating a substring used to
created the desired string for malicious use.

  

http://blog.talosintelligence.com/2017/10/threat-round-up-1020-1017.html
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Win.Ransomware.Bucbi-6357228-0
Ransomware
This is a ransomware variant that encrypts a user's data and demands that a Bitcoin ransom be paid. To
achieve this, the malware performs code injection and set registry keys for persistence. Moreover, the samples
contain anti-debugging techniques to hinder analysis.
 
Win.Trojan.Msil-6358223-2
Trojan
This .NET trojan creates a shortcut file in the Windows Startup folder for persistence, drops and executes a
malicious VBScript and a .bat file, and downloads additional files from different websites.
 
Win.Trojan.Tinba-6357827-1
Trojan
Tinba (or TinyBanker, or Hupigon) is an information stealer and banking trojan. It is capable of hooking into
several popular web browsers in order to gather credentials to send back to an attacker controlled C2. It is
custom packed and code is injected into an instance of winver or Explorer (or both, in that consecutive order)
before execution reaches its intended purpose.
 
Win.Trojan.Tovkater-6355575-0
Trojan
This malware is able to download and upload files, inject malicious code, and install additional malware.
 
Win.Trojan.WillExec-6356235-0
Trojan
This  trojan injects into other processes, disables security features, and tries to contact several domains, waiting
for instructions.
 
Win.Trojan.Zusy-6357526-0
Trojan
This is a bank credential stealer which gathers online bank passwords, credit card numbers and social security
numbers. The malware injects itself into winver.exe and explorer.exe.
 

Threats

Doc.Macro.Downloader-6355564-0

 

Indicators of Compromise

 
Registry Keys

 N/A

Mutexes
 N/A

IP Addresses
 239[.]255[.]255[.]250

Domain Names
 site[.]sitez3[.]com
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Files and or directories created
%WinDir%\SoftwareDistribution\DataStore\DataStore.edb
%AppData%\Microsoft\Windows\Cookies\7OT1LGP2.txt
%SystemDrive%\~$1334139.doc
\srvsvc
%AppData%\Microsoft\Office\Recent\SAT_Documento741929.LNK
\TEMP\SAT_Documento741929.doc

File Hashes 

Coverage

 

Screenshots of Detection

AMP
 

https://3.bp.blogspot.com/-Uaaol5f_kuk/WRNnk9-GYDI/AAAAAAAAA80/c6qsYVz-hcM5CPhFuFQnHk3X4b1J6C6-ACLcB/s1600/amp-tg-proxy-umbrella.png
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ThreatGrid

Umbrella

 

Doc.Macro.Obfuscation-6355576-0

 

Indicators of Compromise

 
Registry Keys

 N/A

Mutexes
 MC8D2645C

Global\I98B68E3C
MF4F51CA3
Global\M98B68E3C

IP Addresses
 

https://4.bp.blogspot.com/-uLRIAfxc5XU/WfOtAqLSZDI/AAAAAAAABeM/XQfQvnsXpGQTlLldI8PTSRDA2UvGcwcpQCLcBGAs/s1600/Doc_Macro_Downloader_6355564_0_amp.png
https://2.bp.blogspot.com/-g2GfiJGA4dg/WfOtDyK8I-I/AAAAAAAABeQ/DTsjYPAYiEEuj0GuDf48mr0s3JzZ9hLbgCLcBGAs/s1600/Doc_Macro_Downloader_6355564_0_threatgrid.png
https://4.bp.blogspot.com/-u6Yd5ETCMp4/WfOtKFQuE1I/AAAAAAAABeU/8PKnuaNQQ-4N7U1ziwjvtVx9M7K8GtUzwCLcBGAs/s1600/Doc_Macro_Downloader_6355564_0_umbrella.png
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81[.]169[.]145[.]76
194[.]88[.]246[.]9
239[.]255[.]255[.]250

Domain Names
puikprodukties[.]nl

Files and or directories created
\Users\Administrator\Documents\20171025\PowerShell_transcript.PC.BQAZNa49.20171025072414.txt
%SystemDrive%\Documents and Settings\Administrator\Local Settings\Temp\54180.exe
%SystemDrive%\~$690febddc8bf29d57cee5e527e3a386d0d32afa4ae9bc1fa4a18cf849f5be3.doc
%WinDir%\AppCompat\Programs\RecentFileCache.bcf
\TEMP\~$690febddc8bf29d57cee5e527e3a386d0d32afa4ae9bc1fa4a18cf849f5be3.doc
\TEMP\27690febddc8bf29d57cee5e527e3a386d0d32afa4ae9bc1fa4a18cf849f5be3.doc
%WinDir%\SysWOW64\specsystem.exe

File Hashes 

Coverage
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Screenshots of Detection

AMP
 

ThreatGrid
 

Umbrella
 

https://3.bp.blogspot.com/-Uaaol5f_kuk/WRNnk9-GYDI/AAAAAAAAA80/c6qsYVz-hcM5CPhFuFQnHk3X4b1J6C6-ACLcB/s1600/amp-tg-proxy-umbrella.png
https://4.bp.blogspot.com/-BVw5dc0ic4g/WfOtU6t0OZI/AAAAAAAABeY/InarLOBSbNsF7SERkzbq39sO_xPOqVzJgCLcBGAs/s1600/Doc_Macro_Obfuscation_6355576_0_amp.png
https://3.bp.blogspot.com/-l4v9pegB6QY/WfOtZu0csEI/AAAAAAAABec/vKFXdMWcf7IRiQtx9QWUbDKraSwwxt5owCLcBGAs/s1600/Doc_Macro_Obfuscation_6355576_0_threatgrid.png
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Win.Ransomware.Bucbi-6357228-0

 

Indicators of Compromise

 
Registry Keys

 <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\CONNECTIONS

Value: SavedLegacySettings
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS\ZONEMAP

Value: IntranetName
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS\ZONEMAP

Value: AutoDetect
<HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\ZONEMAP

Value: IntranetName
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\5.0\CACHE\CONTENT

Value: CachePrefix
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\5.0\CACHE\HISTORY

Value: CachePrefix
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\5.0\CACHE\COOKIES

Value: CachePrefix
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

Value: ProxyServer
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS\ZONEMAP

Value: UNCAsIntranet
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\CONNECTIONS

Value: DefaultConnectionSettings
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS\ZONEMAP

Value: ProxyBypass
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN

Value: internat.exe
<HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\ZONEMAP

Value: ProxyBypass
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

Value: AutoConfigURL
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

https://4.bp.blogspot.com/-qi34F1_c0Sw/WfOtfS9U_iI/AAAAAAAABek/tqkwVEjw4P8aKNE03H1Tg4uT3qSYiAjFACLcBGAs/s1600/Doc_Macro_Obfuscation_6355576_0_umbrella.png
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Value: ProxyEnable
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

Value: AutoDetect
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

Value: ProxyOverride
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Connections
<HKU>\Software\Microsoft\Windows\CurrentVersion\Run
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Run
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
<HKLM>\System\CurrentControlSet\Services\Tcpip\Parameters
<HKCU>\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings

Mutexes
Local\ZonesCacheCounterMutex
Local\ZonesLockedCacheCounterMutex

IP Addresses
N/A

Domain Names
shalunishka12[.]org
caprice-porn[.]com

Files and or directories created
%SystemDrive%\Documents and Settings\Administrator\Local Settings\Application Data\lqwrnvdl.exe
\Users\Administrator\AppData\Local\wikqsvpt.exe
\Users\Administrator\AppData\Local\lpcqdivf

File Hashes
98e901f362641ae1fc6527215f496c9fd5de2d7f69b136ac610e453469831d07
6edf7c043348efe02d94c97a4d06ec735fb90a77ea290509e03991edadb24716
f51719dfeac4f52a90d52188c3b3e9145d77f612da784510c968564aa0d46e9e
713413ee1a008b91a6afb29c52d2beda829778b8072c5ba5171bb50277104ebc
a65293abd10e7c4a306ddfae94c67df2db411c4a29ca71a1ca8169ee640a8ed3
feecc0baccecabeddc8f0e07b3a7aa54d7f13d60e232b7a538b10cd773b4c5e5

 

Coverage

 

https://4.bp.blogspot.com/-WcjQB5z7azY/WPEvFYVUpfI/AAAAAAAAA2o/9A2DqIoERHYxdyq2wats6A7E36it0gBdACLcB/s400/no-netsec.png
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Screenshots of Detection

AMP
 

ThreatGrid
 

Umbrella
 

 

Win.Trojan.Msil-6358223-2

 

Indicators of Compromise

 
Registry Keys

 <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\5.0\CACHE\HISTORY

Value: CachePrefix
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\5.0\CACHE\COOKIES

Value: CachePrefix
<HKLM>\SAM\SAM\DOMAINS\ACCOUNT\USERS\000003E9

Value: F
<HKLM>\SAM\SAM\DOMAINS\ACCOUNT\USERS\000003EC

https://3.bp.blogspot.com/-z04lj8MDUq0/WfO1JDnvQUI/AAAAAAAABe0/wn9Cm-oizn0_vEk8CMtq-ZdwEuXmNEUWgCLcBGAs/s1600/Win_Ransomware_Bucbi_amp.png
https://2.bp.blogspot.com/-8gU2Oon9V1A/WfO1NEbqROI/AAAAAAAABe4/kVQaaGwbzx478WOGx56tiEOvwJltNq0mgCLcBGAs/s1600/Win_Ransomware_Bucbi_threatgrid.png
https://1.bp.blogspot.com/-McKnmrCczLg/WfO1RV4h9CI/AAAAAAAABe8/DX-rUnuuMQUVR0tQFo-3ryV40ZUm0Q2rwCLcBGAs/s1600/Win_Ransomware_Bucbi_umbrella.png
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Value: F
<HKLM>\SAM\SAM\DOMAINS\ACCOUNT\USERS\000001F5

Value: F
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Explorer\StartPage2
<HKCU>\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
<HKLM>\System\CurrentControlSet\Control\SecurityProviders\Schannel
<HKCU>\Software\Microsoft\GDIPlus

Mutexes
RasPbFile

IP Addresses
185[.]182[.]56[.]160
104[.]18[.]48[.]20
104[.]27[.]162[.]68
104[.]27[.]163[.]68
104[.]18[.]49[.]20

Domain Names
paste[.]ee
artishoker[.]com
c[.]lewd[.]se

Files and or directories created
%SystemDrive%\Documents and Settings\Administrator\Start
Menu\Programs\Startup\KiuFCoY1QO9PiPVC.vbs
\srvsvc
%AppData%\Microsoft\Windows\Start Menu\Programs\Startup\KiuFCoY1QO9PiPVC.lnk
%AppData%\Microsoft\Windows\Start Menu\Programs\Startup\KiuFCoY1QO9PiPVC.vbs
%SystemDrive%\Documents and Settings\Administrator\Start
Menu\Programs\Startup\KiuFCoY1QO9PiPVC.lnk
\TEMP\Scanned_Purchase_order_image277253491.exe
%TEMP%\1861034378.bat
%AppData%\KiuFCoY1QO9PiPVC.exe

File Hashes11/22
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Screenshots of Detection

AMP
 

ThreatGrid
 

https://3.bp.blogspot.com/-Uaaol5f_kuk/WRNnk9-GYDI/AAAAAAAAA80/c6qsYVz-hcM5CPhFuFQnHk3X4b1J6C6-ACLcB/s1600/amp-tg-proxy-umbrella.png
https://1.bp.blogspot.com/-5vaL8gT79dA/WfO1bxkMfpI/AAAAAAAABfA/3iomS9GzZMoS9DH9jBqgngjIHl3CUny8gCLcBGAs/s1600/Win_Trojan_Msil_6358223_0_amp.png
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Umbrella

 

Win.Trojan.Tinba-6357827-1

 

Indicators of Compromise

 
Registry Keys

 <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
Value: F9E7DE7B

<HKU>\Software\Microsoft\Windows\CurrentVersion\Run

Mutexes
 F9E7DE7B

\BaseNamedObjects\5D79E0A3

IP Addresses
 216[.]218[.]185[.]162

Domain Names
 spaines[.]pw

Files and or directories created
 %AppData%\5D79E0A3\bin.exe

%AppData%\F9E7DE7B\bin.exe

File Hashes
 1a011db2ad073700f1ac9eaaf9760bf4c6569af894ff847520ea2918ea9228ee

https://4.bp.blogspot.com/-718RLH-bEs4/WfO1fu-B_SI/AAAAAAAABfE/F9pNHFvdku401faE-jSwhO_tRCu7RGEJQCLcBGAs/s1600/Win_Trojan_Msil_6358223_0_threatgrid.png
https://2.bp.blogspot.com/-Be3jF8RCppc/WfO1j2JsXGI/AAAAAAAABfI/961uUnVdMO8aiNKvcpCWwO-WrHJWH7QlgCLcBGAs/s1600/Win_Trojan_Msil_6358223_0_umbrella.png
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Coverage

 

Screenshots of Detection

AMP
 

https://3.bp.blogspot.com/-tSS3VoI1eOo/WPEtzFghLhI/AAAAAAAAA2c/sELBUbsbhFAhWd_8GeacC_PrQGegGhZGQCLcB/s400/all.png
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ThreatGrid

Umbrella

 

Win.Trojan.Tovkater-6355575-0

 

Indicators of Compromise

 
Registry Keys

 <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS\ZONEMAP
Value: IntranetName

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS
Value: ProxyServer

https://4.bp.blogspot.com/-Q23hiRxzf-A/WfO1zlIuORI/AAAAAAAABfQ/S5UBmqOow7QERd6y21jV8noFfLbnOe-mgCLcBGAs/s1600/Win_Trojan_Tinba_6357827_1_amp.png
https://4.bp.blogspot.com/-158DOFHM990/WfO147bCO4I/AAAAAAAABfU/KlhWtfs_gmo68ac1V_lK9B9rIr8Q5k88gCLcBGAs/s1600/Win_Trojan_Tinba_6357827_1_tg.png
https://1.bp.blogspot.com/-2dMHzL_2YMk/WfO1974k_jI/AAAAAAAABfY/MnNc2TLhU_way5kmYFJ9ZGAYaUA_4SkMgCLcBGAs/s1600/Win_Trojan_Tinba_6357827_1_umbrella.png
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<HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\ZONEMAP

Value: ProxyBypass
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS\ZONEMAP

Value: ProxyBypass
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

Value: AutoConfigURL
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

Value: AutoDetect
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET SETTINGS

Value: ProxyOverride

Mutexes
!IECompat!Mutex
Global\C::Users:Administrator:AppData:Local:Microsoft:Windows:Explorer:thumbcache_idx.db!rwReaderRefs
Global\C::Users:Administrator:AppData:Local:Microsoft:Windows:Explorer:thumbcache_idx.db!ThumbnailCacheInit
MutexNPA_UnitVersioning_1288
\BaseNamedObjects\MutexNPA_UnitVersioning_1908

IP Addresses
185[.]80[.]54[.]18
239[.]255[.]255[.]250

Domain Names
chubbyoasis[.]top

Files and or directories created
%TEMP%\nspB3BE.tmp\nsJSON.dll
%TEMP%\nspB3BE.tmp\ihovet312.exe
%Public%\Desktop\Download Download.lnk
%TEMP%\nspB3BE.tmp\crub.exe

File Hashes16/22
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Screenshots of Detection

AMP
 

ThreatGrid
 

Umbrella
 

https://1.bp.blogspot.com/-8-ewx032dEo/WShN7e2cmKI/AAAAAAAABAg/1zHeN8V4h-sP6aW4ev8jafnU6MW4QEE0wCLcB/s1600/no-email-security.png
https://4.bp.blogspot.com/-tRq4zxfMR5Q/WfO2HPd3UUI/AAAAAAAABfc/Imh3y0sVn6EEjlpIH37hZi2maKy4ezcBgCLcBGAs/s1600/Win_Trojan_Tovkater_6355575_0_amp.png
https://3.bp.blogspot.com/-V6-OlTRP6FY/WfO2KntbDKI/AAAAAAAABfg/wF94II8B7wUNBXwFiQ_OQgh_bpIiOA3RACLcBGAs/s1600/Win_Trojan_Tovkater_6355575_0_threatgrid.png
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Win.Trojan.WillExec-6356235-0

 

Indicators of Compromise

 
Registry Keys

 <HKLM>\SYSTEM\CONTROLSET001\SERVICES\WUAUSERV
Value: DelayedAutostart

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
Value: dgprf

<HKLM>\SOFTWARE\POLICIES\MICROSOFT\WINDOWS DEFENDER
Value: DisableAntiSpyware

<HKLM>\SYSTEM\CONTROLSET001\SERVICES\WUAUSERV
Value: Start

<HKCU>\Software\Microsoft\Windows\CurrentVersion\Run
<HKLM>\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows Defender

Mutexes
 Hej2ffi2jd4slfe

IP Addresses
 N/A

Domain Names
 LKEXIVL[.]RU

HDYKVXN[.]RU
ebfrtgx[.]ru
PIBSCXI[.]RU
indvaws[.]ru
mfwvokl[.]ru
UOEVSFM[.]RU
JTPXQRU[.]RU
KAQELMY[.]RU
BGYMVRR[.]RU
XQTNVLM[.]RU
lkexivl[.]ru
MFWVOKL[.]RU
EBFRTGX[.]RU
HTTHUED[.]RU
dtrxcms[.]ru
QTKIHPS[.]RU

https://2.bp.blogspot.com/-XlltkDW3VTk/WfO2OsrX5bI/AAAAAAAABfk/4V3KdQznt8QF8LlIF2B3Duc9njd5IRuqQCLcBGAs/s1600/Win_Trojan_Tovkater_6355575_0_umbrella.png
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lqwuhot[.]ru
bgymvrr[.]ru
UPSCDOQ[.]RU
DTRXCMS[.]RU
qtkihps[.]ru
FACJGHS[.]RU
pibscxi[.]ru
xlvudsp[.]ru
rmcltni[.]ru
LTYHVWD[.]RU
ADOHBTT[.]RU
hdykvxn[.]ru
xqtnvlm[.]ru
upscdoq[.]ru
LQWUHOT[.]RU
facjghs[.]ru
INDVAWS[.]RU
htthued[.]ru
XLVUDSP[.]RU
jtpxqru[.]ru
RMCLTNI[.]RU
ltyhvwd[.]ru
kaqelmy[.]ru
uoevsfm[.]ru
adohbtt[.]ru

Files and or directories created
%TEMP%\dd.te
%AppData%\xxudxudr\ucqupaug.exe

File Hashes 

Coverage
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Screenshots of Detection

AMP
 

ThreatGrid
 

Umbrella
 

https://4.bp.blogspot.com/-WcjQB5z7azY/WPEvFYVUpfI/AAAAAAAAA2o/9A2DqIoERHYxdyq2wats6A7E36it0gBdACLcB/s400/no-netsec.png
https://3.bp.blogspot.com/-r028mTcbUg8/WfO2cPck8pI/AAAAAAAABfs/G0pSP5GsLL8HUU821DcQ5_mS42FPayI2wCLcBGAs/s1600/Win_Trojan_WillExec_6356235_0_amp.png
https://4.bp.blogspot.com/-Zp2LBPqN1Sw/WfO2gFLBkQI/AAAAAAAABfw/9s7rmDNCbKgiNj5702O3s-xmfANYMzdpgCLcBGAs/s1600/Win_Trojan_WillExec_6356235_0_threatgrid.png
https://2.bp.blogspot.com/-od_GVKk7Rks/WfO2kfUxfWI/AAAAAAAABf0/3lSnW7fAtosfd9urLAnSs8PS3G_B7q1hACLcBGAs/s1600/Win_Trojan_WillExec_6356235_0_umbrella.png
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Win.Trojan.Zusy-6357526-0

 

Indicators of Compromise

 
Registry Keys

 <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
Value: F9E7DE7B

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
Value: internat.exe

<HKCU>\Software\Microsoft\Windows\CurrentVersion\Run
<HKU>\Software\Microsoft\Windows\CurrentVersion\Run

Mutexes
 F9E7DE7B

\BaseNamedObjects\5D79E0A3

IP Addresses
 239[.]255[.]255[.]250

216[.]218[.]185[.]162

Domain Names
 spaines[.]pw

Files and or directories created
 %AppData%\5D79E0A3\bin.exe

%AppData%\F9E7DE7B\bin.exe

File Hashes
 016edac60334e306af5a5cccc5820294b0fa91ee0e5ea71e655c4632e8998347
 

Coverage
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Screenshots of Detection

AMP
 

ThreatGrid
 

Umbrella
 

https://3.bp.blogspot.com/-tSS3VoI1eOo/WPEtzFghLhI/AAAAAAAAA2c/sELBUbsbhFAhWd_8GeacC_PrQGegGhZGQCLcB/s400/all.png
https://4.bp.blogspot.com/-BE7g-C7k2J8/WfO22INBP2I/AAAAAAAABf4/5rUXjmInfD42TeP0_CyB7kzCQsm6LB3GgCLcBGAs/s1600/Win_Trojan_Zusy_amp.png
https://2.bp.blogspot.com/-2dl-1LpWhnY/WfO26mZ748I/AAAAAAAABf8/HTNCwK9G0VMuWyV9q4NKpdLV0nCTb79GwCLcBGAs/s1600/Win_Trojan_Zusy_threatgrid.png
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https://3.bp.blogspot.com/-DZV2oqAFPQs/WfO29xNCI6I/AAAAAAAABgI/x_tFqC_-yuIRfO-qmnuteno4rgxGa847gCLcBGAs/s1600/Win_Trojan_Zusy_umbrella.png

