2017-10-13 - BLANK SLATE MALSPAM STOPS PUSHING
LOCKY, STARTS PUSHING SAGE 2.2 RANSOMWARE

malware-traffic-analysis.net/2017/10/13/index.html

ASSOCIATED FILES:

e Zip archive of the pcaps: 2017-10-13-Blank-Slate-campaign-pushes-Sage-2.2-
ransomware.pcap.zip 1.6 MB (1,592,055 bytes)

e Zip archive of the spreadsheet tracker: 2017-10-13-Blank-Slate-malspam-
tracker.csv.zip 1.4 kB (1,390 bytes)

e Zip archive of the emails, malware, and artifacts: 2017-10-13-Blank-Slate-malspam-
and-artifacts.zip 4.6 MB (4,595,428 bytes)

SOME BACKGROUND:

e 2017-03-02 - Palo Alto Networks Unit 42 Blog: "Blank Slate" Campaign Takes
Advantage of Hosting Providers to Spread Ransomware.

e 2017-03-22 - Internet Storm Center (ISC): "Blank Slate" malspam still pushing_Cerber
ransomware.

e 2017-06-29 - ISC: Catching_up with Blank Slate: a malspam campaign still going
strong.

o 2017-07-31 - Bleeping Computer: Crypt Globelmposter Ransomware Distributed via
Blank Slate Malspam.

e 2017-08-02 - Malware-Traffic-Analysis.net: "Blank Slate" malspam pushing_Gryphon
ransomware (a BTCware variant).

e 2017-09-11 - Malware-Traffic-Analysis.net: Blank Slate malspam pushes "Lukitus"
variant Locky ransomware.

e 2017-10-04 - Malware-Traffic-Analysis.net: Blank Slate malspam pushes "ykcol"
variant Locky ransomware.

INTRODUCTION

Attachments from Blank Slate malspam have been pushing the ".asasin" variant of Locky
ransomware, since that variant first appeared on Tuesday 2017-10-10. However, sometime
on Friday 2017-10-13, Blank Slate malspam stopped pushing Locky. The most recent Locky
| found from Blank Slate is SHA256 hash
51c73af1811c47fcab69ealde7d794d07090b4c892632529ea86ea9cee73779ce originally
submitted to VirusTotal on 2017-10-13 at 09:57 UTC.
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Since then, Blank Slate has been pushing Sage 2.2 ransomware. The 2.2 version has been
around for months now. For example, here is a documented case of Sage 2.2 ransomware
from March 16, 2017.

Why did Blank Slate stop pushing Locky ransomware? Maybe it's related to recent Necurs
botnet activity. Wednesday 2017-10-11 was the last time | saw Necurs botnet malspam
pushing Locky, and all those emails on the 11th had bad formatting. Maybe there's some
sort of correlation there, but | cannot say for sure.

Other notes:

e Thanks to unixronin@ who tipped me off to the changes today (link to Twitter thread).
o The HTA file with the decryption instructions states this is Sage 2.2, while the decryptor
page states Sage 2.0. Despite the decryptor page, this appears to be Sage 2.2.

EMAILS

[Date/Time [Sending host name and IP address [Sending email address (spoofed) [Subject[Attachment name |
2017-10-13 00:01 UTC hinet.net ([36.225.76.85]) chazy@baby200.wanadoo.co.uk (none) 208221626.zip
2017-10-13 02:12 UTC nsg-static-90.173.75.182-airtel.com ([182.75.173.90]) gangster911@bigmir.net (none) 144294 zip
2017-10-13 02:34 UTC [recpient's email domain] ([117.90.210.16]) atie121609@gmail.com (none) 8686927439.zip
2017-10-13 03:43 UTC hinet.net ([36.233.174.214]) daberle@abm.com (none) 5637406077862.zip
2017-10-13 05:07 UTC [recpient's email domain] ([220.80.5.237]) blackmailergp500@sheinlaw.com (none) 84519555680060.zip
2017-10-13 06:10 UTC [recpient's email domain] ([220.80.5.237]) [recipient's name]@mail2travis.com (none) 198946214360482.zip
2017-10-13 06:20 UTC hinet.net ([1.171.78.211]) ppp_productions@drillmec.com (none) 35665301.zip
2017-10-13 06:46 UTC hinet.net ([111.253.50.230]) x81@84.8m (none) 119110093.zip
2017-10-13 DB:58 UTC fixed-187-189-99-40.totalplay.net ([187.189.99.40]) ffffixs@rciap.com (none) 3211643664315.zip
2017-10-13 06:59 UTC [recpient's email domain] ([219.233.18.242]) [recipient's name]@hii.net (none) 985635388572802.zip
2017-10-13 08:13 UTC [recpient's email domain] ([197.248.210.10]) gracedsenoglu@gmail.com (none) 13552145.doc
2017-10-13 08:28 UTC vnpt.vn ([113.161.95.240]) sueli@sgmturismo.com.br (none) 9422241891502.doc
2017-10-13 08:54 UTC host-75-107-139-37 .sevstar.net ([37.139.107.75]) mary.a.hopkins@nasa.gov (none) 6053275.doc
2017-10-13 09:05 UTC optimaxbd.net ([103.245.97.98]) roger.dhondt41@telenet.be (none) 00256228970790.zip
2017-10-13 09:35 UTC [recpient's email domain] ([116.96.85.128]) x9azfcyjd@163.com (none) 6923637232.zip
2017-10-13 10:14 UTC [recpient’'s email domain] ([27.96.87.219]) lofotseminaret@europharma.no (none) 30652568754119.zip
2017-10-13 11:42 UTC [recpient's email domain] ([103.87.168.152]) mathias.heinrich@web.de (none) 915034748342236.zip
2017-10-13 11:56 UTC hinet.net ([114.43.80.74]) fotoportret@poczta.fm (none) 8535688411.zip
2017-10-13 12:33 UTC [recpient’'s email domain] ([171.229.238.210]) ole.jorgen.etholm@arendal.kommune.no (none) 10915849.zip
2017-10-13 15;16 UTC cableworld.es ([89.29.171.152]) jtrois57 @orange.fr (none) 591790149701.zip
2017-10-13 15:20 UTC [recpient's email domain] ([160.226.32.246]) br.camus@free.fr (none) 003154376010488.zip
2017-10-13 16:18 UTC speedy.com.ar ([181.21.50.222]) [recipient's name]@mail2herman.com (none) 88507.zip

2017-10-13 17:30 UTC singnet.com.sg ([219.74.128.74]) studentassistance@oregonstate.edu (none) 402663106880419.zip

Shown above: Screenshot from the spreadsheet tacker. Some have .zip attachments, while
other have .doc attachments.
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https://malwarebreakdown.com/2017/03/16/sage-2-2-ransomware-from-good-man-gate/
http://malware-traffic-analysis.net/2017/10/11/index2.html
https://twitter.com/unixronin/
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Maozilla Thunderbird

From [recipient’s name]@mail Zherman.com # Reply | 49 Reply Al ~ | = Forward | More~

Subject Date Fri, 13 Oct 2017 16:18 UTC

To [removed] <>

& 1 attachment: 88507.zip 3.1 KB ¥ Save ~

B 88507.zip

Shown above: Screen shot from one of the emails.
EMAILS NOTED:

e 2017-10-13 00:01 UTC -- From (spoofed): chazy@baby200.wanadoo.co.uk --
Attachment name: 208221626.zip

e 2017-10-13 02:12 UTC -- From (spoofed): gangster911@bigmir.net -- Attachment
name: 144294 .zip

e 2017-10-13 02:34 UTC -- From (spoofed): atie121609@gmail.com -- Attachment
name: 8686927439.zip

e 2017-10-13 03:43 UTC -- From (spoofed): daberle@abm.com -- Attachment
name: 5637406077862.zip

e 2017-10-13 05:07 UTC -- From (spoofed): blackmailergp500@sheinlaw.com --
Attachment name: 84519555680060.zip

e 2017-10-13 06:10 UTC -- From (spoofed): [recipient's name]@mail2travis.com --
Attachment name: 198946214360482.zip

e 2017-10-13 06:20 UTC -- From (spoofed): ppp_productions@drillmec.com --
Attachment name: 35665301.zip

e 2017-10-13 06:46 UTC -- From (spoofed): x81@84.8m -- Attachment name:
119110093.zip

e 2017-10-13 06:58 UTC -- From (spoofed): ffffixs@rciap.com -- Attachment name:
3211643664315.zip

e 2017-10-13 06:59 UTC -- From (spoofed): [recipient's name]@hii.net --
Attachment name: 985635388572802.zip

e 2017-10-13 08:13 UTC -- From (spoofed): gracedsenoglu@gmail.com --
Attachment name: 13552145.doc
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e 2017-10-13 08:28 UTC -- From (spoofed): sueli@sgmturismo.com.br --
Attachment name: 9422241891502.doc

e 2017-10-13 08:54 UTC -- From (spoofed): mary.a.hopkins@nasa.gov --
Attachment name: 6053275.doc

e 2017-10-13 09:05 UTC -- From (spoofed): roger.dhondt41@telenet.be --
Attachment name: 00256228970790.zip

e 2017-10-13 09:35 UTC -- From (spoofed): x9azfcyjd@163.com -- Attachment
name: 6923637232.zip

e 2017-10-13 10:14 UTC -- From (spoofed): lofotseminaret@europharma.no --
Attachment name: 30652568754119.zip

e 2017-10-13 11:42 UTC -- From (spoofed): mathias.heinrich@web.de --
Attachment name: 915034748342236.zip

e 2017-10-13 11:56 UTC -- From (spoofed): fotoportret@poczta.fm -- Attachment
name: 85356884 11.zip

e 2017-10-1312:33 UTC -- From (spoofed): ole.jorgen.ethoim@arendal.kommune.no
-- Attachment name: 10915849.zip

e 2017-10-13 15:16 UTC -- From (spoofed): jtroisb7@orange.fr -- Attachment name:
591790149701.zip

e 2017-10-13 15:20 UTC -- From (spoofed): br.camus@free.fr -- Attachment name:
003154376010488.zip

e 2017-10-1316:18 UTC -- From (spoofed): [recipient's name]@mailZherman.com --

Attachment name: 88507.zip

e 2017-10-1317:30 UTC -- From (spoofed): studentassistance@oregonstate.edu --

Attachment name: 402663106880419.zip

ZIP ATTACHMENT INFO:

. 88507.zip > 9660.zip --> 9660.js
e 67214604.zip > 29219.zip --> 29219js

¢ 92181052.zip --> 29459.zip --> 29459.js

o 31084472583.zip --> 940.zip > 940.js

e 525463435470.zip --> 28588.zip -—-> 28588.js
e 599450048391.zip --> 22032.zip -> 22032.js
e 58843249449955.zip --> 3832.zip --> 3832js
e 004765275711512.zip --> 3902.zip --> 3902.js
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88507zip 9660.zip

) 9660.js - Notepad — @

File Edit Format View Help

KZQCPfoaLDtgmTgHp = 'pOjaxCviLdvpOjaxCviLdarpOjaxCvLd -
up0jaxCvLdbpojaxCvLdIp0jaxCvLdLpOjaxCvLdEpOjaxCvLdjKpojaxCvLddpOjaxCvLdvpOjaxCvLdXp0j [
axCvLdnTp0OjaxCvLdAMGpOjaxCvld pOjaxCvld= npOjaxCvLdepOjaxCvLdw
AchJavaLdt1vaJavaLdepOJaxCVLdXOpOJavaLdb]pO]avaLdepOJavadepOJavaLdtpOJavaLd
(p0jaxCvLd"p0jaxCviLdwpOjaxCvLdsCpOjaxCvLdRpOjaxCvLdip0jaxCvLdpp0jaxCvLdTpOjaxCvld. pOj
axCvLdsp0jaxCvLdHpOjaxCvLdE] Tp0jaxCvLd"p0jaxCvLd)p0jaxCvLd; pOjaxCvLd
ZRop0jaxCvLdpp0jaxCvLdCYIp0jaxCvLdfap0jaxCvLdDpOjaxCvLdIp0jaxCvLdOtFp0jaxCvLdKpOjaxCy
LdxpOjaxCvLd =pOjaxCvLd
pOjaxCvLdubpOjaxCvLdIpOjaxCvLdLpOjaxCvLdEpOjaxCvLdjp0jaxCvLdKdp0OjaxCvLdvp0jaxCvLdXp0Oj
avabgnTpOjavaLdApOjavaLdeOjavaLdG.pojavaLdRpOjavaLdengjavaLdRpOjavaLdeapOja
XCvL

(pojaxCvLd"p0jaxCvLdHKLM"+p0jaxCvLdStrinp0jaxCvLdgp0jaxCvld. fropojaxCvLdmpOjaxCvLdChp
OjaxCvlLdarp0jaxCvLdCp0OjaxCvLdop0ojaxCvLddep0jaxCvLd(p0jaxCvLd9p0jaxCvLd2)p0jaxCvid
+p0jaxCvLd"p0jaxCvlLdspOjaxCvLdofpojaxCvLdtpOjaxCvLdwap0jaxCvLdrpojaxCvlde"pOojaxCvld
+p0jaxCvLdstpojaxCvLdrinp0jaxCvldg. pOojaxCvLdfrpojaxCvLdomChpojaxCvLdap0jaxCvLdrCopOja
xCvLddepOjaxCvLd(92p0jaxCvLd)pOjaxCvLd
+p0jaxCvLd"pojaxCvLdmip0jaxCvLdcpOjaxCvLdrpojaxCvLdopojaxCvldsopOojaxCvLdfpojaxCvLdtpo
jaxCvLd"+p0jaxCvLdSpojaxCvLdtpOojaxCvLdrinp0jaxCvLdgpOjaxCvid. pO0jaxCvLdfpojaxCvLdrpoja
XCvLdopOjaxCvLdmCp0OjaxCvLdhapOjaxCvLdrpojaxCvLdCp0ojaxCvldop0OjaxCvlddpOjaxCvLdepOjaxCv
Ld(pOjaxCvLd9p0jaxCvLd2p0jaxCvLd)pOjaxCvld
+p0jaxCvLd"wp0OjaxCvLdip0jaxCvLdnpOjaxCvLddp0OjaxCvLdop0OjaxCvldwspOojaxCvlLd"+p0OjaxCvLdst
pOjaxCvLdring. pO0jaxCvLdfrpojaxCvLdompOjaxCvLdCp0jaxCvLdhpOojaxCvldarCode
(p0jaxCvLd9p0jaxCvlLd2)p0jaxCvld
+p0JjaxCvlLd"cpOjaxCvLdurrenp0jaxCvlLdtpOjaxCvLdvpOjaxCvLdep0jaxCvLdrsip0jaxCvidop0jaxCy -

Shown above: If the attachment is a zip archive, it contains another zip archive with a
malicious JavaScript (.js) file inside.

icrosoft Word = = X

W=

4846.doc

Review View (7]

@ Security Warning Macros have been disabled. Options...

n Ofﬂce This document is protected

Open the document in If this document was

Microsoft Office. downloaded from your S‘;:mm‘e ‘nﬂbled
Previewing online is email, please click 'Enable' Content” from
not available for “Enable Editing” from the yellow bar above

protected documents the yellow bar above

Page:1af1 | | Words:0 &,‘5: LEET:'E =

\

Shown above: If the attachment is a Word document, it has malcious macros.

TRAFFIC
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Filter: ' http.request v | Expression.., Clear Save by
Date/Time Dst port | Host Info l
gonesalejk.info GET /fadmin.php?a=1 HTTRP/1.1
2017-10-13 18:29:01 49.51.33.228 8O mbfece24rgnEsbx3g. hpBewo . net POST / HTTPR/1.1
2017-10-13 18:29:01 49.51.33.228 80  mbfce24rgnsSbx3g.0ny42p.com  POST / HTTR/1.1
2017-10-13 18:29:01 45.51.33.228 B8O mbfce24rgnsshx3g. hpBewo. net POST f HITP/1.1
2017-10-13 18:29:01 49.51.33.228 B8O mbfce24rgnsshx3g. Ony42p. com POST f HITRP/1.1
2017-10-13 18:29:02 45.51.33.228 8O mbfce24rgn6sSbx3g. hpBewo. net POST f HTTP/1.1
2017-10-13 18:29:02 49.51.33.228 8O mbfce24rgn6shbx3g.0ny42p. com POST / HTTP/1.1
2017-10-13 18:29:28 49.51.33.228 B8O mbfce24rgneshx3g. hpBewo. net POST f HITP/1.1
2017-10-13 18:29:29 49.51.33.228 B8O mbfce24rgnEshx3g. Ony42p. com POST / HTITP/1.1
2017-10-13 18:29:29 49.51.33.228 B8O mbfce24rgn6shbx3g. hpSBewo. net POST f HITR/1.1
2M17. 10, 2a- 72 278 la)] mhfra2?ArAnAShy3n ARWADIR ~nm DAST ¢ HTTOD/1 1
Shown above HTTP traff/c from an infection filtered in Wireshark.
Filter: udp and !(dns) v | Expression... Clear Save v
Date/Time Dst port Info l

2017-10-13 18:29:02 211.114.4.45 13655 Source port: 62893 Destination port: 13655
2017-10-13 18:29:02 138.197.53.223 13655 Source port: 62893 Destinatlion port: 13655
2017-10-13 18:29:02 211.114.186.119 13655 Source port: 62893 Destination port: 13655
2017-10-13 18:29:02 211.114.35.219 13655 Source port: 62893 Destination port: 13655
2017-10-13 18:29:02 211.114.128.4 13655 Source port: 62893 Destination port: 13655

2017-10-13 18:29:02 5.45.B6.15 13655 Source port: 62893 Destination port: 13655
2017-10-13 18:29:02 5.45.111.591 13655 Source port: 62893 Destination port: 13655
2017-10-13 18:29:02 138.197.92.853 13655 Source port: 62893 Destination port: 13655
2017-10-13 18:29:D2 5.45.173.171 13655 Source port: 62893 Destination port: 13655
2017-10-13 18:29:02 138.1957.50.41 13655 Source port: 62893 Destination port: 13655
M T-1R-17 1R-249-72 &5 45 27 10R 13RS Sniirce nnrts A?R83 Nestinatinn nnrt- 13655

Shown above: UDP traffic from an infection filtered in Wireshark.

TRAFFIC GENERATED BY .JS/.DOC FILES TO DOWNLOAD SAGE RANSOMWARE:

gonesalejk.info - GET /admin.php?a=1
johnmoplan.top - GET /1.txt
johnmoplan.top - GET /admin.php?a=1
jovolewnac.info - GET /admin.php?a=1
sutranjdf.info - GET /admin.php?a=2

SAGE POST-INFECTION TRAFFIC:

e 49.51.33.228 port 80 - mbfce24rgn65bx3g.hp8ewo.net - POST /
e 49.51.33.228 port 80 - mbfce24rgn65bx3g.0ny42p.com - POST /
o UDP connections to over 7,000 random-looking IP addresses over port 13655

DOMAINS FROM THE DECRYPTION INSTRUCTIONS:

e 25dq36kjy5swjtmr.hp8ewo.net
e z5dq36kjySswjtmr.0ny42p.com
e z5dq36kjy5swjtmr.onion
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ASSOCIATED FILES

ATTACHMENTS:

e b0aed0e368425dfe126491b71546ad27061a1c4346b4de51202766b4113620a7 -
4846.doc

o 55d6e3ed606acddf3c4112ffedb4447f4bfacda9d03d187¢cbc2374b6048f5712 -
28255.doc

e da8db4d594370f36b93d4121897d4056¢f2f36e61b55b6e8a9569e3121fad1df -
88507.zip

e 13584b8ab9b4c5chb7c89e60ca2fd46e0ce3771d50c0e9a5402415580179a13e0 -
67214604.zip

e 26ad4cf58b40b2dfoff39ab302d7bf15bbd4a7e064f614015797a13631160ee8 -
92181052.zip

e b9216e8e5201a8fc2433ce60cd379077c60c11c888edffc5d130e328ed2c7ffb -
31084472583.zip

e 12f96c81580efc35193561fd45e51abd9b742df11777a198d0df9e6800ce1¢c15 -
525463435470.zip

e dd18a44aa3166de08c77083dde6b0d697fde882a38a95f749a451b52c4eac4bc -
599450048391.zip

e caf07e4e2670dc3c6b824a1fdb0a0de90a00b0759e95¢c97e88d07f65d646769b -
58843249449955.zip

o 3528de5cdcf6529e1dd7f0e24ead27c0ae360f311e877530f98fb2ac9367c5cc -
004765275711512.zip

EXTRACTED .JS FILES:

» b1ae04485794079bc11902bcd56f4b36408fdedb18c44a55d2d919c65fab577a - 940.js

o 35abf5d73f96856c535499f04771f27103fdb1275e0e74bd4c963b9c3225e94e - 3832.js

» bab55dc85f006ae26ed5ad447089eb1be80cac75519a199d94620a01651cad13 -
3902.js

o e89ffc61e3c79115bfc3d855227405a850eb7a8fa3ac5c4bdd77389ba6945e31 - 9660.js

e aba9d22dd3573f0902a7219790915de8dbb0b07b5e25ed28c6a87b4acfaalc39 -
22032.js

e 6bcb0a226921fc1a9e6bebd92dffd5dd528937e6bde50bbcc08fd7593e9da27¢ -
28588.js

o 942f64e€913a1f3781adecd88e47f8da75981f69d20ce9206e3374f5331a54e0f - 29219.js

o 24fc14ae2bfab34a54cafc6b22a596ad2b85dba621388255d3e0eb6294cd03ae -
29459 js

FOLLOW-UP MALWARE (SAGE 2.2 BINARIES):

e 6132c32a717ff1d5f5ff86ce0d4a27d59b332ec1f5e75f12¢1346c0ab3fbdalc - 2017-10-
13-Sage-ransomware-example-1-of-9.exe

712



e b16eeal3a52ad7ffe0b18309395da9394982b6219f16e021e43ce57731d29alec - 2017-
10-13-Sage-ransomware-example-2-of-9.exe

e 81609d5cdc5068ffd5975¢1045710cecdbaa33a2eed682894322847e93c9cb21 - 2017-
10-13-Sage-ransomware-example-3-of-9.exe

* cb219bf88ceeb2ecf95072576148e17e52e56e5f02876ac00a204a3bcb9352¢cc - 2017-
10-13-Sage-ransomware-example-4-of-9.exe

e 008484650884010ac949d1041e48dd0abf4967c9ddf305a971ddfc32f9d4cfeb - 2017-
10-13-Sage-ransomware-example-5-of-9.exe

e 5299897d463f1685b83b2d017dc734ba657fe3f612a74fcba730b826fce5ed4c - 2017-
10-13-Sage-ransomware-example-6-of-9.exe

e 64978bc162765959aa0c3de15f4fce90041bf3bc01e668bab49eb7e686222a30 - 2017-
10-13-Sage-ransomware-example-7-of-9.exe

e 046b9330d7da6619ff96ce3c94adc5f35fa2fb26cd1da7d2f57890bfde5e4f59 - 2017-10-
13-Sage-ransomware-example-8-of-9.exe

o 8f1374b432fa7580397e57949b32044e89663215e71ad0252638875a61908323 - 2017-
10-13-Sage-ransomware-example-9-of-9.exe

PATHS TO MALWARE:

e 4846.doc --> sutranjdf.info/admin.php?a=2 --> C:\Users\
[username]\AppData\Local\Temp\32148.exe
e 28255.doc --> sutranjdf.info/admin.php?a=2 --> C:\Users\
[username]\AppData\Local\Temp\4051.exe
e 940.js --> gonesalejk.info/admin.php?a=1 --> C:\Users\
[username]\AppData\Roaming\Microsoft\Windows\Templates\417187.exe
e 3832.js --> gonesalejk.info/admin.php?a=1 --> C:\Users\
[username]\AppData\Roaming\Microsoft\Windows\Templates\220986.exe
e 3902.js --> gonesalejk.info/admin.php?a=1 --> C:\Users\
[username]\AppData\Roaming\Microsoft\Windows\Templates\27599.exe
e 9660.js --> gonesalejk.info/admin.php?a=1 --> C:\Users\
[username]\AppData\Roaming\Microsoft\Windows\Templates\483882.exe
e 22032.js --> gonesalejk.info/admin.php?a=1 --> C:\Users\
[username]\AppData\Roaming\Microsoft\Windows\Templates\636057.exe
o 28588.js --> jovolewnac.info/admin.php?a=1 --> C:\Users\
[username]\AppData\Roaming\Microsoft\Windows\Templates\496938.exe
e 29219.js --> gonesalejk.info/admin.php?a=1 --> C:\Users\
[username]\AppData\Roaming\Microsoft\Windows\Templates\803051.exe
e 29459.js --> johnmoplan.top/1.txt --> 404 not found (but
johnmoplan.top/admin.php?a=1 works fine)

IMAGES
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"' & .t, » Libra.. » Pictures »

Organize ~ Share with = Slide show  »

INEIPISOShE. o G et bt e I

Sample Pictures IHELP_SOS.hta sample-picture-0  sample-picture-0
1jpgsage 2jpgsage

Shaes English | Deutsch | Iltaliano

st=20{f | | Bahasa Melayu | =3z

ge

File recovery instructions

You probably noticed that you can not open your files and that some
software stopped working correctly.

This is expected. Your files content is still there, but it was encrypted by
"SAGE 2.2 Ransomware".

Your files are not lost, it is possible to revert them back to normal state by

T S ! r . : - r
g e Libraries\Pict... I I Decryption L. ) o S
> : \_ | S 10/13/2017

Shown above: Desktop of an infected Windows host.
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¥ Please confirm that you ar... %

ﬂ' & @ z5dg36kjy5swjtmr.onion/capicha

User Login

Please confirm that you are not a robot.

tE:"_ter digits from image 3 87 9

Shown above: When trying to view the decryptor, you first see a CAPTCHA screen to
confirm you are not a robot.

¥ Select your language

S ﬁ o (- @ z5dq36kjysswjtmr.onion/en/language C Q, search

User Login

Please select your language.

English Deutsch

Francais Espariol
Italiano Portugués

Al

37 (Zhongwen)

Tarkce

= Nederlands

i 8
i 3H20| @BEE

Norsk Bokmal

© .
© =
© &
QN —
© =
®

Bahasa Melayu

Basa Jawa Tiéng Viét
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¥ User Cabinet x

Sy ﬁ' '::\(- ;' » ‘ ® 5dq36kjy5swjtmr.onion/en/cabinet] v ( 50% (6 l i Q, Search | =

Sage 2.0 User Area Home Payment Testdecryption Instructions Support (® special price time remaining: 6d 23h 56m 20s = @

Important Information! Please read very carefully!

# Home

ATTENTION!
SAGE 2.0 ENCRYPTED ALL YOUR FILES!

All your files, images, videos and databases where have
been encrypted and no longer accessible by software
known as Sage 2.0!

TO RESTORE ALL YOUR FILES YOU NEED TO PAY $1000 (=B
0.17976) FOR THE DECRYPTION.
AFTER FULL PAYMENT, YOU WILL BE ABLE TO DOWNLOAD THE
SOFTWARE TO RESTORE YOUR DATA.

0.17976 0.17976
Amount total Remalns to pay
T TR
1000 1000
Amount total Remains to pay
BT T

6d 23h 56m 01s

Special price time remalnlng

More info ©

In the case of non-payment of the full commission within 6d 23h,
the amount of commission will be raised to $2000 (*80.35952)

YOU HAVE NO CHANCE TO RESTORE THE FILES WITHOUT OUR
HELP!
THE FILES WILL RESTORED EASILY IF YOU WILL FOLLOW OUR
INSTRUCTIONS!

| JEEEREERTENINEPIE b [} SRR [T RIS TN R || SIS HESEN IR |
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IN case o1 INe repeatea non-payment or Ne Increasea
commission during the 6d 23h period,
the unique decryption code for your files will be blocked
and its recovery will be absolutely impossible!

& English ~

Shown above: The Sage decryptor showing today's ransom cost.

FINAL NOTES

Once again, here are the associated files:

e Zip archive of the pcaps: 2017-10-13-Blank-Slate-campaign-pushes-Sage-2.2-
ransomware.pcap.zip 1.6 MB (1,592,055 bytes)

o Zip archive of the spreadsheet tracker: 2017-10-13-Blank-Slate-malspam-
tracker.csv.zip 1.4 kB (1,390 bytes)

e Zip archive of the emails, malware, and artifacts: 2017-10-13-Blank-Slate-malspam-
and-artifacts.zip 4.6 MB (4,595,428 bytes)

ZIP files are password-protected with the standard password. If you don't know it, look at the
"about" page of this website.

Click here to return to the main page.
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http://malware-traffic-analysis.net/2017/10/13/2017-10-13-Blank-Slate-malspam-and-artifacts.zip
http://malware-traffic-analysis.net/index.html

