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mQQBBGBjDtIBH6DJa80zDBgR+VqlYGaXu5bEJg9HEgAt JeCLUThdhXf15Zs32RyB JHB+kcp2NgCcpCwan3wnuzKka9AWFALt poAwx
L6BX0OL8kg/LzRPhkQnMOrj/tuud9hZruidwoqURhwWLiYi2aZe7WCkuoqR/qMGP6QP
EQRcvndTWKkQo6K9BACH4ZjRqcGbY1wFt/qgAxhi+uS02IWiM1fRI4eRCGifpBtYK
Dw44W9uPAu4cgVNAUZESEeWObft5XXXAqpvyMBIdv3YqfVFOEL1ZdKbteEu4YuOao
FLpbk4ajCx04Fzc9AugJ8iQ0Aoaek IWA7TjWI6ChIe8w3thpznPOwW6 jNG8Z1lezZ6a
jHckyG1lx5wzQTRLVT5+wK6edF1xKmSd93jkLWWChrcODsa390kSTDmZPoZgKGRhp
YcOC4jePYreTGI6p7/H3AFV8400fjHt5fn4GpT1Xgfg+1X/wmIv7iNQt1ljCjAghD
6XN+Qi0AYAloAym810m9z00CDv1TSDpmeyePOrNV9500zsmFAUaKSUCUFBUTfQ9FL
uyr+rJZQw2DPfq2wE75Pt0yJiZH7z1jCh12fp5yrNx6L7HSqQwwuG7vG04fO1ltYOZ
dPKzaEhC0070108RexdNABEBAAGOR1dpa21MZWFrcyBFZG10b3JpYWwgT2ZmawNl
IEhpZ2ggu2VjdxJpdHkgQ29tbXVuaWNhdG1lvbiBLZXkgKDIwM]EtMjAyNCmIBDEE
EWEKACCFAMBjDtICGWMFCQWjmoAFCwkIBWMFFQoJCASFFgIDAQACHgECF4AACgKQ
NG3NFyg+RUzRbh+eMSKgMY0doz70u4RKTvev4KyqCAlwji+1RomnW7qsAK+11s6b
ug0h0s8zYv2ZSy61v5JgWITRZogvB69JP94+Juphol6LIIMCIX3P/bcBLW7VCANA
mPOXQ4011eLZWXUEWIEQqR4QYMORKPMOXX0ObfRgtGHKIk jZYXyGhUOd7MxRM8DBZzN
yieFf3CjZNADQNNBK/ZWRdJIrpg8J1WOdNKI7IUW2yCyfdgnPAkX/1lyIqw4ht5UXF
VGrva3PoepPir0TeKP3MOBMXxpsxYSVOdwcsnkMzM1Q7TOJ1sEdtKQwxjV6ealvH+t
k4TpR4aG8fS7ZtGzxcxPylhndiiRVwdYitr5nKeBP69aWH9uLcpIzplXm4DcusUc
Bo8KHz+qlIjs03k8hRfqYhUGBI6NK6TJIOXS7 tN83WUFQXk29fWkXjQSp1Z5dNCcT
SWQBTXWXWYYEI81iGErH2xnok3HTYyMItdCGEVBBhGOS1uCHX3W3ywW2CooWLC/8Pia
09ss3V7m4SHST14pDeZJCcAPiH3FMOOW1GUs1VSziatXW3499f2QdSyNDw6Qc+chK
hUFflmAaavtpTgXPk+Lzvtw5SSW+iRGMEQICKzD2chpy05mw5v6QUY+G29nchGDD
rrfpId2Gy1VoyBx8FAt04+6BOWVijr0j9Boz7098huotDQgNoEnidvVdsgP+P1RR
QJekr97idAv28i7iE0LA99d6gI5XRqc3/QsV+y2ZnnyKB1OUQNVPLQUKQLjgNOwP
XmdVer+0X+aeTHUd1d64fcc6MOcpYefNNRCsTsgbnWD+x0r jSO9RMo+Uosy41+IxJ
6qIBhNrMK6TEMQ0ZG3gTRPYYrDoaJdDJERN2ES5YLXP2SPIOrWNjMSoPEA/gk5L91
m6bToM/OVKEINJIkpxU5fq5834s3P1ewW39ZdpIOHpBDGeEypo/t90GDY3Pd7JrMOF
z0TohxTyud4w2Q17jgs+7Kb09PHOFx5dTDmMDg66 jKIkkC7DIOQtMQclnmWwWtn14BS
KTSZoZekWESVYhORwWMPET32EP1iC9t8zDRg1XzPGmJAPISSQz+Cc901ipoSIkoCCh
2MWoSbn3KFA53vgsYdOvS/+Nws5aUksSleorFns2yFgp/w5YgvODOO7k6u3DqyRLB
W5y6tJLVbCIME7jCBOLWENFEVXgD0O727pq0pMV]jGGXx5zCEOKPIRDMKW/ 1Xjw+fTy
C6MisESDCAWbgzNniG/iyt77Kz711unpOhw5aemI9Lp0ql7AiIbjzSZYt6b1Aq7Wr
aB+C1lyws2ivI19ZYK911A1m69yuUgODPK+uyL7Z86XC7hI8BOIY1MM/MbmFiDo6H
dkfwUckE74sxxeJrFZKkBbKEAQRgYw7SAR+gvktRnaUrj/84Pu@oYVed49nPEcy/7
5Fs6LVAWAj+JCcAQPW3uy7D7fuGFEQguasfRrhwWY5R87+g5ria6qQT2/Sf19Tpngs
doDd9DJI1IMMTaAlpc5F7PQgo0VKo68TDXfjr76niNchfCzQbozS1HOM8Ys3WnKAw+
Neae9oymp2t9FB3B+T04nsvsOMIKMO6ZFBILOINt zbWhzaAywWwSrMOFFJIfpyxZAQ
8VbucNDHkPJjhxuafreC9q2f316R1wdS+XjDggRY6XxD77fHtzYea®4UWuzidc5zL
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VpsSuZR1nObX0gE+4s8LU5p6f07jLOCRXVFFNDhSQQ22617f1sdjYAJ2JIR4apg3Es
G46XxW18xf7t227/0nXaCIMII7gO9Fe00sfCmBaf/ebfiXXnQbK2zCbbDYXbryYgw6é
ESkSTt9401HtynnVmQBvZgSXY93MeKjSaQk1VKyobngqaDAIIzZHXNCR941McGD7F
gHHM2YMTgi6XXaDThNC6u5msI11/24PPvrxkJIxjPSGsN1CbXL2wgaDgrP6LVCP90
UOOR9dVRxazZXcKQjeVGxrcRtoTSSyZzimf jEercwi9RKHt4205akPsXa0zeVjmvD9
EB5jrkBe/aAOHgHJEIgJhUNARJI9+dXm7GofpvtN/5RE6q1Xx11QGVOENHIgawG]jGX
Jy50yRBS+e+KHcgVqbmV9bvIXdwiC4BDGxkXtjc75hTaGhnDpu69+Cq016cfsh+0
XaRnHRAhOSZfcYdEqQqjn9CTILFNuiEpZm6hY0lrfgYQelI13rgrnSV+EfVCOLF4L
P9ejcf3eCvNhIhE]jsSBNEUDOFAA6J5+YqZVvFYtjk3efpM2jCg6XTLZWaI8kCuADMuU
yrQxGrM8yIGvBndr1lmmljugqlc8/Nq9rcLVFDsVgb9w0ZjrCIJ7GEUD6bRUOIMRPE
SLrpP5mDS+wetdhLn5ME1e9JeVkiSVSFIGsumZTNUaT0a90L4yNj5gBE4QdVFpl1W
7TLeNE/ewDQk5LiIrfWuTUN3CqpjIOXxsZFLjieNgofX1nSeLjy3tnJwuTYQ1lVJO
3CbgH1k6CcOIVE9XShnnuxmiSoav4uZIXnLZFQRTOv8UPIuedp7TO8V]j1lOXxRTajCL
PdTk21e7fYriax62IssYcsbbo5G5auEdPO04H/+v/hxmRsSGIr3XYVvSi4ZWXKASXyY
a/jHFu9zEqmy®EBZFzpmSx+FrzpMKPkoU7RbxzMgZwIYEBk66Hh6gXx11LOImWjVe
igmIMtOERE4NQYgumQT3dTXxKuFtywmFxBTe80BhG1fUbjBtiSruLq59np4ztwlRT
WDEAVD0ZbN57aEXhQ8j jF2R1HtqGXhFMrg9fALHaRQARAQAB1QQZBBgBCgAPBQJg
Yw7SAhsMBQkFo509AAA0JEJIxtzRcoPkVMdigfoK4oBYoxVowWUBCUekCg/alVGyEHa
ekvFmd3LYSKX/Wk1AY7cAgL/1ULlLIFXbg9]jpGXIUmMLZBkzXkOy1FOFIXNNTFAMBM
3TRjfPVv91D8EhrHIWOS1ECN+riBLtfIQVOY1BUlQthxFPtB1G1fGrv4XR9Y4TsSR]
VS078cNMQY6/89Kc00ip7tdLeFUHtKcIs+5EFDQgagf8pSTF/TWnYZOMN2mAPRRT
fh3SkFXeuM7PU/X0OB6FJINXefGJIbmfIBOXFbaSRnkacTOE9caftRKN1LHBAr8/RPk
pcOp6Yy9RBC/+6r LULRZpn2W3m3kwzb4scDtHHFXXQBNC1ytrqdwxU7kcaJEPOFfC
XIdKFXw9AQ11620gPFMVIPH5qf0Zzjk4iTHO6Yiq7PI40gDis6bZKHKyyzFisOkh
DXiTuubnzgcu@U4gzL+bkxJ2QRdiyZdKJIIMswbm5IDpX6PLSrzPmN3141KIHQX3t
NNXkbfHL/PxuoUtWLKg7/I3PNnOgNnDgCgqpHJuhU1AZeIkvewHsYu+urT67tnpJd
AK1Z4CgRxpgbYA4YEV1rWVAPHX1ulokcg85rc5FHK8zh46zQY1wzUTWubAcxqp9K
1I0jXDDkMgIX2Z2f0A1plISwugUCbFjn4sbTOtOYUuiEFMPMB42ZCjcCyAlyysfAd
DYAmSer1bqg47tyTFQwP+2ZnvW/9p3yJ40YWzwMzadR3TOK4sgXRC2UsONPLIOk2K5
TRWZO7WE2CyMpUv+hZ4jal3A/1ynJZDZGKys+pmBNr06abxTGohM8LIW]jS+YBPIq
trxh8jxzgLazKvMGmaA6KaOGwS8vhfPfxZsu2TJaRPrZMa/HpZ2aEHwWxXRy4nm9G
Kx1eFNJ06Ues5T7K1Rt18gf1I5wZCCD/4T5rt0o3STGOsOjr3iAVb3NCN9Q73kiph
PSwHURxcm+hwWNszjJg3/W+Fr8fdXAh510JzMNscuFAQNHgfhLigenq+BpCnZzXya
01kqX24AdoSIbH++VvVvgEOB] j6mzURrH5VJI1Qg9nQ+yMjBWZAD1jtp3CARUbNKiIg
tUJBIJHCGVwWXZBqY4qeJc3h/RiwWM2UIFfBZ+EO6QPznmVLSkwvvop3zkr4eYNez
cIKUju8vRdW6sxaaxC/GECD1POWo61HOUChpE3NJ1daoXIeymajmYxNt+drz7+pd
jMqjDtNA2rgUrjptUgJIK8ZLd0Q4WCrPY5pP9ZXA07+mK7S3u9CTywSJImQpypd8hv
8BU8jKZdox0JIXxj8CphK951eNOLYXTOXBUNB8J21gKbmLIyPvBvbS1111CM50H1w
WXG1lp70pspj3kaxX4amOiFaWMKHhOLb+er8yh8jspM184=

=5a6T

Tor

Tor is an encrypted anonymising network that makes it harder to intercept internet
communications, or see where communications are coming from or going to.
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https://www.torproject.org/

In order to use the WikiLeaks public submission system as detailed above you can download
the Tor Browser Bundle, which is a Firefox-like browser available for Windows, Mac OS X
and GNUY/Linux and pre-configured to connect using the anonymising system Tor.

Tails

If you are at high risk and you have the capacity to do so, you can also access the
submission system through a secure operating system called Tails. Tails is an operating
system launched from a USB stick or a DVD that aim to leaves no traces when the computer
is shut down after use and automatically routes your internet traffic through Tor. Tails will
require you to have either a USB stick or a DVD at least 4GB big and a laptop or desktop
computer.

Tips

Our submission system works hard to preserve your anonymity, but we recommend you also
take some of your own precautions. Please review these basic guidelines.

1. Contact us if you have specific problems

If you have a very large submission, or a submission with a complex format, or are a high-
risk source, please contact us. In our experience it is always possible to find a custom
solution for even the most seemingly difficult situations.

2. What computer to use

If the computer you are uploading from could subsequently be audited in an investigation,
consider using a computer that is not easily tied to you. Technical users can also use Tails to
help ensure you do not leave any records of your submission on the computer.

3. Do not talk about your submission to others

If you have any issues talk to WikiLeaks. We are the global experts in source protection — it
is a complex field. Even those who mean well often do not have the experience or expertise
to advise properly. This includes other media organisations.

How to contact WikiLeaks? What is Tor? Tips for Sources After Submitting

After

1. Do not talk about your submission to others

If you have any issues talk to WikiLeaks. We are the global experts in source protection — it
is a complex field. Even those who mean well often do not have the experience or expertise
to advise properly. This includes other media organisations.
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2. Act normal

If you are a high-risk source, avoid saying anything or doing anything after submitting which
might promote suspicion. In particular, you should try to stick to your normal routine and
behaviour.

3. Remove traces of your submission

If you are a high-risk source and the computer you prepared your submission on, or
uploaded it from, could subsequently be audited in an investigation, we recommend that you
format and dispose of the computer hard drive and any other storage media you used.

In particular, hard drives retain data after formatting which may be visible to a digital
forensics team and flash media (USB sticks, memory cards and SSD drives) retain data
even after a secure erasure. If you used flash media to store sensitive data, it is important to
destroy the media.

If you do this and are a high-risk source you should make sure there are no traces of the
clean-up, since such traces themselves may draw suspicion.

4. If you face legal action

If a legal action is brought against you as a result of your submission, there are organisations
that may help you. The Courage Foundation is an international organisation dedicated to the
protection of journalistic sources. You can find more details at https://www.couragefound.org.

Submit documents to WikiLeaks

WikiLeaks publishes documents of political or historical importance that are censored or
otherwise suppressed. We specialise in strategic global publishing and large archives.

The following is the address of our secure site where you can anonymously upload your
documents to WikiLeaks editors. You can only access this submissions system through Tor.
(See our Tor tab for more information.) We also advise you to read our tips for sources
before submitting.

http://ibfckmpsmylhbfovflajicjgldsqpc75k5w454irzwlh7qifggincbad.onion

If you cannot use Tor, or your submission is very large, or you have specific requirements,
WikiLeaks provides several alternative methods. Contact us to discuss how to proceed.

Vault 8

Source code and analysis for CIA software projects including those described in the Vault7
series.
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https://www.couragefound.org/
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This publication will enable investigative journalists, forensic experts and the general public
to better identify and understand covert CIA infrastructure components.

Source code published in this series contains software designed to run on servers controlled
by the CIA. Like WikiLeaks' earlier Vault7 series, the material published by WikiLeaks does
not contain 0-days or similar security vulnerabilities which could be repurposed by others.

Releases
Documents

All Releases

Hive - 9 November, 2017

Hive

9 November, 2017

Today, 9 November 2017, WikiLeaks publishes the source code and development logs to
Hive, a major component of the CIA infrastructure to control its malware.

Hive solves a critical problem for the malware operators at the CIA. Even the most
sophisticated malware implant on a target computer is useless if there is no way for it to
communicate with its operators in a secure manner that does not draw attention. Using Hive
even if an implant is discovered on a target computer, attributing it to the CIA is difficult by
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just looking at the communication of the malware with other servers on the internet. Hive
provides a covert communications platform for a whole range of CIA malware to send
exfiltrated information to CIA servers and to receive new instructions from operators at the
CIA.

Hive can serve multiple operations using multiple implants on target computers. Each
operation anonymously registers at least one cover domain (e.g. "perfectly-boring-looking-
domain.com") for its own use. The server running the domain website is rented from
commercial hosting providers as a VPS (virtual private server) and its software is customized
according to CIA specifications. These servers are the public-facing side of the CIA back-end
infrastructure and act as a relay for HTTP(S) traffic over a VPN connection to a "hidden" CIA
server called 'Blot'.

VPS Server
LApache with
Wad Prosy
IPTABLES Forwardirg

Proxy / _|  Cover
# VPH Server i Server
R— LogFil RIPPER
= Honeycomb m = = SHAFPFER
VPN Server Onelway| Database
Transfer
v Blot 4.0
. DHS
. Server
S5L Session
OSN
YPHN Hetwork

Connections

Linur -bas ed Infras tructure

The cover domain delivers 'innocent' content if somebody browses it by chance. A visitor will
not suspect that it is anything else but a normal website. The only peculiarity is not visible to
non-technical users - a HTTPS server option that is not widely used: Optional Client
Authentication. But Hive uses the uncommon Optional Client Authentication so that the user
browsing the website is not required to authenticate - it is optional. But implants talking to
Hive do authenticate themselves and can therefore be detected by the Blot server. Traffic
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https://wikileaks.org/ciav7p1/cms/page_17760679.html

from implants is sent to an implant operator management gateway called Honeycomb (see
graphic above) while all other traffic go to a cover server that delivers the insuspicious
content for all other users.

Digital certificates for the authentication of implants are generated by the CIA impersonating
existing entities. The three examples included in the source code build a fake certificate for
the anti-virus company Kaspersky Laboratory, Moscow pretending to be signed by Thawte
Premium Server CA, Cape Town. In this way, if the target organization looks at the network
traffic coming out of its network, it is likely to misattribute the CIA exfiltration of data to
uninvolved entities whose identities have been impersonated.

The documentation for Hive is available from the WikiLeaks Vault7 series.
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