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At the end of 2016, there was a major attack against San Francisco’s Municipal
Transportation Agency. The attack was done using Mamba ransomware. This ransomware
uses a legitimate utility called DiskCryptor for full disk encryption. This month, we noted that
the group behind this ransomware has resumed their attacks against corporations.
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Apparently the SF Muni fell victim to
ransomware last night #sanfrancisco #infosec
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Attack Geography

We are currently observing attacks against corporations that are located in:

¢ Brazil
e Saudi Arabia

Attack Vector
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As usual, this group gains access to an organization’s network and uses the psexec utility to

execute the ransomware. Also, it is important to mention that for each machine in the victim’s
network, the threat executor generates a password for the DiskCryptor utility. This password

is passed via command line arguments to the ransomware dropper.

Example of malware execution

Technical Analysis

In a nutshell, the malicious activity can be separated into two stages:
Stage 1 (Preparation):

o Create folder “C:\xampp\http“

Drop DiskCryptor components into the folder

Install DiskCryptor driver

Register system service called DefragmentService
Reboot victim machine

Stage 2 (Encryption):

o Setup bootloader to MBR and encrypt disk partitions using DiskCryptor software
e Cleanup
¢ Reboot victim machine

Stage 1 (Preparation)

As the trojan uses the DiskCryptor utility, the first stage deals with installing this tool on a
victim machine. The malicious dropper stores DiskCryptor’s modules in their own resources.

32DCAPI.DLL 193824 2857 185

DiskCryptor modules
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Depending on OS information, the malware is able to choose between 32- or 64-bit
DiskCryptor modules. The necessary modules will be dropped into the “C:\xampp\http”
folder.

2207 572 exe 2h38 EnCreateFile C:samppihttpdenypt sys
2207 5721 exe 2538 gnWriteHIe C:sampphttpdenypt sys
2207.... 97 exe 2588 Bul:loseFile C:amppihttphdonypt sys
2207... 7M1 exe 2588 E;Createﬁle C:samppihitpdoinst exe
2207... 7 exe 2588 B;Wr’rteFile C:ampphitpdoinst exe
2207 872 exe 2h88 Bn[]nseFile C:'wamppihttpdoinst .exe
2207... 872 exe 2h38 B\CreateFile C:'wamppihttpdocon exe
Z207... 872 exe 2h38 EnWriteHIe C:wamppihttpdocon exe
2207... W7 exe 2h38 En[]nseFile C:aamppihittpdocon exe
2207... W7 exe 2538 Enl:reateFile C:wamppihitpdeapi dl
2207.... 97 exe 2588 BuWr’rteFile :amppihttpdoapidl
2207... 7M1 exe 2588 E;Duseﬁle C:samppihttpdoapi.dl
2207... 7 exe 2588 E;Createﬁle C:\Windows\System 32\drivers \donypt sys

The malware drops the necessary modules

After that, it launches the dropped DiskCryptor installer.

= B 721 exe (3476) Chllzersh_ ... e \Desktoph 721 exe
F i dcinst .exe (3668) DiskCryptor installer support Ceampphitphdcinst.exe
Description:  DiskCryptor installer support
Comparny:
Path: C:\wampp'httpiddnst.exe

Command: "C:\wamppihttpldcinst. exe”™ -setup
The call of the DiskCryptor installer

When DiskCryptor is installed, the malware creates a service that has
SERVICE_ALL_ACCESS and SERVICE_AUTO_START parameters.
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ebp : 1pPassword

ebp : 1pServiceStartHame

ebp : lpDependencies

ebp : 1pdwTagld

ebp : lpLoadOrderGroup
[95p+5ﬂh+1pBlnaryPathHamE] : 1lpBinaryPathHame
ebp ; dwErrurEuntrul
SERVICE_AUTO_START

ebx

ebx ; dwstartType

SERVICE_WIN32_0WM_PROCESS ; dwServiceType
SERVICE_ALL_ACCESS ; dwDesiredAccess

esi : lpDisplayMame
edi : lpServiceMame
eax : hiCHManager
ds:CreateServiceW

esi, eax

[esp+3Ch+var_C], ehx

eax, 3JEBh

[esp+3Ch+Info], ¥8&h
[esp+3Ch+var_24], eax
EeCX, BCX
[esp+3Ch+var_1C], eax
eCx

eax, [esp+3Ch+var_28]
[esp+3Ch+var_28], ecx
[esp+3Ch+var_8], eax
eax, [esp+3Ch+Info]

eax : 1pInfo
ebx ; dwInfolLevel
esi ; hService

[espr4Bh+var_20], ecx
[esp+4Bh+var_14], offset unk_13E4A98
[esp+4Bh+var_18], ebp
ds:ChangeServiceConfig2¥

eax, esi

|
The creation of the malicious service’s function

The last step of Stage 1 is to reboot the system.
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BOOL AdjustTokenPrivileges ExitWindowsEx()
{
HAHDLE v@; FFf eax@1
BOOL result; F/ eax@?
HANDLE TokenHandle; /7 [esp+8h] [ebp-18h]@1
struct _TOKEN_PRIVILEGES NewState; // [esp+Ch] [ebp-14h]@3

vl = GetCurrentProcess();
if t0penProcessToken{uvd, Bx28u, &TokenHandle}l
|| (LookupPrivilegeUalueW{8, L"SeShutdownPrivilege", HewState._Privileges),
MewState.PrivilegeCount = 1,
MewState.Privileges[@].Attributes = 2,
AdjustTokenPrivileges{TokenHandle, @, &HewState, @, @, 8},
GetLastError{}) )

{
result = @;
¥
else
{
result = ExitWindowsEx{EWX_FORCE |EWX_REBOOT, DISP_E_MEMBERMOTFOUND) *= @;
¥
return result;
H

Force reboot function

Stage 2 (Encryption)

Using the DiskCryptor software, the malware sets up a new bootloader to MBR.

= B 721 exe (3884) Chlsers\___. 227 __ MDesktop' 721 exe

DiskCryptor consale Cwampphttptdocon exe

Digk Cryptor console CMo@mmppthitpdocon exe

Digk Cryptor console CMommppthitpdocon exe

coon.exe (2232) DigkCryptor console C:Mommppthitpdocon.exe

coon.exe (3376) DigkCryptor console Cwampphttphdocon exe

coon.exe (608) DigkCryptor console Cwampphttphdocon exe

coon.exe (1852) DigkCryptor console Cwampphttphdocon exe

coon.exe (2536) DigkCryptor console Cwampphttphdocon exe

coon.exe (1056) DiskCryptor console Cwamppihitphdocon exe

ccon.exe (628) Digk Cryptor console CMo@mmppthitpdocon exe

{ doron eve (PRR4) Digk Cryptor console Caamppihittptdocon exe

< | n P Yoernnouece nna ekl W CAWindows\Svstem 3Mavchast exe

Description:  DiskCryptor consaole

Company:

Path: C:Ywampp'ihttpi\dccon.exe

Command: “C:\wampp'http'dcocon.exe™ -boot -setmbr hdd

The call for setting up a bootloader to MBR

The bootloader contains the ransom message for the victim.
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After the bootloader is set, disk partitions would be encrypted using a password, previously
specified as a command line argument for the dropper.

4

Description:
Cormpany:
Path:
Command;:

When the encryption ends, the system will be rebooted, and a victim will see a ransom note

on the screen.

= 1Y 721 exe (3234)

# “decon.exe (3108)
# “docon.exe (1484)
# “dccon.exe (2232)
& “docon.exe (3576)
& “docon.exe (608)

& “idocon.exe (1852)
& “docon.exe (2536)
¢ docon.exe (1056)
# “docon.exe (628)

# #decon exe (2RR4Y
T

DiskCryptor console

C:\wampp'httpldocon. exe

14-46
16-66

Ransomware note
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Kaspersky Lab products detect this threat with the help of the System Watcher component
with the following verdict: PDM:Trojan.Win32.Generic.

Decryption

Unfortunately, there is no way to decrypt data that has been encrypted using the DiskCryptor
utility because this legitimate utility uses strong encryption algorithms.
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Sodin ransomware exploits Windows vulnerability and processor
architecture

KeyPass ransomware
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Bad Rabbit ransomware
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